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ISDN Client

Internet

PRI NETWORK

_Li‘tﬁl 172.22.53.0/24 |

maui-nas01
ED 172.22.53.141

Windows
Client

L

CSURICiscoSecure NT(CSNT)Et & LA K #85E 54 R R AR2BF (NAS)ELE N T "o HRLELEHEIR T —
BEFENRASS | FibISDNFIER L A E M CiscoSecurelit B R BN, T 2IEISDNEFixH
B EATHEERADIUSEEBER.

CSuU

# ./ViewProfile -p 9900 -u async_client

User Profile Information

user = async_client{

profile_id = 110

profile_cycle = 2

radius=Cisco {

check_items= {

2=cisco

!--- Password(2) is "cisco" } reply attributes= { 6=2 !-
-- Service-Type(6) is Framed (2) 7=1 !--- Frame d-
Protocol(7) is PPP (1) } } } # ./ViewProfile -p 9900 -u
isdn_user
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User Profile Information

user = isdn_user({

profile_id = 24

profile_cycle = 4

radius=Cisco {

check_items= {

2=cisco

! -—— Password(2) is "cisco" } reply_ attributes= { 6=2 !
--- Service-Type(6) is Framed (2) 7=1 ! --- Framed-
Protocol(7) is PPP (1) } } }

AEE HRMEESR , EESMISONERAENERERHERM.

CSNT RADIUS

Efii ECiscoSecure NT(CSNT)RADIUS , SEHITUL TR -

1. B3I B Bisdn_userHlasync_clienttIF A& .

2 EEAERER T EEBENZH

3. % Tinternet TIREKAH(IETF)RADIUSE %, 35 , R THALBREFRZFLITEE : Service-
type(attribute 6)= Framed and Framed-Protocol(attribute 7)=PPPX & : %4BZ—TEBM4
Service-TypefFramed-Protocol 552 I BREXN S #k. FH : HRIWEEF R |, 3RS FMISDNSE
AENRERMEEN.

maui-nas-01

maui-nas-0l#show running-config
Building configuration...

Current configuration:

!

version 12.0

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname maui-nas-01

!

aaa new-model

!--- Initiates the AAA access control system. !--- This
command immediately locks down login and PPP
authentication. aaa authentication login default group
radius local !--- Exec login (for the list default) is
authenticated using methods !--- radius then local. The
router uses RADIUS for authentication at the !---
login(exec) prompt. If RADIUS returns an error, the user
is authenticated !--- using the local database. aaa
authentication login NO_AUTHEN none !/--- Exec login (for
the list NO_AUTHEN) has authentication method none !---
(no authentication). Interfaces to which this list is
applied will not have !--- authentication enabled. Refer
to the console port (line con 0) configuration. aaa
authentication ppp default if-needed group radius local
!--- PPP authentication (for the list default) uses
methods radius then local. !--- The if-needed keyword
automatically permits ppp for users that have !---
successfully authenticated using exec mode. If the EXEC
facility has !--- authenticated the user, RADIUS
authentication for PPP is not performed. !----This is




necessary for clients that use terminal window after
dial. aaa authorization network default group radius
local !--- Authorization of network services (PPP
services) for the list default !--- uses methods radius
then local. This 1is neccessary 1if you use RADIUS !---
for the client IP address, Access List assignment and so
on. enable secret 5 <deleted> ! username admin password
7 <deleted> !--- This username allows for access to the
router in situations where !--- connectivity to the
RADIUS server is lost. This is because the AAA !---
configuration for exec login has the alternate method
local. spe 2/0 2/7 firmware location

system: /ucode/mica_port_firmware ! resource-pool disable
! ip subnet-zero no ip finger ! isdn switch-type
primary-ni !--- Switch type is Primary NI-2. isdn voice-
call-failure 0 mta receive maximum-recipients 0 ! !
controller T1 0 !/--- T1 0 controller configuration.
framing esf clock source line primary linecode b8zs pri-
group timeslots 1-24 ! controller T1 1 !/--- T1 1 1is
unused. clock source line secondary 1 ! controller T1 2
!--- T1 1 is unused. ! controller T1 3 !--- T1 1 is
unused. ! interface Ethernet0 ip address 172.22.53.141
255.255.255.0 no ip directed-broadcast ! interface
Serial0:23 !--- D-channel configuration for T1 0. no ip
address no ip directed-broadcast encapsulation ppp
dialer pool-member 23 !/--- Assign Serial0:23 as member
of dialer pool 23. !--- Dialer pool 23 is specified in
interface Dialer 1. !--- Interface Dialer 1 will
terminate the ISDN calls. isdn switch-type primary-ni
isdn incoming-voice modem !/--- Switch incoming analog
calls to the internal digital modems. no cdp enable !
interface FastEthernet0 no ip address no ip directed-
broadcast shutdown duplex auto speed auto ! interface
Group-Async0 !--- Async Group Interface for the modems.
ip unnumbered EthernetO !--- Unnumbered to the ethernet
interface. no ip directed-broadcast encapsulation ppp
async mode interactive !--- Configures interactive mode
on the asynchronous interfaces. !--- This allows users
to dial in and get to a shell or PPP session on !---
that line. If you want incoming users to only connect
using PPP configure !--- async mode dedicated instead.

peer default ip address pool ASYNC
!--- Use the ip pool named "ASYNC" to assign ip address

for !--- incoming connections. ppp authentication chap
group-range 1 48 !--- Lines(modems) 1 through 48 are in
this group async interface. ! interface Dialerl ![---

Dialerl will terminate ISDN calls. ip unnumbered
Ethernet0 no ip directed-broadcast encapsulation ppp
dialer pool 23 !--- Dialer 1 uses dialer pool 23.
Interface Serial(0:23 is !--- a member of this pool. peer
default ip address pool ISDN !--- Use the ip pool named
"ISDN" to assign 1ip address for !--- incoming
connections. no cdp enable ppp authentication chap ! ip
local pool ISDN 172.22.53.142 172.22.53.145 !--- IP
address pool named "ISDN". !--- This pool will be
assigned to connections on interface Dialer 1. ip local
pool ASYNC 172.22.53.146 172.22.53.149 !--- IP address
pool named "ASYNC". !--- This pool will be assigned to
incoming connections on Group-Async 0. !--- Note: This
address pool only has 4 addresses and is not sufficient
to !--- support all 48 modem lines. Configure your IP
pool with the address range !--- to support all
connections.




ip classless

no ip http server

!

no cdp run

!

radius-server host 172.22.53.201 auth-port 1645 acct-
port 1646 key cisco

! --- Radius-server host IP address and encryption key.
!--—- The encryption key must match the onbe configured

on the RADIUS server. ! line con 0 exec-timeout 0 0
login authentication NO_AUTHEN !--- Specifies that the
AAA 1list name assigned to the console is !--- NO_AUTHEN.

From the AAA configuration above, the list NO_AUTHEN !--
- does not use authentication. transport input none line
1 48 autoselect during-login !--- Displays the

username :password prompt after modems connect. !---
Without this the user must press enter to receive a
prompt. autoselect ppp !--- When the NAS detects
incoming PPP packets, the PPP session !--- will be
launched. modem InOut transport preferred none transport
input all transport output none line aux 0 line vty 0 4
! end

R

AEBRBENEFTARRREENVAERE,

showi HH =5l

maui-nas-0l#show caller user async_client detail

User: async_client, line tty 5, service Async
Active time 00:01:04, Idle time 00:00:22

Timeouts: Absolute 1Idle Idle
Session Exec
Limits: - - 00:10:00

Disconnect in: - - -

TTY: Line 5, running PPP on As5

Location: PPP: 172.22.53.148
!--- The IP address assigned from the the IP pool. DSO: (slot/unit/channel)=0/0/7 Line: Baud
rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits Status: Ready, Active, No Exit
Banner, Async Interface Active HW PPP Support Active Capabilities: Hardware Flowcontrol In,
Hardware Flowcontrol Out Modem Callout, Modem RI is CD, Line usable as async interface,
Integrated Modem Modem State: Ready User: async_client, line As5, service PPP Active time
00:00:54, Idle time 00:00:23 Timeouts: Absolute Idle Limits: - - Disconnect in: - - PPP: LCP
Open, CHAP (<- AAA), IPCP
! --- CHAP authentication was performed by AAA. LCP: -> peer, ACCM, AuthProto, MagicNumber,
PCompression, ACCompression <- peer, ACCM, MagicNumber, PCompression, ACCompression NCP: Open
IPCP IPCP: <- peer, Address -> peer, Address IP: Local 172.22.53.141, remote 172.22.53.148
Counts: 40 packets input, 2769 bytes, 0 no buffer 1 input errors, 1 CRC, 0 frame, 0 overrun 24
packets output, 941 bytes, 0 underruns 0 output errors, 0 collisions, 0 interface resets maui-
nas-0l#show caller user isdn_user detail

User: isdn_user, line Se0:8, service PPP
Active time 00:01:22, Idle time 00:01:24
Timeouts: Absolute 1Idle
Limits: - 00:02:00
Disconnect in: - 00:00:35



PPP: LCP Open, CHAP (<- AAA), IPCP
! -—- CHAP authentication was performed by AAA. LCP: -> peer, AuthProto, MagicNumber <- peer,
MagicNumber NCP: Open IPCP IPCP: <- peer, Address -> peer, Address Dialer: Connected to ,
inbound Idle timer 120 secs, idle 84 secs Type is ISDN, group Dialerl
! -- The ISDN Call uses int Dialerl. IP: Local 172.22.53.141, remote 172.22.53.142
! ——- The IP address was obtained from the local pool. Counts: 31 packets input, 872 bytes, 0 no
buffer 0 input errors, 0 CRC, 0 frame, 0 overrun 34 packets output, 1018 bytes, 0 underruns 0
output errors, 0 collisions, 5 interface resets

REREDEAR
AR L0 B T P R R AT SR AR
BRERET

WHEZESET S (EHIMEFFER)XER tshowsn © , It TEAZEEHREshowdmn S H 2 7.
EE : ¥idebugiE 2 Hl , EESREEDebugiE THEEE A,

- debug isdn q931 — It BEIFE R 8 28 FISDNAI M 2 B RV ISDNAERE ELR ( FE3E ) P IE N
BT

. debug modem — IEFERIZ A A RET LB BUIRMIRES T B

- debug ppp negotiation — 7£ 1% $EE = FIHH E(LCP). B BT FMMAEL = H1H% E(NCP) R
BEEPPPREN MM EF . RUWPPPIHEE LHBLCPIRE , ARETEHRE , &M
BENCP,

- debug ppp authentication — RPPPH BRI HEEE , IEEAEF S ORIBIHE
(CHAP)E R BRI O S 515 FHE(PAP) R,

- debug aaa authentication — # R EBIAAA/RADIUS & BB E .

- debug aaa authorization — # "G EBAAA/RADIUSIRE E A,

- debug radius — FEREERADIUSHEIR FEMEIEEA . ERERBEMXEREG LhEEEEeS
IE(EHIMEFER)EEdebug radiusiHE. BRI , 52 EﬁTEE/TE’JﬁF&ﬁ?IbH Eﬁﬁ
R Bdebug radiust EFAEE B EE. MFEE : #£12.2(11)TBAER , debug radiusky & i 2 £
RS, AP EECAMEEZRRBHNE, WEFHEEA , F2BRADIUSHIE BRI AL
fez=

. show caller user — % /T‘HFEEFE%E’J SIE, IERANTTYARE., ERSNE (HE, HERE

) . DSOBESR, BURMER. EEE’JlPﬂL-th PPPHIPPPHE#5I 8%, mREHCisco IOSEEE
AR L BT , 55 Ashow userip %,

54 ot 88t 7R
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MREEENEENdebug radiusiETHiL , T BRBERENBGESZ. £/H BXAREM
EZFE , #AB AR JavaScript,

& : B12.2(11)T#E , debug radiusVEH BB R ETEFHA L EERNRERR L. MEF
MMEF |, FSEIRADIUSEHSE TR R

maui-nas-01l#debug isdn @931

ISDN Q931 packets debugging is on
maui-nas-01#debug ppp negotiation

PPP protocol negotiation debugging is on
maui-nas-01#debug ppp authentication

PPP authentication debugging is on
maui-nas-0l#debug modem

Modem control/process activation debugging is on
maui-nas-01#debug aaa authentication
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AAA Authentication debugging is on
maui-nas-01l#debug aaa authorization
AAA Authorization debugging is on
maui-nas-01#debug radius

RADIUS protocol debugging is on

maui-nas-01#

*Apr 5 11:05:07.031: ISDN Se0:23: RX <- SETUP pd = 8 callref = 0x20FC

l--- Setup message for incoming call. *Apr 5 11:05:07.031: Bearer Capability i = 0x8890218F *Apr
5 11:05:07.031: Channel ID i = 0xA18387 *Apr 5 11:05:07.031: Called Party Number i = 0xAl,
'81560' *Apr 5 11:05:07.035: $DIALER-6-BIND: Interface Serial0:6 bound to profile Dialerl *Apr 5
11:05:07.035: ISDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0xAOFC *Apr 5 11:05:07.035: Channel
ID i = 0xA98387 *Apr 5 11:05:07.043: %LINK-3-UPDOWN: Interface Serial0:6, changed state to up
*Apr 5 11:05:07.043: Se0:6 PPP: Treating connection as a callin *Apr 5 11:05:07.043: Se0:6 PPP:
Phase is ESTABLISHING, Passive Open *Apr 5 11:05:07.043: Se0:6 LCP: State is Listen *Apr 5
11:05:07.047: ISDN Se0:23: TX -> CONNECT pd = 8 callref = O0xAOFC *Apr 5 11:05:07.047: Channel ID
i = 0xA98387 *Apr 5 11:05:07.079: ISDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = 0x20FC *Apr 5
11:05:07.079: ISDN Se0:23: CALL_PROGRESS: CALL_CONNECTED call id 0x2D, bchan -1, dsl 0 *Apr 5
11:05:07.499: Se0:6 LCP: I CONFREQ [Listen] id 28 len 10 *Apr 5 11:05:07.499: Se0:6 LCP:
MagicNumber 0x5078A51F (0x05065078A51F) *Apr 5 11:05:07.499: Se0:6 AAA/AUTHOR/FSM: (0): LCP
succeeds trivially *Apr 5 11:05:07.499: Se0:6 LCP: O CONFREQ [Listen] id 2 len 15 *Apr 5
11:05:07.499: Se0:6 LCP: AuthProto CHAP (0x0305C22305) *Apr 5 11:05:07.499: Se0:6 LCP:
MagicNumber 0xE05213AA (0x0506E05213AA) *Apr 5 11:05:07.499: Se0:6 LCP: O CONFACK [Listen] id 28
len 10 *Apr 5 11:05:07.499: Se0:6 LCP: MagicNumber 0x5078A51F (0x05065078A51F) *Apr 5
11:05:07.555: Se0:6 LCP: I CONFACK [ACKsent] id 2 len 15 *Apr 5 11:05:07.555: Se0:6 LCP:
AuthProto CHAP (0x0305C22305) *Apr 5 11:05:07.555: Se0:6 LCP: MagicNumber OxE05213AA
(0x0506E05213AA) *Apr 5 11:05:07.555: Se0:6 LCP: State is Open *Apr 5 11:05:07.555: Se0:6 PPP:
Phase is AUTHENTICATING, by this end *Apr 5 11:05:07.555: Se(0:6 CHAP: O CHALLENGE id 2 len 32
from "maui-nas-01" *Apr 5 11:05:07.631: Se0:6 CHAP: I RESPONSE id 2 len 30 from "isdn user"

! -—- Incoming CHAP response from "isdn user". *Apr 5 11:05:07.631: AAA: parse name=Seriall:6 idb
type=12 tty=-1 *Apr 5 11:05:07.631: AAA: name=Serial0:6 flags=0x51 type=1 shelf=0 slot=0
adapter=0 port=0 channel=6 *Apr 5 11:05:07.631: AAA: parse name= idb type=-1 tty=-1 *Apr 5

11:05:07.631: AAA/MEMORY: create_user (0x619CEE28) user='isdn_user' ruser='' port='Seriall:6'
rem_addr='isdn/81560' authen_type=CHAP service=PPP priv=1 *Apr 5 11:05:07.631: AAA/AUTHEN/START
(2973699846) : port='Seriall:6' list='"' action=LOGIN service=PPP *Apr 5 11:05:07.631:

AAA/AUTHEN/START (2973699846): using "default" list *Apr 5 11:05:07.631: AAA/AUTHEN
(2973699846) : status = UNKNOWN *Apr 5 11:05:07.631: AAA/AUTHEN/START (2973699846): Method=radius
(radius) !--- AAA authentication method is RADIUS. *Apr 5 11:05:07.631: RADIUS: ustruct
sharecount=1 *Apr 5 11:05:07.631: RADIUS: Initial Transmit SerialO:6 id 13 172.22.53.201:1645,
Access-Request, len 87

! -—-- Access-Request from the NAS to the AAA server. !--- Note the IP address in the Access-
Request matches the IP address !--- configured using the command: !--- radius-server host
172.22.53.201 key cisco *Apr 5 11:05:07.631: Attribute 4 6 AC16358D

*Apr 5 11:05:07.631: Attribute 5 6 00004E26

*Apr 5 11:05:07.631: Attribute 61 6 00000002

*Apr 5 11:05:07.631: Attribute 1 11 6973646E

*Apr 5 11:05:07.631: Attribute 30 7 38313536

*Apr 5 11:05:07.631: Attribute 3 19 0297959E

*Apr 5 11:05:07.631: Attribute 6 6 00000002

*Apr 5 11:05:07.631: Attribute 7 6 00000001

*Apr 5 11:05:07.635: RADIUS: Received from id 13 172.22.53.201:1645,
Access-Accept, len 32

*Apr 5 11:05:07.635: Attribute 6 6 00000002

*Apr 5 11:05:07.635: Attribute 7 6 00000001

debug radiusis SHI B EH(AVP)EEMRIE , U FE i BEENASHRADIUSHIREE < BN R S,

i B12.2(11)T# , debug radiusfVEaH EHFH , AT EEFAE HEZH BB L, WER
MMEF , FSERADIUSESE B RThEERE 2,

FRaHBERESITE , iERdebug radius #9247,
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UTREHL Rt EFRTERINER !

Access-Request 172.22.53.201:1645 id 13

Attribute Type 4: NAS-IP-Address is 172.22.53.141
Attribute Type 5: NAS-Port is 20006

Attribute Type 61: NAS-Port-Type is ISDN-Synchronous
Attribute Type 1: User-Name is isdn

Attribute Type 30: Called-Station-ID(DNIS) is 8156
Attribute Type 3: CHAP-Password is (encoded)
Attribute Type 6: Service-Type is Framed
Attribute Type 7: Framed-Protocol is PPP
Access-Accept 172.22.53.201:1645 id 13

Attribute Type 6: Service-Type is Framed
Attribute Type 7: Framed-Protocol is PPP

HIEMBHARE LT |, BT MR B 6:Service-Type is Framed and Attribute Type 7:Framed-
Protocol;2PPP., MREHBFBMOH7RMEFTR , FEERADIUSHIREE LN ERAERERRGE
SRARBE D). BFHEE , debug radiusF ~Access-Accept , & &R RRADIUSR ARES E & Th B 3%
EHE, R TAccess-Reject , BIFAERIERIBRE , ZEXBRERADIUSHREE LA
AEBBANERGBEE, ERINS —BHERBMERBI4:NAS-IP-Address, B HBEZERTEET
M{ER B EERADIUSAMRER L ELERINAS IPi#h it PUEe,

EXE : BACisco IOSHRURTRMANAR G HER | LB M T sE =4 & B (6l tUser-
Name, Called-Station-ID(DNIS)).

*Apr 5 11:05:07.635: AAA/AUTHEN (2973699846): status = PASS

!--- Authentication is successful *Apr 5 11:05:07.635: Se0:6 AAA/AUTHOR/LCP: Authorize LCP *Apr
5 11:05:07.635: Se0:6 AAA/AUTHOR/LCP (2783657211): Port='Serial0:6' list='"' service=NET *Apr 5
11:05:07.635: AAA/AUTHOR/LCP: Se0:6 (2783657211) user='isdn_user' *Apr 5 11:05:07.635: Se0:6
AAA/AUTHOR/LCP (2783657211): send AV service=ppp *Apr 5 11:05:07.635: Se0:6 AAA/AUTHOR/LCP
(2783657211): send AV protocol=lcp *Apr 5 11:05:07.635: Se0:6 AAA/AUTHOR/LCP (2783657211): found
list "default" *Apr 5 11:05:07.635: Se0:6 AAA/AUTHOR/LCP (2783657211): Method=radius (radius)
*Apr 5 11:05:07.635: Se0:6 AAA/AUTHOR (2783657211): Post authorization status = PASS_REPL *Apr 5
11:05:07.639: Se0:6 AAA/AUTHOR/LCP: Processing AV service=ppp *Apr 5 11:05:07.639: Se0:6 CHAP: O
SUCCESS id 2 len 4 *Apr 5 11:05:07.639: Se0:6 PPP: Phase is UP *Apr 5 11:05:07.639: Se0:6
AAA/AUTHOR/FSM: (0): Can we start IPCP? *Apr 5 11:05:07.639: Se0:6 AAA/AUTHOR/FSM (3184893369):
Port='Seriall:6' list='"' service=NET *Apr 5 11:05:07.639: AAA/AUTHOR/FSM: Se0:6 (3184893369)
user='isdn_user' *Apr 5 11:05:07.639: Se0:6 AAA/AUTHOR/FSM (3184893369): send AV service=ppp
*Apr 5 11:05:07.639: Se0:6 AAA/AUTHOR/FSM (3184893369): send AV protocol=ip *Apr 5 11:05:07.639:
Se0:6 AAA/AUTHOR/FSM (3184893369): found list "default" *Apr 5 11:05:07.639: Se0:6
AAA/AUTHOR/FSM (3184893369): Method=radius (radius) *Apr 5 11:05:07.639: Se0:6 AAA/AUTHOR
(3184893369) : Post authorization status = PASS_REPL *Apr 5 11:05:07.639: Se0:6 AAA/AUTHOR/FSM:
We can start IPCP *Apr 5 11:05:07.639: Se0:6 IPCP: O CONFREQ [Not negotiated] id 2 len 10 *Apr 5
11:05:07.639: Se0:6 IPCP: Address 172.22.53.141 (0x0306AC16358D) *Apr 5 11:05:07.675: Se0:6
IPCP: I CONFREQ [REQsent] id 13 len 10 *Apr 5 11:05:07.675: Se0:6 IPCP: Address 0.0.0.0
(0x030600000000) *Apr 5 11:05:07.675: Se0:6 AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0, we want
0.0.0.0 *Apr 5 11:05:07.675: Se0:6 AAA/AUTHOR/IPCP: Processing AV service=ppp *Apr 5
11:05:07.675: Se0:6 AAA/AUTHOR/IPCP: Authorization succeeded *Apr 5 11:05:07.675: Se0:6
AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0, we want 0.0.0.0 *Apr 5 11:05:07.675: Se0:6 IPCP:
Pool returned 172.22.53.142

!-—— IP address for the peer obtained from the pool *Apr 5 11:05:07.675: Se0:6 IPCP: O CONFNAK
[REQsent] id 13 len 10 *Apr 5 11:05:07.675: Se0:6 IPCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.699: Se0:6 IPCP: I CONFACK [REQsent] id 2 len 10 *Apr 5 11:05:07.699: Se0:6
IPCP: Address 172.22.53.141 (0x0306AC16358D) *Apr 5 11:05:07.707: Se0:6 IPCP: I CONFREQ
[ACKrcvd] id 14 len 10 *Apr 5 11:05:07.707: Se0:6 IPCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR/IPCP: Start. Her address 172.22.53.142, we want
172.22.53.142 *Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR/IPCP (3828612481): Port='Seriall:6' list='"
service=NET *Apr 5 11:05:07.707: AAA/AUTHOR/IPCP: Se0:6 (3828612481) user='isdn_user' *Apr 5
11:05:07.707: Se0:6 AAA/AUTHOR/IPCP (3828612481): send AV service=ppp *Apr 5 11:05:07.707: Sel:6
AAA/AUTHOR/IPCP (3828612481): send AV protocol=ip *Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR/IPCP



(3828612481) : send AV addr*172.22.53.142 *Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR/IPCP
(3828612481) : found list "default" *Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR/IPCP (3828612481):
Method=radius (radius) *Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR (3828612481): Post authorization
status = PASS_REPL *Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR/IPCP: Reject 172.22.53.142, using
172.22.53.142 *Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR/IPCP: Processing AV service=ppp *Apr 5
11:05:07.707: Se0:6 AAA/AUTHOR/IPCP: Processing AV addr*172.22.53.142 *Apr 5 11:05:07.707: Sel:6
AAA/AUTHOR/IPCP: Authorization succeeded *Apr 5 11:05:07.707: Se0:6 AAA/AUTHOR/IPCP: Done. Her
address 172.22.53.142, we want 172.22.53.142 *Apr 5 11:05:07.707: Se0:6 IPCP: O CONFACK
[ACKrcvd] id 14 len 10 *Apr 5 11:05:07.707: Se0:6 IPCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.707: Se0:6 IPCP: State is Open *Apr 5 11:05:07.711: Dil IPCP: Install route to
172.22.53.142

!--- IPCP state is open. A route to the remote peer is installed *Apr 5 11:05:08.639:
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0:6, changed state to up *Apr 5
11:05:13.043: $ISDN-6-CONNECT: Interface Serial0:6 is now connected to isdn_user maui-nas-01#

EATTARISDNE FiniVitm. AT @R T RS FU ( HlBWindowsE Fif ) #Y1HE

maui-nas-01#

*Apr 5 11:05:53.527: ISDN Se(0:23: RX <- SETUP pd = 8 callref = 0x21C5

! -—— Incoming Setup message for Async Call. *Apr 5 11:05:53.527: Bearer Capability i = 0x9090A2
*Apr 5 11:05:53.527: Channel ID i = 0xA18388 *Apr 5 11:05:53.527: Progress Ind i = 0x8183 -
Origination address is non-ISDN *Apr 5 11:05:53.527: Called Party Number i = 0xAl, '81560' *Apr
5 11:05:53.531: ISDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0xA1lC5 *Apr 5 11:05:53.531:
Channel ID i = 0xA98388 *Apr 5 11:05:53.531: ISDN Se0:23: TX -> ALERTING pd = 8 callref = 0xAlCH
*Apr 5 11:05:53.667: ISDN Se0:23: TX -> CONNECT pd = 8 callref = 0xAIC5 *Apr 5 11:05:53.683:
ISDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = 0x21C5 *Apr 5 11:05:53.687: ISDN Se0:23:
CALL_PROGRESS: CALL_CONNECTED call id O0x2E, bchan -1, dsl 0 *Apr 5 11:06:10.815: TTY5: DSR came
up *Apr 5 11:06:10.815: tty5: Modem: IDLE->(unknown) *Apr 5 11:06:10.815: TTY5: EXEC creation
*Apr 5 11:06:10.815: AAA: parse name=tty5 idb type=10 tty=5 *Apr 5 11:06:10.815: AAA: name=ttyb
flags=0x11l type=4 shelf=0 slot=0 adapter=0 port=5 channel=0 *Apr 5 11:06:10.815: AAA: parse
name=Serial0:7 idb type=12 tty=-1 *Apr 5 11:06:10.815: AAA: name=Serial0l:7 flags=0x51 type=1
shelf=0 slot=0 adapter=0 port=0 channel=7 *Apr 5 11:06:10.815: AAA/MEMORY: create_user
(0x614D4DBC) user='"' ruser='' port='tty5' rem_addr='async/81560' authen_type=ASCII service=LOGIN
priv=1l *Apr 5 11:06:10.815: AAA/AUTHEN/START (2673527044): port='tty5' list='"' action=LOGIN
service=LOGIN *Apr 5 11:06:10.815: AAA/AUTHEN/START (2673527044): using "default" list *Apr 5
11:06:10.815: AAA/AUTHEN/START (2673527044): Method=radius (radius) *Apr 5 11:06:10.815:
AAA/AUTHEN (2673527044): status = GETUSER *Apr 5 11:06:10.815: TTY5: set timer type 10, 30
seconds *Apr 5 11:06:13.475: TTY5: Autoselect(2) sample 7E *Apr 5 11:06:13.475: TTY5:
Autoselect (2) sample 7EFF *Apr 5 11:06:13.475: TTY5: Autoselect(2) sample 7EFF7D *Apr 5
11:06:13.475: TTY5: Autoselect(2) sample 7EFF7D23 *Apr 5 11:06:13.475: TTY5 Autoselect cmd: ppp
negotiate

!-—— the router recongnizes the ppp packets and launches ppp. *Apr 5 11:06:13.475:
AAA/AUTHEN/ABORT: (2673527044) because Autoselected. *Apr 5 11:06:13.475: AAA/MEMORY: free_user
(0x614D4DBC) user='"' ruser='' port='tty5' rem_addr='async/81560' authen_type=ASCII service=LOGIN
priv=1l *Apr 5 11:06:13.479: TTY5: EXEC creation *Apr 5 11:06:13.479: TTY5: create timer type 1,
600 seconds *Apr 5 11:06:13.607: TTY5: destroy timer type 1 (OK) *Apr 5 11:06:13.607: TTY5:
destroy timer type 0 *Apr 5 11:06:15.607: SLINK-3-UPDOWN: Interface Async5, changed state to up
*Apr 5 11:06:15.607: As5 PPP: Treating connection as a dedicated line *Apr 5 11:06:15.607: Asb
PPP: Phase is ESTABLISHING, Active Open

!--- PPP negotiation begins. *Apr 5 11:06:15.607: As5 AAA/AUTHOR/FSM: (0): LCP succeeds
trivially *Apr 5 11:06:15.607: Asb5 LCP: O CONFREQ [Closed] id 1 len 25 *Apr 5 11:06:15.607: As5
LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:15.607: As5 LCP: AuthProto CHAP
(0x0305C22305) *Apr 5 11:06:15.607: As5 LCP: MagicNumber O0xE0531DB8 (0x0506E0531DB8) *Apr 5
11:06:15.607: As5 LCP: PFC (0x0702) *Apr 5 11:06:15.607: As5 LCP: ACFC (0x0802) *Apr 5
11:06:16.487: Asb5 LCP: I CONFREQ [REQsent] id 3 len 23 *Apr 5 11:06:16.487: As5 LCP: ACCM
0x000A0000 (0x0206000A0000) *Apr 5 11:06:16.487: As5 LCP: MagicNumber Ox65FFA5C7
(0x050665FFA5C7) *Apr 5 11:06:16.487: As5 LCP: PFC (0x0702) *Apr 5 11:06:16.487: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:16.487: As5 LCP: Callback 6 (0x0D0306) *Apr 5 11:06:16.487: Unthrottle 5
*Apr 5 11:06:16.487: As5 LCP: O CONFREJ [REQsent] id 3 len 7 *Apr 5 11:06:16.487: As5 LCP:
Callback 6 (0x0D0306) *Apr 5 11:06:17.607: As5 LCP: TIMEout: State REQsent *Apr 5 11:06:17.607:
As5 LCP: O CONFREQ [REQsent] id 2 len 25 *Apr 5 11:06:17.607: As5 LCP: ACCM 0x000A0000
(0x0206000A0000) *Apr 5 11:06:17.607: As5 LCP: AuthProto CHAP (0x0305C22305) *Apr 5
11:06:17.607: Asb5 LCP: MagicNumber O0xE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:17.607: As5 LCP: PFC



(0x0702) *Apr 5 11:06:17.607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:17.735: Asb5 LCP: I CONFACK
[REQsent] id 2 len 25 *Apr 5 11:06:17.735: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5
11:06:17.735: As5 LCP: AuthProto CHAP (0x0305C22305) *Apr 5 11:06:17.735: As5 LCP: MagicNumber
0xE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:17.735: Asb5 LCP: PFC (0x0702) *Apr 5 11:06:17.735: As5
LCP: ACFC (0x0802) *Apr 5 11:06:19.479: As5 LCP: I CONFREQ [ACKrcvd] id 4 len 23 *Apr 5
11:06:19.479: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.479: As5 LCP:
MagicNumber 0x65FFA5C7 (0x050665FFASC7) *Apr 5 11:06:19.479: As5 LCP: PFC (0x0702) *Apr 5
11:06:19.479: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.479: As5 LCP: Callback 6 (0x0D0306) *Apr 5
11:06:19.479: As5 LCP: O CONFREJ [ACKrcvd] id 4 len 7 *Apr 5 11:06:19.479: As5 LCP: Callback 6
(0x0D0306) *Apr 5 11:06:19.607: As5 LCP: TIMEout: State ACKrcvd *Apr 5 11:06:19.607: As5 LCP: O
CONFREQ [ACKrcvd] id 3 len 25 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000)
*Apr 5 11:06:19.607: As5 LCP: AuthProto CHAP (0x0305C22305) *Apr 5 11:06:19.607: As5 LCP:
MagicNumber 0xE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5
11:06:19.607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.607: As5 LCP: I CONFREQ [REQsent] id 5 len
20 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.607: As5 LCP:
MagicNumber 0x65FFA5C7 (0x050665FFASC7) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5
11:06:19.607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.607: As5 LCP: O CONFACK [REQsent] id 5 len
20 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.607: As5 LCP:
MagicNumber 0x65FFA5C7 (0x050665FFASC7) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5
11:06:19.607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.719: As5 LCP: I CONFACK [ACKsent] id 3 len
25 *Apr 5 11:06:19.719: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.719: As5 LCP:
AuthProto CHAP (0x0305C22305) *Apr 5 11:06:19.719: As5 LCP: MagicNumber 0xE0531DBS8
(0x0506E0531DB8) *Apr 5 11:06:19.719: Asb5 LCP: PFC (0x0702) *Apr 5 11:06:19.719: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:19.719: As5 LCP: State is Open *Apr 5 11:06:19.719: As5 PPP: Phase is
AUTHENTICATING, by this end *Apr 5 11:06:19.719: As5 CHAP: O CHALLENGE id 1 len 32 from "maui-
nas-01" *Apr 5 11:06:19.863: As5 CHAP: I RESPONSE id 1 len 33 from "async_client"

!-—- Incoming CHAP response from "async_client". *Apr 5 11:06:19.863: AAA: parse name=Asyncb5 idb
type=10 tty=5 *Apr 5 11:06:19.863: AAA: name=Asyncb flags=0x1ll type=4 shelf=0 slot=0 adapter=0
port=5 channel=0 *Apr 5 11:06:19.863: AAA: parse name=Serial0:7 idb type=12 tty=-1 *Apr 5
11:06:19.863: AAA: name=Seriall:7 flags=0x51 type=1 shelf=0 slot=0 adapter=0 port=0 channel=7
*Apr 5 11:06:19.863: AAA/MEMORY: create_user (0x6195AE40) user='async_client' ruser="'"
port='Async5' rem_addr='async/81560' authen_type=CHAP service=PPP priv=1l *Apr 5 11:06:19.863:
AAA/AUTHEN/START (2673347869): port='Async5' list='"' action=LOGIN service=PPP *Apr 5
11:06:19.863: AAA/AUTHEN/START (2673347869): using "default" list *Apr 5 11:06:19.863:
AAA/AUTHEN (2673347869): status = UNKNOWN *Apr 5 11:06:19.863: AAA/AUTHEN/START (2673347869):
Method=radius (radius) *Apr 5 11:06:19.863: RADIUS: ustruct sharecount=1 *Apr 5 11:06:19.867:
RADIUS: Initial Transmit Async5 id 14 172.22.53.201:1645,

Access-Request, len 90

*Apr 5 11:06:19.867: Attribute 4 6 AC16358D
*Apr 5 11:06:19.867: Attribute 5 6 00000005
*Apr 5 11:06:19.867: Attribute 61 6 00000000
*Apr 5 11:06:19.867: Attribute 1 14 6173796E
*Apr 5 11:06:19.867: Attribute 30 7 38313536
*Apr 5 11:06:19.867: Attribute 3 19 01B8292F
*Apr 5 11:06:19.867: Attribute 6 6 00000002
*Apr 5 11:06:19.867: Attribute 7 6 00000001

*Apr 5 11:06:19.867: RADIUS: Received from id 14 172.22.53.201:1645,
Access-Accept, len 32

*Apr 5 11:06:19.867: Attribute 6 6 00000002

*Apr 5 11:06:19.871: Attribute 7 6 00000001
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Access-Request 172.22.53.201:1645 id 14

Attribute Type 4: NAS-IP-Address is 172.22.53.141

Attribute Type 5: NAS-Port is 5

Attribute Type 61: NAS-Port-Type is Asynchronous

Attribute Type 1: User-Name is asyn

Attribute Type 30: Called-Station-ID(DNIS) is 8156

Attribute Type 3: CHAP-Password is (encoded)

Attribute Type 6: Service-Type is Framed

Attribute Type 7: Framed-Protocol is PPP
Access-Accept 172.22.53.201:1645 id 14

Attribute Type 6: Service-Type is Framed

Attribute Type 7: Framed-Protocol is PPP

HIEMmMBENARE S BT MWHERB6:Service-Type is Framed and Attribute Type 7:Framed-
Protocol;2PPP, MNREZHMBMHEH7ARME T , FEERADIUSHIfRSE LN FERAEREERGS
SEABEEND). BFEEE , debug radiusF ~Access-Accept , & & RRADIUSR AR 25 B 5% Th B 3%
FEHE, R TAccess-Reject , BIFAERIEBIBRE , CEZMRERADIUSHREE LA
AEEZBANRBEE, EBRENS B EMYERBI4:NAS-IP-Address, SRFH L EFRTEETR
H{E R B ERADIUS{ IRES L BCEHINAS P it PTE,

AEXE : HRACisco IOSHRURTRERANBHABEHEZEE , FLBEM T4 & B (5 inUser-
Name, Called-Station-ID(DNIS)).

*Apr 5 11:06:19.871: AAA/AUTHEN (2673347869): status = PASS

*Apr 5 11:06:19.871: As5 AAA/AUTHOR/LCP: Authorize LCP

*Apr 5 11:06:19.871: As5 AAA/AUTHOR/LCP (3232903941): Port='Asynch5' list="'"
service=NET

*Apr 5 11:06:19.871: AAA/AUTHOR/LCP: As5 (3232903941) user='async_client'

*Apr 5 11:06:19.871: As5 AAA/AUTHOR/LCP (3232903941): send AV service=ppp
*Apr 5 11:06:19.871: As5 AAA/AUTHOR/LCP (3232903941): send AV protocol=lcp
*Apr 5 11:06:19.871: As5 AAA/AUTHOR/LCP (3232903941): found list "default"
*Apr 5 11:06:19.871: As5 AAA/AUTHOR/LCP (3232903941): Method=radius (radius)
*Apr 5 11:06:19.871: As5 AAA/AUTHOR (3232903941): Post authorization status

= PASS_REPL

*Apr 5 11:06:19.871: As5 AAA/AUTHOR/LCP: Processing AV service=ppp

*Apr 5 11:06:19.871: As5 CHAP: O SUCCESS id 1 len 4

*Apr 5 11:06:19.871: As5 PPP: Phase is UP

*Apr 5 11:06:19.871: As5 AAA/AUTHOR/FSM: (0): Can we start IPCP?

*Apr 5 11:06:19.871: As5 AAA/AUTHOR/FSM (1882093345): Port='Asynch5' list="'"
service=NET

*Apr 5 11:06:19.871: AAA/AUTHOR/FSM: As5 (1882093345) user='async_client'
*Apr 5 11:06:19.871: As5 AAA/AUTHOR/FSM (1882093345): send AV service=ppp
*Apr 5 11:06:19.871: As5 AAA/AUTHOR/FSM (1882093345): send AV protocol=ip
*Apr 5 11:06:19.871: As5 AAA/AUTHOR/FSM (1882093345): found list "default"
*Apr 5 11:06:19.871: As5 AAA/AUTHOR/FSM (1882093345): Method=radius (radius)
*Apr 5 11:06:19.871: As5 AAA/AUTHOR (1882093345): Post authorization status
= PASS_REPL

*Apr 5 11:06:19.871: As5 AAA/AUTHOR/FSM: We can start IPCP

*Apr 5 11:06:19.875: As5 IPCP: O CONFREQ [Closed] id 1 len 10

*Apr 5 11:06:19.875: As5 IPCP: Address 172.22.53.141 (0x0306AC16358D)
*Apr 5 11:06:19.991: As5 IPCP: I CONFREQ [REQsent] id 1 len 34

*Apr 5 11:06:19.991: As5 IPCP: Address 0.0.0.0 (0x030600000000)

*Apr 5 11:06:19.991: As5 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Apr 5 11:06:19.991: As5 IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
*Apr 5 11:06:19.991: As5 IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
*Apr 5 11:06:19.991: As5 IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
*Apr 5 11:06:19.991: As5 AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0,

we want 172.22.53.148
!-—- The address for the peer obtained from the pool. *Apr 5 11:06:19.991: As5 AAA/AUTHOR/IPCP:
Processing AV service=ppp *Apr 5 11:06:19.991: As5 AAA/AUTHOR/IPCP: Authorization succeeded *Apr



5 11:06:19.991: As5 AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0, we want 172.22.53.148 *Apr 5
11:06:19.991: As5 IPCP: O CONFREJ [REQsent] id 1 len 22 *Apr 5 11:06:19.991: As5 IPCP:
PrimaryWINS 0.0.0.0 (0x820600000000) *Apr 5 11:06:19.995: As5 IPCP: SecondaryDNS 0.0.0.0
(0x830600000000) *Apr 5 11:06:19.995: As5 IPCP: SecondaryWINS 0.0.0.0 (0x840600000000) *Apr 5
11:06:20.007: As5 IPCP: I CONFACK [REQsent] id 1 len 10 *Apr 5 11:06:20.007: As5 IPCP: Address
172.22.53.141 (0x0306AC16358D) *Apr 5 11:06:20.119: As5 IPCP: I CONFREQ [ACKrcvd] id 2 len 16
*Apr 5 11:06:20.119: As5 IPCP: Address 0.0.0.0 (0x030600000000) *Apr 5 11:06:20.119: As5 IPCP:
PrimaryDNS 0.0.0.0 (0x810600000000) *Apr 5 11:06:20.119: As5 AAA/AUTHOR/IPCP: Start. Her address
0.0.0.0, we want 172.22.53.148 *Apr 5 11:06:20.119: As5 AAA/AUTHOR/IPCP: Processing AV
service=ppp *Apr 5 11:06:20.119: As5 AAA/AUTHOR/IPCP: Authorization succeeded *Apr 5
11:06:20.119: As5 AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0, we want 172.22.53.148 *Apr 5
11:06:20.119: As5 IPCP: O CONFNAK [ACKrcvd] id 2 len 16 *Apr 5 11:06:20.119: As5 IPCP: Address
172.22.53.148 (0x0306AC163594) *Apr 5 11:06:20.119: As5 IPCP: PrimaryDNS 172.22.53.210
(0x8106AC1635D2) *Apr 5 11:06:20.231: Asb5 IPCP: I CONFREQ [ACKrcvd] id 3 len 16 *Apr 5
11:06:20.231: As5 IPCP: Address 172.22.53.148 (0x0306AC163594) *Apr 5 11:06:20.231: As5 IPCP:
PrimaryDNS 172.22.53.210 (0x8106AC1635D2) *Apr 5 11:06:20.231: As5 AAA/AUTHOR/IPCP: Start. Her
address 172.22.53.148, we want 172.22.53.148 *Apr 5 11:06:20.231: As5 AAA/AUTHOR/IPCP
(3727543204) : Port='Asynch5' list='' service=NET *Apr 5 11:06:20.231: AAA/AUTHOR/IPCP: As5
(3727543204) user='async_client' *Apr 5 11:06:20.231: As5 AAA/AUTHOR/IPCP (3727543204): send AV
service=ppp *Apr 5 11:06:20.231: As5 AAA/AUTHOR/IPCP (3727543204): send AV protocol=ip *Apr 5
11:06:20.231: As5 AAA/AUTHOR/IPCP (3727543204): send AV addr*172.22.53.148 *Apr 5 11:06:20.231:
As5 AAA/AUTHOR/IPCP (3727543204): found list "default" *Apr 5 11:06:20.231: As5 AAA/AUTHOR/IPCP
(3727543204) : Method=radius (radius) *Apr 5 11:06:20.235: As5 AAA/AUTHOR (3727543204): Post
authorization status = PASS_REPL *Apr 5 11:06:20.235: As5 AAA/AUTHOR/IPCP: Reject 172.22.53.148,
using 172.22.53.148 *Apr 5 11:06:20.235: As5 AAA/AUTHOR/IPCP: Processing AV service=ppp *Apr 5
11:06:20.235: As5 AAA/AUTHOR/IPCP: Processing AV addr*172.22.53.148 *Apr 5 11:06:20.235: AsSH
AAA/AUTHOR/IPCP: Authorization succeeded *Apr 5 11:06:20.235: As5 AAA/AUTHOR/IPCP: Done. Her
address 172.22.53.148, we want 172.22.53.148 *Apr 5 11:06:20.235: As5 IPCP: O CONFACK [ACKrcvd]
id 3 len 16 *Apr 5 11:06:20.235: Asb5 IPCP: Address 172.22.53.148 (0x0306AC163594) *Apr 5
11:06:20.235: As5 IPCP: PrimaryDNS 172.22.53.210 (0x8106AC1635D2) *Apr 5 11:06:20.235: As5 IPCP:
State is Open *Apr 5 11:06:20.235: As5 IPCP: Install route to 172.22.53.148

!--- Route to remote peer is installed. *Apr 5 11:06:20.871: $LINEPROTO-5-UPDOWN: Line protocol
on Interface Async5, changed state to up
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