Kerberos with ADFS 2.0 for End User SAML
SSO for Jabberiit i =5l
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ANHNEARBBEBEERETREANKEMEL. XHEAINAMBERELRERER (HR
) BVHERERRED . MRIGHVMEER EEER | FRACERBEMET ARERNZE,

HRER

RigFEAEREBSEBES (SAML)E — & A (SSO)E B EREL EKerberos , LA S5 A Jabberfy
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£ il A Active Directoryigi#9Microsoft WindowsHIMacintoshZES £ , FAEEFTMAFEAEZIB/R
RISEN I AL = A EICisco Jabber , EEEFEEAER., AEAHEK LHNEBNERAENEER
EEZARE,

HRSORBEAREXRFREENEEBSE  AUFTFEEED, BEHERBECRENSRBE
EHIZR(KDC) TR , MREHAN , £RAERSEA,

L

LA R fERADFS 2.05% EKerberostI 2R .
1. EE S E R4 Microsoft Windows Server 2008 R2,
2. EE—A B8 =% % Active Directoryidi IR #(ADDS)FIADFS,

3. £ &% T Microsoft Windows Server 2008 R2#Y & fi§ L % 8¢ Internet Information
Services(lIS),

4. RISEIBEEEE.

5. MEBEREEANISEEHAEHTTPSARBREE.

6. FEE M E i E Z #Microsoft Windows7 , W HAERFik.
#4154 A AR ES(DNS) E th A =4t T ADDSH BB,
#6 1t B B 37 18 B 1E RYEADDSIFE I Y35

HEMK, E— T H#EComputer. #E—T "Properties) . #&— TR & A Al Change
Settings., % — T Computer NameE . #—T "Change. . #iBEEIHE,
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Syttem Properties Ll e User Managemerd v  Buk Ajminaistor v Help v
Computer Name/Diomaan Changes E L]
You can change the name and the membenship of the lemputer l .
computer Ch might allec] scosss ba network resouross = =
[l efarmaios o || =) 8
Security ¢ System - | 4y || Search Control Paned e
Computer namws n's |
JabbePL1 | ) w
pasic information about your computer
Full computer name |
JaiberPC 1 mangolat com & edition
Mors: o fows 7 Professional
I o ) - prigit & 2005 Microsoft Corporation. Al rights reserved.
@ Doman e Pack]l
mangolab oom pe ] prooe leaties with & new edinan of Windews 7
i'oricgroup: "
|1 Sytern rating i not available
| S50 Imted(R) XeoniR) CPUET- 2870 @ 240GHz 240 GHz
| Mled memery (RAME 200 GB o |
[ 0K Carncsl | i b type G- nt Operating System
snd Touch: Mo Pen or Touch Input i availsble for this Depley
ot Tt Unifeed Commaan
Cormputer name, domam, snd workgroup sethings
5 rt t
W:Support pletss wisit our ) Computer name: labbarPC1 W Change settings
Full computer narme labberPCl mangolib. com
Computer description: JabberPC1
i Domas mangalab.com
Action Center Windows activatian
Windows: Upsdotz Windows it sctivated
?:““““mmﬂmmd Product D 00371-221-8767124-86186  Change product key
ools
| marrs rranire o nllinge Y

7. W EKerberos iR = B 118 MEE i £ K.
NEBESSMEAZMRBEMAFRBCRRIT. REHTUTHS :
cd \windows\System32Klist S 5§

C:\lsers'\Adninistrator WINZKBYed “windows“Bystenl2
C:sWindows~Systenl2 *Klist tickets

Current Logonld is B:Bx<Id6AY2

Cached Tickets: (1)

na> Client: Administrator @ MANGOLAB.COM
Server: krbtgt-MANGOLAB.CON P MANGOLAB.COM
KerbTicket Encryption Type: AES-256-CIS-HMAC-SHA1-76
Ticket Flags @x4BedddPl -> forwardable renewable initial pre_authent
Start Time: 12-160-2014 18:86:84 (locald
End Time: 121128014 4:86:84 (local)
Renew Time: 12172014 18:96:84 (local)
Session Key Type: AES-256-CIS-HMAC-EHAL-%6

LEERESOEAINEFREBMIHMITHEENG T,



:SUserssrashaikhicd SwindowssSystend2
s\WindowssSystemd2»Klist tickets
furrent Logonld is B:Bx558ba

ached Tickets: <5

Client: rashaikh @ MANGOLAB.CON

Server: krbtgt-MANGOLAB.COM P MANGOLAB.COM

Kerblicket Encryption Type: AES-256-CTS-HMAC-SHA1-76

Ticket Flags BAx6RaBRAARAd -> forwardable forwarded renewable pre_authent
Start Time: 12102014 18:35:23 (local)

End Time: 121172814 4:34:59 (local)

Renew Time: 121772014 18:34:5% (local>

Session Key Type: AES-256-CTS-HMAC-SHAL-96

Client: rashaikh @ MANGOLAB.COM

Sepver: kebtgt -MANGOLAB.COM @ MANGOLAB_COM

KerhTicket Encryption Type: AES-256-CTS-HMHAC-SHA1-96

Ticket Flags Bx4B=00008 -> forwardable renewable initial pre_authent
Start Time: 1271028014 18:34:5% (local

End Time: 121172814 4:34:59 C(local)

Renew Time: 12-/17-2014 18:34:59 (local?

Session Key Type: AES-256-CTS—HMAC-SHAL1-96

Client: rashaikh @ HANGOLAB.COH
Sorver!: LDAPAwin2kd.mangolab.com/mangolab.com B MANMGOLAB.COM

Kerblicket Encryption Type: AES-256-CIS-HMAC-SHAL1-76
Ticket Flags BAx18a48088 -> forvardable reneswable pre_authent ok_as_de le

Stavt Time: 1271020014 19:85:215 (locald
End Time: 121172014 4:34:59? <local)
Renew Time: 12717728014 18:34:5% (locald
Session Key Type: AES-256-CTS—HHAC-SHAL-76

Client: rashaikh @ MANGOLAB.COM

Server: HITPAwin2kB .mango lab.com B MANGOLAR.COM

KerhTicket Encryption Type: AES-256-CTS—-HMAC-SHA1-96

Ticket Flags Bx4ddad48898@ -> forwardable renswable pre_authent ok_as_de le

Start Time: 12-.18-2014 18:35:23 (local>
End Time: 1271172014 4:34:59 {local)
Renew Time: 121772814 18:34:5% <{local?
Session Mey Type: AES-256-CTS—HMAC-SEHAL-96

Client: rashaikh @ MANGOLAB.COM
Server: LDAP/win2kB.mangolab.com B MANCOLABR.COM

KerbhTicket Enceyption Type: AES-256-CTS-HMAC-SHA1-96
Ticket Flags Bx418a4B088 -> forwardable renewable pre_authent ok_as_delec

Start Time: 121872014 18:35:205 (local)
End Time: 1271172014 4:34:5% <{local?’
Renew Time: 121772814 18:34:59% (local)
Session Key Type: AES-256-CIS—HMAG-SHAL-?6

s\Windows \Systemd2 >

8. EL#EADDSHERE £ 7 ADFS KerberostZ:&.

Microsoft Windows& 2 & & A ElMicrosoft Windowsig, ( Hl40 | LA
<domainname>\administrator &7 ) £ Microsoft WindowsiZi#2 %85 £ 2 3 ADFS Kerberost&
#o ADFSHTTPIRBE 4 EEER AR B ZM(SPN)HKerberosiZi& , X MT

: HTTP/DNS_name_of ADFS_server.

It B EHE R E| R RADFS HTTP{a] AR 88 5l EE #I Active DirectoryfE & . f#FAMicrosoft
Windows setspnE AR , B AR ERE R T FE1EMicrosoft Windows 2008 Server £ 7]




o
2 FMADFSAARESAISPN, fEActive DirectoryiZiiZ#lg5 £ , B {Tsetspnin T

f5lan | EADFSZE# Sadfs01.us.renovations.com , fMiActive Directoryisi %
US.RENOVATIONS.COMES , i A

setspn -a HTTP/adfsOl.us.renovations.com

SPNYHTTP/E 2B , ENMfEADFSARSEBEHEZEEREFE(SSL) ( BIHTTPS ) #5f,

£ Fsetspnin T EADFSAIREFAISPNE R IERE , WRRE L,

setspn -L

isWindowssSystenl2>setespn =L winZkd
D_.istﬂ'ed servicePrincipalNames for CH=WINZKS.OU=Domain Controllers.DC=mangolab
sgom:
HTTPAwin2k® .mango lah.com
ldap-swin2kd . mango lab.comsForestDnzZoneés .mango lab.com
ldapswin2ki .mango lab.conDomainDnsZones .mango labh.com
TERMSRU-HWIN2KS
TERRS RV Awin2 kB .mango lab.com
Df sr—12F?A27C—BF?7—4787-9364-D31 Bo C55 EBB4 win2 kB .mango lab.com
DME win2kB .mango lab.com
GCAwin2k8 .mango lab.comsmangolah.com
RestrictedrbHost winZk8 .mangolab.com
RestrictedKrbHoszt-WINZKB
HOST ~WINZKE8 - MANGOLAB
HOET Awin2kB .mango lab.com/MANGOLAB
HOST-WINZKS
HOET #win2kB .mango lah.com
HOST Awin2kB .mango lab.com/mango lab.com
E3514235-4886-11D1 -AB84-88CB4FCZDCD2 A hf 221 hB6 ~F bech~4dcI-h472-562F 923837
P/mangolab.com
ldap-WINZKE  HANGOLAB
1dap<bf 221 hB6—F he5—4dcI-b472-562F92383747 . _m=decs .mango lab.comn
ldapswin2kd .mango Lab.com-HANGOLAB
1dapsUINZKB
ldap/win2k8 .mango lah.com
ldap~winZkd . mango lab.cons/mango lab.com

isindowssSystemnd2 >

9. fit i Microsoft Windows & F i iy BIE 2555 E o

Ein | T R> InternetiBIE> B R LA A B S W Windows B 19 Ba & o



iZFEnable Integrated Windows AuthenticationBRE 5 1.

Internet Options ?j@

|Gane:d | Security | Privvacy ]Cc-ntari: ]!‘_'-l:-rnan:til:-rﬁ [Pr-:-;rem'rs | Advanced |

Settings

Allow ackive conbent From C0s to run on My Computer® -
fllows ackive content bonun in Fles on by Compukber®
Allows softweare bo run or install even IF Ehe signature 5 im,
[ Block unsecured mages wikh okther miced content
[+] Check For publisher's certificate revacation
(| Check For server certificabe revocation™®
+ | Check For signatures on downloaded programs
Do not save encrypted pages to disk
Empty Temporary Internst Filas folder when browser is cle

& MErmory proLection oo nelp mitgate onine attacks™®
+| Emable native XMLHTTR? support

Erable SmartScresn Fiber
o4 18 !

#Takes effect after vou reskart Inbernst Explorer
Restore advanced setkings |

Reset Intermet Explorer settings

Resets Intermet Explorer's sattings bo their defaulk | Lasat. .. |
condibion,

“iou should only wse thes IF wour browser is in an unesable stake,

B3| T B> InternetiBIH>Z £ >ZA MiIntranet > H ER/RF!..... . LR FEEIntranctEH A B E
B Ao



Irtermat Options:

Genaral  Securky Flhrﬂ:ylcum Imrm]mm]muud]

~@ECX |*‘-= Cisco Unified Servicesbiliy | |

Salect a zone o view or change security settings.

@ & v O

Inkermet Local intranst  Trusted sites Fl.lﬁ:llﬂ.‘.ld

Local imtraret

This zore is for all websites that are
Found on your inbranet.,

Security level For this zone
Allowed levals For this zone: All

e diunn-low

= Bpprope jate for veshisibes on your local nebwork
(intranst)
= Most content will be run without prompting you
= Ursigned Aokl controb: vl mthldm-inli:hd
- Same as Medium level without prompts

[ Enable Probackad Mode (requires restarting Internet Explorsr)

Resst sl jonss o defaul levsl

Def auk level

ook J[ concel || socy

@
Secunty Settings - Local Intranet Zone =]

) Depabie

Dmhm&mﬂmd "
¥ [ - [ =J "
*Takes effect after you restart Internst Explorar
Resst custom settings
Reset to: | pecmrlow (default) | | Reset.. |

o ][ cocel |

EE ZTools > Internet Options > Security > Local intranet > Sites > Advanced , LA {E#&

Intrusion Detection & Prevention(IDP)URLT#8 £lLocal intranetis

BEE

E A Local intranet¥i5E 75 $8 A Y FT B BREN 5 1R

, R#EK—TAdvancedE &,

Internet Options ¥ =
-a2ox ]|.'.¢. Cisco Unified Serviceabiliy = |
General | Securty | Privacy | Content | Conmections | Programs [ Advanced

Selact & zane bo view or change securty settings.

@ &« v O

Inkarnat Local intranat Tructed cbec Rastrictad
e
Local intranet r ]

This zone is for &l websbes that are =
P om your Inkranest,

Securky level lor this zone
Allowed levels for this zone: Al

Pl i - o
l - Appropriate for veabsites on your local netwerk
|' = Ungigned Ackresid contrale wil mak be downloaded
= Same as Medium level without prompts

Clrtraruat])
= Mosk content wil ke run without prompting you
|| Enable Protected Mode (requires resterting Inbernet Explores)
[ custor wvel... |

Lk auls lassal

Resat sl rones to defsult leyvel

Cancel

| [ J [

apply

Lacal intranet

Use the sattings betow bo defime which webskes are included in
the local inkranet zones,
[ Auwbonm atically debect intraret network,
[¥] Inchede all local (intranet) stes not ksted in other zones
[#] Inchsde &l sites that bypass the proocy server
[#] trichscie all rasbwicrk pathis (LNCS)

Wou can add and remove
this zone wil use the Tone's securty settings

wabsites From this zone, Al webskes in

Hickd this wakbaite bo Hhe zone:

|18
=

'!Md:ul:n:

hitps:ff <Hostname of IDP> [

Rainoreia

I mequire server verification (https:) For &ll sites in this zone

B ZITools > Security > Trusted sites > Sites , ACUCME ## & #7118

| Trusted sites:



Internat Opti % =
ntermet Options R EBECXE| O spo-ddcom 3"| |

Smeurky | Privacy | contere | Connections | Progeams | Advanced |
Trusted sites E

Salact & Bare bo View o change secunty seltings.
Yau can add and ramove websites from this 2one, All wabskes in

0 q J @ this zone wil use the zone's securky settings,

Internek Locel intranet  Trusbed sites  Rastricted
Sioms
Acd i vetsite bo the zone:

Trusted sibes
[ stes ] | add

J This zore conbains webakas that you
Erust nok bo damage your Comguter oF
les Whebabes:

hittpsyf CUCML.domalnname.com Ramaove
hittps: i CUCM2Z.domainname.com

vour files.
You have viskil e in this pone
Seourity level for this zone
Alcwed bevels For this zore: All

Medium
= Prompts before downlosding potentally ursafe
¥ Require servar varificstion (https:) for 8l sites in this zane

Ga  content
|| Enable Protected Mode {requires restarting Inbernet Explorsr)

- Unsigreed Actvel contrels will nok be downloaded
f N} |
Sustom evel.., Dofak vl | and lacal Country aws Qovermng Mmpart, axport, LFansfer and vie. De
with U.5. and local country laws. By using this product you agree to o

Rassl sl pones to def sult kel ]
und at our Export Complance Product Reo

ook [ comce ]| ncsiv

B

REMB AR TS E D T WRLE B 17 BR 7 (KerberosEINT LAN Manager(NTLM) & 17 B2 5%).
1. #§Eiddler Tool F #E| % FinEMILEITRE.
2. BARAFT A Internet Explorerfi &
3. BfTFiddlerTE , & "HER, BETE2ERUA T Capture TrafficiZIE,

FiddlerE EEFmEMAM ARSI BN EERE , YHEMBRE , EERERELN
Internet Explorers% € , M AR :


http://www.fiddler2.com/fiddler2/version.asp

Local Area Network (LAN) Settings S .

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

|| Automatically detect settings
" ] Use automatic configuration script

,_-l.l-!:-l'l'—'-'.'-'.

Froxy server

Useamnx?suwhr?mmfrheseset&usuﬂmtapﬁ?m
dial-up or VPN connections).

Proxy Settings — H

e —— i —————

Servers
B Type Proxy address to use Port
N =
HTTP: © 8a8a
T 127.0.0.1 . 88388
FTP: :
Socks:

" |Use the same proxy server for all protocols

' Exceptions
._J Do not use proxy server for addresses beginning with:
=

<+oopbadck> -

Use semicolons ( ; ) to separate entries.

4. BRnternet Explorer , #|E | Customer Relationship Management(CRM)fal fRESURL , &A%
BE—T&EBEZEAERRE,

5. REIFiddlerE1RE |, BIBERERA200 (K ) HEZ—



A Fudidler Wb Debugger ==

Fike Edit Rules Tools Wiew Hep GET/book 3 GeaEdge

:'_,:' 4y Beplyy W= b do '&lum 35 Decode Esap: 811 siigions = @ﬁwpmcus i Frd B S m. @ﬁm -Q'.’:luf'tt:h: T Testlizmed | [ Tearoff | PAZDN Search, B

£ e poeo vest 1R | @ sesttecs | G ivpnciors | £ msimpone | 51 compese | ] rtws | ] tog | = e

a| 2m HTTP e, dafat-naars ... Prid=a T = | DIEmesnlaars 10D Handars Tmctivman I whaF o Vi Im Corkay P 50N WL

42 I3 HTTP v, il il -pbarrc .. Wi sk | D0 P =1 3070 ho Froxy-suthorization Header 1a pressnt. &
|ﬁ'| 20 HTTF Turreslin  wos-tmI5.s0-44. corro443 .
¥4 W OHTIPS  voscm¥sec-ddoon | H

%5 30 HTTPS g L At een | jeomabmin[itevsHore. do

W& M2 HTIPS i 35, 55044 oo esospdsane o gin el rie 5 coreciner

[k 1} HT1R Turrsaien waz-cmdd, eeo-24 eoercdd

[*la MR OHTIFS ot aas-dboom MUl SAMU Rt =L LI

T TR - TR TP T R O T PR PR [ 1 T P
-4, s50-44 o

lw Y Turml o vos-cm2S no-54 como e s

(B2 3 HTTPS WS ssoeddn L hsnospdd el S50 akaribesn-cr S ssoead
13 @ WIPS wosomssoddc,.  pssominelay

k14 W HOIES meomBsedds.. fomadmin[showHore.do Gt Sydastiem | Trawforrer | | Headws | Teclvew | Inagevew | Hecdew | webes | Auth | Caclwe |

s W HTTF Tl on o oS sat4 corre A
18 0} HTTF Turnesl i wos-cm3S. s50-44. conad4 3 ) | Lo |
& i HTIE Turslin w -4 come A Rpsgumnse Heacers [ Raw] [Header Detniban)
[ R k] Il HTTIP Turwml o waieii el iy B3 HTTRA 1 200 0K,
[l k] 20 HTTF Turwesl o wos-Cm 35, s00-44 Comodd4 3 Cacke a
Hz20 Wl HTTE Turrel o vos-cmds sao-24, comciied Caxhee-Contral: no-cache: N
[ P41 Pl | HTTP Tt ad-d i35 =44, comc B3 Dabe: Fri, 25 Xl 2004 13:07:58 GMT
A e - e T e eI e B el A = Exgires:
4 mn | ' B =
E_'Ij‘ml-ﬁ"l] o M Proesses 130 Fmere ] s - ool sg- 4, o e st hinbe g st o TSAML R sus st mni UL b swEL i TR Yo D EUEDCTNE R AP 20K v -

MREMEBBFHBIANTLM , AISEENFHES R IHE — NTLMSSP , I ~F7R :

() Statstcs | ide Inspectors | £ AutoResponder | @f Request Buider | [] Fiters | ] Log | — Timeine

Headers | TextView | WebForms | HexView | [auth | Raw | XML

wo Proxy-Authorization Header is present.
Authorization Header is present: Negotiate

4E 54 4C 4D 52 53 50 00 03 00 OO0 00 18 00 18 00 NTLMSSP.:ssccasas
78 00 00 OO 18 00 18 00 90 00 OO0 00 10 00 10 00 H..wwwas-= sesmean
48 00 00 OO0 10 00 10 00 58 0D OD 00 10 00 10 00 HissssssXisssans
&3 00 00 OO OO0 OO0 OO0 OO AB OO OO OO0 O5 B2 88 AZ bh....... = €
05 01 28 OA OO0 OO0 00 OF 49 00 4E 00 54 00 57 00 ..fssssaXlaM.T.W.

REREGF R

B Al B A A LA R B S R A

f'.il_lll



	Kerberos with ADFS 2.0 for End User SAML SSO for Jabber配置示例
	目錄
	簡介
	必要條件
	需求
	採用元件

	背景資訊
	組態
	驗證
	疑難排解


