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O spepps O

version 12.3

!

host nane Hub

!
crypto isakmp policy 1

aut henti cation pre-share
crypto i saknp key cisco47 address 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

|
crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.16.1.1

set transform-set trans2

match address 101
crypto map vpnmapl 20 ipsec-isakmp

set peer 172.16.2.1

set transform-set trans2

match address 102

crypto map vpnmapl <10*n> ipsec-isakmp
set peer 172.16.

interface Tunnell

bandwidth 1000

ip address 10.0.0.1 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0




tunnel destination 172.16.1.1
!

interface Tunnel2

bandwidth 1000

ip address 10.0.0.5 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0
tunnel destination 172.16.2.1
!

!

interface Tunnel

interface EthernetO
ip address 172.17.0.1 255.255.255.0
crypto map vpnmapl
|
interface Ethernetl
i p address 192.168. 0.1 255. 255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.0.0 0.0.0.255
no auto-summary
1
access-list 101 permit gre host 172.17.0.1 host
172.16.1.1
access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list

O Spoke1 ¥ H &% O

version 12.3
!
host nane Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto map vpnmapl local-address Ethernet0

crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101

!

interface Tunnel0




bandwidth 1000

ip address 10.0.0.2 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

nterface EthernetO
ip address 172.16.1.1 255. 255. 255. 252
crypto map vpnmapl

nterface Ethernetl

i p address 192.168.1.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0 0.0.0.255

no auto-summary

!

access-list 101 permit gre host 172.16.1.1 host
172.17.0.1

O Spoke2#% H 8% O

version 12.3

!

host nane Spoke2

|
crypto isakmp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

!
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101

!

interface Tunnel0

bandwidth 1000

ip address 10.0.0.6 255.255.255.252

ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

nterface EthernetO
i p address 172.16.2.1 255. 255. 255. 252
crypto map vpnmapl

nterface Ethernetl

i p address 192.168.2.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary

!

access-list 101 permit gre host 172.16.2.1 host
172.17.0.1




O gx<rpms O

version 12.3

!

host nane Spoke<n>

]

crypto isakmp policy 1

aut hentication pre-share

crypto i saknp key cisco47 address 0.0.0.0
]

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101

!

interface Tunnel0

bandwidth 1000

ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

]

interface EthernetO

i p address 172.16.<n>. 1 255. 255. 255. 252
crypto map vpnmapl

]

interface Ethernetl

i p address 192.168. <n>. 1 255. 255. 255.0

!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.

EULEEYS , ACLAREREINZENHRE, EHOKASFMD AL | LACL
GREBEIPER T, EWRMAREE—HRU{AE/L , GRE IPREEER I HITFEt , HItItACL

B

XX F/H12.2(13)TZAT#Cisco IOSERBE AR A EF , % B crypto map vpnmap1 BB+ EAR
GREBREAN T ( BRE<x> ) MWEAN T ( Z2AMO) » 7ECisco IOSIRA12.2(13) TMEFRAH , R

¥ E B 4\ M (Ethernet0) € A crypto map vpnmap1#E &G,

FR UV B T B o B b Y B PR SRR

O mpgmsrnsns O

172.17.0.0/24 is subnetted, 1 subnets
C 172.17.0.0 is directly connected, EthernetO




10.0.0.0/30 is subnetted, <n> subnets

C 10.0.0.0 is directly connected, Tunnell
C 10.0.0.4 is directly connected, Tunnel2
C 10.0.0.<4n-4> is directly connected, Tunnel <n>

C 192.168.0.0/24 is directly connected, Ethernetl
D 192.168. 1.0/ 24 [90/2841600] via 10.0.0. 2,
18:28: 19, Tunnel 1
D 192.168. 2.0/ 24 [90/2841600] via 10.0.0.6, 2d05h
Tunnel 2

D 192. 168. <n>. 0/ 24 [ 90/ 2841600] via 10.0.0. <4n-2>
2d05h, Tunnel <n>

O Spoke1 & H g8 L RYBE R O

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, EthernetO
10.0.0.0/30 is subnetted, <n> subnets
C 10.0.0.0 is directly connected, Tunnell
D 10.0.0.4 [90/2841600] via 10.0.0.1, 23:00: 58,
Tunnel 0
D 10. 0. 0. <4n-4> [90/2841600] via 10.0.0.1

23:00: 58, Tunnel 0
D 192. 168. 0. 0/ 24 [ 90/ 2841600] via 10.0.0. 1,
23:00: 58, Tunnel 0
C 192.168.1.0/24 is directly connected, LoopbackO
D 192. 168. 2. 0/ 24 [90/3097600] via 10.0.0. 1,
23:00:58, Tunnel O

D 192. 168. <n>. 0/ 24 [ 90/ 3097600] via 10.0.0.1,
23:00:58, Tunnel O

O yxmmeErwgmsa O

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.<n>.0 is directly connected, EthernetO
10.0.0.0/30 is subnetted, <n> subnets
D 10.0.0.0 [90/2841600] via 10.0.0.1, 22:01:21
Tunnel 0
D 10.0.0.4 [90/2841600] via 10.0.0.1, 22:01:21
Tunnel 0
C 10.0.0.<4n-4> is directly connected, TunnelO

D 192.168. 0. 0/ 24 [90/2841600] via 10.0.0.1,
22:01: 21, Tunnel O

D 192.168. 1. 0/ 24 [90/3097600] via 10.0.0.1,
22:01: 21, Tunnel O

D 192.168. 2. 0/ 24 [90/3097600] via 10.0.0.1,
22:01: 21, Tunnel O

C 192.168.<n>.0/24 is directly connected, EthernetO

EREARTHEE , AFEFEADMVPNERS R TRRESMNEEETLERWER. F—XE
AR PO HE ENEER)N., EHBEBRINS XMHAKREFTEE , BEEDXRHRREER
B50F 10018 , E—RHMBEHREEE.
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EUTRAIF , pOBER ENEERZSECREXRYHBE N HEXRE 7T E/GRESHBENH
, EHEEIER. ERDMVPNERFRNE—F,

RORHER EE—EE—NEETR , AREREES XBHASNMBEHBIGE, HEEHEI ER
TE&D X EHBNMZEACLMNGREBEE N HE. BR T IPitbil(set peer ..., tunnel destination ...)Z 7
, IERFENELSHAMIERE.

EHRORAR MR ERARE  SEEIEES RARELEE13TEE ; MBHRA4E |, 0
#ZACLA1ME , GREBEMEA8ME. WRAE30048 0 XM , AIEEMRBERA39001T, BEFE
E300(/30)BF AR EL S ERENENE. EBENPINEEFFHUEE | EHRVPNFR KR
ERE, ERREWE, TUERABRMEER | E&ELRERD12001T , #TEE3005EAEE FRY
270017 R #F AR

XX FABHRMZEIRE | IPsectNZF2E X AR D X IEHE/E ., &8 L Aip unnumbered
<interface> R E P GREBEFTEN THEE , BETRES A Z N HIEHEBRE MK &,

FEBIDMVPNEER S R |, B LAEHR OB 2R LB E B 8 2 B GRERE T E M E (EIPsecBl BRI
REFIA D XEHR, EK , EmOVPNERNET SV a0 MR, FOBMER ENEERN
HERFTE,

DMVPNfERARBIATUTHGS :

crypto ipsec profile

crypto ipsec profile <name>#r TEREIRENNZEIBREEL , TEMABENHRG. L THARERS
S BEREFF D 2D ZVPNRZE L IPsecinZ 5|8, BERERTH —FENSIBEEHRE,
IPsec{ IR /Y IPsec¥] & b 11t Mimatch address ... 7 A GREBZEHINHRPH B & B 8R4

tunnel protection ipsec profile <name>@ - REGREEENH THEMN , ARSGREEE N HE
IPsecEL Bt R HEEE, LLLL , tunnel protection ipsec profile <name>15 512 1] B B ¥ B GRE&E &
—EBER, EEEBRT , R EEER..... IREAE..... BEEREIPsecHSEMAMREBENR., E
Bt TEHE , HAIPsecHEEBEMMBEACLABEEFE,

X : tunnel protection ...an FIE E A GREF £ F B E E R TR EITIPsecnZ,

B B 57 80 B2 B AN 23 R M4 A crypto map <name>@ RS BB M O BA N EELL. BA/
ERER , FRAFGSR , BEFIEE IPsecHERB b RACLREEENZNER T, ELIHE
HMGREEE N EHNHRPY IR B B) 7 E /Y o

EX : EFRE T E L £ MAtunnel protection ...as T , REYIEE LM E LE Ecrypto map ...aF T
B % —{EF i ©ip nhrp map multicast dynamic /2 FFNHRPTEIE & 5 % 3% 1 28 BUEIMGRE +IPsech2 &
WEFMHEENHRPEH R | BB D X HSB[AMEEEENHRPEI, EFBERABEESRR
BNERZEHMGRE+IPsech3 8 LT  REEkmS. NREGTSFATA , AR ORESZEE
BERENRETREHEBEMREEES X,

AEE BBUKE 6 HXEHFMLEAMEMGRE+IPsecRREER , RAFOLOBHBREEEBD X



WEAEF. BER , ETEEE , RAEADMVPNE , EZ XRHFMER , mGRE+IPsech&i&
SEHBRE , ¥ HHERRFET

AR T ROIER D X HER LR HGRERRENE , AREHOMEBRN D X H 2R L8
FINHRPECB#RES , A EH O RHEE EAIMGRERE, BEEERMT,

O mpmpnn () O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.16.1.1
set transform-set trans2
match address 101

crypto map vpnmapl 20 IPsec-isakmp
set peer 172.16.2.1
set transform-set trans2
match address 102

crypto map vpnmapl <10n> IPsec-isakmp
set peer 172.16.

]
interface EthernetO
ip address 172.17.0.1 255.255.255.0
crypto map vpnmapl
]
access-list 101 permit gre host 172.17.0.1 host
172.16.1.1
access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list

Oupsuns (5) O

crypto ipsec profile vpnprof
set transform-set trans2
!
interface Tunnel O
bandwi dt h 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
del ay 1000
tunnel source EthernetO




tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface EthernetO

ip address 172.17.0.1 255.255.255.0

O ggrinz (#) O

crypto map vpnmapl 10 | Psec-i saknp
set peer 172.17.0.1
set transformset trans2
mat ch address 101

nterface Tunnel O

bandwi dth 1000

ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
I

interface EthernetO
ip address 172.16.<n>. 1 255. 255. 255. 252
crypto map vpnmapl

|
access-list 101 permit gre host 172.16.<n>.1 host

172.17.0.1
!

O @g<n-mms (5) O

crypto map vpnmapl 10 | Psec-i sakmp
set peer 172.17.0.1
set transformset trans2
mat ch address 101
|
i nterface Tunnel O
bandw dt h 1000
ip address 10.0.0.

del ay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
I
interface EthernetO
i p address 172.16.<n>. 1 255. 255. 255. 252
crypto map vpnmapl

!
access-list 101 pernit gre host 172.16.<n>. 1 host

172.17.0.1
!




EPXEHEE L FRBBEEN , YHBENE FHE TNHRPHS. NHRPHiT R4S
AFROBAIFRASEANHRPE 2 XBRE N HIPH U ¥R E 9 T YE N EIP# it

=
™

ip address 10.0.0.

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

tunnel key 100000

FRBERAMF R0 , ALFEHEBURE—EFRST , MAETENFH. BRMFER
ERFErEFRERFRRE , RATHEANYEGREBENE., EEKSFLKEBEHTH
NHRP#{ ‘@8 , &4 MHip nhrp authentication ..., ip nhrp network-id ...¥ltunnel key ...}§ < 1§ & & £
SHNHRPE TR E| EH#H 2 HGREBE N EHANNHRPH#EE . ip nhrp map ...Hlip nhrp nhs ... 95 %
BANHRPHED X LA |, LUi§20 INHRPEBR(10.0.0.<n+1> —> 172.16.<n>1)BEHB 0. RFRE
7 HE L HWip address ...an S #%10.0.0.<n+1>3b 4tk |, #FRE T E LA tunnel destination ... SRR
172.16.<n>. 14141k,

MRS XBEHF[BER/3008 , LLEIUEER OE EMREH BERI00FIRIE D R 161K (BDT
3884fFR#RHE ) o AT X HEF LAVEIEHRHE 6T,

X EEE LB

ECiscoffHER £ , B EIPsecH ERHSRTEALES —EIPsecHI ER MM IPHbuE | ARETEE
BIPsechtB, MREBREAFDNOYENED LG —ESREMU | RIFMTHIRESEDEE, HREB
DSLEEE R EFENEHEE , MU EERN,

TED o35 —fEIPsecH @ iB &% — @415 B M InternetZ £ B M SR EE 7 E (ISAKMP)E R 2 Z)
EEMZNRAERENIPEEIREH S —EIPsecH L, BRI EEREIPsecBERE

HENBEEBTEME, AR — K Psec ZFR AR , ZUSHRABSOCESE —EY
LM, RE , MAKHSESHEISAKMPHIPseck £ B (SA) X B IPsechsiE, REEMSH

WERSEETRAHIPHUE  HIheETERER.

TEDREGRERZEFSER , BLEWH —ZBoFIR. ECKBARBEEN , BFRHRAMCisco
IOSEBFEHER , HPTEDEHI L M EIPsecH F M ENMEBIPREETNE , MTEER
GREEE 2, DMVPN#ER A RIZEILIhREMEtbIhae | |ME T F A REBRER APt

, B EEEAFAFNEEERT, BESIE K RE—BorPNWEETAHARIES XHRHEF[EHEA
ERYE AN L E B EHEEIPH L,

O wpspms (mer) O

crypto ipsec profile vpnprof
set transformset trans2




|
interface Tunnel O

bandwi dt h 1000

i p address 10.0.0.1 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map nmul ticast dynamic

i p nhrp network-id 100000

i p nhrp hol dtime 600

no ip split-horizon eigrp 1

del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface EthernetO

ip address 172.17.0.1 255.255.255.0

O ggr-mmzs () O

crypto map vpnmapl 10 | Psec-i saknp
set peer 172.17.0.1
set transformset trans2

mat ch address 101
!

!
access-list 101 permit gre host 172.16.

O gig<rozms (5) ©

crypto map vpnmapl 10 | Psec-i saknp
set peer 172.17.0.1
set transformset trans2
set security-association level per-host

mat ch address 101
|

!
access-list 101 permit gre any host 172.17.0.1

Mo XBEERERRZHEN T,

- EGREBENHMBE , ©2HBSENHRPEME EIX T LRSS B, EENHRPEMRE
RSB B IPsec, EHXEEHERL , BLE T set peer <peer-address>FImatch ip access-
list <ACL>i 5o ACLEISEGREEAWRE , HbanyARNIR , MER[ Pt AREE, XX
: REFENR |, anyEWAEACLHN R , EXBEREEREN , RAD XHHESNIPEIE
=BEN  ALENENEERZTBREZIRRAN, NRBES N EuAERHEZ T
AR EEut | BT AASIPFRARACLF IR,

. {5 Fiset security-association level per-hostis © Al £ X IPsecRIEHWIPRER 2 XN E Y
B EHE(32) , TIFRRACLAE Tany) . MEISACLEE Tany, FYEIPsectIR & iy 6E

, Blg MR It E ARty R RSt E AL R ARETE I IPsec+GREBE, ERAAKRSELEL



#9IPsecf B4 & 1 permit gre host 172.17.0.1 any, EX/RFTE B Wit BEMEFHGREEE
HofaRBNE 6 WEXFEERFEVBENE —BKR , RAHIPsecREGABREEHFRT

ELGREH &,

- B IPsecBE®R , NHRPEMER &t D X HREAF S EEMN T —BEAARER(INHS),
NHSZ It 2 BB a F /OB HER. NHRPEEMERIR/FOBBERREHET  LERRZD XK
HER 2 M NHRPH IR, FEBLHIE | F/08 B2 E AEIBMGRE+IPseciBiE i E R EBIPH 2

BRIty B HER, A RIRSREE D XK M AEHTE S ENHRPIEBHPUEE,

R&

, iR RAA I XEXBEIPHEEARENS (WREET HEKAGE ). AR, IX

AR ORMNEAMERE , CFRSHREHERN.

IPsec + MGRE# /O EE 5T

192, 165.0.0/2

e [P5¢C Encrypted

HUE GRE Tunnel
10.0.0.1/24 172.17.0.1
Dynamic Addresses
10.0.0.2/24 10.0.0.4/24
10.0.0.2/24
SPOEE<n>

sPOEEZ ‘

SPOEE! ‘

192.168.1.0/2 192.168.2.0/2

192168 <n=>.0/f

O mpmuns O

version 12.3
|

host nane Hub
!
crypto i saknp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

!

crypto i psec profile vpnprof

set transformset trans2

!

interface Tunnel O

bandwi dt h 1000

ip address 10.0.0.1 255.255.255.0

ip ntu 1400




i p nhrp authentication test

ip nhrp map nul ticast dynamic

i p nhrp network-id 100000

i p nhrp hol dtime 600

no ip split-horizon eigrp 1

del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
ip address 172.17.0.1 255.255.255.0

nterface Ethernetl

i p address 192.168. 0.1 255.255.255.0
|

router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.0. 255

no aut o- sunmary
|

AR BELRERBEET , WAREED XHEHFNIPHL, POEBFHEIBNHRPE B K
K9 SN ER IR A1 TE A B BR R AV BRE N T P uk Y BBR, SER W B)RE S B0 SN E N H P it

O Spoke1¥&H &S O

version 12.3
!
host nane Spokel
!
crypto isaknp policy 1
aut henti cati on pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport
!
crypto map vpnmapl | ocal - address EthernetO
crypto map vpnmapl 10 | Psec-i sakmp
set peer 172.17.0.1
set security-association level per-host
set transformset trans2
mat ch address 101

nterface Tunnel O

bandwi dt h 1000

ip address 10.0.0.2 255.255.255.0
ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

i p nhrp hol dti me 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1

tunnel key 100000
I

interface EthernetO




ip address dhcp hostname Spokel
crypto map vpnmapl
!
interface Ethernetl
i p address 192.168.1.1 255.255.255.0
|
router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.1.0 0.0.0. 255
no aut o- sunmary
!
access-list 101 permit gre 172.16.1.0 0.0.0.255 host
172.17.0.1

O Spoke2& H &S O

version 12.3

!

host nane Spoke2

!
crypto isaknmp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

!

crypto map vpnmapl | ocal - address Et hernetO

crypto map vpnmapl 10 | Psec-i saknp

set peer 172.17.0.1

set security-association level per-host

set transformset trans2

mat ch address 101

nterface Tunnel O

bandwi dt h 1000

ip address 10.0.0.3 255.255.255.0
ip mtu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

nterface EthernetO

ip address dhcp hostname Spoke2
crypto map vpnmapl

]

interface Ethernetl
i p address 192.168.2.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.1.0 0.0.0. 255
no aut o- sunmary
!
access-list 101 permit gre 172.16.2.0 0.0.0.255 host
172.17.0.1




RS XEEEEIRNETESHIE

- AEYIE AN T (ethernet0) B IPH#E 1t BB DHCP R EIRERY . ip address dhcp hostname Spoke?2

. MNZFEACL(101)38E FH1EAIPsecfVEERIIR. access-list 101 permit gre 172.16.2.0 0.0.0.255
host 172.17.0.1

. IPsecNZHMHAMUTHTHEEZLEBHSERSE I, REIBVRERLBBHE5

- FIEBEHRE—FHEN -y , RACMBEBAEFRFHRHE LNRE—ZHGRENHER,
ip address 10.0.0.2 255.255.255.0

EZEnTHESEFESEED XNABYENEIPBI, FANIPsecREKEREH K MAE
ERF#,

DREHRLENEERE T P ORHERFNIPHEY  RATCEEMEBIPsectGRERE., FEE
Spoke1#MSpoke2i &« BB LIE, EMED ZHEHR/EETEMRL , MEMEL. KSBERT
, TERFAFTEENE L RHE-IPy , HREEKAR. EEBTURERBEMITEFZ
2B EHER.

NHRPERER LMD X EEURUTRAR,

O mpmpmes O

Hub#show ip nhrp
10.0.0.2/32 via 10.0.0.2, Tunnel O created 01:25: 18,
expire 00:03:51
Type: dynanic, Flags: authoritative unique
regi stered
NBMA address: 172.16.1.4
10.0.0.3/32 via 10.0.0.3, Tunnel O created 00: 06: 02,
expire 00: 04: 03
Type: dynanic, Flags: authoritative unique
regi stered
NBMA address: 172.16.2.10

10.0.0.<n>/32 via 10.0.0.<n>, Tunnel O created
00: 06: 00, expire 00:04: 25
Type: dynanic, Flags: authoritative unique
regi stered
NBMA address: 172.16.<n>.41

O Spoke13& H &% O

Spokel#sho ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 4d08h,
never expire
Type: static, Flags: authoritative
NBVA address: 172.17.0.1

BEsR P OEAR

FiRp R R ENE BT KEDMVPNAR T RIVINEE , it D X HES T LUET12.2(13) T2 8l
A Cisco IOSEXREIR A, H/OBSHEE EMEEREKEDMVPNINEE , Ktk 4 EE1TCisco IOShRA

122(1)THRESMRA, EF , EREMBEEARCHBND ZHKHSE , ERUUE—ENEE
., MBEN D AT HIEITCisco IOSHRA12.2(1)THRES A , BlafARM T ARNE L9 X

BE,




O ¥ #<n>3% B 88 (Cisco 10S 12.2(13)TZ#l) O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans2
match address 101

nterface Tunnel O

bandwi dt h 1000

i p address 10.0. 0. <n+1> 255. 255. 255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

nterface EthernetO
i p address dhcp host nane Spoke<n>
crypto map vpnmapl

!
access-list 101 permit gre any host 172.17.0.1

O 8 r<n>E B3 88(#ECisco 10S 12.2(13)Tiz %) O

crypto ipsec profile vpnprof
set transform-set trans2

nterface Tunnel O

bandwi dt h 1000

i p address 10.0. 0. <n+1> 255. 255. 255. 0
ip mu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1

tunnel key 100000

tunnel protection ipsec profile vpnprof

interface EthernetO
i p address dhcp host name Spoke<n>

AR, BRPEKTER T UTERIE

1. E MiBkerypto map vpnmap1 10 ipsec-isakmpan © , A% H &% Bcrypto ipsec profile



vpnprof,

2. B #&Ethernet0 /" E Ml Bkcrypto map vpnmap1@ < , AERFETunnel0A E £ M Etunnel
protection ipsec profile vpnprofii o

3. BMER In#ACLaccess-list 101 permit gre any host 172.17.0.1

FEEBERT |, IPsecHiE it ut MAE K BB ABER..... MBERR..... BERE. HERAK
B 30 Fir /R (Ashow crypto ipsec satns BV & T 7R):

| ocal ident (addr/nmask/prot/port): (172.16. 1. 24/ 255. 255. 255. 255/ 47/ 0)
renote ident (addr/mask/prot/port): (172.17. 0. 1/ 255. 255. 255. 255/ 47/ Q)

local crypto endpt.: 172.17.1.24, renmpbte crypto endpt.:172.17.0.1

@Sy  UTEEREBAEILERIRESES (IPsectGREFONS X ) EFNFEEN,

Ompapms O

version 12.3
|
host nane Hub
|
crypto isakmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
|
crypto i psec profile vpnprof
set transformset trans2
|
interface Tunnel O
bandwi dt h 1000
i p address 10.0.0.1 255.255.255.0
ip ntu 1400
i p nhrp authentication test
ip nhrp map nul ticast dynamic
i p nhrp network-id 100000
i p nhrp hol dtime 600
no ip split-horizon eigrp 1
del ay 1000
tunnel source EthernetO
tunnel node gre nultipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address 172.17.0.1 255.255.255.0

nterface Ethernetl

i p address 192.168. 0.1 255.255.255.0
|

router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.0. 255

no aut o- sunmary
|




SRFEERRFEMER.

OSpokeﬁ%EH%ﬁ O

version 12.3

I

host nane Spokel

I
crypto isaknp policy 1

aut henti cati on pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
I
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport

I
crypto ipsec profile vpnprof

set transform-set trans2

I

interface Tunnel O

bandw dt h 1000

i p address 10.0.0.2 255.255.255.0

ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

i p nhrp hol dti me 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host name Spoke2

nterface Ethernetl

i p address 192.168.1.1 255.255.255.0
I

router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.1.0 0.0.0. 255

no aut o- sunmary
!

OSpokeZﬂ%EH%E O

version 12.3
!
host nane Spoke2
!
crypto i saknp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto ipsec transformset trans2 esp-des esp-nd5-hmac
node transport
!
crypto ipsec profile vpnprof
set transform-set trans2




|

interface Tunnel 0

bandwi dt h 1000

i p address 10.0.0.3 255.255.255.0
ip mtu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface EthernetO

i p address dhcp host nanme Spoke2

|

interface Ethernetl

i p address 192.168.2.1 255.255.255.0
|

router eigrp 1

network 10.0.0.0 0.0.0. 255
network 192.168.2.0 0.0.0.255

no aut o- sunmary
|

ERE = HilPsec VPN

ZIKE"':PE’JHAEEE%EE/TTDMVPNE’JéﬁBIJJﬁm NHRP £ 53 3 3% FH 25 B2 59 Bp 28 18 IV PN#E B% p HAtb
2 ZERHESRAINERE N E i, ERRSD i%ﬁﬂ%ﬁﬂ—r,\ﬁiiﬁlﬂﬁﬁaﬂ A BAEpRERR 3 B S5 E AR
Eﬂﬂﬁ:‘i%EE%%H’\JIPsemeREIﬁ%iEO ERENN , BAMRILS X T 9 XERREREIB /08
EE%E%‘%E’\J , Al AAS E 1T IR/ AR E*ﬁ%@ﬂﬂﬁi)ﬂﬁﬁ%ﬂEP/L»E%EE%%J:E’JE?EO AT ERAL
TiRe , 7 XE&H 2R E B E BGRE(p-pGRE){]# 'J%EEGRE(mGRE)l_l_qu b= FHEE A
*"iﬂ%ﬁﬂ%ﬁlﬁ_ﬁlPi&iﬂ:H’JlPT B, BBETCOXRUANT () Bk, 7 BHJ[ERE
{T1E S AR B IPsec+mGREBRIE - #9B) AEIPER i s S AR BEARIE Lt (F) #W,

EROBEH R EIETRYBNR IP%EEIT&E—IJ«XQE%%H%% B XA B IERE — N HREEMRA
Hito X , BEELEHLENIPT —REERFORKMASR , MARH OB BEN D MR,

AR BERBBEEETEFOMD XK L, MIBETEDRD T 0 H#Ig L,

FEETOBHR LEEHREBEHWE (RIP. OSPFRMEIGRP ) , L#mGRERRE /T HE & H
UEREEEEETSXE  BRENPT —RREAKRES XBHE,

UTRERBERBNER,
RIP

‘“*E@%%%ﬁﬁtmGREEL HLEHAKESE K FRRPAESEEEMGREN EEHH K HE
EHENHE

no ip split-horizon



BRETHMER. RPEERALABEARRKBIPT —B , YEBANELRHANE - NEHLBS
ELERH

EIGRP

BEEBMAERR EmMGREBENH LA KESE | BRIEIGRPAE#EBmMGRES HE XA 3 H
BEHZITH,

no ip split-horizon eigrp

FRRBERT , EIGRPEHRIPT —EREAMBEGRAN T OBES , IERERERELEHNE
—THETELKEHK, EEEFRT  LFECAUATEED S XRETREIGRPERSELIKRAK
ERERBIPT —Bk.

no ip next-hop-self eigrp

3 : no ip next-hop-self eigrp <as>@$ #Cisco IOSHRAN12.3(2)BB AT A, HRNA12.2(13)TH
12.3(2) 2 B Cisco IOShRZAS , AEFITA TR :

- MRAFRED XD INBERE , AIFFELRH T,

- MRFED XIS XWBEREE |, AIXETE D 28 H 2R L BRE /T L A ER TR,
. BAl, BFEEEDMVPN LERT RN B HEE,

OSPF
HAOSPFRERKERMBE , R FAFEEAKESEIRE, BF K HRSHETE , £4i§
OSPFERARIERBEARY S  EEFEHOSPFEEMEHIIEE » XABNEBHRD, B

FREHSEIREHC IO XEHBFRENEENENLBEBERFER K MIREZERIHY
DX, BERILEE , FEADTREZRENOSPFEEEE,

ip ospf network broadcast

18 FEER P /OB H R 2 IPsectmGREM N 15 ER HER(DR), ER BB OSPFE TIRFRE
REERFLEAM , ED X ERROZEH

- B0 : ip ospf priority 2



. 2% : ip ospf priority 0
DMVPNEE — {588

192.168.0.0/2

Ntatic

172.17.01

Dynamic

-POEE]

SPOEEZ ‘
152.168.1.0/2

SPOEE=n= |

192168 <n=.0/

192.168.2.002

Onpapns O

version 12.3
!
host nane Hub
!
crypto i saknp policy 1
aut hentication pre-share

|
crypto i psec transformset trans2 esp-des
node transport

|
crypto i psec profile vpnprof

set transformset trans2

|
interface Tunnel 0

bandwi dt h 1000

ip address 10.0.0.1 255.255.255.0
ip ntu 1400

ip nhrp authentication test

ip nhrp map mul ti cast dynamc

ip nhrp network-id 100000

i p nhrp holdtine 600

ip ospf network broadcast

ip ospf priority 2

del ay 1000

tunnel source EthernetO

tunnel node gre nultipoint

crypto i saknp key cisco47 address 0.0.0.0

esp- nmd5- hmac




tunnel key 100000

tunnel protection ipsec profile vpnprof
!

interface EthernetO

i p address 172.17.0.1 255.255.255.0
!

interface Ethernetl

i p address 192.168. 0.1 255.255.255.0
!

router ospf 1

network 10.0.0.0 0.0.0.255 area 0

network 192.168.0.0 0.0.0.255 area 0
!

SIRREE RV —F R ROSPFREEMMEM T REIGRP, FFEE , OSPFREKE IR ERER
BB RER2. JSOSPFIBE BIELTE A BB IS8 BOSPF A % X% t 874 E 1 4B EE 2 5 3%
, WASIPT — Btk ut fE R R 70 32 B B 25 FY GREBRE a3t o

OSpokeh%EH%ﬁ O

version 12.3
|
host nane Spokel
|
crypto i saknp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
|
crypto i psec profile vpnprof
set transformset trans2
|
interface Tunnel O
bandwi dt h 1000
i p address 10.0.0.2 255.255.255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
i p nhrp holdtinme 300
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 0
del ay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface EthernetO

i p address dhcp host nane Spokel
!

interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!

router ospf 1
network 10.0.0.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area 0




IxEHFLNEERERERSF LNEEFEELL, ZENT

- OSPFEEIEFFRE R0, TRESFTS XM H 2R A AMGREEE #& % B8 55 B (NBMA)#E X RIDR.
RAEDLEBHFEME D XRHRERERFRER. DRAARAFHBNBMARERNFIEKE

- RERIFIRAREE TNHRPE BB BEM,

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

FEEREHNEREDR , HAGREBEREHHEE , HittFFEEM Aip nhrp map multicast ...3 5%
. HEERBRT , AEENEHRBREESHETERAUTENBNE, BEFTEFEHLTS
, EADXGREBECEXNAZE , YBEEZMEATEEN B Wik,

- BEO X BHEMEE  EXERPOEHEMEBRBEER K RATOBASKREEERY X%
HESWEMER , YA D XM TEEEHESEMNIPHU, P XERBAREREFIMEAR

NHRP NHS,
ip nhrp nhs 10.0.0.1

A ERGS , 2 XBEHAF/EERBBMGRE+IPsech2ENHRPEE & B E1X 2 03 H
2R, ELAMERTRM DY XBHBNHRPHIREF , KRBHRHFZFTEELEASTERKER
BBERE 2 B HRR.

O Spoke2 & H % O

version 12.3
host nane Spoke2
érypto i saknp policy 1
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0

crypto i psec transformset trans2 esp-des esp-nd5-hmac

crypto ipsec profile vpnprof

aut hentication pre-share

node transport

set transformset trans2

nterface Tunnel O

bandwi dt h 1000

i p address 10.0.0.3 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map nulticast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

ip ospf network broadcast

ip ospf priority 0

del ay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof




interface EthernetO

i p address dhcp host name Spokel

!

interface Ethernetl

i p address 192.168.3.1 255.255. 255.0
1

router ospf 1

network 10.0.0.0 0.0.0.255 area 0

network 192.168.2.0 0.0.0.255 area 0
!

O sxa-ime O

version 12.3
I
host nanme Spoke<n>
I
crypto isaknmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
I
crypto ipsec transformset trans2 esp-des esp-nd5-hmac
nmode transport
I
crypto i psec profile vpnprof
set transformset trans2
I
interface Tunnel O
bandwi dt h 1000
i p address 10.0. 0. <n+1> 255. 255. 255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
i p nhrp hol dti me 300
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 0
del ay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface EthernetO

i p address dhcp host name Spoke<n>
I

interface Ethernetl

i p address 192. 168. <n>. 1 255. 255. 255.0
!

router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.

3
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BREARFRAER, MAESXBARBALUNUMEELARE , Y ARFERBARMIPAEME I,
LEBF , R PO EHRR. Spokel8 H AR M Spoke2iE M 27 LAYER IR MNHRPE R &K | LR 4]

TR ( Spoke 1% H 88 M Spoke2i% 2= Ml MIBX Eh 2 %% ) LA Spoke1#Spoke2ig HER 2B E BN B
REHERR 2 BRIV R1EF

L i

Omommsmrn O

Hub#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, Tunnel O

C 192.168.0.0/24 is directly connected, Ethernetl
(0] 192.168.1.0/24 [110/2] via 10.0.0.2, 00:19:53,
Tunnel 0
(0] 192.168.2.0/24 [110/2] via 10.0.0.3, 00:19:53,
Tunnel 0
Hub#show ip nhrp
10.0.0.2/32 via 10.0.0.2, Tunnel O created 00:57: 27
expire 00: 04: 13
Type: dynamic, Flags: authoritative unique registered
NBVA address: 172.16.1.24
10.0.0.3/32 via 10.0.0.3, Tunnel O created 07: 11: 25,
expire 00: 04: 33
Type: dynamic, Flags: authoritative unique registered
NBVA address: 172.16.2.75
Hub#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt

204 Ethernet0 172.17.0.1 set HVAC SHA+DES 56_CB
0 0

205 Ethernet0  172.17.0.1 set HVAC SHA+DES 56_CB
0 0

2628 Tunnel 0 10.0.0.1 set HVAC MD5

0 402

2629 Tunnel 0 10.0.0.1 set HVAC MD5

357 0

2630 Tunnel 0 10.0.0.1 set HVAC MD5

0 427

2631 Tunnel 0 10.0.0.1 set HVAC MD5

308 0

O spoke1smmrm O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.24 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO
o 192.168.0.0/24 [110/2] via 10.0.0.1, 00:31:46,
Tunnel 0

C 192.168.1.0/24 is directly connected, Ethernetl

(0] 192.168.2.0/24 [110/2] via 10.0.0.3, 00:31:46,
Tunnel 0

Spokel#show ip nhrp

10.0.0.1/32 via 10.0.0.1, Tunnel O created 01:42: 00,




never expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.1
Spokel#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
2 EthernetO 172.16.1. 24 set HVAC SHA+DES 56_CB

0 0

2064 Tunnel 0 10.0.0.2 set HMAC_MD5
0 244

2065 Tunnel 0 10.0.0.2 set HMAC_MD5
276 0

O Spoke2B& H 28 & A O

Spoke2#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.2.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO
(0] 192.168.0.0/24 [110/2] via 10.0.0.1, 00:38:52,
Tunnel 0
(0] 192.168.1.0/24 [110/2] via 10.0.0.2, 00:38:52,
Tunnel 0

C 192.168.2.0/24 is directly connected, Ethernetl

Spoke2#show ip nhrp

10.0.0.1/32 via 10.0.0.1, Tunnel O created 01: 32: 10,

never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1

Spoke2#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm

Encrypt Decrypt
17 EthernetO 172.16.2.75 set HVAC SHA+DES 56_CB

0 0

2070 Tunnel 0 10.0.0.3 set HMAC_MD5
0 279

2071 Tunnel O 10.0.0.3 set HMAC_MD5
316 0

LEEF | 3A99£192.168.1.2 ping 192.168.2.3, & LEithit 5 Bl F FASpoke1 FMSpoke2 & HEF R HEMY £
B, ATE4FIARBRERBRIERMGRE+IPsechfiE,

1. Spoke1 G HHES U B B K93 5 192.168.2.3WpingERE, CHEBARTEHHEE , RREE
ER L E RSB Tunnel0 N HEZ2IPT —810.0.0.3,

2. Spoke 1B HES M Z H4Z10.0.0.30NHRPY IR X |, IR ERE . Spokel1BEHESE N — 1@
NHRP#EMERERN DI A HEEBENHS ( R OBEHES) -

3. PO HSHEENHRPYH MR EHEZ10.0.0.3 , TR HTCHMI#b1172.16.2.75, F
3% HH 23 2 SINHRP#F AT FEZ & B3 30 % H % B Spoke 1 3% HH 8]

4. Spoke1 34 B SN EINHRPHREATHEZ | AENHRPHBRE A 10.0.0.3 —>172.16.2. 7548,
FIENHRPE R 8 3% IPsecE iC EE ¥ & 78172.16.2. 75/ IPsech3 &,

5. Spoke 1B HBEH172.16.2.75% 2 ISAKMP , Y i EISAKMPHIPsec SA, IPsecitEIRH
TunnelO tunnel source <address># > FINHRP¥ AR ,

local ident (addr/mask/prot/port): (172.16.1.24/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.75/255.255.255.255/47/0)

6. IPsecBsETERIBER , FTEZE1192.168.2.0/24 T K H b & Rl T ERA#G B 2 E1%X BISpoke2,



7. BNt A192.168.2. 3 E R I ER B T ME |, I EHMBERXIREERDE192.168.1.2, B
Spoke2 B HZR N EI B HIith £192.168.1. 2 E KB , ERERBARPEALEE , WAL
FERERSETunnelOT TER P T —810.0.0.2,

8. Spoke2 BT & B 1= 10.0.0.2HINHRP¥ IRk , RIFEHRE . Spoke2i&HzREN — 1@
NHRP#E#T58 R E R DU AS HEX B ENHS ( FOBEHEE) .

9. FORHBMEENHRPYH MR AEHBZE10.0.0.2 , YRR THBRB1172.16.1.24, F
3% H 23 2 SINHRP#Z AT FEZ 8 B3 30 % H X B Spoke2B& HH 85

10. Spoke2 & 2SI ZINHRPEMTFELS |, W AENHRPEH M KR P A10.0.0.2 —> 172.16.1.24 L8t

o HTENHRPH MG EE IPsecEs it F YT ZEE172.16.1.24M|Psech3i@ , BEEREEERAYE
$8172.16.1.24IPsech2i& , Ft BB THMIRAE,

11. IR7E , Spoke1HISpoke2 I A B E R THEER, ENHRPEHMERISHEBEARANER

BERaE | NHRPHE S S MIBR, MIBRNHRPHBE B A5 183 IPsecll B3 IE 1Z 8 1Y IPsec
SA.

1E£Spoke1 HSpoke2 2 E 2R I EhHEHBE = 8 1Y R4

OSpoke1%EE%§i§ﬂ O

Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 02: 34: 16,
never expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.1
10.0.0.3/32 via 10.0.0.3, Tunnel O created 00: 00: 05,
expire 00:03: 35
Type: dynamic, Flags: router uni que used
NBMVA address: 172.16.2.75
Spokel#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
2 EthernetO 172.16.1. 24 set HVAC SHA+DES 56_CB

0 0
3 EthernetO 172.16.1. 24 set HMAC SHA+DES 56 CB

0 0

2064 Tunnel 0 10.0.0.2 set HMAC MD5
0 375

2065 Tunnel 0 10.0.0.2 set HMAC MD5
426 0

2066 Tunnel O 10.0.0.2 set HMAC MD5
0 20

2067 Tunnel O 10.0.0.2 set HMAC MD5
19 0

O Spoke2B&HERE A O

Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 02:18: 25,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, Tunnel O created 00: 00: 24,
expire 00: 04: 35
Type: dynamic, Flags: router unique used
NBMA address: 172.16.1.24
Spoke2#show crypto engine connection active




ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
17 EthernetO 172.16.2.75 set HVAC_SHA+DES 56_CB
0 0
18 EthernetO 172.16.2.75 set HVAC_SHA+DES 56_CB
0 0
2070 Tunnel O 10.0.0.3 set HMAC_MD5
0 407
2071 Tunnel O 10.0.0.3 set HMAC_MD5
460 0
2072 Tunnel 0 10.0.0.3 set HMAC_MD5
0 19
2073 Tunnel 0 10.0.0.3 set HMAC_MD5
20 0

fLrEEE S | BALLE T Spoke1 M Spoke2 B H /U B8 FHERE B ML AINHRPE AR | 36 B &1/
EE VI FEAMGRE+IPsechfi&, NHRPEHMAGER 7 ERIBH ( NHRPREFR B M E#l{E= 300%
) o WMREFHFANRE —HEAFEANHRPERR | A€ EENHRPANT 5K F B 2 LAE 72 M BR {5
B ol EHETRIF. T8, iSMERNHRPYER | iS5 #82IPseciEBkIPsec SA.
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192.168.0.0/2

Static

172.17.0.1

SPOKE1 ‘ e

SPOEE2

192.168.1.0/2

192.168.2.0/2

O mipmzmms O

version 12.3
|

host nane Hubl

|
crypto isaknmp policy 1

aut henti cation pre-share
crypto i saknp key cisco47 address 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

|

crypto i psec profile vpnprof

set transformset trans2

|

interface Tunnel O

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

ip mtu 1400

i p nhrp authentication test

ip nhrp map nulticast dynamc

i p nhrp network-id 100000

i p nhrp hol dtime 600

i p ospf network broadcast

ip ospf priority 2

del ay 1000

tunnel source EthernetO

tunnel node gre nultipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

Dynamic

172.17.0.5

SPOEE=n= ‘

192,168 <n=. 0/



interface Et hernetO

ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

i p address 192.168. 0.1 255.255.255.0
1

router ospf 1

network 10.0.0.0 0.0.0.255 area 1

network 192.168.0.0 0.0.0.255 area 0
!

O mgmomme O

version 12.3
|
host nane Hub2
|
crypto isakmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hrmac
node transport
|
crypto i psec profile vpnprof
set transformset trans2
|
interface Tunnel O
bandwidth 900
ip address 10.0.0.2 255.255.255.0
ip ntu 1400
i p nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1
ip nhrp map nul ticast dynamic
i p nhrp network-id 100000
i p nhrp hol dtime 600
ip nhrp nhs 10.0.0.1
i p ospf network broadcast
ip ospf priority 1
del ay 1000
tunnel source EthernetO
tunnel node gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address 172.17.0.5 255. 255.255.0

nterface Ethernetl

i p address 192.168. 0.2 255.255.255.0
!

router ospf 1
network 10.0.0.0 0.0.0.255 area 1

network 192.168.0.0 0.0.0.255 area 0
!
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Hub2W B EEEHUb 1B B EAHE , BMHEMIPHURETER, —EEXEER E2Hub2th 2
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Ealo

O Spoke1 B 8% O

version 12.3
|

host nane Spokel

|

crypto isakmp policy 1

aut hentication pre-share

crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

|

crypto i psec profile vpnprof

set transformset trans2

|

interface Tunnel O

bandwi dt h 1000

i p address 10.0.0.11 255. 255.255.0
ip mu 1400

i p nhrp authentication test

ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5

ip nhrp map 10.0.0.2 172.17.0.5

i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

i p ospf network broadcast

ip ospf priority O

del ay 1000

tunnel source EthernetO

tunnel node gre mnultipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface EthernetO

i p address dhcp host nane Spokel

|

interface Ethernetl

i p address 192.168.1.1 255.255.255.0
|
router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.1.0 0.0.0.255 area 1




L |
IXEHIFLWEREZENT

CEFEED , P XEE T ARHUb2MFRENHRPEAR |, I BHUb2#T8 A T — Bk ARRR. RiA :

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp nhs 10.0.0.1

g -

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

S X BEEE FMNOSPFEBEER AR,
nanaﬁ BBRESOEND XA L ERBRENHRPEHIRANHS |, £45&1B IR EE 1T B RERE H
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O Spoke2#& H1 &% O

version 12.3
I
host nane Spoke2
I
crypto isaknmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
I
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport
I
crypto i psec profile vpnprof
set transformset trans2
I
interface Tunnel O
bandwi dt h 1000
i p address 10.0.0.12 255. 255.255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp network-id 100000
i p nhrp hol dti me 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
i p ospf network broadcast
ip ospf priority O
del ay 1000
tunnel source EthernetO
tunnel node gre multipoint




tunnel key 100000

tunnel protection ipsec profile vpnprof
!

interface EthernetO

i p address dhcp host nanme Spokel

!

interface Ethernetl

i p address 192.168.2.1 255.255.255.0
1

router ospf 1

network 10.0.0.0 0.0.0.255 area 0

network 192.168.2.0 0.0.0.255 area 0
!

O sxrgpmzm O

version 12.3
I

host nane Spoke<n>

|

crypto isakmp policy 1

aut hentication pre-share

crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

|

crypto i psec profile vpnprof

set transformset trans2

|

i nterface Tunnel 0

bandwi dt h 1000

i p address 10.0. 0. <n+10> 255. 255. 255. 0
ip ntu 1400

i p nhrp authentication test

ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5

ip nhrp map 10.0.0.2 172.17.0.5

i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

i p ospf network broadcast

ip ospf priority O

del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO

i p address dhcp host nanme Spoke<x>
|

interface Ethernetl

i p address 192.168.<n>.1 255. 255. 255.0
!

router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.
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Hubl#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
o 192.168.1.0/24 [110/2] via 10.0.0.11, 00:02:17,
Tunnel 0
o 192.168.2.0/24 [110/2] via 10.0.0.12, 00:02:17,
Tunnel 0
Hubl#show ip nhrp
10.0.0.2/32 via 10.0.0.2, Tunnel O created 1w3d, expire
00: 03: 15
Type: dynanmic, Flags: authoritative unique registered
NBVA address: 172.17.0.5
10.0.0.11/32 via 10.0.0.11, Tunnel O created 1w3d,
expire 00: 03: 49
Type: dynanmic, Flags: authoritative unique registered
NBVA address: 172.16.1.24
10.0.0.12/32 via 10.0.0.12, Tunnel O created 1w3d,
expire 00: 04: 06
Type: dynanmic, Flags: authoritative unique registered
NBMVA address: 172.16.2.75
Hubl#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt

4 EthernetO 172.17.0.1 set HVAC_SHA+DES 56_CB
0 0
5 EthernetO 172.17.0.1 set HVAC_SHA+DES 56_CB
0 0
6 EthernetO 172.17.0.1 set HVAC_SHA+DES 56_CB
0 0
3532 Tunnel 0 10.0.0.1 set HMVAC _MD5+DES 56_CB
0 232
3533 Tunnel 0 10.0.0.1 set HMVAC _MD5+DES 56_CB
212 0
3534 Tunnel 0 10.0.0.1 set HMAC _MD5+DES 56_CB
0 18
3535 Tunnel 0 10.0.0.1 set HMAC MD5+DES 56_CB
17 0
3536 Tunnel 0 10.0.0.1 set HMAC MD5+DES 56_CB
0 7
3537 Tunnel 0 10.0.0.1 set HMAC MD5+DES 56_CB
7 0

O huvesmemrn ©




Hub2#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/ 24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
(0] 192.168.1.0/24 [110/2] via 10.0.0.11, 00:29: 15,
Tunnel 0
(0] 192.168.2.0/24 [110/2] via 10.0.0.12, 00:29: 15,
Tunnel 0
Hub2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 1w3d, never
expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.1
10.0.0.11/32 via 10.0.0.11, Tunnel O created 1w3d,
expire 00:03: 15
Type: dynamic, Flags: authoritative unique registered
NBMVA address: 172.16.1.24
10.0.0.12/32 via 10.0.0.12, Tunnel O created 00: 46: 17
expire 00:03:51
Type: dynamic, Flags: authoritative unique registered
NBMVA address: 172.16.2.75
Hub2#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt

4 EthernetO 171.17.0.5 set HMAC_SHA+DES 56_CB
0 0
5 EthernetO 171.17.0.5 set HMAC_SHA+DES 56_CB
0 0
6 EthernetO 171.17.0.5 set HMAC_SHA+DES 56_CB
0 0
3520 Tunnel 0 10.0.0.2 set HMVAC _MD5+DES 56_CB
0 351
3521 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
326 0
3522 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
0 311
3523 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
339 0
3524 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
0 25
3525 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
22 0

O Spoke13&H 22 ¥ /A O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

O A 192.168.0.0/24 [110/11] via 10.0.0.1, 00:39: 31,

Tunnel 0
[110/11] via 10.0.0.2, 00:39: 31,

Tunnel 0

C 192.168.1.0/24 is directly connected, Ethernetl

(0] 192.168.2.0/24 [110/2] via 10.0.0.12, 00:37:58,
Tunnel 0

Spokel#show ip nhrp

10.0.0.1/32 via 10.0.0.1, Tunnel O created 00: 56: 40,
never expire




Type: static, Flags: authoritative used
NBVA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, Tunnel O created 00: 56: 40,
never expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.5
Spokel#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
1 EthernetO 172.16.1. 24 set HVAC SHA+DES 56_CB

0 0
2 EthernetO 172.16.1. 24 set HVAC_SHA+DES_56_CB
0 0
2010 Tunnel 0 10.0.0.11 set HVAC_MD5+DES_56_CB
0 171
2011 Tunnel O 10.0.0.11 set HVAC_MD5+DES_56_CB
185 0
2012 Tunnel 0 10.0.0.11 set HVAC_MD5+DES_56_CB
0 12
2013 Tunnel 0 10.0.0.11 set HVAC_MD5+DES_56_CB
13 0

O Spoke2i& H 22 & fA O

Spoke2#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.2.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

OIA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:57:56
Tunnel 0
[110/11] via 10.0.0.2, 00:57:56
Tunnel 0
(0] 192.168.1.0/24 [110/2] via 10.0.0.11, 00:56: 14,
Tunnel 0
C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 5w6d, never
expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, Tunnel O created 6w6d, never
expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.5
Spoke2#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
2 EthernetO 172.16.2.75 set HMAC_SHA+DES 56_CB

0 0
3 Ethernet0 172.16.2.75  set HWVAC SHA+DES 56_CB

0 0

3712 Tunnel 0 10.0.0. 12 set HVAC MD5+DES 56_CB

0 302

3713 Tunnel 0 10.0.0. 12 set HVAC MD5+DES_56_CB

331 0

3716 Tunnel 0 10.0.0. 12 set HVAC MD5+DES_56_CB

0 216

3717 Tunnel 0 10.0.0. 12 set HVAC MD5+DES 56_CB

236 0
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- MEPORHEFBAEIED XBHBRBRNSERB, PO

0 192.168. 1.0/ 24 [110/2] via 10.0.0.11, 00:02:17, Tunnel 0
0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:02:17, Tunnel 0
FRN2:

0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:29:15, Tunnel 0
0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:29:15, Tunnel 0

t%‘ﬂﬂi%Hum%ﬂHubZﬁH""SEE%EE%%éEE’Jﬁ%%E’J*EHﬁ%ﬁﬁ¢%¢/b\ﬂﬁﬁﬂ%§éﬁﬂﬁﬁ%¢
MEEHEE. Bl , BE#EELRE192.168.0.0/24 LANKIBEHZER2 EH BRI TAIR ¢

0] A 192.168.1.0/24 [110/12] via 192.168.0.1, 00:00:26, Ethernetl/0/3
[110/12] via 192.168.0.2, 00:00:27, Ethernetl/0/30
0] I A 192.168.2.0/24 [110/12] via 192.168.0.1, 00:00:27, Ethernetl/0/3

[110/12] via 192.168.0.2, 00:00:27, Ethernet1/0/3

- ARBHFREREAMER OKARIET OCRHFRANEENSERH, B

] I A 192.168.0.0/24 [110/11] via 10.0.0.1, 00:39:31, TunnelO
[110/11] via 10.0.0.2, 00:39:31, Tunnel O

nX2:

@) I A 192.168.0.0/24 [110/11] via 10.0.0.1, 00:57:56, TunnelO

[110/11] via 10.0.0.2, 00:57:56, Tunnel O

MRS ZHEHB[EEHTEEERNENEHGE  MURSELIFENE,

A TEBEBOMERRSFVER CEHTIFABEROHNFENCETNE , CEERERAHEN
B ERAMES B — R0 X BIEREBFNEE. NRFEHUDIRERBRE | Hub2 R HATIRH
, AT B SR 4R 2R 88 1 TH L WOSPFRERRRE AT E.

M

interface tunnel 0

ip ospf cost 10

N2:

interface tunnel O

ip ospf cost 20

HERBWTRATR

M

o 192.168. 1.0/ 24 [110/11] via 10.0.0.11, 00:00: 28, Tunnel 0

o 192.168. 2.0/ 24 [110/11] via 10.0.0.12, 00:00: 28, Tunnel 0

FR0N2:

o 192.168. 1.0/ 24 [110/21] via 10.0.0.11, 00:00:52, Tunnel 0

o 192. 168. 2. 0/ 24 [110/21] via 10.0.0.12, 00:00: 52, Tunnel 0

R2 :

o) I A 192.168.1.0/24 [110/31] via 192.168.0.1, 00:01:06, Ethernetl/0/3
o) I A 192.168. 2.0/ 24 [110/31] via 192.168.0.1, 00:01:06, Ethernetl/0/3

BiE, AR ORARED i%ﬁ%ﬁfﬁ@ﬂﬁ%%ﬂ’]%mtﬁﬁfﬂ'ﬂo EERERNEERD D X5
eSS | FEMESERAHUDY | 5 BERRMER2E ALUE S, SESMR LIRS —BERGRE S R



By IE T B A R

mERE —EERFHER , Hitb s T EBERBDATE. SOSPFRERRERBIGER , o
LA —E8@ 5 AR E | 5% R EEE EMrouter ospf 1 T~ Adistance ... 5 , LB LML
FiEiBHUb1 B A A B B A 2B BHUb2E &Y B H .

BT B

router ospf 1
di stance 111 10.0.0.2 0.0.0.0 1
access-list 1 pernmit any

% 2:

router ospf 1
di stance 111 10.0.0.2 0.0.0.0 1
access-list 1 pernmit any

REBBUNTAAR
ERET B

0 192.168. 0.0/ 24 [110/11] via 10.0.0.1, 00:00:06, Tunnel O
% 2:

O  192.168.1.0/24 [110/11] via 10.0.0.1, 00:00:10, Tunnel 0

LR AEEA L IFBEIRE , FARFAFFEHUb1BIRRFSEYIREIF 02, ERTEMEERSE
B , REAHub1, MREFEBB VP EHERBENEFRREAMBEERS , BREERED
BREBEY B BFGEIRA , AIRAEETRSLEEN SR EMERAOSPFE, it , LT

BEDMVPNfi BN E LR TRREEFNEE,

WEEiRsE — WDMVPNME

FHEEDMVPNMIEMEERBRERHERYE , ECHE T UEF iR HBBDMVPNIEH, H
ESREAMEBMKNDMVPN T8, , BESRKRESE (EEBATAME ) EHFE—EDMVPNTHE

"2 ), PXERIMEDMVPNTME ( "E. ). HRDXEEHI[EME T OKEREBHR
BGREBENHAKMME , At ETUEANEHEEZE (MER, RAMELE ) RIS hBRER
HiBEEE , AEERE SO ERBRBEECEREF —EROKBRM A RS — @ OKE
%O

AR ERBEEREEPORARVRE —VERTHE, IRRIFVENVE , EENEERH
RAS T REE SUAE R IE AV SR ARER IR B AR | BNE AT BUBIBME — SRHR A7 5% H 35 213E B m %

A LA E D XA ES EEAp-pGREEEMGRERRE T H. 7 X EHES EH 2 Ep-pGREA T 7] LAfE F 4
EIMNBRRER...... P | (ER D ZHAHE ENZEMGRENES4EEEH —HRRER......IP it.38
ERAEIPseckith  F—EHEREEHEHEh—EAmGREEEBEHISAKMPHE, ISAKMPE
BEREENIPH (EikIPsec¥fSEitbit ) FREE I ML RARH, Lttt EARRIEIR..... a3t PTE , 1B
RAREREEESHENRER...... 1 HtE —EAmGREBEN HBKRTE, EEHEEANE
BER SR EERMNMGRENEBE , M HEASERABE,

GREEMBAEXRBUEE  RACMEFARED MEMGRENEHFRESN......[E. #Cisco



|IOSEXBEMAR12.3(5)F112.3(7) TR , CEAS —E5IBUARRILIRS : BREMRM.......shared.
sharedF# ¥ R ZEMGREN EAFE A EGHERERIPiut A IPSecin®, MREEEHMRA | &
AT LATE I B S 4R 85 R F R ¥ DMVPN# B Mp-pGREBIE, #p-pCREBEMIE R T , BEERIF

...... MEEBNHE...... Pt TARALE, EXF4  SEEEEDMVPNERH L EEFESR P EH
p-pGREP&E , MAEARARER.

WHERER — WDMVPNER

152, 168.0.0/2 Static
Dynamic

| HUEBE-2

HUE-1 |

10.0.0.1 10.0.1.1

172.17.0.5

1721701

DMVPN-1
10.0.0.0/24

e . 10.0.1 <10
"
‘ 10.0.1.12 ‘ SPOKE=n=>
10.0.0.12
192.168.1.0/2 SPDKEE‘ 1000 <nt10= 192,168 <n= 0/
192 168.2.0/2 +e

MTREBERNWERERERHA RNBES R FO0EH EEEHEE,

O hup1zme O

version 12.3
!
hostname Hubl
!
crypto i saknp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
!
crypto i psec profile vpnprof
set transformset trans2
!
interface Tunnel O
bandwi dt h 1000
ip address 10.0.0.1 255.255.255.0
ip ntu 1400
ip nhrp authentication test




ip nhrp map nul ticast dynamic

i p nhrp network-id 100000

i p nhrp hol dtime 600

no ip split-horizon eigrp 1

del ay 1000

tunnel source EthernetO

tunnel node gre nultipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address 172.17.0.1 255. 255. 255. 252

nterface Ethernetl

i p address 192.168. 0.1 255.255.255.0
|

router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.0. 255

no aut o- sunmary
|

O mgmomma O

version 12.3

I
hostname Hub2

I
crypto i saknmp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
I

crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport

I

crypto i psec profile vpnprof

set transformset trans2

I

interface Tunnel O

bandwi dt h 1000

ip address 10.0.1.1 255.255.255.0

ip ntu 1400

ip nhrp authentication test

ip nhrp map mul ti cast dynamc

ip nhrp network-id 100001

i p nhrp hol dti me 600

no ip split-horizon eigrp 1

del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100001

tunnel protection ipsec profile vpnprof

nterface EthernetO

ip address 172.17.0.5 255. 255. 255. 252
!

interface Ethernetl

i p address 192.168. 0.2 255.255.255.0
I

router eigrp 1

network 10.0.1.0 0.0.0. 255
network 192.168.0.0 0.0.0. 255
no aut o- summary




EARFIH | Hub1FHUb2BELEM . FEEFER , SEEBE2TFRDMVPNBH O BEDMVPNEE
ATREH :

. IPF#(10.0.0.0/24, 10.0.0.1/24)

. NHRP#3#1D(100000, 100001)

. B33E£48(100000, 100001)
BB E S ROSPFYIREIEIGRP , A M HEIGRPEREMEENBMARR B ARR , 1AX
BB,

IL(-:'Spoke1%EH%§ O

version 12.3
|
host nane Spokel
|
crypto isaknmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
|
crypto ipsec profile vpnprof
set transformset trans2
|
interface TunnelO
bandw dt h 1000
ip address 10.0.0.11 255.255.255.0
ip mu 1400
i p nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
i p nhrp hol dtime 300
ip nhrp nhs 10.0.0.1
del ay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface Tunnell
bandw dt h 1000
ip address 10.0.1.11 255.255.255.0
ip mu 1400
i p nhrp authentication test
ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001
i p nhrp hol dtime 300
ip nhrp nhs 10.0.1.1
del ay 1000
tunnel source EthernetO
tunnel destination 172.17.0.5
tunnel key 100001
tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host nane Spokel




interface Ethernetl

i p address 192.168.1.1 255.255.255.0
|

router eigrp 1

network 10.0.0.0 0.0.0.255

network 10.0.1.0 0.0.0.255

network 192.168.1.0 0.0.0.255

no aut o- sunmary
|

BRED B EE M {Ep-pGRERENHE , M{EDMVPNE—1{&, ip address .... ip nhrp
network-id ..., tunnel key ...fltunnel destination ... [EFAR[E2 M ER2E . ERER A EEIGRPIE
EWEp-pGRERZE T# L , Ai#iE —{Bp-pGRES T E(DMVPN),

O Spoke2 & H % O

version 12.3
|

host nane Spoke2

|

crypto isakmp policy 1

aut hentication pre-share

crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

|

crypto ipsec profile vpnprof

set transformset trans2

|

interface Tunnel0

bandwi dt h 1000

ip address 10.0.0.12 255.255.255.0

ip mu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface Tunnel 1

bandw dt h 1000

ip address 10.0.1.12 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

i p nhrp hol dtime 300

ip nhrp nhs 10.0.1.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof

/,—
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interface EthernetO

i p address dhcp host name Spoke2

!

interface Ethernetl

i p address 192.168.2.1 255.255.255.0
1

router eigrp 1

network 10.0.0.0 0.0.0.255

network 10.0.1.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no aut o- sunmary
|

O px-pmz O

version 12.3

!

host name Spoke<n>

!
crypto i saknmp policy 1

aut henti cation pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport

!

crypto i psec profile vpnprof

set transformset trans2

!

interface Tunnel0

bandwi dt h 1000

ip address 10.0.0.

ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

i p nhrp hol dti me 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
I

interface Tunnell

bandwi dth 1000

ip address 10.0.1.

ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001

i p nhrp hol dti me 300

ip nhrp nhs 10.0.1.1




del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5

tunnel key 100001

tunnel protection ipsec profile vpnprof
1

interface EthernetO

i p address dhcp host nanme Spoke<x>

!

interface Ethernetl

i p address 192.168. <n>. 1 255. 255. 255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 10.0.1.0 0.0.0.255

network 192.168.<n>.0 0.0.0. 255

no aut o- sunmary
|

BE , RFIREFEHUb1, Hub2, Spokel1#ISpoke2#& 85 FRIER AR, NHRPEH MK MIPsecE iR
, BRI ( FESpoke1 FSpoke2 B HEFREI 2 & ) -

FD6 for4 F E

O Husmzgs O

Hubl#show ip route
172.17.0.0/30 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets

C 10.0.0.0 is directly connected, TunnelO

D 10.0.1.0 [90/2611200] via 192.168.0. 2,

00: 00: 46, Ethernetl
C 192.168.0.0/24 is directly connected, Ethernetl
D 192.168. 1. 0/ 24 [90/2841600] via 10.0.0.11
00: 00: 59, Tunnel O
D 192.168. 2. 0/ 24 [90/ 2841600] via 10.0.0.12
00: 00: 34, Tunnel O
Hubl#show ip nhrp
10.0.0.12/32 via 10.0.0.12, Tunnel O created 23:48: 32,
expire 00:03:50
Type: dynanic, Flags: authoritative unique registered
NBMVA address: 172.16.2.75
10.0.0.11/32 via 10.0.0.11, Tunnel O created 23: 16: 46,
expire 00: 04: 45
Type: dynanic, Flags: authoritative unique registered
NBVA address: 172.16.1.24
Hubl#show crypto engine connection active
ID Interface | P- Addr ess State Algorithm
Encrypt Decrypt
15 EthernetO 172.17.63. 18 set

HVAC SHA+DES 56_CB 0 0
16 EthernetO 10.0.0.1 set
HVAC SHA+DES 56_CB 0 0
2038 Tunnel 0 10.0.0.1 set
HVAC MD5+DES 56_CB 0 759
2039 Tunnel 0 10.0.0.1 set
HVAC MD5+DES 56_CB 726 0
2040 Tunnel O 10.0.0.1 set

HVAC_MD5+DES 56_CB 0 37




2041 Tunnel O 10.0.0.1 set
HVAC_MD5+DES_56_CB 36 0

O Hub2smzrs O

Hub2#show ip route
172.17.0.0/30 is subnetted, 1 subnets

C 172.17.0.4 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets
D 10.0.0.0 [90/2611200] via 192.168.0.1,
00: 12: 22, Ethernetl
C 10.0.1.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
D 192.168. 1. 0/ 24 [90/2841600] via 10.0.1.11
00: 13: 24, Tunnel O
D 192.168. 2. 0/ 24 [90/2841600] via 10.0.1.12
00:12: 11, Tunnel O
Hub2#show ip nhrp
10.0.1.12/32 via 10.0.1.12, Tunnel 3 created 06: 03: 24,
expire 00: 04: 39
Type: dynanic, Flags: authoritative unique registered
NBMVA address: 172.16.2.75
10.0.1.11/32 via 10.0.1.11, Tunnel 3 created 23:06: 47,
expire 00: 04: 54
Type: dynanic, Flags: authoritative unique registered
NBVA address: 172.16.1.24
Hub2#show crypto engine connection active
ID Interface | P- Addr ess State Algorithm
Encrypt Decrypt

4 EthernetO 171.17.0.5 set
HVAC SHA+DES 56_CB 0 0

6 EthernetO 171.17.0.5 set
HVAC SHA+DES 56_CB 0 0
2098 Tunnel 0 10.0.1.1 set
HVAC MD5+DES 56_CB 0 722
2099 Tunnel O 10.0.1.1 set
HVAC MD5+DES 56_CB 690 0
2100 Tunnel O 10.0.1.1 set
HVAC MD5+DES 56_CB 0 268
2101 Tunnel O 10.0.1.1 set
HVAC MD5+DES 56_CB 254 0

O Spoke 1 H R &M O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO
C 10.0.1.0 is directly connected, Tunnell
D 192.168. 0.0/ 24 [90/2841600] via 10.0.1.1,
0: 26: 30, Tunnel 1
[ 90/ 2841600] via 10.0.0.1,
00: 26: 30, Tunnel 0
C 192.168.1.0/24 is directly connected, Ethernetl
D 192. 168. 2.0/ 24 [90/3097600] via 10.0.1.1,
00: 26: 29, Tunnel 1
[ 90/ 3097600] via 10.0.0.1,
00: 26: 29, Tunnel 0
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 23: 25: 46,
never expire




Type: static, Flags: authoritative
NBVA address: 172.17.0.1
10.0.1.1/32 via 10.0.1.1, Tunnell created 23: 24: 40,
never expire
Type: static, Flags: authoritative
NBVA address: 172.17.0.5
Spokel#show crypto engine connection active
ID Interface | P- Addr ess State Algorithm
Encrypt Decrypt
16 EthernetO 172.16.1. 24 set

HVAC_SHA+DES 56_CB 0 0
18 EthernetO 172.16.1.24 set
HVAC_SHA+DES 56_CB 0 0
2118 Tunnel 0 10.0.0.11 set
HVAC_MD5+DES 56_CB 0 181
2119 Tunnel O 10.0.0.11 set
HVAC_MD5+DES 56_CB 186 0
2120 Tunnel 1 10.0.1.11 set
HVAC_MD5+DES 56_CB 0 105
2121 Tunnel 1 10.0.1.11 set
HVAC_MD5+DES 56_CB 110 0

O Spoke2i& HER R A O

Spoke2#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.2.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets
C 10.0.0.0 is directly connected, TunnelO
C 10.0.1.0 is directly connected, Tunnell
D 192. 168. 0. 0/ 24 [90/2841600] via 10.0.1.1,
00: 38: 04, Tunnel 1
[ 90/ 2841600] via 10.0.0.1,
00: 38: 04, Tunnel O
D 192.168. 1. 0/ 24 [90/3097600] via 10.0.1.1,
00: 38: 02, Tunnel 1
[ 90/ 3097600] via 10.0.0.1,
00: 38: 02, Tunnel O
C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 1d02h, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.1.1/32 via 10.0.1.1, Tunnell created 1d02h, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spoke2#show crypto engine connection active
ID Interface | P- Addr ess State Algorithm
Encrypt Decrypt
8 EthernetO 172.16.2.75 set

HVAC SHA+DES 56_CB 0 0
9 EthernetO 172.16.2.75 set
HVAC SHA+DES 56_CB 0 0
2036 Tunnel O 10.0.0.12 set
HVAC MD5+DES 56_CB 0 585
2037 Tunnel 0 10.0.0.12 set
HVAC MD5+DES 56_CB 614 0
2038 Tunnel 1 10.0.1.12 set
HVAC MD5+DES 56_CB 0 408
2039 Tunnel 1 10.0.1.12 set

HVAC MDS+DES 56 _CB 424 0




B4 , HEHub1, Hub2, Spokel1HISpoke2 EHIIEHEK , B FZR —LEEBNEIE :

- MAFORERBEIES XEHRREENSERB, PO
D 192.168. 1. 0/ 24 [90/2841600] via 10.0.0.11, 00:00:59, TunnelO
D 192.168. 2. 0/ 24 [90/2841600] via 10.0.0.12, 00:00: 34, TunnelO

FRN2:
D 192.168.1.0/24 [90/2841600] via 10.0.1.11, 00:13:24, Tunnel 0
D 192.168.2.0/24 [90/2841600] via 10.0.1.12, 00:12:11, Tunnel 0

EERZFHUb1MHUb2EH 2 X AR AENBRNERFEESA P ORAREENBERKH
BRHIEE, flin , EiEHELSFI192.168.0.0/24 LANK R HER2 FHBRARM TR : R2 :

D 192.168. 1.0/ 24 [90/2867200] via 192.168.0.1, 00:51:51, Ethernet1/0/3
[ 90/ 2867200] via 192.168.0.2, 00:51:51, Ethernet1/0/3

D 192.168. 2.0/ 24 [90/2867200] via 192.168.0.2, 00:52:43, Ethernetl1/0/3

[ 90/ 2867200] via 192.168.0.1, 00:52:43, Ethernetl1/0/3

- AXEHFREABEEMER OBARIEF ORHBFREAVERNEFERRH, BHEH:
D  192.168.0.0/24 [90/3097600] via 10.0.1.1, 00:26:30, Tunnel 1
[90/3097600] via 10.0.0.1, 00:26:30, Tunnel 0

7X2:
D 192.168.0.0/24 [90/3097600] via 10.0.1.1, 00:38:04, Tunnel 1
[90/3097600] via 10.0.0.1, 00:38:04, Tunnel 0

MRS XBHB[EEHITEEERNSNEH G , AU ELEFERS.
ATBREBOWESERKFOER T HTEHBROISENCEHGE  CFEEREBRBIBEN
BREAMES M — kD X ERB[UOBE. MREFLEHUDIATAMHUb2RHEE |, BIFT L
SRSBFBENENVEERERTE,

M

interface tunnel O
del ay 1000

H2:

interface tunnel 0
del ay 1050

af 1 ARG, ARERER2 EAYRRIE ST A EEE /N W B 5247 25 (100) 2 B Ethernet1 47 [ LAY 1EE
, R AL AN T 50, B4 , Hub2PE B E R ERT 5 XHHR , EE@Hub1MHUb2%
THI A9 38 H 2R B 5 L HUb 1 ERAYBR B . 4N SRAEIE S8 ANiEEIB 100 , RIHUb2i§IEIB 2 XM 15T HiEB

Hub 182 5 X B H A E RS , MHub1MHub2# EHY R 217 E EFEIZEFEHub- 18 E R X R
DX EEHER.

BEBBMNTHRR

M

D 192.168. 1.0/ 24 [90/2841600] via 10.0.0.11, 00:01:11, TunnelO
D 192.168. 2.0/ 24 [90/2841600] via 10.0.0.12, 00:01:11, TunnelO

FRN2:



D 192.168. 1. 0/ 24 [90/2854400] via 10.0.1.11, 00:00: 04, TunnelO
D 192.168. 2. 0/ 24 [90/ 2854400] via 10.0.1.12, 00:00: 04, TunnelO

R2 :

D 192.168. 1.0/ 24 [90/2867200] via 192.168.0.1, 00:02:18, Ethernetl/0/3
D 192.168. 2.0/ 24 [90/2867200] via 192.168.0.1, 00:02:18, Ethernetl/0/3

ME OB HERE N D X EHRRANEREREESTENFEE , BhEEBERT , BELER
Hub1#§REBEEE 7 XA , WR2 LR, ERER RS —EERFRPHERNEE,

FRE_EERFRPHRNBENAETRE , EHREEWMEp-pGREBRENHE , &AL 5 Bl
RERE T E Ldelay ... , AE S EHUb1 B AIAY B B BEEHUb2 B H AV BX R YEIGRPE £,

ERETEh1:

interface tunnel O
del ay 1000

interface tunnel 1
del ay 1050

% 2:

interface tunnel O
del ay 1000

interface tunnel 1
del ay 1050

BEBRHAUTAR
BE5 B

D 192.168. 0. 0/ 24 [90/2841600] via 10.0.0.1, 00:15:44, TunnelO
D 192.168. 2. 0/ 24 [90/3097600] via 10.0.0.1, 00:15:44, TunnelO
7

Xz 2:

D 192.168. 0.0/ 24 [90/2841600] via 10.0.0.1, 00:13:54, TunnelO
D 192.168. 1.0/ 24 [90/3097600] via 10.0.0.1, 00:13:54, TunnelO

LR AEEAR L IFE IR A | B AFFEHUb1 BB RE P02, ERTEMELERES
HREE , REAHUb1,

MREHFEBBFHESRFENEFRREAMEERS , QREASEYRERZEY BB IFHEER
B, RARAEESENEH , BFEHEIGRPELUERM. At , BFEPOBHIFEENTE LWIE
iB.....RRAME  REBES AR LM Hoffset-list <acl> out <offset> <interface>ir & , A1
GREBENHES AR ONEAIEIMEIGRPEEZ, 2 LA TunneloMTunneN N HEZ BN FE
EE..... DR , Ak XEHSEEAFREEZEDR VKA, 7 XBASRENEXRNT,

OSpoke1%EE%§ O

version 12.3
|

host nane Spokel
!




interface Tunnel O

bandwi dt h 1000

i p address 10.0.0.11 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface Tunnel 1

bandwi dt h 1000

i p address 10.0.1.11 255. 255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

i p nhrp network-id 100001

i p nhrp hol dtime 300

ip nhrp nhs 10.0.1.1

delay 1500

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof

I

router eigrp 1
offset-list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0. 255
network 10.0.1.0 0.0.0. 255
network 192.168.1.0
distribute-list 1 out
no aut o-sunmary

I

access-list 1 permit 192.168.1.0
!

O Spoke2i& HHES O

version 12.3
!

host nane Spoke2
|

I

i nterface Tunnel 0

bandw dt h 1000

i p address 10.0.0.12 255. 255. 255. 0
ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

i p nhrp hol dti me 300

ip nhrp nhs 10.0.0.1

delay 1500

tunnel source EthernetO




tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface Tunnel 1

bandwi dt h 1000

i p address 10.0.1.12 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
i p nhrp network-id 100001

i p nhrp hol dtime 300

ip nhrp nhs 10.0.1.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof
!

I

router eigrp 1
offset-list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0. 255
network 10.0.1.0 0.0.0. 255
network 192.168.2.0
distribute-list 1 out
no aut o-sunmary

I

access-list 1 permit 192.168.2.0
!

XX : RBE12800(50%256) EFEEIEIGRPEEH , FAT /NKR25600(100%256), LHE
(25600) 2 F B R PO HEC MEANNEHMWEIGRPEEFNE, BiBEoffset-listds £ A
12800 , A UMK EEEENTEED ) XKARE , MTEBBZAPERELERNTR
BREFHPORAREHEL, X, AP OERBASFESHNEALNEENSERBELFEAERNEF
DB, BeE B ¥EFEBHUDIERERASE | 5 —¥FHub2EREHHE.

AEE  MRMBEMRI T 2560080 £(100%256) , AIEERR S EIBEthernet1 N HEIBER S —SFETE %
YoTHHSENERS  FEEERBRAANEHERNEFEFH EENERSKBENSEELR S
Y EHER.

AR : BFIR T distribute-list 1 outin © , A TLLEB D X LR —ERBENE R — B OEHSE
HHBHBTLLBER S — AR EESE RS — @+ 0. distribute-list... S A RS X HAFREES
HCWEH,

AEE IRAFEBRER OB ELMTRY MBS LRFEBES , Al<value> <interface>H
fYoffset-list <acl1>Fdistribute-list <acl2>@ S A AER OHABR LAFTRY X LRE, <acl2>7FH
BESHHAERGEEENKA , M<acl>FIEERSIHRE —EEGSHEAHIATEFSRN
BIREENEER,

BRELENR , BMAWMTAR :

R0

D 192.168. 1. 0/ 24 [90/2841600] via 10.0.0.11, 00:12:11, Tunnel 2
D 192.168. 2. 0/ 24 [90/ 2854400] via 10.0.0.12, 00:13:24, Tunnel 2



FR0N2:

D 192.168. 1. 0/ 24 [90/ 2854400] via 10.0.1.11, 00:09:58, TunnelO
D 192.168. 2. 0/ 24 [90/2841600] via 10.10.1.12, 00:11:11, TunnelO

R2 :

D 192.168. 1. 0/ 24 [90/2867200] via 192.168.0.1, 00:13:13, Ethernetl/0/3
D 192.168. 2. 0/ 24 [90/2867200] via 192.168.0.2, 00:14:25, Ethernetl/0/3

BB

D 192. 168. 0.0/ 24 [90/2841600] via 10.0.0.1, 00:16:12, TunnelO
Y

D 192.168. 0. 0/ 24 [90/2841600] via 10.0.1.1, 00:18:54, Tunnell
=R
DMVPNfERF RIBHLUATINEE | UMEEFIERE KB/ NEIPsec VPN,

. DMVPN A E iFihE S @R KB D AR IPsec VPNRETIERE. EPXIOINHRERZEN
TRER (Hlm , XESES ZETE R HEZES Ez{su%ﬂ) CiEHNER. RESXCH
FEEZIPER , c AR X EEEEREXIEFMEM S

. DMVPNZEEEBE S E it ( INEHE. ISDNFDSL ) E@lPsecﬁﬁ%EO EE AR E R MR
%, DMVPNTIBEER AR/ B9 X SR ER S BRRED

- DMVPNTRIfE{LVPNET BBV T8, M8 o BN , RERES IR hR WA HA A MR

(FiB , BAREEEAD O LD I EISAKMPIREET ) . DOEEISBIEBRERN D

X, BB EASREEEE P OHRANEEM S X,

- DMVPNTE/NVWPNHFT BB HEsFTE B E K/N. GRE+IPsecfEfE+ ERIVPNERE th 2 01t

-DMVPN{EFEGRE Rt < ZREVPNWIPS HEANBER A RE, SERE T U A B R
BHE , AGETUAXEITER THRiReR. o BXRABER.
- DMVPNXX B2 X BRI 17 7 F81E,

HBER

. B8 Z BEVPN(DMVPN)
. IPSecZEEMEH
. B =¥ - Cisco Systems
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