£ 2 EE R ES 2 B FAGRE over IPSechi & EyAE
% #VPN(DMVPN)

Im
=

S (&8
i
R
ﬁ

Bl
%

B
I
&

Al
vl
i
o

w
=

===

ax  E

Gl
o
|
it

o IS
7

]
s

3.4
DMVPNI&E & &1 4 & B
RHDMRED

5 ot 1 7 B

bl

BHREZ BVPN(DMVPN)ThEEA R EBIBE S ERAR BT E(GRE)EE, IPSeciNZMT —E2,
AT E(NHRP) , EiFtiERE AR FM/NEEIPSec VPN , RMBBNZRBEERAFH ERMHME
HEE K B R EECER e ER R EE RN EKR,

A E R

®|XR

AXHEEREBR.

BATH

AR ERRBAL T RBAERIES,

T

. BRI2691M37258 25
. Cisco IOS®E B R 412.3(3)
M : 7ECisco IOSE BB IRZA12.2.(2)XKF12.2.(13) TR E S A £ X 8 Z{HIPSecEiE,



2% 2% _Eshow versionis SRV H I T AR

Sv9- 4#show version
Cisco Internetwork Operating System Software
I0S (tm 2600 Software (C2691-1K9S-M, Version 12.3(3),
RELEASE SOFTWARE (f c2)
Copyright (c) 1986-2003 by cisco Systens, Inc.
Conpi | ed Tue 19- Aug-03 05:52 by dchih
| mge text-base: 0x60008954, data-base: 0x61D08000

ROM System Bootstrap, Version 12.2(8r) T2,
RELEASE SOFTWARE (fc1)

sv9-4 uptime is 1 hour, 39 mnutes
Systemreturned to ROM by rel oad
Systemimage file is "flash:c2691-i k9s-ne. 123-3. bi n"

Thi s product contains cryptographic features and is subject
to United States and |l ocal country |aws governing inport,
export, transfer and use. Delivery of Cisco cryptographic
products does not inply third-party authority to inport,
export, distribute or use encryption. Inporters, exporters,
distributors and users are responsible for conpliance with

U S. and local country laws. By using this product you agree
to conply with applicable aws and regulations. If you are
unable to conply with U S. and local laws, return this product
i medi at el y.

A summary of U S. |laws governing G sco cryptographic products
may be found at:
http://ww. ci sco. coml wM / export/crypto/tool/stqgrg. htnl

If you require further assistance please contact us by sending
emai | to export @i sco.com

cisco 2691 (R7000) processor (revision 0.1)
wi th 98304K/ 32768K bytes of nenory.
Processor board | D JMXO0710L5CE
R7000 CPU at 160Miz, |nplenmentation 39,
Rev 3.3, 256KB L2 Cache
Bri dgi ng software.
X. 25 software, Version 3.0.0.
Super LAT software (copyright 1990 by Meridi an Technol ogy Corp).
2 FastEthernet/| EEE 802.3 interface(s)
2 Serial (sync/async) network interface(s)
1 ATM network interface(s)
1 Virtual Private Network (VPN) Modul e(s)
DRAM configuration is 64 bits wide with parity disabl ed.
55K bytes of non-volatile configuration nenory.
125184K byt es of ATA System Conpact Fl ash (Read/ Wite)

Configuration register is 0x2102
AXHHNEARBRBREERETRBANEKEMEYL., XHEAINMERESREER (BR
) MARRERE B, MREERFEBRPIE , FREACEATMTSZIBRRLBEERE,
ERER
LIheERIBB A TR B T4,

- BEBHREE —EIERF[HNKAIPSechE , MTARIFERTHHMER. SES XZMA
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sv9-2
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- D Z#1#(svO-3)BLiE
- D XH2F(sv9-4) Bl E

209.168.202.128/24 2.2.2.0/24

130

EEREARE(svI-2)EE

Sv9- 2#show run
Bui | di ng configuration..

Current configuration : 1827 bytes

!

version 12.3

service config

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!

host nane sv9-2

!

boot - start - mar ker

boot - end- mar ker

!

enabl e password cisco

!

no aaa new nodel

i p subnet-zero

!

!
no i p domain | ookup
!
ip ssh break-string

N

sv9-3

3.3.3.0/24

il

sv9-4



!--- Create an Internet Security Association and Key

Management !--- Protocol (ISAKMP) policy for Phase 1
negotiations. ! crypto isakmp policy 10
hash md5

authentication pre-share

!--- Add dynamic pre-shared keys for all the remote VPN
!--- routers. crypto isakmp key ciscol23 address 0.0.0.0
0.0.0.0

!

!--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transform-set strong esp-3des
esp-md5-hmac

!

!--- Create an IPSec profile to be applied dynamically
to the !--- GRE over IPSec tunnels. crypto ipsec profile
cisco

set security-association lifetime seconds 120

set transform-set strong

!

1

1

1

!

!

no voi ce hpi capture buffer

no voi ce hpi capture destination
!

!

!

!

!--—- Create a GRE tunnel template which will be applied
to !--- all the dynamically created GRE tunnels.
interface Tunnel0

ip address 192.168.1.1 255.255.255.0

no ip redirects

ip mtu 1440

ip nhrp authentication ciscol23

ip nhrp map multicast dynamic

ip nhrp network-id 1

no ip split-horizon eigrp 90

no ip next-hop-self eigrp 90

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile cisco

1

!--- This is the outbound interface. interface

Fast Et hernet0/0 i p address 209. 168. 202. 225 255. 255. 255.0
dupl ex auto speed auto ! /--- This is the inbound
interface. interface FastEthernet0/1 ip address 1.1.1.1
255. 255. 255. 0 dupl ex auto speed auto ! interface BRI 1/0

no i p address shutdown ! interface BRI1/1 no ip address
shutdown ! interface BRI1/2 no ip address shutdown !
interface BRI1/3 no ip address shutdown ! !--- Enable a

routing protocol to send and receive !--- dynamic




updates about the private networks. router eigrp 90
network 1.1.1.0 0.0.0.255

network 192.168.1.0

no auto-summary

1
ip http server

no ip http secure-server
ip classless

ip route 0.0.0.0 0.0.0.0 209.168. 202. 226
!

|
line con O
exec-timeout 0 O
transport preferred al
transport output al
escape-character 27
line aux O

transport preferred al
transport output al
line vty 0 4

password cisco

| ogi n

transport preferred al
transport input al
transport output al

|

1

end

9 X#1 1 (sve-3)BL

Sv9- 3#show run
Bui | di ng configuration..

Current configuration : 1993 bytes
!

version 12.3

service tinmestanps debug uptinme
service tinestanps |og uptine

no service password-encryption

!

host nane sv9-3

!

boot - st art - mar ker

boot system fl ash: ¢c3725-i k9s-nez. 123-3. bi n
boot - end- mar ker

!

!

no aaa new node

i p subnet-zero

!

!

no i p domai n | ookup

!




ip ssh break-string
!
!
!--—- Create an ISAKMP policy for Phase 1 negotiations.
crypto isakmp policy 10

hash md5

authentication pre-share

!--—- Add dynamic pre-shared keys for all the remote VPN
!-—-- routers and the hub router. crypto isakmp key
ciscol23 address 0.0.0.0 0.0.0.0

!
!
!--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transform-set strong esp-3des
esp-md5-hmac

!
!--- Create an IPSec profile to be applied dynamically
to !--- the GRE over IPSec tunnels. crypto ipsec profile
cisco

set security-association lifetime seconds 120

set transform-set strong

!

1

1

1

1

!

no voi ce hpi capture buffer

no voi ce hpi capture destination

1

!

fax interface-type fax-nail

1

1

1

1

!

!--- Create a GRE tunnel template to be applied to !---
all the dynamically created GRE tunnels. interface
TunnelO

ip address 192.168.1.2 255.255.255.0

no ip redirects

p mtu 1440

p nhrp authentication ciscol23

He B

H-

p nhrp map multicast dynamic

p nhrp map 192.168.1.1 209.168.202.225
p nhrp map multicast 209.168.202.225
p nhrp network-id 1

ip nhrp nhs 192.168.1.1

tunnel source FastEthernet0/0

He B

H-

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile cisco

]

!--- This is the outbound interface. interface

Fast Et hernet0/0 i p address 209.168.202. 131 255. 255. 255.0
dupl ex auto speed auto ! !--- This is the inbound
interface. interface FastEthernet0/1 ip address 2.2.2.2
255. 255. 255. 0 dupl ex auto speed auto ! interface BRI 1/0




no i p address shutdown ! interface BRI1/1 no ip address

shutdown ! interface BRI1/2 no ip address shutdown !
interface BRI1/3 no ip address shutdown ! !--- Enable a
routing protocol to send and receive !--- dynamic

updates about the private networks. router eigrp 90

network 2.2.2.0 0.0.0.255

network 192.168.1.0

no auto-summary

|

ip http server

no ip http secure-server

ip classless

ip route 0.0.0.
3.

ip route 3.3.
!

0.0.0.0 209. 168. 202. 225

0
0 255. 255.255.0 Tunnel 0

di al - peer cor custom
!
|
|
|

|

line con O
exec-timeout 0 O
transport preferred al
transport output al
escape-character 27
line aux O

transport preferred al
transport output al
line vty 0 4

| ogi n

transport preferred al
transport input al
transport output al

|

1

end

9 X#H2M (svo-4)BL

Sv9- 4#show run
Bui | di ng configuration..

Current configuration : 1994 bytes

!

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane sv9-4

!

boot - st art - mar ker

boot system fl ash: c2691-i k9s-nez. 123-3. bi n

boot - end- mar ker
!




no aaa new node
i p subnet-zero

no i p domai n | ookup

ip ssh break-string

!--—- Create an ISAKMP policy for Phase 1 negotiations.
crypto isakmp policy 10

hash md5

authentication pre-share

!--- Add dynamic pre-shared keys for all the remote VPN
!--- routers and the hub router. crypto isakmp key
ciscol23 address 0.0.0.0 0.0.0.0

!

!

!--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transform-set strong esp-3des
esp-md5-hmac

!

!--- Create an IPSec profile to be applied dynamically
to !--- the GRE over IPSec tunnels. crypto ipsec profile
cisco

set security-association lifetime seconds 120

set transform-set strong

!

1

1

1

!

!

no voi ce hpi capture buffer

no voi ce hpi capture destination
!

!

!

|

!--- Create a GRE tunnel template to be applied to !---
all the dynamically created GRE tunnels. interface
TunnelO

ip address 192.168.1.3 255.255.255.0

no ip redirects

ip mtu 1440

ip nhrp authentication ciscol23

ip nhrp map multicast dynamic

ip nhrp map 192.168.1.1 209.168.202.225

ip nhrp map multicast 209.168.202.225

ip nhrp network-id 1

ip nhrp nhs 192.168.1.1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel key 0




tunnel protection ipsec profile cisco
!
!--- This is the outbound interface. interface

Fast Et hernet 0/ 0 i p address 209.168.202. 130 255. 255. 255. 0
dupl ex auto speed auto ! interface Serial0/0 no ip
address shutdown cl ockrate 2000000 no fair-queue ! /---
This is the inbound interface. interface FastEthernet0/1
i p address 3.3.3.3 255.255. 255. 0 dupl ex auto speed auto

I interface Serial0/1 no ip address shutdown cl ockrate
2000000 ! interface ATML/O no ip address shutdown no atm
ilm-keepalive ! !--- Enable a routing protocol to send
and receive !--- dynamic updates about the private
networks. router eigrp 90

network 3.3.3.0 0.0.0.255

network 192.168.1.0

no auto-summary

!
ip http server

no ip http secure-server
ip classless
ip route 2.2.

2.
ip route 0.0.0.
!

255. 255. 255. 0 Tunnel O
0.0.0.0 209.168. 202. 225

o o

di al - peer cor custom
!
!
!
!

!
line con O
exec-timeout 0 O
transport preferred al
transport output al
escape- character 27
line aux O

transport preferred al
transport output al
line vty 0 4

password ci sco

| ogin

transport preferred al
transport input al
transport output al

!

!

end
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- show crypto ipsec sa — B REBIRZERRETEA.
. show crypto isakmp sa — BE/RISAKMP SAHYAREE,

bid 523,

AERENETTRREB R TR,
DMVPN3&EE R &k {4 iR 5
R

DMVPNRSE [ &R 14 R 8
BRRITE

EDMVPNRREREIE | AR EiRmas < BHNMBERR , RAKMER BN BERRT XEERE
SEHDMVPNRRE#E ., A7 HRILEE  FHRAKHIZENPERRBE SBup.

BRMYHRES
AR : HdebugiE T2l , MESBEREIDebuglETHEEE

<;&III

- debug crypto ipsec — #RIPSecE#,
- debug crypto isakmp — E R B EInternet #8 IR (IKE)EH4HHHE R
- debug crypto engine — FER K B &5 B EH.
ERIPSec [EHERMHMET | T2 IPZ S REHRR — BEAE Hdebugi ©,

58 ot it 7R

- NHRPFE
- ISAKMPHIPSectf &

s

NHRPEE&

AT 5 B RNHRPFE R MINHRPEEAT B8, (€% RsvO-4. svI-3MIEARRsvI- 2R

sv9- 4#show debug
NHRP:
NHRP prot ocol debugging is on

sv9- 4#ping 2.2.2.2

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 2.2.2.2, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/ 4 ns
sv9- 4#

*Mar 1 02:06:01.667: NHRP: Sending packet to NHS 192.168.1.1 on Tunnel O
*Mar 1 02:06:01.671: NHRP: Sending packet to NHS 192.168.1.1 on Tunnel O
*Mar 1 02:06:01.675: NHRP: Sending packet to NHS 192.168.1.1 on Tunnel O
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*Mar 1 02:06:01.679: NHRP: Encapsul ati on succeeded.
Tunnel [P addr 209.168. 202. 225
*Mar 1 02:06:01.679: NHRP: Send Resolution Request via TunnelO,
packet size: 84
*Mar 1 02:06:01.679: src: 192.168.1.3, dst: 192.168.1.1
*Mar 1 02:06:01.679: NHRP: 84 bytes out Tunnel O
*Mar 1 02:06:01.679: NHRP: Sending packet to NHS 192.168.1.1 on Tunnel O
*Mar 1 02:06:01.683: NHRP: Sending packet to NHS 192.168.1.1 on Tunnel O
*Mar 1 02:06:03.507: NHRP: Encapsul ati on succeeded.
Tunnel [P addr 209.168. 202. 225
*Mar 1 02:06:03.507: NHRP: Send Resolution Request via TunnelO,
packet size: 84
*Mar 1 02:06:03.507: src: 192.168.1.3, dst: 192.168.1.1
*Mar 1 02:06:03.507: NHRP: 84 bytes out Tunnel O
*Mar 1 02:06:03.511: NHRP: Receive Resolution Reply via Tunnel 0O,
packet size: 132
*Mar 1 02:06:03.511: NHRP: netid_in =0, to_us =1
*Mar 1 02:06:03.511: NHRP: No need to delay processing of resolution
event nbma src:209.168.202.130 nbma dst:209.168.202.131

Sv9- 3#
05:31:12: NHRP: Sendi ng packet to NHS 192.168.1.1 on Tunnel O
05:31:12: NHRP: Sendi ng packet to NHS 192.168.1.1 on Tunnel O
05:31:12: NHRP: Sendi ng packet to NHS 192.168.1.1 on Tunnel O
05:31:12: NHRP: Encapsul ati on succeeded. Tunnel |P addr 209. 168. 202. 225
05:31:12: NHRP: Send Resolution Request via Tunnel0O, packet size: 84
05:31:12: src: 192.168.1.2, dst: 192.168.1.1
05:31:12: NHRP: 84 bytes out Tunnel O
05:31:12: NHRP: Sendi ng packet to NHS 192.168.1.1 on Tunnel O
05:31:12: NHRP: Receive Resolution Request via Tunnel0O, packet size: 104
05:31:12: NHRP: netid_in =1, to_us =0
05:31:12: NHRP: Del ayi ng resol ution request nbma src:209. 168. 202. 131
nbrma dst: 209. 168. 202. 130 reason: | PSEC- 1 FC. need to wait for |Psec SAs.
05:31:12: NHRP: Receive Resolution Reply via TunnelO, packet size: 112
05:31:12: NHRP: netid_in =0, to_us =1
05:31:12: NHRP: Resol ution request is already being processed (del ayed).
05:31:12: NHRP: Resol ution Request not queued
Al ready being processed (del ayed).
05:31:12: NHRP: Sendi ng packet to NHS 192.168.1.1 on Tunnel O
05:31:13: NHRP: Process del ayed resol ution request src:192.168.1.3
dst:2.2.2.2
05:31:13: NHRP: No need to delay processing of resolution event
nbrma src: 209. 168. 202. 131 nbna dst:209. 168. 202. 130

Sv9- 2#

*Mar 1 06:03:40.174: NHRP: Forwardi ng packet within sanme fabric
Tunnel 0 -> Tunnel O

*Mar 1 06:03:40.174: NHRP: Forwardi ng packet within sanme fabric
Tunnel 0 -> Tunnel O

*Mar 1 06:03:40.178: NHRP: Forwardi ng packet within sanme fabric
Tunnel 0 -> Tunnel O

*Mar 1 06:03:40.182: NHRP: Receive Resolution Request via TunnelO,
packet size: 84

*Mar 1 06:03:40.182: NHRP: netid_in =1, to_us =0

*Mar 1 06:03:40.182: NHRP: No need to delay processing of resolution
event nbma src: 209. 168. 202. 225 nbma dst: 209. 168. 202. 130

*Mar 1 06:03:40.182: NHRP: nhrp_rtlookup yielded Tunnel0

*Mar 1 06:03:40.182: NHRP: netid_out 1, netid_in 1

*Mar 1 06:03:40.182: NHRP: nhrp_ cache_lookup_comp returned 0x0

*Mar 1 06:03:40.182: NHRP: calling nhrp_ forward

*Mar 1 06:03:40.182: NHRP: Encapsulation succeeded.
Tunnel IP addr 209.168.202.131

*Mar 1 06:03:40.182: NHRP: Forwarding Resolution Request via TunnelO,
packet size: 104



*Mar 1 06:03:40.182: src: 192.168.1.1, dst: 2.2.2.2

*Mar 1 06:03:40.182: NHRP: 104 bytes out Tunnel O

*Mar 1 06:03:40.182: NHRP: Forwardi ng packet within sanme fabric
Tunnel O -> Tunnel O

*Mar 1 06:03:40.182: NHRP: Receive Resol ution Request via Tunnel O,
packet size: 84

*Mar 1 06:03:40.182: NHRP: netid_in =1, to_us =0

*Mar 1 06:03:40.182: NHRP: No need to delay processing of resolution
event nbma src: 209. 168. 202. 225 nbma dst: 209. 168. 202. 131

*Mar 1 06:03:40.182: NHRP: nhrp_rtlookup yielded Tunnel0

*Mar 1 06:03:40.182: NHRP: netid_out 1, netid_in 1

*Mar 1 06:03:40.182: NHRP: nhrp_ cache_lookup_comp returned 0x63DE9498

*Mar 1 06:03:40.182: NHRP: Encapsulation succeeded.
Tunnel IP addr 209.168.202.131

*Mar 1 06:03:40.182: NHRP: Send Resolution Reply via TunnelO,
packet size: 112

*Mar 1 06:03:40.186: src: 192.168.1.1, dst: 192.168.1.2

*Mar 1 06:03:40.186: NHRP: 112 bytes out Tunnel O

*Mar 1 06:03:40.186: NHRP: Forwardi ng packet within sanme fabric
Tunnel O -> Tunnel O

*Mar 1 06:03:42.010: NHRP: Receive Resol ution Request via Tunnel O,
packet size: 84

*Mar 1 06:03:42.010: NHRP: netid_in =1, to_us =0

*Mar 1 06:03:42.010: NHRP: No need to delay processing of resolution
event nbma src:209.168.202.225 nbma dst:209.168.202.130

ISAKMPHIPSecii B S

AT A H R ISAKMPRIPSectii i, #EERRsvo-4Msvo-3HEFAR

sv9- 4#ping 2.2.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICWMP Echos to 2.2.2.2, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns
Sv9- 4#
*Mar 1 02:25:37.107: | SAKMP (0:0): received packet from 209.168. 202. 131
dport 500 sport 500 d obal (N) NEW SA
*Mar 1 02:25:37.107: | SAKMP: | ocal port 500, renote port 500
*Mar 1 02:25:37.107: | SAKMP: insert sa successfully sa = 63B38288
*Mar 1 02:25:37.107: | SAKMP (0:12): Input = | KE_MESG FROM PEER
| KE_MM_EXCH
*Mar 1 02:25:37.107: | SAKMP (0:12): O d State = | KE_READY
New State = | KE_R_MML

*Mar 1 02:25:37.107: | SAKMP (0:12): processing SA payl oad.
message ID =0

*Mar 1 02:25:37.107: | SAKMP (0:12): processing vendor id payl oad

*Mar 1 02:25:37.107: | SAKMP (0:12): vendor |ID seens Unity/DPD but
maj or 157 m smatch

*Mar 1 02:25:37.107: | SAKMP (0:12): vendor IDis NAT-T v3

*Mar 1 02:25:37.107: | SAKMP (0:12): processing vendor id payl oad

*Mar 1 02:25:37.107: | SAKMP (0:12): vendor |ID seens Unity/DPD but
maj or 123 mi smat ch

*Mar 1 02:25:37.107: | SAKMP (0:12): vendor IDis NAT-T v2

*Mar 1 02:25:37.107: | SAKMP: Looking for a matching key for
209. 168. 202. 131 in default : success

*Mar 1 02:25:37.107: | SAKMP (0:12): found peer pre-shared key
mat chi ng 209. 168. 202. 131

*Mar 1 02:25:37.107: | SAKMP (0:12) local preshared key found



*Mar 1 02:25:37.107: | SAKMP : Scanning profiles for xauth ...

*Mar 1 02:25:37.107: | SAKMP (0:12): Checking | SAKMP transform 1
agai nst priority 10 policy

*Mar 1 02:25:37.107: | SAKMP: encryption DES- CBC

*Mar 1 02: 25:37.107: | SAKMP: hash MD5

*Mar 1 02:25:37.107: | SAKMP: default group 1

*Mar 1 02:25:37.107: | SAKMP: auth pre-share

*Mar 1 02:25:37.107: | SAKMP: life type in seconds

*Mar 1 02:25:37.107: | SAKMP: life duration (VPI) of O0xO Ox1 0x51 0x80

*Mar 1 02:25:37.107: ISAKMP (0:12): atts are acceptable.
Next payload is 0
*Mar 1 02:25:37.115: | SAKMP (0:12): processing vendor id payl oad
*Mar 1 02:25:37.115: | SAKMP (0:12): vendor |ID seens Unity/DPD but
maj or 157 m smat ch
*Mar 1 02:25:37.115: | SAKMP (0:12): vendor IDis NAT-T v3
*Mar 1 02:25:37.115: | SAKMP (0:12): processing vendor id payl oad
*Mar 1 02:25:37.115: | SAKMP (0:12): vendor |D seens Unity/DPD but
maj or 123 mi smat ch
*Mar 1 02:25:37.115: | SAKMP (0:12): vendor IDis NAT-T v2
*Mar 1 02:25:37.115: | SAKMP (0:12): Input = | KE_VMESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
*Mar 1 02:25:37.115: | SAKMP (0:12): Od State = | KE_R_MVL
New State = | KE_LR MVL

*Mar 1 02:25:37.115: | SAKMP (0:12): constructed NAT-T vendor-03 ID
*Mar 1 02:25:37.115: | SAKMP (0:12): sending packet to 209.168.202. 131
my_port 500 peer_port 500 (R) MM _SA SETUP
*Mar 1 02:25:37.115: | SAKMP (0:12): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
*Mar 1 02:25:37.115: | SAKMP (0:12): Od State = | KE_R_MVL
New State = | KE_R MW

*Mar 1 02:25:37.123: | SAKMP (0:12): received packet from 209. 168. 202. 131
dport 500 sport 500 d obal (R) MM _SA SETUP

*Mar 1 02:25:37.123: | SAKMP (0:12): Input = | KE_MESG FROM PEER,
| KE_MM_EXCH

*Mar 1 02:25:37.123: | SAKMP (0:12): Od State = | KE. R_ MW
New State = | KE_R MVB

*Mar 1 02:25:37.123: | SAKMP (0:12): processing KE payl oad.
message ID =0

*Mar 1 02:25:37.131: | SAKMP (0:12): processi ng NONCE payl oad.
message ID =0

*Mar 1 02:25:37.131: ISAKMP: Looking for a matching key for
209.168.202.131 in default : success

*Mar 1 02:25:37.131: ISAKMP (0:12): found peer pre-shared key matching
209.168.202.131

*Mar 1 02:25:37.131: ISAKMP: Looking for a matching key for
209.168.202.131 in default : success

*Mar 1 02:25:37.131: ISAKMP (0:12): found peer pre-shared key
matching 209.168.202.131

*Mar 1 02:25:37.135: | SAKMP (0:12): SKEYID state generated

*Mar 1 02:25:37.135: | SAKMP (0:12): processing vendor id payl oad
*Mar 1 02:25:37.135: | SAKMP (0:12): vendor IDis Unity

*Mar 1 02:25:37.135: | SAKMP (0:12): processing vendor id payl oad
*Mar 1 02:25:37.135: | SAKMP (0:12): vendor IDis DPD

*Mar 1 02:25:37.135: | SAKMP (0:12): processing vendor id payl oad
*Mar 1 02:25:37.135: | SAKMP (0:12): speaking to another |1OS box!
*Mar 1 02:25:37.135: | SAKMP: recei ved payl oad type 17

*Mar 1 02:25:37.135: | SAKMP: recei ved payl oad type 17

*Mar 1 02:25:37.135: | SAKMP (0:12): Input = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE
*Mar 1 02:25:37.135: | SAKMP (0:12): Od State = | KE_ R MVB
New State = | KE_ R M\VB



*Mar 1 02:25:37.135: | SAKMP (0:12): sending packet to 209.168.202. 131
my_port 500 peer_port 500 (R) MM _KEY_EXCH

*Mar 1 02:25:37.135: | SAKMP (0:12): Input = | KE_VMESG | NTERNAL,
| KE_PROCESS_COWPLETE

*Mar 1 02:25:37.135: | SAKMP (0:12): Od State = | KE_R_MvB
New State = | KE_R M

*Mar 1 02:25:37.147: | SAKMP (0:12): received packet from 209. 168.202. 131
dport 500 sport 500 d obal (R) MM KEY_EXCH

*Mar 1 02:25:37.151: | SAKMP (0:12): Input = | KE_MESG FROM PEER,
| KE_MM_EXCH

*Mar 1 02:25:37.151: | SAKMP (0:12): Od State = | KE_ R MM
New State = | KE_R Mvb

*Mar 1 02:25:37.151: | SAKMP (0:12): processing | D payl oad.
message ID =0
*Mar 1 02:25:37.151: | SAKMP (0:12): peer matches *none* of the profiles
*Mar 1 02:25:37.151: | SAKMP (0:12): processing HASH payl oad.
message ID =0
*Mar 1 02:25:37.151: | SAKMP (0:12): processing NOTIFY | NI TI AL_CONTACT
protocol 1 spi 0, nmessage ID = 0, sa = 63B38288
*Mar 1 02:25:37.151: | SAKMP (0:12): Process initial contact,
bring down existing phase 1 and 2 SA's with | ocal 209.168.202.130
renote 209. 168. 202. 131 renote port 500
*Mar 1 02:25:37.151: | SAKMP (0:12): SA has been authenticated with
209. 168. 202. 131
*Mar 1 02:25:37.151: | SAKMP (0:12): peer matches *none* of the profiles
*Mar 1 02:25:37.151: | SAKMP (0:12): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
*Mar 1 02:25:37.151: | SAKMP (0:12): Od State = | KE_R_Mb
New State = | KE_R Mvb

*Mar 1 02:25:37.151: | PSEC(key_engi ne): got a queue event...

*Mar 1 02:25:37.151: | SAKMP (0:12): SA is doing pre-shared key
aut hentication using id type | D_| Pv4_ADDR

*Mar 1 02:25:37.151: | SAKMP (12): 1D payl oad

next - payl oad : 8

type : 1

addr : 209.168.202. 130

protocol : 17

port : 500

length : 8

*Mar 1 02:25:37.151: | SAKMP (12): Total payload length: 12

*Mar 1 02:25:37.155: | SAKMP (0:12): sending packet to 209.168.202. 131
my_port 500 peer_port 500 (R) MM _KEY_EXCH

*Mar 1 02:25:37.155: | SAKMP (0:12): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE

*Mar 1 02:25:37.155: | SAKMP (0:12): Od State = | KE_R_Mb
New State = | KE_P1_COWPLETE

*Mar 1 02:25:37.155: | SAKMP (0:12): Input = | KE_MESG | NTERNAL,
| KE_PHASE1_COVPLETE

*Mar 1 02:25:37.155: | SAKMP (0:12): Od State = | KE_P1_COVWPLETE
New State = | KE_P1_COWVPLETE

*Mar 1 02:25:37.159: | SAKMP (0:12): received packet from 209. 168.202. 131
dport 500 sport 500 dobal (R) QW IDLE

*Mar 1 02:25:37.159: | SAKMP: set new node -1682446278 to QV.I DLE

*Mar 1 02:25:37.159: | SAKMP (0:12): processing HASH payl oad.
message | D = -1682446278

*Mar 1 02:25:37.159: | SAKMP (0:12): processing SA payl oad.
message | D = -1682446278

*Mar 1 02:25:37.159: | SAKMP (0:12): Checking | PSec proposal 1



*Mar 1 02:25:37.159: | SAKMP: transform 1, ESP_3DES

*Mar 1 02:25:37.159: | SAKMP: attributes in transform

*Mar 1 02:25:37.159: | SAKMP: encaps is 1

*Mar 1 02:25:37.159: |SAKMP: SA life type in seconds

*Mar 1 02:25:37.159: | SAKMP: SA life duration (basic) of 120

*Mar 1 02:25:37.159: | SAKMP: SA life type in kil obytes

*Mar 1 02:25:37.159: | SAKMP: SA life duration (VPI) of 0x0O 0x46 0x50 0xO0
*Mar 1 02:25:37.159: | SAKMP: authenticator is HVAC MD5

*Mar 1 02:25:37.159: | SAKMP (0:12): atts are acceptable.

*Mar 1 02:25:37.163: | PSEC(validate_proposal _request): proposal part #1,

(key eng. nmsg.) | NBOUND | ocal = 209. 168. 202. 130, renote= 209. 168. 202. 131,
| ocal _proxy= 209. 168. 202. 130/ 255. 255. 255. 255/ 47/ 0 (type=1),

renot e_proxy= 209. 168. 202. 131/ 255. 255. 255. 255/ 47/ 0 (type=1),

protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

*Mar 1 02:25:37.163: | PSEC(kei _proxy): head = Tunnel 0- head- 0,

map->ivrf =, kei->ivrf =
*Mar 1 02:25:37.163: | PSEC(kei _proxy): head = Tunnel 0- head- 0,
map->ivrf =, kei->ivrf =

*Mar 1 02:25:37.163: | SAKMP (0:12): processi ng NONCE payl oad.
message | D = -1682446278

*Mar 1 02:25:37.163: | SAKMP (0:12): processing | D payl oad.
message | D = -1682446278

*Mar 1 02:25:37.163: | SAKMP (0:12): processing | D payl oad.
message | D = -1682446278

*Mar 1 02:25:37.163: | SAKMP (0:12): asking for 1 spis fromipsec

*Mar 1 02:25:37.163: | SAKMP (0:12): Node -1682446278,
I nput = | KE_MESG _FROM PEER, | KE_QM EXCH

*Mar 1 02:25:37.163: | SAKMP (0:12): Od State = | KE_QV READY
New State = | KE_QV SPI _STARVE

*Mar 1 02:25:37.163: | PSEC(key_engi ne): got a queue event...

*Mar 1 02:25:37.163: | PSEC(spi _response): getting spi 3935077313
for SA from 209. 168. 202. 130 to 209. 168. 202. 131 for prot 3

*Mar 1 02:25:37.163: | SAKMP: received ke nessage (2/1)

*Mar 1 02:25:37.415: | SAKMP (0:12): sending packet to 209.168.202. 131
my_port 500 peer_port 500 (R) QVL.IDLE

*Mar 1 02:25:37.415: | SAKMP (0:12): Node -1682446278,
I nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY

*Mar 1 02:25:37.415: | SAKWMP (0:12): Od State = | KE_ QV SPI _STARVE
New State = | KELQM R _QW

*Mar 1 02:25:37.427: | SAKMP (0:12): received packet from
209. 168. 202. 131 dport 500 sport 500 G obal (R) QVL.IDLE

*Mar 1 02:25:37.439: | SAKMP (0:12): Creating |PSec SAs

*Mar 1 02:25:37.439: inbound SA from 209. 168. 202. 131 to
209. 168. 202. 130 (f/i) 0/ O

(proxy 209.168.202.131 to 209.168.202. 130)

*Mar 1 02:25:37.439: has spi OXEA8C83Cl and conn_id 5361 and flags 2

*Mar 1 02:25:37.439: lifetinme of 120 seconds

*Mar 1 02:25:37.439: lifetime of 4608000 kil obytes

*Mar 1 02:25:37.439: has client flags 0x0

*Mar 1 02:25:37.439: outbound SA from 209. 168. 202. 130 to

209. 168. 202. 131 (f/i) 0/ O (proxy 209.168.202.130 to 209.168.202.131)

*Mar 1 02:25:37.439: has spi 1849847934 and conn_id 5362 and flags A
*Mar 1 02:25:37.439: lifetime of 120 seconds

*Mar 1 02:25:37.439: lifetime of 4608000 kil obytes

*Mar 1 02:25:37.439: has client flags 0x0

*Mar 1 02:25:37.439: | SAKMP (0:12): del eting node -1682446278 error
FALSE reason "qui ck node done (await)"

*Mar 1 02:25:37.439: | SAKMP (0:12): Node -1682446278,
I nput = | KE_MESG_FROM PEER, | KE_QM EXCH

*Mar 1 02:25:37.439: |SAKMP (0:12): Od State = | KE QM R QW
New State = | KE_QV PHASE2_COWPLETE

*Mar 1 02:25:37.439: | PSEC(key_engi ne): got a queue event...



*Mar 1 02:25:37.439: IPSEC(initialize_sas):

(key eng. nmsg.) I NBOUND | ocal = 209. 168. 202. 130, renote= 209. 168. 202. 131
| ocal _proxy= 209. 168. 202. 130/ 0. 0. 0. 0/ 47/ 0 (type=1),

renot e_proxy= 209. 168. 202. 131/0.0.0.0/47/0 (type=1),

protocol = ESP, transfornr esp-3des esp-nd5-hnmac

|'i fedur= 120s and 4608000kb,

spi = OXxEA8C83C1(3935077313), conn_id= 5361, keysize= 0, flags= 0x2

*Mar 1 02:25:37.439: IPSEC(initialize_sas):

(key eng. nmsg.) OUTBOUND | ocal = 209. 168. 202. 130, renote= 209. 168. 202. 131,
| ocal _proxy= 209. 168. 202. 130/ 0. 0. 0. 0/ 47/ 0 (type=1),

renot e_proxy= 209. 168. 202. 131/0.0.0.0/47/0 (type=1),

protocol = ESP, transfornr esp-3des esp-nd5-hnmac

|'i fedur= 120s and 4608000kb,

spi = Ox6E42707E(1849847934), conn_id= 5362, keysize= 0, flags= OxA

*Mar 1 02:25:37.439: | PSEC(kei _proxy): head = Tunnel 0- head-0

map->ivrf =, kei->ivrf =
*Mar 1 02:25:37.439: | PSEC(kei _proxy): head = Tunnel 0- head-0
map->ivrf =, kei->ivrf =

*Mar 1 02:25:37.439: | PSEC(add ntree): src 209.168.202. 130
dest 209. 168. 202. 131, dest_port 0

*Mar 1 02:25:37.439: IPSEC(create_sa): sa created,

(sa) sa_dest= 209.168.202.130, sa_prot= 50,

sa_spi = OxXEA8C83C1(3935077313),

sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 5361

*Mar 1 02:25:37.439: | PSEC(create_sa): sa created

(sa) sa_dest= 209.168.202.131, sa_prot= 50,

sa_spi = Ox6E42707E(1849847934),

sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 5362

SvO- 4#

*Mar 1 02:25:55.183: | SAKMP (0:10): purgi ng node 180238748
*Mar 1 02:25:55.323: | SAKMP (0:10): purging node -1355110639
SvO- 4#

Sv9- 3#

05:50:48: | SAKMP: recei ved ke nessage (1/1)
05:50:48: | SAKMP (0:0): SA request profile is (NULL)
05: 50:48: | SAKMP: | ocal port 500, renote port 500
05:50:48: | SAKMP: set new node 0 to QV.I DLE
05:50:48: | SAKMP: insert sa successfully sa = 62DB93D0
05:50:48: | SAKMP (0:26): Can not start Aggressive node, trying Miin node.
05:50:48: | SAKMP: Looking for a matching key for 209.168.202. 130
in default : success
05:50:48: | SAKMP (0:26): found peer pre-shared key
mat chi ng 209. 168. 202. 130
05:50:48: | SAKMP (0:26): constructed NAT-T vendor-03 ID
05:50:48: | SAKMP (0:26): constructed NAT-T vendor-02 |ID
05: 50:48: | SAKMP (0:26): Input = | KE_MESG FROM | PSEC, | KE_SA REQ MV
05:50:48: | SAKMP (0:26): Od State = | KE_READY New State = | KE_| _MML

05:50:48: | SAKMP (0:26): begi nning Main Mdde exchange

05:50:48: | SAKMP (0:26): sending packet to 209.168.202.130 ny_port 500
peer _port 500 (1) MV _NO _STATE

05:50:48: | SAKMP (0:26): received packet from 209.168.202. 130 dport 500
sport 500 G obal (1) MV .NO STATE

05: 50: 48: | SAKMP (0: 26): Input = | KE_ MESG FROM PEER, | KE_MMV EXCH

05:50:48: | SAKMP (0:26): Od State = IKE_I_MVL New State = | KE_| _MW2

05:50:48: | SAKMP (0:26): processing SA payl oad. nessage ID =0
05:50:48: | SAKMP (0:26): processing vendor id payl oad
05:50:48: | SAKMP (0:26): vendor |D seenms Unity/DPD

but maj or 157 mi smatch
05:50:48: | SAKMP (0:26): vendor IDis NAT-T v3



05:50:48: | SAKMP: Looking for a matching key for 209.168.202. 130
in default : success
05:50:48: | SAKMP (0:26): found peer pre-shared key
mat chi ng 209. 168. 202. 130
05:50:48: | SAKMP (0:26) |ocal preshared key found
05:50:48: | SAKMP : Scanning profiles for xauth ...
05:50:48: | SAKMP (0:26): Checking | SAKMP transform 1 agai nst
priority 10 policy
05:50: 48: | SAKMP: encryption DES- CBC
05: 50: 48: | SAKMP: hash MD5
05:50:48: | SAKMP: default group 1
05:50:48: | SAKMP: auth pre-share
05:50:48: | SAKMP: life type in seconds
05:50:48: | SAKMP: life duration (VPI) of 0x0O Ox1 O0x51 0x80
05:50:48: ISAKMP (0:26): atts are acceptable. Next payload is 0
05:50:48: | SAKMP (0:26): processing vendor id payl oad
05:50:48: | SAKMP (0:26): vendor |D seenms Unity/DPD
but maj or 157 mi smatch
05:50:48: | SAKMP (0:26): vendor IDis NAT-T v3
05: 50:48: | SAKMP (0:26): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
05:50:48: | SAKMP (0:26): Od State = | KE_I _MW
New State = | KE_| _MW

05:50:48: | SAKMP (0:26): sending packet to 209.168.202.130 ny_port 500
peer _port 500 (1) MV _SA SETUP

05:50: 48: | SAKMP (0:26): Input = | KE_ MESG | NTERNAL, | KE_PROCESS COVWPLETE

05:50:48: | SAKMP (0:26): Od State = IKE_I_MW New State = | KE_| _MVB

05:50:48: | SAKMP (0:26): received packet from 209.168. 202. 130 dport 500
sport 500 G obal (1) MV _SA SETUP

05: 50: 48: | SAKMP (0:26): Input = | KE_ MESG FROM PEER, | KE_MMV EXCH

05:50:48: | SAKMP (0:26): Od State = IKE_I_MVB New State = | KE_| _MW

05:50:48: | SAKMP (0:26): processing KE payl oad. nessage ID =0
05:50:48: | SAKMP (0:26): processi ng NONCE payl oad. nessage ID = 0
05:50:48: ISAKMP: Looking for a matching key for 209.168.202.130
in default : success
05:50:48: ISAKMP (0:26): found peer pre-shared key
matching 209.168.202.130
05:50:48: ISAKMP: Looking for a matching key for 209.168.202.130
in default : success
05:50:48: ISAKMP (0:26): found peer pre-shared key
matching 209.168.202.130
05:50:48: | SAKMP (0:26): SKEYID state generated
05:50:48: | SAKMP (0:26): processing vendor id payl oad
05:50:48: | SAKMP (0:26): vendor IDis Unity
05:50:48: | SAKMP (0:26): processing vendor id payl oad
05:50:48: | SAKMP (0:26): vendor IDis DPD
05:50:48: | SAKMP (0:26): processing vendor id payl oad
05:50:48: | SAKMP (0: 26): speaking to another |1OS box!
05: 50: 48: | SAKMP: recei ved payl oad type 17
05: 50: 48: | SAKMP: recei ved payl oad type 17
05: 50:48: | SAKMP (0:26): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
05:50:48: | SAKMP (0:26): Od State = | KE_I _MW4
New State = | KE_I _Mw

05:50:48: | SAKMP (0:26): Send initial contact

05:50:48: | SAKMP (0:26): SA is doing pre-shared key authentication
using id type | D_| PVA_ADDR

05:50:48: | SAKMP (26): | D payl oad

next - payl oad : 8

type : 1



addr

209. 168. 202. 131

pr ot ocol 17

port 500

length : 8

05:50:48: | SAKMP (26): Total payload |ength: 12

05:50:48: | SAKMP (0:26): sending packet to 209.168.202.130 ny_port 500
peer _port 500 (1) MV _KEY_EXCH

05: 50:48: | SAKMP (0:26): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE

05:50:48: | SAKMP (0:26): Od State = | KE_I _MW4

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

New State = | KE_| _MVb

recei ved packet from 209. 168. 202. 130 dport 500

50: 48: | SAKMP (0: 26):

sport 500 G obal (1) MM _KEY_EXCH

50: 48: | SAKMP (0:26): Input = | KE MESG FROM PEER,
| KE_MM_EXCH

50:48: | SAKMP (0:26): Od State = | KE_| _MVb

New State = | KE_| _MVb

SA has been authenticated with 209. 168. 202. 130

50:48: | SAKMP (0:26): processing |D payl oad. nessage ID =0
50:48: | SAKMP (0:26): processing HASH payl oad. nmessage ID = 0
50: 48: | SAKMP (0: 26):

50:48: | SAKMP (0:26): peer natches *none* of the profiles

50: 48: | SAKMP (0:26): Input = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MCDE

50:48: | SAKMP (0:26): Od State = | KE_| _Mvb

New State = | KE_| _MVb

50:48: | SAKMP (0:26): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COMPLETE
50:48: | SAKMP (0:26): Od State = IKE | M

New State = | KE_P1_COWVPLETE

50:48: | SAKMP (0:26): begi nning Qui ck Mbde exchange,

M I D of -1682446278

50:48: | SAKMP (0:26): sending packet to 209.168.202.130 ny_port 500
peer_port 500 (1) QV.IDLE

50: 48: | SAKMP (0:26): Node -1682446278, |nput = | KE_MESG | NTERNAL,
IKE_INIT_QM

50:48: | SAKMP (0:26): Ad State = | KE_ QM READY

New State = I KE_QV | _QML

50: 48: | SAKMP (0:26): Input = | KE_MESG | NTERNAL,

| KE_PHASE1_COWPLETE

50:48: | SAKMP (0:26): Od State = | KE_P1_COVWLETE

New State = | KE_P1_COWPLETE

50:48: | SAKMP (0:26): received packet from 209.168.202. 130 dport 500
sport 500 G obal (1) QV.IDLE
50:48: | SAKMP (0:26): processi ng HASH payl oad.

message | D = -1682446278

50: 48:

| SAKMP (0:

26):

processi ng SA payl oad.

message | D = -1682446278

50:48: | SAKMP (0:26): Checking |PSec proposal 1
50:48: | SAKMP: transform 1, ESP_3DES
50:48: | SAKMP: attributes in transform

50:48: | SAKMP: encaps is 1

50:48: | SAKMP: SA life type in seconds

50:48: | SAKMP: SA life duration (basic) of 120
50:48: | SAKMP: SA life type in kil obytes

50:48: | SAKMP: SA life duration (VPI) of Ox0 0x46 0x50 OxO0

50: 48: | SAKMP: aut henticator is HVAC MD5
50:48: | SAKMP (0:26): atts are acceptable.
50:48: | PSEC(val i dat e_proposal _request): proposal

(key eng. nsg.) | NBOUND | ocal = 209. 168. 202. 131,



renot e= 209. 168. 202. 130
| ocal _proxy= 209. 168. 202. 131/ 255. 255. 255. 255/ 47/ 0 (type=1),
renot e_proxy= 209. 168. 202. 130/ 255. 255. 255. 255/ 47/ 0 (type=1),
protocol = ESP, transfornr esp-3des esp-nd5-hnmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
05: 50: 48: | PSEC(kei _proxy): head = Tunnel 0- head- 0,

map->ivrf =, kei->ivrf =
05: 50: 48: | PSEC(kei _proxy): head = Tunnel 0- head- 0,
map->ivrf =, kei->ivrf =

05:50:48: | SAKMP (0:26): processi ng NONCE payl oad.
message | D = -1682446278
05:50:48: | SAKMP (0:26): processing | D payl oad.
message | D = -1682446278
05:50:48: | SAKMP (0:26): processing | D payl oad.
message | D = -1682446278
05:50:48: | SAKMP (0:26): Creating |PSec SAs
05: 50: 48: i nbound SA from 209. 168. 202. 130 to
209. 168. 202. 131 (f/i) 0/ O
(proxy 209.168.202.130 to 209.168.202.131)
05:50: 48: has spi Ox6E42707E and conn_id 5547 and flags 2
05:50:48: lifetinme of 120 seconds
05:50:48: lifetinme of 4608000 kil obytes
05:50:48: has client flags 0x0
05: 50: 48: out bound SA from 209. 168. 202. 131 to 209. 168. 202. 130
(f/i) 0/ 0 (proxy 209.168.202.131 to 209.168. 202. 130)
05:50:48: has spi -359889983 and conn_id 5548 and flags A
05:50:48: lifetinme of 120 seconds
05:50:48: lifetinme of 4608000 kil obytes
05:50:48: has client flags 0x0
05: 50: 48: | PSEC(key_engi ne): got a queue event...
05:50:48: IPSEC(initialize_sas): ,
(key eng. nsg.) | NBOUND | ocal = 209. 168. 202. 131,
renmot e= 209. 168. 202. 130
| ocal _proxy= 209. 168. 202. 131/ 0. 0. 0.0/ 47/0 (type=1),
renot e_proxy= 209. 168. 202. 130/ 0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-3des esp-nmd5-hnmac
|'i fedur= 120s and 4608000kb,
spi = Ox6E42707E(1849847934), conn_id= 5547, keysize= 0, flags= 0x2
05:50:48: IPSEC(initialize_sas): ,
(key eng. msg.) OUTBOUND | ocal = 209. 168. 202. 131,
renmot e= 209. 168. 202. 130
| ocal _proxy= 209. 168. 202. 131/ 0. 0. 0.0/ 47/0 (type=1),
renot e_proxy= 209. 168. 202. 130/ 0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-3des esp-nmd5-hnmac
|'i fedur= 120s and 4608000kb,
spi = OXxEA8C83C1(3935077313), conn_id= 5548, keysize= 0, flags= OxA
05: 50: 48: | PSEC(kei _proxy): head = Tunnel 0- head- 0,

map->ivrf =, kei->vrf =
05: 50: 48: | PSEC(kei _proxy): head = Tunnel 0- head- 0,
map->ivrf =, kei->vrf =

05:50: 48: | PSEC(add ntree): src 209.168.202.131, dest 209.168.202.130,
dest_port O

05:50:48: IPSEC(create_sa): sa created,

(sa) sa_dest= 209.168.202.131, sa_prot= 50,

sa_spi = Ox6E42707E(1849847934),

sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 5547

05:50:48: | PSEC(create_sa): sa created

(sa) sa_dest= 209.168.202.130, sa_prot= 50,

sa_spi = OxXEA8C83C1(3935077313),

sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 5548

05:50:48: | SAKMP (0:26): sending packet to 209.168.202.130 ny_port 500
peer_port 500 (1) QV.IDLE



05:50:48: | SAKMP (0:26): del eting node -1682446278 error FALSE reason
05: 50:48: | SAKMP (0:26): Node -1682446278, |nput = | KE_VMESG FROM PEER,
| KE_QM_EXCH
05:50:48: | SAKMP (0:26): Od State = | KE.QM | _QvL
New State = | KE_QV PHASE2_COWPLETE
05:50:49: | SAKMP (0:21): purgi ng node 334570133
Ssv9- 3#
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