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!--- Define a hostname and domain name for the router.
!--- The fully qualified domain name (FQDN) is used !---
as the identity of the router during certificate
enrollment. pix(config)#hostname sv2-11

sv2-11(config) #domain-name cisco.com

!--— Confirm that you have the correct time set on the
PIX. show clock

clock set

!--- This command clears the PIX RSA keys. ca zeroize
rsa

! --- Generate RSA (encryption and authentication) keys.
ca gen rsa key

!--- Select the modulus size (512 or 1024). !--- Confirm
the keys generated. show ca mypub rsa

!--- Define the CA identity. ca ident kobe
10.1.1.2:/certsrv/mscep/mscep.dll

ca conf kobe ra 1 20 crlopt

ca auth kobe

ca enroll kobe [ipaddress]

!--— Confirm the certificate and validity. show ca cert

PIXBa X i A
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PIX Version 6.3(3)

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown
interface ethernet3 auto shutdown
interface ethernet4 auto shutdown
interface ethernet5 auto shutdown

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

nameif ethernet2 intf2 security4

nameif ethernet3 intf3 security6

nameif ethernet4 intf4 security$8

nameif ethernet5 intf5 securityl0

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname sv2-11

domain-name cisco.com

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

access-list 101 permit tcp any host 209.165.201.21 eqg
WwWw

access-list 120 permit ip 10.1.1.0 255.255.255.0
10.0.0.0 255.255.255.0

pager lines 24

mtu outside 1500

mtu inside 1500

mtu intf2 1500

mtu intf3 1500

mtu intf4 1500

mtu intf5 1500

ip address outside 209.165.201.20 255.255.255.224
ip address inside 10.1.1.10 255.255.255.0
ip address intf2 127.0.0.1 255.255.255.255
no ip address intf3

no ip address intf4

no ip address intf5

ip audit info action alarm

ip audit attack action alarm

ip local pool vpnpool 10.0.0.10-10.0.0.100
no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2

no failover ip address intf3

no failover ip address intf4

no failover ip address intf5

pdm history enable

arp timeout 14400

nat (inside) 0 access-list 120

static (inside,outside) 209.165.201.21 10.1.1.2 netmask




255.255.255.255 0 0

access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 209.165.201.30 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-3des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap interface outside

isakmp enable outside

isakmp policy 10 authentication rsa-sig

isakmp policy 10 encryption 3des

isakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

vpngroup vpncert address-pool vpnpool

vpngroup vpncert idle-time 1800

vpngroup vpncert password **¥kxkkkk

ca identity kobe 10.1.1.2:/certsrv/mscep/mscep.dll
ca configure kobe ra 1 20 crloptional

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:2ae252ac69e5218d13d35acdf1£30e55

: end

[OK]

sv2-11(config)#

EffiCisco VPN%E Fin e &

AL EPCLZRERFRERMNAMELENEDEXNERER , BUEECisco VPNE F iR
BfEMA.

AT S BE RSB REEMCisco VPN Client for MSEEHBRE., BEFHEEAladdin e-Token
Smartcardf&ZE L.

1. BB BIE 85 3 51 3 /R 3% 7] AR 85 B H (FE A< & 5 & A http://CAServeraddress/certsrv/).
2. iZ#ZRequest a certificate , A% & — T Next.
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Address | @] http://209.165.201.21 Jcertsrv v BGo tn

Microsoft Certificate Services - kobe

Home

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or
other secure program. Once you acquire a certificate, you wall be able to securely
identify yourself to other people over the web, sign your e-mail messages, encrypt
your e-mall messages, and more depending upon the type of certificate you request.

Select a task:
O Retrnieve the CA certificate or certificate revocation list
®Request a certificate
O Check on a pending certificate

3.1 NEEFRER., HET  EERBER , REE-—TF-—%,

Microsoft Certificate Services -- kobe

Choose Request Type

Flease select the type of request you would like to make:

O User certificate request:

® Advanced request

| Mext > _

4. i#$ZESubmit a certificate request to this CA using a form , A% — T Next.



Microzoft Certificate Services -- kobe

Advanced Certificate Requests

You can request a certificate for yourself, ancther user, or a computer using one of the

following methods. Note that the policy of the cerification authority (CA) will determing
the certificates that you can obtain.

® Submit a certificate request to this CA using a form.

O Submit a certificate request using a baseb4 encoded PKCS #10file or a
renewal request using a basetd encoded PKCS #7 file.

O Request a cetificate for a smart card on behalf of another user using the Smart
Card Enrollment Station.

You must have an enrollment agent certificate to submit a request for another user.

| MNext =

5.1 BE "EREEBRI REVHMEER, MRIPPIREMEN(OV)H EMCisco VPNE F iR
HER , WPIX vpngroupBE BHFTEE. BFEARENREN ERERERKRERMLE(CSP).




Microsoft Certhcate Semices - kobe

Advanced Certificate Request

Identifying Information:

Marme: ericetoken

E-Mail:

Company: cisco

Department: 'vpncen

City: ctd

State: nsw

Country/Region: '_AU

Intended Purpose:

Client Authentication Certificate

Key Options:

eToken Elase Cryptographic Provider

C5P:

v

Key Usage: O Exchange (O Signature () Both
Key Size: 512 | hT:ch:: [eommaon key sizes: 512 1024

@ Create new key set
[[]Set the container name
O Use existing key set
[L]Enable strong private key protection
[IMark keys as exportable

[JUse local machine stare
You must be an adminstrator to generate

Additional Options:

Hash Algorithm:  SHA-1 hd
Only used to sign request.

[JSave request to a PKCS #10 file

Attributas:

[ Submit > |

6. EEYesTHEWFBEETHRRIBBETHEELRE,




Potential Scripting Yiolation

'j This Web site is reguesting & new certificate on wour behalf. You should allow oty brusted 'Web sites bo request a

! certificate for vou,

Do you want ko request a certificats now?

Yes | i Lu]

7. BEFMEFIeTokenf#F. MARELIR—TOK,

e loken Base Cryptographic Provider

eToken

Input eToken pazsword

el oken: __“:_J

HEMNMENMEY

Fazzward:

?Lngin_f;:u oLr eToken to enable usir‘ig?éreafi'ngi:-"'remm'fi'hg
your private key.

Less << ] Cancel

8. #—F TInstall this certificate s o

Microsoft Cerificate Services -- kobe

Certificate Issued

The certificate you requested was 1ssued to you.

k%=1 Install this certificate

9. BEYes A EWEEBEETHREESRHEBERE,

Potential Scripting Violation

Thiz Web site is adding one of more cestificates to this computer. Allowing an unbrusted Web site bo update your
! 3 certificakes 5 @ security risk, The Web site could install certificates you do not brusk, which could abow programs thak
woll dio ik trust ko ron on thés computer and gain access ko your daka,

Do vow want this program bo add the cartificates now? Click Yes § you brust this \Web site, Obhenwise, dick No.

Yes ' Mo

10. BEYes U REBESHHIRFEEE.



TE Do wou want ko A0D the Following certificate to the ook Store?
L

Subject : kobe, vpn, apt-vpn, ckd, nsw, a0

Issuer ! Self Issued

Tirne Malidity @ Monday, 25 August 2003 through Thursday, 25 August 2005
Serial Mumber : 43C2EEZE 43CES6AL 4457F2ZD2 23EDFEDZ

Thumbprint (shal) : 3047CEFE 27036580 CZBD4FaE FES300A0 3A927TE4E
Thumbprint {mdS) : A1EZ3EG1 0555353FA4 6EE4F 157 49ECT74F

Yes Mo

11. H3R TCertificate Installed ( BEERE ) . RE , MRELERI.
Microsoft Cerificate Services - kobe

Certificate Installed

our newi certificate has been successiully installed.

12. iEFeToken Application Viewer T B EEF L REHNES,

= eToken Properties

¢Token

e

Details | Settings  Certificates & keys

Local Maching
- [ Delete
&%, Exchange key <bebZb14a-2935-4476-bfb3-8e22d95. .
\ '
| eTolen [AKS F, .,
Yersion W3 -~

Serial number 11 00 00 00 00 00 5d 41 81 23
Signature algonthm RSA4_SHATRSA

lzzuimr AL, new, cid. apt-vpn, vpn, kobe
Walid fram Tussday, 14 Octaber 2003 2 24:58 AM
Walid to Thurzdap. 14 October 2004 2:34:58 AM
Subject AL, mew, cid, cisco, wpncert, encetoken

_K e rontaines _heb?hl 45293544 7R-hfh 3820009743019




fic [ Cisco VPNZE F i PA fi£ A f8 R E AR BIPIX

ELPSENER T #Cisco VPNE PRkl & A F AR EETPIXERNIBRE,

1. BXECisco VPNE Fi%, f£Connection Entries T , 3 — TNewb 2 3 1 E 4R,
# YPN Client - Version 4.0.3 {Rel)

| Connection Entries Status Certificates Log Options Help

iConneck to to_pix ChrlHH0 = % -] Cisco SYSTEMS
Disconnect ChelH-D _nJ i |

-pdify Delete
Create Shaorkcuk
Modify, ..

Huost Tran:

Deleke
Duplicate

Set as Default Connection Entry

Imn |:u:|rl:

Exit 'u'F'N Cllent Chrl+0)
(4] | i

| Mot connected,

2. TRERFMEN , EERSHORE  EECEMTERNES. &—T Save. o




# YPH Client | Create New YPN Connection Entry

Connection Entry: hu:u_pi:-:

D escrphion: |n:u:nnne::tin:un to pix

Host: |209.165.201.20

[ Group Authentication

Authentication ]Transpnrt ] Backup Servers ] Dial-Up ]

M arne: |

Paszword: |

Lonfirm F'aﬁw::url:l:l

o Certificate Authentication

M ame:

ericetoken [Microsoft]
| Send CA Certificate Chain

Eraze Uszer Paszword

Canicel

Save

3. EREEEPIXAICisco VPNE FigiELR |

Conneck ko ko pix CErl40
Disconneck Chrl+D
Create Shorkout

Modify. ..

Delete

Duplicake

Set as Default Connection Enkry
Mew. ..

Import. ..

Exit VPN Client

RIEEFENERRE L REBR—TER.
# ¥PN Client - Version 4.0.3 {Rel)

Connection Entries Status Certificates Log Options  Help

5 X

Celete

Cisco SvsTems

Hiost

Trans

209.165.201.20

|8

IPSe

Mot connected.

Ri#eTokenBEEFEEER




LT HBE R R g Aladdin eTokenB ERESHER,

1. BRkeTokeniBTHIRIZE3 51 R EEE,

i eToken Run Time Environment 3.51 Setup

: Welcome to the eToken Run
| eTo"T(e n' Time Environment 3.51
vour ke o esecnee IIVSTAlIAtTION Wizard

The Setup YWizard will install eTaken Run Time
Enviranment 3.51 on your computer.

Click Mext to continue ar Cancel to exit the Setup
R | E Wizard.

M et > ] [ Cancel

2. ERFrUMERNK , RRHET—F,



http://www.ealaddin.com/

i& eToken Run Time Environment 3.51 Setup

End-User License Agreement T i
Fleaze read the following icenze agreement carefully e 0 e n

“our ey to eSecurity

ALADDIN KNOWLEDGE SYSTEMS LTD.
ETOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE EEAD THIS AGEEEMENT
CAREFULLY BEFORE QPENIMNG THE PACKAGE AMND/OR USING
THE CONTENTS THEREOF AND/ORE BEFORE DOWHNLOADING OR
IMETALLING THE SOFI'WARE PREOGEAM. ALL ORDERS FORE AMND
USE OF THE ETOKEN ENETERFRISE PRODUCTS {including wathout
lirnitation, lihraries, utihities, diskettes, CD ROM, eToken® kevs and the User
Cide) Cheremnafter “Product™) SUPPLIED BY ALADDIN KNMOWLADGE o

{(#) | accept the licenze agreement
{1 do niot accept the license agreement

[ Heszet ] [ < Back " Mest > l [ Cancel

3.#%—T Tlinstall, »



iE eToken Run Time Environment 3.51 Setup

Ready to Install the Application T ck
Click, Mest to begin inztallation. e O e n

our Key to eSecurity

Please click Next to hegin installation.

[ < Back l[ M et > J [ Cancel

4. BEERKeTokenBEEFEBER, B—TERAUEBHLZREBE,



| i eToken Run Time Environment 3.51 Setup

eToken Run Time Environment

eTOé[(e n 3.51 has been successfully

Tour Fey to eSecurity inSta"Ed-

Click the Finizh buttan to exit this installation.

RTE

i

RERENEFATRARERENEERET EEERE,

MHEESTE(EHIMEFFER)XEX Eshowsn® , W T ETFEEWRshowdn S HH 27,

- show crypto isakmp sa — ZERET 88 L WS B 51 EBR R £ 88 RIR(KE) L £ BEHE(SA).

SV2-11(config) #show crypto isa sa

Total 1

Embryonic : 0
dst src state pending created
209.165.201.20 209.165.201.19 QM_TIDLE 0 1

show crypto ipsec sa — B R E BT EBEANERE.
SV1-11(config) #show crypto ipsec sa
interface: outside
Crypto map tag: mymap, local addr. 209.165.201.20
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.0.0.10/255.255.255.255/0/0)
current_peer: 209.165.201.19:500
dynamic allocated peer ip: 10.0.0.10
PERMIT, flags={}
#ipkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 7, #pkts decrypt: 7, #pkts verify 7
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
local crypto endpt.: 209.165.201.20, remote crypto endpt.: 209.165.201.19
path mtu 1500, ipsec overhead 56, media mtu 1500


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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current outbound spi: c9a9220e
inbound esp sas:
spi: 0xa9857984(2844096900)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: mymap
sa timing: remaining key lifetime (k/sec): (4607996/28746)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0xc9a9220e(3383304718)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: mymap
sa timing: remaining key lifetime (k/sec): (4608000/28748)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
outbound pcp sas:

il 523,

WME LA E SR EBE R FAET |, B2 REERPIXSHEEE B T HIPSech2iE L EEERIRE.
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