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ISAKMP-IPSEC Tunnel

Phase 1

Phase 2
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Initiator Responder

HDR

cookie:
« initiator = X (randomly generated number per session)
« responder = 00000000,

SA (multiple crypto policies),

Vendor 1Ds — String or hash value. Used to advertise support
for capabilities not defined in standard (i.e. NAT-T)

__

Unencrypted — Unauthenticated

N s TEMMEKERENE @SS, Fit, RBESPIRTARME  MEEESPIR
EH0., EEEEHIMM) S | KEERFEREESSP , It AEEGERESHERN
SPI{E,

R EEMMA I E A Wiresharkfg B E 2 #728 , BISPHEM RInternetZ £ BEN M EBHERN
B WMEMR

Ethernet II, Src: ©0:09:00_00:90:00 (P9:00:00:90:00:00), Dst: ©0:09:P0_00:00:90 (PP:08:00:00:00:00)
Internet Protocol Version 4, Src: 170.49.116.208, Dst: 2089.134.162.158
User Datagram Protocol, Src Port: 560, Dst Port: 5ee
v Internet Security Association and Key Management Protocol
Initiator SPI: 6f88c@380ef6bdfd
Responder SPI: 0000000000000000
Next payload: Security Association (33)

NoEE EEEERT  MMERSERTHE K REREMMAES | IKERBEREMMIL
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I5R4451

2ABF14E40DGABE2E
*Apr 29 16:57:40, 9447 TKEv2: (SESSION ID = 27621,SA ID = 1):Sending Packet [To 198.19.252.1:500/From 10.11.6.2:500/VRF i0:f0] |
Initiator S5PI : 2ABF14E40D648E28 - Responder SPI : DOEODOODO2O00B00 Message id: @
IKEv2 IKE_SA_INIT Exchange REQUEST

Payload contents:
SA KE N VID VID VID VID NOTIFY(MAT_DETECTION_SOURCE_IP) MOTIFY(MAT_DETECTION_DESTINATION_IP) NOTIFY(IKEVZ_FRAGMENTATION_SUPPORTED) VID

*Apr 29 16:57:42.200: IPSEC:(SESSION ID = 27621) (key_engine) request timer fired: count = 1,
(identity) local= 18.11.6.2:8, remote= 198.19.252.1:0,
local_proxy= 8.8.8.8/98.8.8.8/256/8,
remote_proxy= 8.0.0.8/0.0.9.0/256/0
*Apr 29 16:57:42.20@: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 10.11.6.2:588, remote= 198.19,252.1:500,
local_proxy= ©.9.8.8/0.9.8.8,/256/0,
remote_proxy= 8.0.0.8/0.0.9.0/256/8,
protocol= ESP, transform= esp-aes 256 esp-sha-hmac (Tunnel),
lifedur= 288008: and 4£294967295kb,
spi= @x8(@), conn_id= @, keysize= 256, flags= @x@

omr2-siteld 5638222923EA3C5A

*Apr 29 16:57:53.763: IKEv2:Received Packet [From 198.19.252.1:508/To 10.11.6.2:580/VRF i@:f@)

Initiator SPI : 5638222923EA3(5A - Responder SPI : 0O000O2002000000 Message id: @

IKEv2 IKE_SA_INIT Exchange REQUEST

Payload contents:

SA KE M MOTIFY(NAT_DETECTION_SOURCE_IP) NOTIFY(MAT_DETECTION_DESTINATION_IP) NOTIFY(IKEV2_FRAGMENTATION_SUPPORTED) NOTIFY(Unknown - 16431) NOTIFY(REDIRECT_SUPPORTED)

N orE . RBABERTSEMME —ENSNERSS. BR SETUEEARESERE.
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#Main Mode 28 ¥E% , BT ATLENERELEEHNRE W HERSSPIRRERBERE, B
B REFHEENSPHE,. MM2EIEMM1 , SPIEERRERHEOFTENE , MEFR :

Initiator Responder

HDR
cookie:

« initiator = X (retained)

- responder =Y (randomly generated per session),
SA (the selected crypto policy),

Vendor IDs — String or hash value. Used to advertise support
for capabilities not defined in standard (i.e. NAT-T)

m

Unencrypted — Unauthenticated

R FHEMM2IE 6 F Wireshark#B& 5 E 2 785 , BIBKEIESSPIFIEEESSPHEML A InternetZ £ 1845
MEeREBHEARTS , MEFT :



> Ethernet II, Src: ©0:00:00_00:00:00 (99:00:00:00:00:00), Dst: ©0:00:00_00:00:00 (00:00:00:00:00:00)

> Internet Protocol Version 4, Src: 209.134.162.158, Dst: 170.49.116.208@
» User Datagram Protocol, Src Port: 588, Dst Port: 508
~ Internet Security Association and Key Management Protocol

Initiator SPI: &6f8@c@38@efebdfd

Responder SPI: 2bc@6438c94e88dc

Mext payload: Security Association (33)

FERX 34 (MM3-MM4)

MM3FIMM4E R BMAKRMZ B AL HRE  WARESRRBR, MM3IAMMANTEFIR :

MM3 (HDR, Nonce, KE, VID)

MM4 (HDR, Nonce, KE, VID, [CERT-REQ])

7

&

X556 (MM5-MM6)

Secret
key

exchange

MMSHMIMMBE R B EMNZE , BHRES H5RE, TELHEL  S#TRE , WTEMAR

Initiator
HDR: ISAKMP header
IDi: Initiator ID
Authentication:
*  With Shared Secret (HASHi)
* With Signatures (SIGi, CERT)
w ~
E E [ MMS5 (HDR, ID;, AUTH [HASH;],[CERT][SIG;])
35
‘g § l MMB6 (HDR, ID,., AUTH [HASH,],[CERT],[SIG,])
T
w 2

Phase 1 complete — Encrypted & Authenticated

POERE R (QM1. QM2FIQM3)

Responder

REERBEETHRMNKEEFIRRBIZERECER, REEXSEHYEIPSecZ £ REEHE
HAIPSeciKlt , WEEIPSec SAERIV LB, ELnonce ARERFHEAS@/ME | W5

IEREERNRESANERLE,
IEREXB=ENE , WTEMR® :



Initiator Responder
SA (Transform sets, SPI)
Nonce (for replay protection)
[Key Exchange] (if PFS is desired)
Proposed Traffic Selectors
NAT address information

QM1 - Request

QM2 - Yes or No

Just an ACK
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PHASE 1 COMPLETE- ENCRYPTED & AUTHENTICATED
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Main Mode vs Aggressive Mode
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IKEv2 vs IKEv1 (MM)

IKEV2 PACKET EXCHANGE MAIN MODE
INITIATOR ] RESPONDER INITIATOR |/ RESPONDER
|éﬁi SA_INIT Request M1 !
| VID, SA, KE, Nonce NEGOTIATE | NEGOTIATE
: L '-« o
- PHnSE 1 IKE_SA_INIT Response SETTINGS . I
£%
3 VID, SA, KE , Nonce | SECRETKEY | H MM3 ll
g2 EXCHANGE SE
£ 2 | [Nonce,KE, VID A
35 g E A MM4
55 sl SECRET KEY
IKE_AUTH Request L <A EXCHANGE
H |
8 i
- , [
] PROVE - MMS 1
g§| PHASE2 IKE_AUTH Response oeNTTY | % * |
&5 a2 | PROVE
] i3 | IDENTITY
£3 ,'
i5 ] |

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED &AUTHENTICATED PHASE 1 COMPLETE- ENCRYP‘I‘LD&&UTHEM‘I‘ICA‘I‘ED

N oas EXRTRARHKECRB AT, AHESSE  BEMAIECER DT

==

il I =1L o

ERRIEEEREH

EREKHAEIVPN

MERATR , ERNREEAVPNRE —{RIPsec VPNRZE , HIRBIRERANAFS R B ICH R 4 B9 S8R
E, FCiscokBEME , EREFIEEACL)EAAEMMERTRELE  LUIEEEEHEQE
VPNt IR E .

REREREERB LEEN TANEH , MEMR® :


https://www.cisco.com/c/zh_tw/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

POLICY BASED VPN
T O e D

Traffic Selectors

Traffic Selectors

10.10.0.0/16 10.20.20.0/24
190.168.0.0/24 10.20.30.0/24

ip access-list extended TS ip access-list extended TS
permitip 10.10.0.0 0.0.255.255 10.20.20.0 0.0.0.255 permit ip 10.20.20.00.0.0.25510.10.0.0 0.0.255.255
permit ip 10.10.0.0 0.0.255.255 10.20.30.0 0.0.0.255 permit ip 10.20.30.0 0.0.0.255 10.10.0.0 0.0.255.255
permit ip 192.168.0.00.0.0.255 10.20.20.0 0.0.0.255 permit ip 10.20.20.00.0.0.255 192.168.0.00.0.0.255
permit ip 192.168.0.00.0.0.255 10.20.30.00.0.0.255 permit ip 10.20.30.00.0.0.255 192.168.0.00.0.0.255
exit

exit

HEREHAVPN

TEEXE, REHECOIEERKANRBE K TXEEBRBRENEETERERKRB, BRERLT
, REREESS (FEBVPNINEZENRE ) £%£0.0.0.08/0.0.0.0 , MEFAR :

ROUTE BASED VPN

Supports dynamic routing over the tunnel interface.

Traffic Selectors
0.0.0.0

.

Traffic Selectors
0.0.0.0

interface: Tunnel 100001
Crypto map tag: Tunnel100001-head-0, local addr 10.0.21.17

protected vrf: 1

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

N orE . ARAREREER0000, A EATMTE. Hit SRy —ESA. B
EEE— @B, AT EEERRE



REMEREHENVPNILLER{L , MEAR

ISAKMP-IPSEC Tunnel

Route based VPN

*** Edges only support this.

A
\/
Policy based VPN
05 Xe y AV

|' 10.10.10.0/25 €<--—-—> 192.168.10.0/24 | |
FTD
+ 3 party devices

- 10.10.20.0/25 €---— 192.168.20.0/24 ""

10.10.30.0/25 €----> 192.168.30.0/24

N B mRBEY-—ESANEABRBENVPNTRE | EREBGVPNTNET SESA, BE
ACL#% , ACL It EH#E ( NREM2ETE ) SRy —E7BE.

EABBVPNREVCAENE R REE

ISPPH LEUDP 500/4500

WO PR M 2% ARG 1R LR (ISP)BE LEUDP 500/450038 R —EFE E RAMERE, HRIPSechEEY , AT
KAMETENISP, HEh—Er UAHEERE , 5—@EAFFER,

TE®ETRTISPREERE— &Y [ LE LEUDP 500/4500F M M1EZ = :



ISP Blocks UDP 500/4500

UDP500/4500

G \\{/,L,/
UDP 500/4500

UDP 500 X upps00

— : | —

x_/\v/r\_/
UDP 4500

N EE  ERERS R IA(IKE)EAEUDP 5002 Z4VPNEBE. ENATHEER —EVPNE
2R |, EAUDP 4500,

@l@

~ SEE ;. BISPPELEUDP 500/45008% | IPSecf BEVETZINHE  ©IA2RKE,

ISPFH LEESP

IPsech3EM S —EEEERNEELRISPELESPHE ; BT £ FFUDP 500/450038, &0 , fo5F
UDP 500/4500&#»‘&)%%‘175‘& Hit , BB S INEEY |, BISPHKISPERES [ L&FELT
ESPEREG, ESENFBVPNHIMNBRELRY , MEMR :



ISP Blocks ESP

UDP 500/4500 UDP 500/4500
ESP
- - I
&3 Eix - il &
< | x S
S
- ESP
UDP 500/4500 UDP 500/4500

N EE  HISPIEILESPERA | IPsecBBRUAY  EMENERFESILE, TAL
FEVPNEUEIES R B R BB R B e T 1k,

p RR B REEHIRESPREEE —ES MHELENER. EREE , B EBRERTEN
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https://www.cisco.com/c/zh_tw/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
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