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- EXEIPseco TXEGRE,
- EXEIPVASTE , SRIPv4, ZRENMBEIVPNES ( FXZEIPVE) .

- AVPNZERENVTIN A EFERBNEBCGPBIERAIGE ( FXEOSPF, RIPEH
BE ) o

- BEMEEE100@EVTI

- FIDEERXEVTL

« UTFRBRAXEVTI:

- Qos
- NAT

AN R —

= aX E

HFVPNEEBHFMC/FTD 6.7.0R T BXEBELEEE X (FMCXEFMEBKRNRIBLEEFTD <
6.7) :

« IKESEH T X E3DES, DESHMINULLINZ.

« DHAE1, 2247 IKER KM IPseciRBEH T Z X &,
« IKERBFXEMDSTTE M,

* IKEXREETZEPRF MD5,

- DES, 3DES. AES-GMAC. AES-GMAC-192FAES-GMAC-256 InZ E & £ IPseciz & F
Ex&,
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SR 1 BMEEKE>VPN >UE R FIE R

Overview Analysis Policies m Objects

AMP Intelligence

Device Management BT

VPN Plafform Settings

Qos
Site To Site

View By :  Group

Caollapse All

Hemotle ACCess

Troubleshooting =

FlexConfig Certificates

S BB 2.3 —TAdd VPN , R#&iZ#EFirepower Threat Defense Device , ZEIFfRo




Deploy System Helpv admin »

| ) Add VPN ~

Firepower Device

-, Firepower Threat Defense Device

SBIRHAREBIZEENRBAVTNVPNEEI, #iZ2IKE Version,
EAETRS :
HEZR : VTI-ASA

IKERRZS @ IKEv2

Topology Name:*® VTI-ASA
() Policy Based (Crypto Map) @ Route Based (VTI)

Network Topology:

IKE Version:* L] kev1 IKEv2

TRAZEFTECELRERBENRKE , ELREENFTNERBENERR+ET) , RERE
ERBRE—EEFENTH,



IKE IPsec Advanced

Node A MNode B

Device:* Device:*

I-—I'El| b Empty v
Virtual Tunnel Interface:™ Virtual Tunnel Interface:™

j @ Empty v | 3

_| Tunnel Source IP is Private Edit Vg |_| Tunnel Source IP is Private Edit VTI
Connection Type:* Connection Type:™®

Bidirectional w Bidirectional w

SREERMERBENHENGIB. R—T "OKy (BE),
EATERA :

£ : VTI-ASA

REA (&) : VTIRRE /B HEASA

Z2[EiF : VTI-Zone

BEID : 1

IP#bit : 192.168.100.1/30

B&EJR : GigabitEthernet0/0 ( #A&B )



& Trnalamu: R R e ik ek Comien | 858 Eod Meak | .
Add Virtual Tunnel Interface ? ®

rs
H Name *: VTI-ASA Enabled
Description: WTI Tunnel with Extrangt ASA B
! Security Zone: VTI-Zone | v
F _ . i
H Tunnel ID *: i Range: 0 - 10413
E 1P Address *: 192.168.100.1/30 (1]
E Tunnel Source ®: .GdgantEthernetﬂm (Dutside) :'*"'
B

SR 6HBFEHNEOPHOK , BHEEMHHVTL

Virtual Tunnel Interface Added

= VTI has been created successfully.
Please go to the Device >

Interfaces page to delete/update
the VTI.

TR7TBENEINVTINERRBENE FEENVTI, BEHHB (HELE ) HEA.
EAERA

& : Extranet



HERZT . ASA-Peer

RIEIPH#LE - 10.106.67.252

" Create New VPN Topology

Tepology Name:* VTI-ASA
o Palicy Based (Crypto Map) ) Raute Based (WTI)

Network Topalagy: = paint to Paint - s

IKE Version: * ) mev: B xeez

Endpoints IKE IPsec Advanced

Node A Mode B
Device:* Device: =
FTD w Extramel
Virtual Tunnel Interface: ™ Device Name™:
VTI-ASA ASA-Peer
|_| Tunnel Source IP ks Private
Endpoint IP Addrass®:
Connection Type:* 10,106.67.252

Bidirectional »

Additional Configuration

Route traffic to the VTl : Routing Policy
Permit VPN traffic : AC Policy

Cancel

SER 8 EMIIKE BR, BUNRECARERNERR , BB - TRBERZEMN+ RBIE

37— {7 R B o

IKEvZ Settings

Policy: = AES-GCM-NULL-5HA-LATEST

Authentication Type: Pre-shared Automatic Key

W

Pre-shared Key Length:* 24 Characters (Range 1-127)



FIY . (WRBAUFWIKEV2EKE , AITE, ) ARBREHEBYEEEANRKKBIESE L, &—
T Save,

EAETRS -

£ % : ASA-IKEv2-Policy
SEEMEEE | SHA-512
ZEE L - AES-256
PRFEE L : SHA-512

Diffie-Hellman# : 21

New IKEv2 Policy X
‘ Mame: ™ ASA-TKEVZ-Policy
Pricrity: 1 (1-65535)
Lifetirme: 5400 seconds {120-2147483647)
Integrity Algorithms Available Algarithms Selected Algarithms
Encryption Algorithms & MDS :
PRF Algorithms = o L SHAS12 w
Diffie-Hellman Group bl
o SHA25E
Sf SHA3E4
S HULL

Save || Cancel

SR 10.ZEFELNRERIAEWPolicy, EiFEAuthentication Type, MRFEAFELAFHE®R
B ESRNERSREFIRHESHE,

EAERE

REE : ASA-IKEv2-Policy



BRAR . BERLAFHEHR
4148 : cisco123

W48 - cisco123

Endpoints m IFsec Advanced

IKEv1 Settings

Policy:™ preshared_sha_aes256_dhl4_3 v
Authentication Type: Pre-shared Automatic Key b
IKEv2 Settings

Policy: ™ ASA-IKEv2-Palicy il + |
Authentication Type: Pre-shared Manual Key o
Kay ™ EEEEEEEE

Confirm Key:* e

_| Enforce hex-based pre-shared key only

N B NERERBER—FMCLEM BTN ERAELAADSNEE.

HR 1.8 EIPsecER. BAEZEFEATFAERNIKEV2 IPsecERRNEVIHER, HEIKEV2
IPsec Proposal B # 55 Y Editiz i,

Crypto Map Type:

Transform Sets: IKEv1 IPsec Froposals IKEv2 IPsec F'mpusa
AES-GCM

] Enable Security Association [(SA) Strength Enforcement



F124 . (WHE , MREBEIFHIKEV2 IPseciZiz.
&%, #&—TSave,

EAETRS -
&% : ASA-IPSec-Policy
ESPHE : SHA-512

ESPiN% : AES-256

New IKEvZ IPsec Proposal

ASA-1PSec-Policy

‘ Marme:*
f T LI

ESP Hash
ESP Encryption

Available Algorithms
¥ AES-GCM-256

£ AES-GCM-192
Lk AES-192

Lk AES-GCM

5 AES

b 3DES

4 DES

L MES-GMALC-256

) REBRREAERE  LREFERBHAANE

Selected Algorithms
ips AES-256

SRS RUTARRBFEFESEFHENMBUNRRIRER. B—T "OK, (HE ).



on:E I I rwrEsa Bl nwess

IKEv2 IPsec Proposal ?
Available Transform Sets & & Selected Transform Sets
| | 4, Search @@ AsA-1PSec-Policy &
A AES-GCM
T
8 AES-SHA
-H
1)
Se
A DES_SHA-1
3EC
‘erl
5C
ra
4] 4 Cancel
“:' I ““““ J e e e e e e e

Eo. BEIPSecEFHIFEBEMERIA N,

kg

HER14. (BRIEM ) BE "T2ERE
HAERAP

TEIEMRE : EREHI21

FEMARAR : 28800 ( AR

1FEEERI A/ © 4608000 ( FEER)

Enable Perfect Forward Secrecy

Modulus Group: 21 hd
Lifetime Duration*: ZBR00 conds (Range 120-2147483647)

Lifetime Size: 4608000 ytes (Range 10-2147483647)

~| ESPv3 Settings

SR 15 MERBNRE, B—TSave , ITEFR,



Topology Name:* VTI-ASA
Policy Based (Crypto Map) '® Route Based (VTI)

Network Topology:

IKE Version:* ikevl B kev2

Endpoints IKE m Advanced

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals, IKEv2 IPsec Proposals™®
ASA-IPSec-Policy

[ Enable Security Association (SA) Strength Enforcement
Enable Perfect Forward Secrecy

Modulus Group: 21 ~
Lifatime Duration®: 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

+ ESPv3 Settings

Save Cancel

HER 16. B BRI GIRM, SMIIRK>HEEF>FERE, REEMAEFTDR KK,

~ JEE . sysopt connection permit-vpnFE AR EREHVPNREE., FEAIN-> OUTEFHM
OUT -> INEZ Bt E 55 R FIR Al

f£Zones EE R itSource Zones FDestination Zones.
ERRERT W AREREN B REE. B—TAdd
EARERE :

RREE : EiHAEEN

BERESE : BEANEZRA

IRAEEE © BRI AR R

B RYMEERE © 3= i i s A P B



Add Rule

Mame VTi=Traffic Enabled Insert |into Mandatory »
Action o Allow B G
Time Range | None el + ]
m Networks  VLAN Tags .. Users  Applications ing  Comments
Available Zones & Source Zones (2) Destination Zones (2)
}, Search by name | o2 In-Zone | i In-Zone &)
ana Out-Zone G |iss Cut-Zone &
iaw VTI-Zone Al to
| Source |
Addto |
Diestination
Add Rule ? K
Hame WTI-Traffic Enabled Insert  inta Mandatary v
Action o Allow » ) his
Time Range MNone | 2
_m VLAN Tags .. Users Applications__Ports URLs _SGT/ISE Attributes Inspection ing  Comments
Available Networks ] Source Networks (2) Destination Networks (2)
| BTN osmcer e 5
i & In-Netwrk G Remote-Netwark i}
i IPvd-Private-172.16.0.0-12 5 Remote-Netwark &
5 IPv4-Private-192.168.0.0-16
2 IPvi-Private-All-RFCIS1E
5 IPvE-IPva-Mapped
8! IPv-Link-Local
8 IPv6-Private-Unique-Local-Addresses
= IPv-to-1Pvd-Relay-Anycast
L Remote-Nobwork
5 VTI-ASA-Tunnel Enter an IP address Add Enter an [P address | [ Add ]
[ aan ||| canca

SR 17EBVTIRREEMNEH. EMIEE

>REEE, MEREVTIRENEE.

B FIRouting B T #Static Route, ¥ — T Add Route,
RENE , BIEEE , ROEE, T "OKL (BE).
EARERY

T : VTI-ASA

B R

#8E8 - VTI-ASABzE




I Add Static Route Configuration ? M I

B : % Ipyd () IPvh —

= | Interface* VTI-ASA v =

ij icon (% signifies it is available for route leak) —

Available Network & %] Selected Network

| 4 Search == Remote-Network i)
= any-ipvd

g In-Natwrk

& IPv4-Benchmark-Tests _

gl IPv4-Link-Local Add
g IPva-Multicast

= IPva-Private-10.0.0.0-8

s IPv4-Private-172.16.0.0-12

&l 1Pva-Private-192.168.0.0-1

7 IPvd-Private-All-RFC1918

Gateway™ VTI-ASA-Tunnel v @
L T

Tunneled: ] (Used only for default Route)

Route Tracking: v 5

N I QK I Cancel

B 18 EMIEFB>HE., BETEREENBIMWFTD , REIE—TDeploy,
RINEpE% , HECSHIEZSIFTD CLI :

<#root>

crypto ikev2 policy 1

encryption aes-256
integrity sha512

group 21

prf sha512

Tifetime seconds 86400
crypto ikev2 enable Outside



crypto i psec ikev2 ipsec-proposal CSMIP_1

protocol esp encryption aes-256
protocol esp integrity sha-512

crypto i psec profile FMC | PSEC PROFI LE 1

set ikev2 ipsec-proposal CSM_IP_1
set pfs group2l

group-policy .DefaultS2SGroupPolicy internal
group-policy .DefaultS2SGroupPolicy attributes
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2

tunnel-group 10.106.67.252 type ipsec-121
tunnel-group 10.106.67.252 general-attributes
default-group-policy .DefaultS2SGroupPolicy
tunnel-group 10.106.67.252 ipsec-attributes

[OROROROR

ikev2 remote-authentication pre-shared-key *¥#*#*

A

ikev2 Tocal-authentication pre-shared-key *¥¥#**

interface Tunnel 1

description VTI Tunnel with Extranet ASA

nanei f VTl - ASA

ip address 192.168.100.1 255.255.255.252
tunnel source interface Outside

tunnel destination 10.106.67.252

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile FMC | PSEC PROFI LE 1

TS
#FMC GuUI

¥ — T Check StatusiZIE AR GUIZ & E5 2 VPNBRE /Y BN B AR 5B



& @

FTD / VTI-ASA / 192.168.100.1 o

Check status

HAh@¥ERFTD CLIESH A T a8

» show crypto ipsec sa peer <Peer |IP Address>
» show vpn-sessiondb detail I12I filter ipaddress <Peer IP Address>

. Tunnel Status Ll I

O extranet : ASA-Peer [l @ FTD/VTI-ASA 0
= show crypto ipsec sa peer = show crypto ipsec sa peer 18.106.67.252
Not applicable for extranet peer R e L S R B R R e S

Crypto map tag: __vti-crypto-map-4-8-1, seq num: 65288, local addr:
10.197.224.90

local ident (addr/mask/prot/port): (9.9.0.8/90.9.0.0/0/0)
remote ident (addr/mask/prot/port): (8.8.9.0/9.0.0.8/0/8)
current_peer: 18.106.67.252

#pkts encaps: 188, #pkts encrypt: 189, #pkts digest: 188

#pkts decaps: 108, spkts decrypt: 189, #pkts verify: 10@

#ipkts compressed: @, Spkis decompressed: @
A Fpkts not compressed: 108, #pkts comp failed: @, #pkts decomp
ailed: @

#pre-Trag successes: B, #pre-frag failures: 8, #fragments
created: @

#PMTUS sent: @, #PMTUS rowd: @, #decapsulated frgs needing
reassembly: @

#TFC revd: @, #TFC sent: 0

#lalid ICMP Errors rcvd: @, #Invalid ICMP Errors rcwd: @

#send errors: @, #recv errors: @

local crypto endpt.: 18.197.224.90/580, remote crypto endpt.:
18.106.67.252/508

> show vpn-sessiondb detail 121 filter ipaddress = show vpn=sessiondb detail 121 filter ipaddress 18.106.67.252
Not applicable for extranet peer

Session Type: LAN-to-LAN Detailed

Connection : 19.106.57.252

Index HE L IP Addr 1 10.106.67.252
Protocol i IKEvZ IPsec

Encryption : IKEw2: (1)JAES256 IPsec: (1)AES256

Hashing : IKEv2: (1)5HAS12 IPsec: (1)5HAS1Z

Bytes Tx : 1g0ea Bytes Rx 1 10808
Login Time : 83:54:57 UTC Thu Mov 12 2028

Duration : Bh:@Zm:12s

Tunnel Zone : @

IKEvZ Tunnels: 1
IPsec Tunmels: 1

IKEv2:
Tunnel ID ;44,1
UDP 5rc Port @ 500 UDP D5t Port @ 500

Rem Auth Mode: preSharedKeys
Loc Auth Mode: preSharedieys

Encryption : AES256 Hashing : SHAS12
Rekey Int (Th: 86400 Seconds Rekey Lef'LtT]' B62GE Seconds
FRF : SHAS12 D/H Group : 21

Refresh Close |

XFTD CLI

BLEWTAMEFTD CLIFREERA , LR VPNEE R HREMAREE,

show running-config crypto
show running-config nat
show running-config route



show
show
show
show

crypto ikevl sa detailed
crypto ikev2 sa detailed
crypto ipsec sa detailed
vpn-sessiondb detail 121
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