i B EASAFIFTDREIMicrosoft Azurehy B A KB
MEMBEHWVPN

ASAEHWIKEVIEL B

ASA 9.8(1)HRE S iRA L ERIKEV2EEHKIVTI
FTD_ERYIKEVIAEEE

FHRER RN R EEERMIKEV2E R H
B

E1PEER

E2PEER

bad i3z]3:

IKEv1

IKEv2

masr

AN B ERASAE BRI L 2B A& FMMicrosoft Azure ERIE 2 B VPN B S B,
B2

VPN &

IPSec/A T2 EEVPNRSER Pt i, FRAAMRERESNERTERERER M , LS
EIPSecliBEMMEZEMN A MR FREE. ERVPNMNBSEN G ZEME | ERNKAHEN KR
R R ERERR,

HRAKRH :
INBREHEEE A AT AIPSech B TR E ., IPSeca s fiE i i 2 1818888 FEA0.0.0.0, EEK
ERBTIPSechR BN FTERERNSHMMNE , BRIR/ B ZFHm,

Cisco Adaptive Security Appliance(ASA)7E9.8MR R EERAP X EE A ERFZE M E (VTR ER K
HEYVPN,

HFMC ( FirepowergE /4y ) EE M CiscoR £ K iE T Firepower B &EF5 & (FTD) X B E 6. 7hR K&
FEMAFHVTINEREBHVPN,



HAKRE :

NEZEEREARNMBRNEENESEIPEER, ERNERN A RERESNRRRERERERE
BEiBIPSectnZHRE,

ASA 8.2/ % B = e A A RV EL A SR BE HY VPN BA R I 22 5 BR

Microsoft Azure B BERNENR KBV REEERIEERNEH, ERRRIERBEHNRE.
AzureEE.ﬁﬁBE%IH’R—JLME%FE:LEE’JVPNH&EEEB’J%@]B‘-’%@]Eﬁﬁﬁﬁx}ﬁ(lKE)ﬁ&ZFo EREBBEE
IKEv2 , EREKBEEIKEVI, EEREZENRFERIKEV2 , RIS EEAzZure FIREEREHIE B
ASAMZEEH%VTl B2 ZID%ASAEEW%%}*&ZISHE{“ EZ?E?JH&%HR Al% B AzureBLEAFERER
%W%E’JE’EE&E%EJ_?TE%%EHE’JW;&EO LTEJELPOWGFSI’]G”}E I EBEAzureFA B 5ERK
B , SAEB R Microsoft® i} UsePolicyBasedTrafficSelectors#Yi#1E , #0 T ik

: https://docs.microsoft.com/en-us/azure/vpn-qatewav/vpn-qatewav-connect-muItiple-
policybased-rm-ps.

ERASANIFTDE B B EE TR :

- R R MEEME EAWASAFTD , A HUsePolicyBasedTrafficSelectors & E A KB HY
VPNZ E A HAYAzure,

- HRELE TVTINASA |, HZARGAzurefit E A E R B HIIVPN,

- Z2FTD , FEUMEKRIBENMAREVTINE —FEHR
; https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-
config-guide-v67/firepower threat defense site to site vpns.html#concept ccj p4r cmb

A ERHF
ER
BRERE GBI T

- HREASAEERAVTINIKEV2ER B HIVPN:ASARBIRAI.S(NRES A, (X EAHER
B HAVPNELEAzure, )

- BAEASARIFTD L A i E RV IKEVI E R KBS VPNASAR TS AR A8 .28 B & AR AR A K
FTD 6.2.0REFMRA, (X EAERKEHVPNEEAzure, )

- BREEGENERNMERFSEMNASA LN B R IKEV2E R B B #YVPN: £ A i ¥
MREERVASARTRIR A8 2 EJ/ A, ( HZAEAUsePolicyBasedTrafficSelectors A& R H
HVPNELEAzure, )

. BEFMCHFTDEEMEE.,

BRA T
X PN ETRBIRA T RN ERARA -

. Cisco ASA
- Microsoft Azure
. Cisco FTD
. Cisco FMC
ANFHEARBBERIEEREREANEBMEL, IEFE% UMFEH%%‘%WE%I@ ( %
) BAHAEZRENE), MMRENBBREED , FRARLEMIT(MIES TRENNTE,


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
/content/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb
/content/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb

ﬂgll

E

EREESER, BIERBIKEVI, FRAVTINIKEV2EBREAEARENTREZRIZES (ASALRM
ZEM ) WIKEV2EE A,

ASAEHIKEVIE R

HRRASAZIAZUre I IL B EITL ZHIKEVT VPN |, SB#1T T —EASAE B, BREAzureFIFHEEER
RIRBEHIPRE, TR RBIF | FEASA LEA B ER,

BRAASAREE AN TEIKEVT , FSEERE,
SBA AN E LERRAIKEV,

Ci sco- ASA(confi g) #crypto ikevl enable outside

SER2 BV IKEVIRE , ZERMERRANME, FOBE, Difie-Helmanil, £FHNMBRWER
EITE

Mg : FrYIA 1B RIKEVI B 1R 1F It 2N B MY Microsoft LiE S DR IHH ., BEE— LA
, SEBt & Microsoft Azure X 2,

Ci sco- ASA(confi g) #crypto ikevl policy 1

Ci sco- ASA(confi g-i kevl-policy)#authentication pre-share
Ci sco- ASA(confi g-i kevl-policy)#encryption aes

Ci sco- ASA(confi g-i kevl-policy)#hash sha

Ci sco- ASA(confi g-i kevl-policy)#group 2

Ci sco- ASA(confi g-ikevl-policy)#lifetime 28800

HRIEIPsecBETEYRRER , YHREHFIPHUNBERLA TR,

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121
Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes
Ci sco- ASA(confi g-tunnel -i psec) #ikevl pre-shared-key cisco

SBRART—EFHEEE , EEEMHZMBELCHWRE, EARHF K BREBHWREERER
10.2.2.0F#3%/10.1.1. OE’JE_ EBWRE, MRGHBCEBIRZEFHE , MIZRETUITEZEKEE.

HE8AREBRAT , AINEY AEMER., 7. TRIPHUHZEHRNAFZNHRIAYRE, &
Y REE A AR TENER | LETHARNRSEE A EE(ACL) MRS b 1t B (NAT)FE
/jO

Ci sco- ASA( conf i g) #object network 10.2.2.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.1.1.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0

Ci sco- ASA(conf i g) #access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24


https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices

SERS MEEME(TS) , AP X4 ALIE@RFev . EERBLAARIMEEMNTS.

FisE : PTRIRY 2R ERIKEV1 B M 2R IR L 2\ BRI Microsoft WSS H iR, BB —S5RA
, SEEt A& Microsoft Azure XX 1%,

Ci sco- ASA(confi g) #crypto ipsec ikevl transform-set myset esp-aes esp-sha-hmac

SER6. B EMEZEHMRA K ERARER AT THSNENE :

HE|PH#b 3k
SEHBERENCERFEVEE
TS

BEBARRETESHEHERZEPFS), AL RAMNAzZUre R . AzureFHIKEVIEZFPFS, T&
BERALUTEERMAEPFSERE , R ERE AN REE R FDifie-Hellman ¥ ( E5E20
BB 2Bl , MimABRUAPFS ) : crypto map outside_map 20 set pfs .
EREMFE2RRIPSecEmBHENR AR T ANAzure 18, MEE—FSREP , BBEF&Microsoft
AzureX &,

Ci sco- ASA(confi g) #crypto map outside_map 20 match address 100

Ci sco- ASA(confi g) #crypto map outside_map 20 set peer 192.168.1.1

Ci sco- ASA(confi g) #crypto map outside_map 20 set ikevl transform-set myset

Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime seconds 3600
Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime kilobytes
102400000

Ci sco- ASA(confi g) #crypto map outside_map interface outside

SR BREVPNREFZEMEMNATEANNER, BINATHREEA -

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination
static 10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-lookup

AR EAZETEE  ELABRNLEMARTFRNERFENYERA , XENATR AR E
RAef,

Ci sco- ASA(confi g) #object-group network 10.x.x.x_ SOURCE
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.4.4.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.2.2.0 255.255.255.0

Ci sco- ASA(confi g) #object network 10.x.x.x_DESTINATION
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.3.3.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.x.x.x_SOURCE 10.x.x.x_ SOURCE
destination static 10.x.x.x DESTINATION 10.x.x.xX_DESTINATION no-proxy-arp route-lookup

ASA 9.8(1)RE R4 _EERIKEV28E BBV

HRERASAR IS IE B EI1E BHIKEV2ER VPN |, BB TEE. BRAzureil EAEREHEY
VPN , 3t B R EfAzurefd F HELE UsePolicyBasedTrafficSelectors, ASAEBELE T VTl


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices

ERATEMNASAVTIEEEN , F2EERUE,

HER1. AN E ERBUAIKEV2:

Ci sco- ASA(confi g) #crypto ikev2 enable outside

HER2 FIBIKEV2E 1 R K

F X :Microsoft M EAEEAzure FRAMN S EIKEV2E 1R INE, TEHNEFZHBHEESR
o FIHHBM 2IRIEBIL AR Microsoft LIESR HIBEM ., tEAEFE REMicrosoftIIKEV2EB 1%
BERONEF. NEE—LRE |, mBiEMicrosoft AzureX &,

Ci sco- ASA(confi g) #crypto ikev2 policy 1

Ci sco- ASA(confi g-i kev2-policy) #encryption aes

Ci sco- ASA(confi g-i kev2-policy)#integrity sha

Ci sco- ASA(confi g-i kev2-policy) #group 2

Ci sco- ASA(confi g-i kev2-policy)#lifetime seconds 28800

SER3 FIBIKEV2BEER2 IPsecHF R, BEIMZEIPsecHF N Z £ 5|2 ikev2 ipsec-proposal ELiEE T :

protocol esp encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
B EespTTEME{mMd5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

FEE : MicrosoftZ2 fH & A EAzureF A4S E L 2P IPSecNZE M B B M &R, JIHM
B2 RE I A Microsoft WIESE HIRMEA, RS REMicrosoftdy 58 20 Bk IPSecB 14
BERONEF. NEE—LRE |, mBiEMicrosoft AzureX &,

Ci sco- ASA(confi g) #crypto ipsec ikev2 ipsec-proposal SET1
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp encryption aes
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp integrity sha-1

SERA FIBIETE

. ZHIEEMikev2E 2R ERIPSecERE
- BEER2 IPSechFHA ( TH& ) ( AR/ T TEBEN )
. PFS#R ( 7i& )

Fi&E : MicrosoftZ iy & A EAZzure i A V45 E B 2PE ER IPSecE FHIMPFSEB M &R, »HAY
B4 2B E I A B Microsoft g SR NIRMHAY ., Itk R AS B R EEMicrosoftiy S8 2P ER IPSecB 1t
ERINEH. MEE—DRP , FBiEMicrosoft AzureX 18,

Ci sco- ASA(confi g) #crypto ipsec profile PROFILE1

Ci sco- ASA(confi g-i psec-profil e)#set ikev2 ipsec-proposal SET1

Ci sco- ASA(confi g-i psec-profil e)#set security-association lifetime seconds 27000

Ci sco- ASA(confi g-i psec-profil e)#set security-association lifetime kilobytes unlimited
Ci sco- ASA(confi g-i psec-profil e)#set pfs none


/content/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-vti.html
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

HERS EIPsecBE TR RRER , WEEHFIPiu MIKEV2AR i MBRBERL AR

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikev2 local-authentication pre-shared-key cisco
Ci sco- ASA(confi g-tunnel -i psec) #ikev2 remote-authentication pre-shared-key cisco

HR6.EVIEE

. FTHIBSE N E RS : interface tunnel [number]

- FTHBEE N E R : nameif [name]

- BBRENE L TEENIPHLL : ip address [ip-address] [mask]

- VPNEAR# £ 1EFIBEER ST : tunnel source interface [int-name]

- Azure#8R3IPHb 31t : B3i&E B #£[Azure Public IP]

. IPSec IPv41E R : BiE#EKipsec ipv4

- ARBLVTIBIPSecE BfE R : R2E R EipsecHi & 1& = [profile-name]

Ci sco- ASA(confi g) #interface tunnel 100

Ci sco- ASA(confi g-if)#nameif vti

Ci sco- ASA(config-if)#ip address 169.254.0.1 255.255.255.252

Ci sco- ASA(confi g-i f)#tunnel source interface outside

Ci sco- ASA(confi g-if)#tunnel destination [Azure Public IP]

Ci sco- ASA(confi g-if)#tunnel mode ipsec ipv4

Ci sco- ASA(confi g-i f)#tunnel protection ipsec profile PROFILE1

SER7T EUBERBLEREBIEORE, ENMEHEREH , FRAUTSH S

route if_name dest_ip mask gateway_ip [distance]

H dest_ip M mask BAzureE B ZMELAYIPtist | 4]2010.0.0.0/24, gateway_ipABRFREN H F
W ENEMIPHEL ( FESRTFE ) |, H181169.254.0.2, lthgateway_ipHI B I 2 &R E R BBREN
H, B ERBEIPAELTFTEE,

Ci sco- ASA(confi g) #route vti 10.0.0.0 255.255.255.0 169.254.0.2

FTDEMIKEV1AHAE

HRARFTDE|Azure Y i5 2 2| U5 BEIKEV1 VPN |, BREE S SFTDE B EIFMC,

#/FE,SM Eﬁﬂi%ﬁ“ﬁﬁ%%ﬁgo %ﬂﬁi FMC dashboard > Devices > VPN > Site to Site.

Owverview Analysis Policdes BSIEEE Objects  AMP  Intelligence

Dévice Managémént  MAT VPN = Site To Site 068 Platform Séttings  FlexConfig  Cértificates

\ LN

Node A Hode B
Troubleshcating

re are no VPN Topologies. Create a topolegy by adding Firepower Device (or) Firepower Threat Defense Device.

*/FE%ZETL%E%H%‘: E_-F Add VPN Tﬁlgﬁflﬁlgg Firepower Threat Defense device .



Overview Analysis Policies JsLUTLSY Objects  AMP  Intelligence

Device Managernent NAT VPN = Site To Site Qas Platfarm Settings FlaxCanfig Certificates.

— O acavew -

Nede A | Wede B | | Fropowse Doy

Firepower Threat Defense Device

There are no VPN Topelogies. Create a topology by adding Firepower Device (or) Firepower Threat Defense Device.

5‘5@3.& Create new VPN Topology *ﬁ,@ ) ?E'Eiﬁ.‘_fﬁ'ﬂ Topology Name , E‘%*ﬁ*ﬁ IKEV1 Tﬂigﬂﬂjﬁiﬁ ) ?)S%Q%E
B ke HE, EATHHR  BELAESBMAESORES .

#E—-F Authentication Type Tit_\dllgﬁ , %&1&% Pre-shared manual key T:I_: Key ﬂConfirm Key I$*ﬁ1ﬁo

Create New VPN Topology

Topology Name:* Policy-Based-to-Azure  S—

Metwork Topology: +—= Point to Point % Hub and Spoke + Full Mesh

IKE Version:* —— 0 IKEvl [ | IKEv2

Endpoints IPsec Advanced
IKEv1 Settings
Paolicy:= preshared_sha_szes256_dh5 5 L @
Authentication Type: Pre-shared Automatic Key hd

Pre-shared Key Length:= Pre-shared Automatic Key

Pre-shared Manual Key < mmm—

IKEv2 Settings Certificate
Policy:= AES-GCM-NULL-SHA v

Authentication Type: Pre-shared Automatic Key w



Endpoints

IKEv]1 Settings
Policy:=
Authentication Type:
Key:*

Confirm Key:*

Advanced

preshared_sha_aes256_dh5 5

Pre-shared Manual Key

_—

Ap—

HERABEIBE N —B# 5| BURE EISAKMPRIESME R 1518, ER—BEH , B—T green plus
button ¥TIEFT AV ISAKMPRHE . 15TE RIS A BURIFAMFAVME, MZE, Diffie-Hellmanill, £
MEBRERE , ABRE—T save.

New IKEv1 Policy
MName:=

Description:

Priority:

Encryption:=

Hash:*

Diffie-Hellman Group:™
Lifetime:*

Authentication Method:>

Azure-policy-based |

—

|

| (1-65535)
3des — vl
SHA — v]
E -— |
88400 — | seconds (120-2147483647)
.Pre:hared Key IVI

(Lsave  J[. canca ]

SRS BLEIPsectREE P ER 25| B, BMZE ipsec HE , 1BFE static £ Crypto Map Type BRERF o &L —

T edit pencil Bl 7R IKEV1 IPsec Proposals 1 Transform Sets IZIH,



Create New VPN Topology

Topology Name:* Policy-Based-to-Azure
Network Topology: ~~ point to Point ¥ Hub and Spoke | %* Full Mesh
IKE Version:* IKEvl [ | IKEvZ

Endpoints IKE Advanced

Crypto Map Type: © Static ) Dynamic

Transform Sets: IKEv1 IPsec Pmpn IKEw2 IPsec Proposals,
‘ tunnel_aes256_sha

" | Enable Reverse Route Injection

" | Enable Perfect Forward Secrecy

Lifetime Duration®: 28800 Seconds (Range 120-2147483647)

Lifetime Size: 4603000 Kbytes (Range 10-2147483647)

| ESPv3 Settings

*ﬁﬁG.EﬁﬁE’JIPsecﬁﬁo T:I_: IKEv1 IPSec Proposal *E.E':F ) ?fi—-F green plus button J«X%ﬁfg—1¥ﬁ§ﬁ%
o RESPINBMESPHEZEH LEERBEBREMESIH , ARIE—T save.



New IKEv1 IPsec Proposal ? X

Mame:* |Azure—IPse::—prupﬂsar — |

Description:

ESP Encryption:™

ESP Hash:=

HER7. 7E IKEVL IPsec Proposal 3B , G T IPsecZR BE #7138 Z| Selected Transform Sets EP ¥ — T ok .

IKEv1 IPsec Proposal ? X

Available Transform Sets & @ Selected Transform Sets

|'-—£ Search | A\ tunnel_aes256_sha |
. ﬂ @ Azure-IPsec-proposal @

A tunnel_aes128_sha
#A tunnel_aes192_sha
'?ﬂ |

. tunnel_des_sha

HERBIRME ipsec HEH , BEMENEFHFERBNAN,



I Create New VPN Topology

Topology Name: * Policy-Based-to-Azure

|

K Metwork Topology: =~ point to Point % Hub and Spoke + Full Mesh
IKE Version:* IKEvl [ | IKEw2

Endpoints IKE m Advanced

Crypto Map Type: © Static ' Dynamic

Transform Sets: IKEv1 IPsec Proposals™® (_/" IKEv2 IPsec Proposals,
tunnel_aes?56_sha
Azure-IPsec-proposal

" | Enable Reverse Route Injection

| Enable Perfect Forward Secrecy

Lifetime Duration™: 28800 e Seconds (Range 120-2147483647)

Lifetime Size: 4608000 hb- Kbytes {(Range 10-2147483647)

| ESPv3 Settings

*ﬁﬁQ&Ebﬂ%ﬁ/iﬁiﬁE%ﬁ/i&ﬁ%ﬁ%o gﬂﬁ.fz Endpoints Eﬁo T:I_: Node A %Bi‘l\?zi—-F green plus

button SARTIE —ERTE0RE. EULEIHIH , BRAREFTDRA M T8,



Add Endpoint ? X

Device: [fravi  q— I~
Interface:* IEmﬂ —— ~ i
IP Address:* [Empty m— |v|@

"] This IP is Private

Connection Type: Bidirectional [~

Certificate Map: | |V]°

Protected Networks:*
O Subnet / IP Address (Network) (! Access List (Extended)

S BR10.7E Add Endpoint SRE H |, IEEETE Device MHLIBRERHEEFEHANYENEHMIPHUL,

SBNMBIEELRAMTEIRIZES , FEMZT Protected Networks , FREIR—T green plus button 22 37 $7 ¥
Ko

S EB12.1F Network Objects fRE 1 |, 3 —F green plus button 7E Available Networks FA A EE S T HY A it S &
BESRBHRHOX,

Network Objects

Available Networks & @ Selected Networks
|Q. Search

Byany

i any-ipvd
! any-ipvé
=2 1Pva-Benchmark-Tests

{3 1Pv4-Link-Local I]
55! IPva-Multicast

= IPv4-Private-10.0.0.0-8

5 IPv4-Private-172.16.0.0-12
5 1Pva-Private-192.168.0.0-16
2 IPvd-Private-All-RFC1918

[ ook

5 E#13.7F New Network Object IRE |, IS EH R |, A0 FEM B2 F 4/ /EE/FQDN, A%
, :Ef_-F Save .



New Network Object ?7 X

Name: 10CEl-TI0  —
Description:
Network: I Host I Range © Network s || FQDN

192.168.20.0/24] S —

Allow Owverrides:

T4 B E R FTIE F Selected Networks BP0 Network Objects R E I — T ok .J&— T ok £ Add
Endpoint *E@o

Network Objects ? X

Available Networks & @ Selected Metworks

| -}, Search | 5-51 local-ftd d

== local-ftd —
1% any

5_!_1 any-ipvd

s';l any-ipve

5'_51 IPv4-Benchmark-Tests
= IPv4-Link-Local

=i IPv4-Multicast

=1 IPv4-Private-10.0.0.0-8

& IPva-Private-172.16.0.0-12
5 IPv4-Private-192.168.0.0-16

[ T I I o T et R Bz ]

ﬁﬁ15i§§ﬁ%5%ﬁ% , Elttlj_‘@“q:' , afﬁ%ﬁ%%Azure%ﬁ%Eo ’T:I_: Create New VPN Topology *EE
, gﬂﬁ.fz Node B , %?ﬁﬁf—j: green plus button ﬁi?ﬁﬁﬁﬁgﬁﬁﬁilgﬁggo ;‘EE Extranet ﬁ%’ﬁ%ﬂaﬁﬁi
HHAMBHNFMCEENMEVPNE ZmE., EARENER (EEARHEN ) RHIPH#t,



Add Endpoint ? X
Device:* |Extrunet — |"| |
Device Name:* [Azure  opmm— |
Endpoints 1P Address:* [17.17.17.17  Smm— |

Certificate Map: vl@

Protected Networks:=

© Subnet / IP Address (Network) (_‘:-Aomsust

ok || cance

TRB16.EURRAERIZEREHR, EMZE Protected Networks , SR — T green plus button 118 F ¥
S

S EB17 1E Network Objects HEH ) B —T green plus button 1E Available Networks Eﬁ%ﬁﬁ%mizﬁo ®
New Network Object R & , IHEEH RN EE , WAAMEMBEIFE T /S E/MBEXR/FQDN , REE—T save.

New Network Object

Name: |Azu re-local m—

Description:

) Host O Range

172.16.200.0/2¢

Allow Overrides: ||

iﬁ']&iﬁ@ Network Objects *Eﬁ , ﬂ%%ﬁﬁ@l\iﬁﬁﬁ%ﬁiﬁﬂ Selected Networks %Bﬁﬂtﬁi_j: OK El’fi—-F
Ok 1 Add Endpoint {3 & o



Network Objects ? X

Available Networks €& @ Selected Networks

| -, Search |

é Azure-local ._M

1% any

é any-ipvd

é any-ipvs
I é IPvd-Benchmark-Tests

=l IPva-Link-Local

=l IPv4-Multicast

==l IPv4-Private-10.0.0.0-8

é IPvd-Private-172.16.0.0-12
I =—._!_1IPvd--Private-l?l.lE-E.D.D-lE

[ T N s T AR T =Y = = W= s

HER19.7E Create New VPN Topology RERE WU BE I MESH R R H ERNREZER/ZREMK, &

_-F Save .



I Create New VPN Topology ? % I

Topology Name:* Palicy-Based-to-Azure
| L
Network Topology: >+ Point to Point %% Hub and Spoke <* Full Mesh
IKE Version:= IKEvl [ IKEv2
IKE IPsec Advanced
Node A: ]
Device Name VPN Interface Protected Metworks
1.1.1.1 m&:ﬁ-iﬁ & @
Node B: ]
Device Name VPN Interface Protected Metworks

17.17.17.17 Azure-10Cal < — ra:|

1) Ensure the protected networks are allowed by access control policy of each device.

SER20.EFMCIEEHIEIR L , FR—T peploy EEALABHET |, BEFTDEE , AERIE—T Deploy .

SR EWTIINEL , VPNE BEASAKENELEME,

SEAER RN RERESRNIKEV2E AR H

HRAERMZEBRAOASA LR BT L EIKEV2 VPN |, 55 ERUTEE. BRAzureB EABERKE
HAVPN , 3 B 278 £ FiPowerShellZEAzured F # it & UsePolicyBasedTrafficSelector,

R BMicrosoft I A XN 4B 7 ERE R HAYAzure VPNERFE S FEHK
UsePolicyBasedTrafficSelectortV Bt &, MMRFRHLLSER , AR EAzure i Z I R 2B ESE T ITHE
, EE B ERAASAEEE T ER

EETEMASA IKEV2 ( BEMBHMEEEF ) WER , FSERERUE,
SB1.ENLNE LRBAIKEV2:

Ci sco- ASA(confi g) #crypto ikev2 enable outside

HER2 FIBIKEV2E 1 R KB


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps

XX Microsoft R MM B AEEAzure E AN IS EIKEV2E 1R IND, TEBMEMNEFHBMER
o HlIH B M R BRI 2\ BRI Microsoft IE R NIRH K, 1L ER 7 & FI 2K B Microsoftiy IKEv2 B
HESER, AR —LSRP , BHEMicrosoft Azure X .

Ci sco- ASA(confi g) #crypto ikev2 policy 1

Ci sco- ASA(confi g-i kev2-policy) #encryption aes

Ci sco- ASA(confi g-i kev2-policy)#integrity sha

Ci sco- ASA(confi g-i kev2-pol i cy) #group 2

Ci sco- ASA(confi g-i kev2-policy)#lifetime seconds 28800

HER3 EIPsecBMTEYRBER , WEEHF P MIKEV2A M AERBERLAEER

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikev2 local-authentication pre-shared-key cisco
Ci sco- ASA(confi g-tunnel -i psec) #ikev2 remote-authentication pre-shared-key cisco

SRARYT—EFHEEE , EEENMHZMBELCHWRE, EARHF  REBHNREERER
10.2.2.0F#3%/10.1.1. OE’JE_ EBWRE, MRGH B RZEFE , MIZRETUAITEZREEE.

H8ARESMAR , ATLLEY AFERE., 7. TRIPHEINSEHRNBT[NHERIBRAE, &
VREEARMNERFRNER , T PRARIMZEACLIMNATE A,

Ci sco- ASA(confi g) #object network 10.2.2.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.1.1.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0

Ci sco- ASA(conf i g) #access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24

S EB5 FIBIKEV2BE B2 IPseci &, TEHNZIPsec ikev2 ipseci BRI BRI TIEELZ LI -

protocol esp encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
B EespTTEME{mMd5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

X :MicrosoftZ Mty B A B Azure fE VIS ESE2ME ERIPSecin B M B M B &R, J/HH
B2 RIFEI AR Microsoft WIEF DIREM . MicrosoftiR {tHISE2FEERIPSec B EFA |, It
BLUEE, BrEE—LHRYE , mi&Microsoft AzureX &,

Ci sco- ASA(confi g) #crypto ipsec ikev2 ipsec-proposal SET1
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp encryption aes
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp integrity sha-1

SHROEEMZHMRIEHEARSTEUT THNATNE :
HE Py L

FEHBRENCERFIVEE

IKEV2EE 2R ER IPSeciz 2

-BE2PEERIPSeckEFHl ( AW AEN )


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

AR T LM ERE(PFS)RE , ZREE L — @M Diffie-Helman ¥ , ARNREBEER (&EH
2MEERRREN 2 BT , MRS ERAPFS )

Microsoft2 i iy & FA B2 Azure £ F Y 45 TE SE 2P EX IPSec A FHAMIPFS B4 & 3R,
JIHNBMREAEHIRE 2B A Microsoft AE.

Microsofti2 Y SE 2P EXIPSecB M E A , LWEALAE R, BEEE—FRA |, Ehi&Microsoft
Azurex £,

Ci sco- ASA(confi g) #crypto map outside_map 20 match address 100

Ci sco- ASA(confi g) #crypto map outside_map 20 set peer 192.168.1.1

Ci sco- ASA(confi g) #crypto map outside_map 20 set ikev2 ipsec-proposal myset

Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime seconds 27000
Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime kilobytes
unlimited

Ci sco- ASA(confi g) #crypto map outside_map 20 set pfs none

Ci sco- ASA(confi g) #crypto map outside_map interface outside

FREERVPNARETZEMEMNATR AR, EUNATEHERA

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination
static 10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-lookup

AR EFRZETER K SLABRNEESMERFHNEEFENERA , WENATRARE
Aef.

Ci sco- ASA(confi g) #object-group mnetwork 10.x.x.x_ SOURCE

Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.4.4.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.x.x.x DESTINATION

Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.3.3.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.x.x.x_ SOURCE 10.x.x.x_ SOURCE
destination static 10.x.x.x DESTINATION 10.x.x.x DESTINATION no-proxy-arp route-lookup

B

EASAFIAzureiBEA E TR ELE#® |, AzurefiSEREIVPNRZE, EALUERAU T THRIBERIRS
IERE :

1R
BEERCETE1RBRLLIE(SA):

IKEv2

BETXR , BRHIEUDPIES00 LA A\ 2B TEIP 192.168.1.248 22 2% i% B £ZIP 192.168.2.2M IKEV2
SA, BEE—EANBREREMEILNARFSA.


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

Ci sco- ASA# show crypto ikev2 sa
| KEv2 SAs:

Session-id: 44615, Status: UP-ACTIVE, | KE count:1, CH LD count:1

Tunnel -id Local Renot e
St at us Rol e

3208253 192.168. 1. 2/ 500 192. 168. 2. 2/ 500
READY I NI TI ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:5, Auth sign: PSK, Auth verify: PSK
Lifel/Active Tine: 86400/ 142 sec
*-->Child sa: local selector 192.168.0.0/0 - 192.168. 0. 255/ 65535
renote sel ector 192.168.3.0/0 - 192. 168. 3. 255/ 65535
ESP spi in/out: 0x9b60edc5/ 0x8e7a2el2

HWEE RN RUASAERBEHBENHFIP 192.168.2.2 HRIeR4E 7R A86388HWHIIKEV1 SA.

Ci sco- ASA# sh crypto ikevl sa detail
| KEvl SAs:
Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1 | KE Peer: 192.168.2.2

Type © L2 Rol e :initiator
Rekey : no State : MM_ACTI VE
Encrypt : aes Hash : SHA

Aut h . preshared Lifetime: 86400

Li feti me Remai ni ng: 86388

S8 2P B

Eﬁ?élPSec%le‘é‘EﬁiéBﬁHﬁ E',Eﬁi show crypto ipsec sa peer [peer-ip] .

Ci sco- ASA# show crypto ipsec sa peer 192.168.2.2
peer address: 192.168.2.2
Crypto map tag: outside, seq num 10, local addr: 192.168.1.2

access-1ist VPN extended permt ip 192.168.0.0 255.255.255.0 192.168. 3. 0 255. 255. 255.0
| ocal ident (addr/mask/prot/port): (192.168.0.0/255.255.255.0/0/0)

renote i dent (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

current _peer: 192.168.2.2

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICWP Errors rcvd: 0, #lnvalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.2/500, renpte crypto endpt.: 192.168.2.2/500
path ntu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df



ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 8E7A2E12
current inbound spi : 9B60EDC5

i nbound esp sas:

spi: O0x9B60EDC5 (2606820805)

SA State: active

transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, |KEv2, }

slot: 0, conn_id: 182743040, crypto-nmap: outside
sa timng: remaining key lifetime (kB/sec): (4193279/28522)
1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:

0x00000000 0x0000001F

out bound esp sas:

spi: Ox8E7A2E12 (2390371858)

SA State: active

transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, |KEv2, }

slot: 0, conn_id: 182743040, crypto-nmap: outside
sa timng: remaining key lifetime (kB/sec): (3962879/28522)
1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

BiBIPSec SAEXNEERE , HKMEER S , RAEHR
SAM —{EF B SPI 0x8E7A2E1ZE’JH:'|u£SA&§E§J§$t§€o

BRI ERRERER vpn -sessiondb 121 & B :

Ci sco- ASA#show vpn-sessiondb 121
Session Type: LAN-to-LAN

Connection : 192.168.2.2

Index : 44615 | P Addr : 192.168.2.2

Protocol : IKEv2 |Psec

Encryption : I KEv2: (1)AES256 |Psec: (1)AES256
Hashing : I KEv2: (1)SHAl |Psec: (1)SHAL

Bytes Tx : 400 Bytes Rx : 400

Login Time : 18:32:54 UTC Tue Mar 13 2018
Duration : Oh:05m 22s

o —{8#% & SPI 0x9B60EDC5HI A ¥4

I T Tx: M Bytes Rx: B R EBiBIPSec SAEIEFMIZWH & R FHEES.

SRR

HER1 BFEASAE R FTAzure AR AR M E L EWBIVPNRE, BRI , BT ARALEEF iR
BB E@ping , YEASALEEER THBEUREREWRIIZERS

capture [cap-name] interface [if-name] match [protocol] [src-ip] [src-mask] [dest-ip] [dest-mask]

show capture [cap-name]

Ci sco- ASAftcapture inside interface inside match ip host [local-host] host [remote-host]

Ci sco- ASA#tshow capture inside



2 packets captured

1: 18:50:42.835863 192.168.0.2 > 192.168.3.2: icnp: echo request
2: 18:50:42.839128 192.168.3.2 > 192.168.0.2: icnp: echo reply
2 packets shown

MREBIFRBAzureIEERE , BIIEHEEVPNILEEZBRE
MRFREFTFE , FREENEEERTERRAIIASA,
MRBBRFRE , BEREAzureV O BEREFFE , AEERERR.
SR BMBASARTNE L BB RE RS EMAASARIE I HEIVPN:

EEICMPEIFEZEK
packet-tracer input [inside-interface-name] icmp [inside-host-ip] 8 0 [azure-host-ip] detail

ST M Packet TracerfE IS AT I EEIKRE : https://community.cisco.com:443/t5/security-
knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976

Ci sco- ASA# packet-tracer input inside icmp 192.168.0.2 8 0 192.168.3.2 detail

Phase: 1
Type: CAPTURE
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6cl9afb0al, priority=13, donmai n=capture, deny=fal se
hits=3, user_dat a=0x7f6c19af b9b0, cs_i d=0x0, | 3_type=0x0
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0000. 0000. 0000
i nput _i f c=i nsi de, output_ifc=any

Phase: 2
Type: ACCESS- LI ST
Subt ype:
Resul t: ALLOW
Confi g:
Implicit Rule
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c195971f0, priority=1, domai n=pernit, deny=false
hi ts=32, user_data=0x0, cs_id=0x0, |3_type=0x8
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i f c=i nsi de, output_ifc=any

Phase: 3

Type: ROUTE-LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

found next-hop 192.168.1.1 using egress ifc outside

Phase: 4
Type: NAT
Subt ype: per-session


https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976
https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976

Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c19250290, priority=0, domai n=nat-per-session, deny=true

hits=41, user_data=0x0, cs_id=0x0, reverse, use_real _addr, flags=0x0, protocol =0

src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 5
Type: | P-OPTI ONS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c1987c120, priority=0, domai n=inspect-ip-options, deny=true
hi t s=26, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 6
Type: QCS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c19a60280, priority=70, donmai n=qos-per-cl ass, deny=false

hi t s=30, user_dat a=0x7f 6c19a5c030, cs_i d=0x0, reverse, use_real _addr, flags=0x0,

prot ocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 7
Type: | NSPECT
Subt ype: np-inspect
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c1983ab50, priority=66, donmai n=i nspect-icnp-error, deny=fal se

hi ts=27, user_dat a=0x7f6c1987af c0, cs_i d=0x0, use_real _addr, flags=0x0, protocol=1

src ip/id=0.0.0.0, nmask=0.0.0.0, icnp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icnp-code=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 8
Type: VPN
Subt ype: encrypt
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
out id=0x7f6cl9afelal, priority=70, domai n=encrypt, deny=fal se

hits=2, user_data=0x13134, cs_i d=0x7f6c19349670, reverse, flags=0x0, protocol =0

src ip/id=192.168. 0.0, nmask=255.255.255. 0, port=0, tag=any
dst ip/id=192.168.3.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=outside

Phase: 9



Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 43, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_tracer_drop

snp_fp_inspect _i p_options
snp_fp_inspect _icnp

snp_f p_adj acency

snp_f p_encrypt

snp_f p_fragnment

snp_i fc_stat

Modul e information for reverse flow ...
Resul t:

input-interface: inside

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up
Action: allow

AR NATERRBRRE (BERLEN ) . BREVPNRE LREBRETNATEIL,

teS , FEEREE outputinterface IETE — XA RERAMEZHIRAYIEN M NERFBEN H.
BARREIEAFIEERREER,

IR VPNPEERFE R ENCRYPT: ALLOW P | BREEC B |, B LB R R T encapsiiIPSec SA,

S ER2.1. 10 R encrypT: ALLOW A FEpacket tracerd & F,

BEER L EIPsec SAMEA show crypto ipsec sa.

BRLEASTELHTHE  URIFNEERTRRASAEEN , ERHAzure KM EEE.
$EB2.2. 008 encrypT:DROP Al fEpacket tracerh & F,

VPNI%J_FJ'_'!*E_L BEREHS, EREEHAFABBERNAEREN. E{Tdebugs A iR REE i
&iﬁmﬁh%iu%ﬁﬁlo

B K BREBEZNKERAREERUKkeBAERER BB NEREER

Ci sco- ASAtf{debug crypto ike-common 255

Ci sco- ASA# Mar 13 18:58: 14 [| KE COWON DEBUG Tunnel Manager di spatching a KEY_ACQU RE nessage to
| KEvl. Map Tag = outside. Map Sequence Number = 10.

MREBMBVPNARERKE Zlike-commonFAREH , A EERBREEIENZER B ESRE
, REBEZE L ARBAMZikevl/ikev2, (FHREMZEENERLESE,

MR ike-commonFARBE RO HBEINZER , FRAFKER EMRAUEIERRE RS EE X EEMSEH
AzureiBERZERF KB E,



IKEV1

AEREKRETENikev1 AFRBREN DM,

Ci sco- ASA#debug crypto ikevl 127
Ci sco- ASA#debug crypto ipsec 127

IKEv2

AJATE ML R B ST B Y ikev2RERABREM D .

Ci sco- ASA#tdebug crypto ikev2 platform 127
Ci sco- ASA#tdebug crypto ikev2 protocol 127
Ci sco- ASA#tdebug crypto ipsec 127


https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
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