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Current configuration

!

version 12.4

service tinestanps debug uptinme

service tinestanps |og uptinmnme

no service password-encryption

!

host nane goss- 2621

!

i p subnet-zero

!

ip audit notify |og

ip audit po max-events 100

i sdn voice-call-failure 0

cns event-service server

!

!--- IKE Policy crypto isakmp policy 10
hash md5
authentication pre-share

crypto isakmp key ciscol23 address 10.99.99.2

crypto ipsec transform-set myset esp-des esp-md5-hmac
1

crypto map mymap local-address FastEthernet0/1
! --- IPSec Policy crypto map mymap 10 ipsec-isakmp
set peer 10.99.99.2
set transform-set myset
! --- Include the private-network-to-private-network
traffic !--- in the encryption process. match address
101
!
controller T1 1/0
!
interface FastEthernet0/0
i p address 10.2.2.1 255.255.255.0
no i p directed-broadcast
dupl ex auto
speed auto

nterface FastEthernet0/1

ip address 10.1.1.2 255.255.255.0
no i p directed-broadcast

dupl ex auto

speed auto

I--- Apply to interface. crypto map mymap
]

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1

no ip http server

! --- Include the private-network-to-private-network

traffic !--- in the encryption process. access-list 101
permit ip 10.2.2.0 0.0.0.255 10.3.3.0 0.0.0.255

line con O

transport input none

line aux 0O

line vty 0 4

|
no schedul er allocate
end

Cisco PIXBs K ilEh o Bl B




fixup protocol dns maxi mum|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

!--- The fixup protocol esp-ike command is di sabl ed by
defaul t.

fixup protocol esp-ike

i p address outside 10.99.99.1 255.255.255.0

i p address inside 10.1.1.1 255.255.255.0

!--- Range of registered IP addresses for use. ¢l oba
(outside) 1 10.99.99.50-10.99.99.60 !--- Translate any
internal source address when !--- going out to the
Internet. nat (inside) 1 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 10.99.99.12 10.1.1.2 netmask
255.255.255.255 0 0

!--- or access-list acl-out permit esp host 10.99.99.2
host 10.99.99.12

access-list acl-out permit udp host 10.99.99.2 host
10.99.99.12 eq isakmp

access-list acl-out permit udp host 10.99.99.2 host
10.99.99.12 eq 4500

!--- It is important to permit UDP port 4500 for NAT-T
because the PIX is acting !--- as a NAT device between
the routers. access-group acl-out in interface outside
i saknmp enabl e outside isaknmp enabl e inside Conmand
configured in order to enable NAT-T isaknp nat-traversa
20 route outside 0.0.0.0 0.0.0.0 99.99.99.2 1 route
inside 10.2.2.0 255.255.255.0 10.1.1.2 1

X : fixup protocol esp-ikef B REAARLE, 053 2 Hfixup protocol esp-ikedn © , BI& 5
FREZASIE |, ¥ HPIXPh A B R EBABRMAESHIR(KE)NRE, TEBESPRERIPATEIR, It
A, R Aesp-ikef&1E |, BIEFEMNE LHEEZBAInternetZ 2 BB SREEHE
(ISAKMP),

23660 R

version 12.4

service tinestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
|

host nane goss- 3660

|

i p subnet-zero

|

cns event-service server

|

!-—— IKE Policy crypto isakmp policy 10




hash md5
authentication pre-share
crypto isakmp key ciscol23 address 10.99.99.12

crypto ipsec transform-set myset esp-des esp-md5-hmac

!
crypto map mymap local-address FastEthernet0/0
! --- IPSec Policy crypto map mymap 10 ipsec-isakmp
set peer 10.99.99.12
set transform-set myset
! --- Include the private-network-to-private-network
traffic !--- in the encryption process. match address
101
!
interface FastEthernet0/0
ip address 10.99.99.2 255.255.255.0
no ip directed-broadcast
ip nat outside
dupl ex auto
speed auto
!--- Apply to interface. crypto map mymap
]
interface FastEthernet0/1
ip address 10.3.3.1 255.255.255.0
no ip directed-broadcast
ip nat inside
dupl ex auto
speed auto

nterface Ethernet3/0

no i p address

no ip directed-broadcast
shut down

nterface Serial 3/0

no i p address

no ip directed-broadcast
no i p nroute-cache

shut down

nterface Ethernet3/1

no i p address

no ip directed-broadcast
nterface Ethernet4/0

no i p address

no ip directed-broadcast
shut down

nterface TokenRi ng4/0
no i p address
no ip directed-broadcast
shut down
ri ng-speed 16
I
!'--- Pool from which inside hosts translate to !---
globally unique 10.99.99.0/24 network. ip nat pool
OUTSIDE 10.99.99.70 10.99.99.80 netmask 255.255.255.0

the

! -—- Except the private network from the NAT process.

ip nat inside source route-map nonat pool OUTSIDE
i p classless
ip route 0.0.0.0 0.0.0.0 10.99.99.1
no ip http server
I

! --- Include the private-network-to-private-network




traffic !--- in the encryption process. access-list 101
permit ip 10.3.3.0 0.0.0.255 10.2.2.0 0.0.0.255
access-list 101 deny ip 10.3.3.0 0.0.0.255 any

! -—- Except the private network from the NAT process.
access-list 110 deny ip 10.3.3.0 0.0.0.255 10.2.2.0
0.0.0.255

access-list 110 permit ip 10.3.3.0 0.0.0.255 any
route-map nonat permit 10

match ip address 110

]

line con O

transport input none

line aux 0O

line vty 0 4
!

end

i

ERASHRE , BENENERRE EEERF.
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. show crypto ipsec sa — B RFE2ME R LT 2 B,
- show crypto isakmp sa — B R 551 R L £ BB
- show crypto engine connections active — AR BR MZEFFEZHNER D

4 37

ERASHAE , BERETRER.

SMYERIED
BHEE : 5 debug IS 281 , B2 B EEI Debug ETHWEEE .

- debug crypto engine — B R IMZRIHRE.
- debug crypto ipsec — FIR 1R B B 28 IPSectfi’ .
- debug crypto isakmp — FAR 15 B ER 19 ISAKMP 174

ARz 2B

. clear crypto isakmp — JEBRIKEZ £ Ba B,
. clear crypto ipsec sa — & BRIPSec&Z £ EaH#
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