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FEXBEARLANZILANRREE , EEB SRS HRFBEAMNEIRERE (ezvpn).
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£/ debug IS 2 HT , MASEER Debug EENEEEA,

E IR R

- debug crypto isakmp
- debug crypto ipsec
- debug crypto kmi

|OSE4 i 25 L il

Pk T

crypto i saknp policy 10
aut henti cation pre-share

crypto i saknp key cisco address ipv6 ::/0

crypto ipsec transformset TRA esp-aes esp-sha-hnac
node transport


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

crypto i psec profile PRO
set transformset TRA

interface Tunnel 23

i p address 192.168.23.2 255.255.255.0
i pv6 address FE80::23:2 I|ink-Iocal
tunnel source Ethernet0/0

tunnel node ipsec ipv6

tunnel destination 2001: DB8::3
tunnel protection ipsec profile PRO

% — iR

crypto i saknp policy 10
aut henti cation pre-share

crypto i saknp key cisco address ipv6 ::/0

crypto i psec transformset TRA esp-aes esp-sha-hnmac
node transport

crypto i psec profile PRO
set transformset TRA

interface Tunnel 23

i p address 192. 168. 23.3 255. 255. 255.0
i pv6 address FE80::23:3 |ink-Iocal
tunnel source Ethernet0/0

tunnel node ipsec ipv6

tunnel destination 2001: DB8::2
tunnel protection ipsec profile PRO

o
|OSE B 88 i

FHEXHEE1(MM1)

IKERYH] IR 2R 2 4E -

. N
. Diffie-hellman(DH)#2
- EFH

*Sep 21 08:33:43.377: | SAKWP (0) : received packet from 2001: DB8::2 dport 500
sport 500 d obal (N) NEW SA

*Sep 21 08:33:43.377: | SAKWP: Created a peer struct for 2001: DB8::2, peer port
500

*Sep 21 08:33:43.377: | SAKMP: New peer created peer = 0x8E45588

peer _handl e = 0x8000000A

*Sep 21 08:33:43.377: | SAKWP: Locking peer struct Ox8E45588, refcount 1 for



crypt o_i saknp_process_bl ock

*Sep 21 08:33:43.377: | SAKMP: |ocal port 500, renpte port 500

*Sep 21 08:33:43.377: | SAKMP: (0):insert sa successfully sa = 6D12A00

*Sep 21 08:33:43.377: | SAKMP: (0):Input = | KE_LMESG FROM PEER, | KE_MM EXCH
*Sep 21 08:33:43.377: |SAKMP: (0): Od State = | KE_READY New State = | KE_R_MVL
*Sep 21 08:33:43.377: | SAKMP: (0): processing SA payl oad. nessage ID =0

*Sep 21 08:33:43.377: | SAKMP: (0):found peer pre-shared key matchi ng 2001:
DB8: : 2

*Sep 21 08:33:43.377: | SAKWMP: (0): local preshared key found

*Sep 21 08:33:43.377: | SAKMP: Scanning profiles for xauth ...

*Sep 21 08:33:43.377: | SAKMP: (0):Checking | SAKMP transform 1 against priority
10 policy

*Sep 21 08:33:43.377: | SAKMP: encrypti on DES- CBC

*Sep 21 08:33:43.377: | SAKMP: hash SHA

*Sep 21 08:33:43.377: | SAKMP: default group 1

*Sep 21 08:33:43.377: | SAKMP: aut h pre-share

*Sep 21 08:33:43.377: | SAKMP: life type in seconds

*Sep 21 08:33:43.377: | SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80
*Sep 21 08:33:43.377: | SAKMP: (0):atts are acceptable. Next payload is 0

*Sep 21 08:33:43.377: | SAKMP: (0):Acceptable atts:actual life: 0O

*Sep 21 08:33:43.377: | SAKWMP: (0):Acceptable atts:life: O

*Sep 21 08:33:43.377: ISAKMP: (0):Fill atts in sa vpi_length:4

*Sep 21 08:33:43.377: ISAKMP: (0):Fill atts in sa life_in_seconds: 86400

*Sep 21 08:33:43.377: | SAKMP: (0): Returning Actual lifetime: 86400

*Sep 21 08:33:43.377: | SAKWMP: (0):: Started lifetime tinmer: 86400.

*Sep 21 08:33:43.377: | SAKMP: (0):Input = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Sep 21 08:33:43.377: |ISAKMP: (0): Od State = IKER. ML New State = | KE_R_MVL

MEBEE :

crypto i saknp policy 10
aut henti cation pre-share

FHKEB2(MM2) — EHEEXEH

*Sep 21 08: 33:43. 377
peer _port 500 (R) MM SA SETUP

*Sep 21 08:33:43.377: | SAKMP: (0):
*Sep 21 08:33:43.377: | SAKMP: (0)
| KE_PROCESS_COVPLETE

*Sep 21 08:33:43.377: | SAKMP: (0):
F K H 2 3(MM3)

SIE -

- WERR L HEEFE(NATIRER
. DHR #5801

*Sep 21 08:33:43.381: | SAKMP (0):
sport 500 G obal (R} MV _SA SETUP
*Sep 21 08:33:43.381: | SAKMP: (0)
*Sep 21 08:33:43.381: | SAKMP: (0):
*Sep 21 08:33:43.381: | SAKMP: (0):
*Sep 21 08:33:43.393: | SAKMP: (0):

| SAKMP: (0):

sendi ng packet to 2001: DB8::2 my_port 500

Sendi ng an | KE | Pv6 Packet .
: I nput | KE_MESG | NTERNAL,

Od State = IKER MM New State = | KE_ R M\2

recei ved packet from 2001: DB8::2 dport 500

;I nput = | KE_MESG FROM PEER, | KE_MM EXCH
ad State IKEER_ MV2 New State | KE_LR_MvB
processi ng KE payl oad. message ID =0

processi ng NONCE payl oad. nmessage ID =0



*Sep 21 08
DB8: : 2
*Sep 21 08
*Sep 21 08
*Sep 21 08
*Sep 21 08
*Sep 21 08
*Sep 21 08
m smat ch
*Sep 21 08
*Sep 21 08

33:43.393: | SAKMP: (0):found peer pre-shared key matching 2001:

33:43.393: | SAKMP: (1011): processing vendor id payl oad
33:43.393: | SAKMP: (1011): vendor IDis DPD

33:43.393: | SAKMP: (1011): processing vendor id payl oad
33:43.393: | SAKMP: (1011): speaking to another |OS box!
33:43.393: | SAKMP: (1011): processing vendor id payl oad
33:43.393: | SAKMP: (1011): vendor |ID seenms Unity/DPD but mjor O

33:43.393: | SAKMP: (1011): vendor 1D is XAUTH
33:43.393: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Sep 21 08
| KE_R_MVB

33:43.393: |SAKMP: (1011): Od State = IKE R MVB New State =

FHEEE4(MM4)

o

. NAT#

RS

. DHX Ry 18

*Sep 21 08
500 peer_po
*Sep 21 08
*Sep 21 08

33:43.405: | SAKMP: (1011): sending packet to 2001: DB8::2 ny_port
rt 500 (R) MM _KEY_EXCH

33:43.405: | SAKMP: (1011): Sending an | KE | Pv6 Packet.

33:43.405: | SAKMP: (1011): 1 nput = | KE_MESG | NTERNAL,

| KE_PROCESS _COWVPLETE

*Sep 21 08
| KE_R_MW

33:43.405: | SAKMP: (1011): O d State = IKER MMB New State =

FHHEB5(MM5) — RUBRREIXH 56

o

S
- EE

*Sep 21 08
500 sport 5
*Sep 21 08
*Sep 21 08
| KE_R_MVB

*Sep 21 08
*Sep 21 08
next
type
addr
pr ot
port
| eng
*Sep 21 08
*Sep 21 08
*Sep 21 08
protocol 1
*Sep 21 08
*Sep 21 08

33:43.425: | SAKMP (1011): received packet from 2001: DBS8::2 dport
00 G obal (R} MV KEY_EXCH

33:43.425: | SAKMP: (1011):Input = | KE_MESG FROM PEER, | KE_MM EXCH
33:43.425: | SAKMP: (1011): O d State = IKEER MM New State =

33:43.425: | SAKMP: (1011): processing |ID payload. nessage ID =0
33:43.425: | SAKMP (1011): | D payl oad

-payload : 8
.5
ess . 2001: DBS8::2
ocol 117
. 500
th 124

33:43.425: | SAKMP: (0):: peer matches *none* of the profiles
33:43.425: | SAKMP: (1011): processing HASH payl oad. nessage ID = 0
33:43.425: | SAKMP: (1011): processing NOTI FY | NI TI AL_CONTACT

spi 0, nmessage ID = 0, sa = 0x6D12A00

33:43.425: | SAKMP: (1011): SA authentication status: authenticated
33:43.425: | SAKMP: (1011): SA has been authenticated with 2001:



DB8: : 2

*Sep 21 08:33:43.425: | SAKMP: (1011): SA authentication status: authenticated
*Sep 21 08: 33:43.425: | SAKMP: (1011): Process initial contact, bring down
existing phase 1 and 2 SA's with local 2001: DB8::3 renote 2001: DB8::2
renmote port 500

*Sep 21 08:33:43.425: | SAKWMP: Trying to insert a peer 2001: DBS8::3/2001:
DB8::2/500/, and inserted successfully 8E45588

*Sep 21 08:33:43.425: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Sep 21 08:33:43.425: | SAKMP: (1011): O d State = IKER MMb New State =
| KE_R_MVb

FHAEB6(MMe) — BREREEHE M, F1RTR.

o

- B SFREENERTE
- FREERNRBEENRKRE

*Sep 21 08:33:43.425: | PSEC(key_engine): got a queue event with 1 KM nmessage(s)
*Sep 21 08:33:43.425: | SAKMP: (1011): SA is doing pre-shared key authentication
using id type | D | PV6_ADDR
*Sep 21 08:33:43.425: | SAKWMP (1011): | D payl oad

next - payl oad : 8

type 5

addr ess : 2001: DB8::3
pr ot ocol o 17

port : 500

I ength 1 24

*Sep 21 08:33:43.425: | SAKMP: (1011): Total payload |ength: 24

*Sep 21 08:33:43.425: | SAKMP: (1011): sendi ng packet to 2001: DB8::2 ny_port
500 peer_port 500 (R MM _KEY_EXCH

*Sep 21 08:33:43.425: | SAKMP: (1011): Sending an | KE | Pv6 Packet.

*Sep 21 08:33:43.425: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_COWPLETE

*Sep 21 08:33:43.425: | SAKMP: (1011): O d State = IKE R MVb New State =

| KE_P1_COVPLETE

FERREE :

crypto isaknp identity ..

PIEE R E B 1(QM1)

*Sep 21 08:33:43.433: | SAKMP (1011): received packet from 2001: DB8::2 dport
500 sport 500 G obal (R QV.IDLE

*Sep 21 08: 33:43.433: | SAKMP: set new node 1371333358 to QVL.I DLE

*Sep 21 08:33:43.433: | SAKWMP: (1011): processing HASH payl oad. nmessage ID =
1371333358

*Sep 21 08:33:43.433: | SAKMP: (1011): processing SA payl oad. message ID =
1371333358

*Sep 21 08:33:43.433: | SAKMP: (1011): Checking | PSec proposal 1

*Sep 21 08:33:43.433: ISAKMP: transform 1, ESP_AES

*Sep 21 08:33:43.433: ISAKMP: attributes in transform:
*Sep 21 08:33:43.433: ISAKMP: encaps is 1 (Tunnel)
*Sep 21 08:33:43.433: ISAKMP: SA life type in seconds

*Sep 21 08:33:43.433: ISAKMP: SA life duration (basic) of 3600



*Sep 21 08:33:43.433: ISAKMP: SA life type in kilobytes

*Sep 21 08:33:43.433: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
*Sep 21 08:33:43.433: ISAKMP: authenticator is HMAC-SHA
*Sep 21 08:33:43.433: ISAKMP: key length is 128

*Sep 21 08:33:43.433: | SAKMP: (1011):atts are acceptable
*Sep 21 08:33:43.433: | PSEC(val i dat e_proposal _request): proposal part #1
*Sep 21 08:33:43.433: | PSEC(val i dat e_proposal _request): proposal part #1
(key eng. nsg.) | NBOUND | ocal = 2001: DB8::3:0, renote= 2001: DB8::2:0
local_proxy= ::/0/256/0,
remote_proxy= ::/0/256/0,

protocol = ESP, transform= NONE (Tunnel),

|'i fedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Sep 21 08:33:43.433: | SAKMP: (1011): processi ng NONCE payl oad. nmessage ID =
1371333358
*Sep 21 08:33:43.433: | SAKMP: (1011): processing | D payl oad. nmessage ID
1371333358
*Sep 21 08: 33:43.433: | SAKMP: (1011): processing | D payl oad. message ID =
1371333358
*Sep 21 08:33:43.433: | SAKWMP: (1011): QM Responder gets sp
*Sep 21 08:33:43.433: | SAKMP: (1011): Node 1371333358, Input =
| KE_MESG_FROM PEER, | KE_QM EXCH
*Sep 21 08:33:43.433: | SAKMP: (1011): Od State = | KE_.QV READY New State =
| KE_QM_SPI _STARVE

MEBEE :

tunnel node ipsec ipv6

PRI E B 2(QM2)

aFE

- R IR EE S B
EEMEZBEMBECNRESS

*Sep 21 08:33:43.433: | SAKMP: (1011): sending packet to 2001: DB8::2 ny_port
500 peer_port 500 (R) QVLIDLE
*Sep 21 08:33:43.433: | SAKMP: (1011): Sending an I KE | Pv6 Packet.
*Sep 21 08:33:43.433: | SAKMP: (1011): Node 1371333358, Input =
| KE_MESG | NTERNAL, | KE_GOT_SPI
*Sep 21 08:33:43.433: |SAKMP: (1011): Od State = | KE_QM SPI_STARVE New
State = | KE_QM R _Qw
*Sep 21 08:33:43.437: | PSEC(key_engine): got a queue event with 1 KM nessage(s)
R3(config-if)#
*Sep 21 08:33:43.437: | PSEC(crypto_i psec_create_ipsec_sas): Mp found
Tunnel 23- head- 0
*Sep 21 08:33:43.437: | PSEC(crypto_i psec_sa _find_ident_head): reconnecting
with the sane proxies and peer 2001: DB8::2
*Sep 21 08:33:43.437: |IPSEC(create_sa): sa created
(sa) sa_dest= 2001: DB8::3, sa_proto= 50,
sa_spi = 0x221A7153(572158291),
sa_trans= esp-aes esp-sha-hnac , sa_conn_id= 305
sa_lifetinme(k/sec)= (4608000/3532)
*Sep 21 08:33:43.437: |IPSEC(create_sa): sa created
(sa) sa_dest= 2001: DB8::2, sa_proto= 50,
sa_spi = Ox45F16A9A(1173449370),
sa_trans= esp-aes esp-sha-hnac , sa_conn_id= 306
sa_lifetinme(k/sec)= (4608000/3532)



TERREE :

crypto i psec transformset TRA esp-aes esp-sha-hnmac
node transport

crypto i psec profile PRO

set transformset TRA

interface tunnel 23

tunnel node ipsec ipv6

tunnel protection ipsec profile PRO

PEEREB3(QM3) — BE-—KEEE R , BENEERE

*Sep 21 08:33:43.437: %LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel23,
changed state to up

*Sep 21 08:33:43.437: | SAKMP (1011): received packet from 2001: DB8::2 dport
500 sport 500 G obal (R QVL.IDLE

*Sep 21 08:33:43.437: | SAKWMP: (1011): deleting node 1371333358 error FALSE
reason "QM done (await)"

*Sep 21 08:33:43.437: | SAKMP: (1011): Node 1371333358, Input =

| KE_MESG_FROM PEER, | KE_QM EXCH

*Sep 21 08:33:43.437: ISAKMP: (1011): 0Old State = IKE QM _R_QM2 New State =
IKE QM _PHASE2 COMPLETE

*Sep 21 08:33:43.437: | PSEC(key_engine): got a queue event with 1 KM nessage(s
*Sep 21 08:33:43.437: | PSEC(key_engi ne_enabl e_outbound): rec'd enable notify
from | SAKMP

|OSE% 8% — R B AR

FHERHEB1(MM1) — $01RER

o
. LFEXID(VID)

l—‘ﬂ/\E

- B2

- B1EERER

. IKEZR 4 BIB(SA)

. IPSecB ASAE IR

*Sep 21 08:33:43.245: Y%CRYPTO 6-1 SAKMP_ON OFF: | SAKMP is ON
*Sep 21 08:33:43.245: | PSEC(sa ident sadb root initialize created I Pv6 ACL %)
Tunnel 23- head- 0- 65537- Tunnel 23- head- 0- ACL- 6- | PSECV6- ACL
*Sep 21 08:33:43.245: | PSEC(recal culate_nmtu) : reset sadb_root 79E82A8 ntu to
1500
*Sep 21 08:33:43.245: | PSEC(adjust_ntu) : adjusting ident ip mu from 1460 to
1500,
(identity) local= 2001: DB8::2:0, renpte= 2001: DB8::3:0,
| ocal _proxy= ::/0/256/0,
renote_proxy= ::/0/256/0
*Sep 21 08:33:43.245: | PSEC(adjust_ntu): adjusting path ntu from 1460 to 1500,
(identity) local= 2001: DB8::2:0, renpte= 2001: DB8::3:0,
| ocal _proxy= ::/0/256/0,
renote_proxy= ::/0/256/0
*Sep 21 08:33:43.245: | PSEC(sa_request):



(key eng. nsg.) OUTBOUND | ocal = 2001: DBS8::2:500, renote= 2001: DBS8:: 3:500,
| ocal _proxy= ::/0/256/0
renot e_proxy= ::/0/256/0,

transforne esp-aes esp-sha-hmac (Tunnel),

|'i fedur= 3600s and 4608000kb,

pr ot ocol = ESP

spi = 0x0(0),
*Sep 21 08:33:43.245: | SAKWP
*Sep 21 08:33:43.245: | SAKWP
500
*Sep 21 08:33:43.245: | SAKWP
0x80000008
*Sep 21 08:33:43.245: | SAKWP
i saknmp_initiator
*Sep 21 08:33:43.245: | SAKWP
*Sep 21 08:33:43.245: | SAKWP
*Sep 21 08:33:43.245: | SAKWP
*Sep 21 08:33:43.245: | SAKWP,
node.
*Sep 21 08:33:43.245: | SAKWP,
DB8: : 3
*Sep 21 08:33:43.245: | SAKWP,
*Sep 21 08:33:43.245: | SAKWP,
*Sep 21 08:33:43.245: | SAKWP,
*Sep 21 08:33:43.245: | SAKWP,
peer _port 500 (1) MMV _NO _STATE
*Sep 21 08:33:43.245: | SAKWP,
MBI E

crypto i saknp policy 10
aut henti cation pre-share

conn_i d= 0, keysize= 128, flags= 0x0

(0): SA request profile is (NULL)
Created a peer struct for 2001: DB8::3, peer port

New peer created peer = 0x9344BE8 peer_handle =
Locki ng peer struct 0x9344BE8, refcount 1 for

| ocal port 500, renmpte port 500

set new node 0 to QV.IDLE

(0):insert sa successfully sa = 944C840

(0):Can not start Aggressive node, trying Main
(0):found peer pre-shared key matching 2001:
(0):1nput = | KE_ MESG FROM | PSEC, | KE_SA REQ WM
(0): AOd State = | KE_ READY New State = | KE_| _MVL
(0): begi nning Main Mbde exchange

(0): sending packet to 2001: DB8::3 my_port 500

(0): Sending an I KE | Pv6 Packet.

FHREB2MM2) — B WD IRBHEA

aFE

- BERREZEANMRER R SR W EE I E(SAKMP) KR
- IKE SA

*Sep 21 08:33:43

sport 500 d oba

*Sep
*Sep

*Sep
*Sep

DB8: :

*Sep
*Sep
*Sep

21
21

21
21
3

21
21
21

10 policy

*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep

21
21
21
21
21
21
21
21

08:
08:
08:
08:
08:
08:
08:
08:

1 33:
1 33:

1 33:
1 33:

1 33:
1 33:
1 33:

33:
33:
33:
33:
33:
33:
33:
33:

43.
43.

43.
43.

43.
43.
43.

43.
43.
43.
43.
43.
43.
43.
43.

249:

(N

249:
249:

249:
249:

249:
249:
249:

249:
249:
249:
249:
249:
249:
249:
249:

| SAKMP (0): received packet from 2001: DB8::3 dport 500

MM _NO_STATE

| SAKMP:  (0): I nput = | KE_MESG FROM PEER, | KE_MM EXCH

| SAKMP: (0): Od State = IKEI_MVML New State = | KE_| MR
| SAKMP; (0): processing SA payload. nmessage ID =0

| SAKMP: (0):found peer pre-shared key matching 2001

| SAKMP: (0): local preshared key found

| SAKMP : Scanning profiles for xauth ...

| SAKMP; (0): Checking | SAKMP transform 1 against priority
| SAKMP; encrypti on DES- CBC

| SAKMP: hash SHA

| SAKMP; default group 1

| SAKMP; auth pre-share

| SAKMP; life type in seconds

| SAKMP; life duration (VPI) of 0x0 Ox1 0x51 0x80

| SAKMP; (0):atts are acceptable. Next payload is O

| SAKMP: (0):Acceptable atts:actual life: 0



*Sep 21 08:33:43.249: | SAKWMP: (0):Acceptable atts:life: O

*Sep 21 08:33:43.249: |SAKMP: (0):Fill atts in sa vpi_length:4

*Sep 21 08:33:43.249: |ISAKMP: (0):Fill atts in sa life_in_seconds: 86400
*Sep 21 08:33:43.249: | SAKMP: (0):Returning Actual lifetime: 86400

*Sep 21 08:33:43.249: | SAKWMP: (0):: Started lifetime tinmer: 86400.

*Sep 21 08:33:43.249: |SAKMP: (0):1nput = | KE_ MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Sep 21 08:33:43.249: |SAKMP: (0): Od State = IKE I _MR New State =
p 1

| KE_| MR

F #3558 3(MM3)- NATE 3 FDiffie-Hellman3Z#t

o

- NATE IR B HMME
. DHX LB
- RS EER(DPD) B

*Sep 21 08:33:43.249: | SAKMP: (0): sending packet to 2001: DB8::3 ny_port 500
peer _port 500 (1) MM _SA SETUP

*Sep 21 08:33:43.249: | SAKMP: (0): Sending an | KE | Pv6 Packet.

*Sep 21 08:33:43.249: | SAKMP: (0):Input = | KE_MESG | NTERNAL,

| KE_PROCESS_COWPLETE

*Sep 21 08:33:43.249: |SAKMP: (0): Od State = IKEI_MW New State = | KE_| _MVB

T E B 4(MM4)- NAT 2 3 FDiffie-Hellman3Z #

oI

- NATRIREH

- DHRRRIED

. HftVID ( DPD, Unityx#8 )

- JE B 55 —EIOSEK BB

*Sep 21 08:33:43.273: | SAKMP (0): received packet from 2001: DB8::3 dport 500
sport 500 A obal (1) MV.SA SETUP

*Sep 21 08:33:43.273: | SAKMP: (0):Input = | KE_MESG FROM PEER, | KE_MVI EXCH

*Sep 21 08:33:43.273: | SAKMP: (0): Od State = IKE_I_MvVB New State = | KE_| _Mw¥

*Sep 21 08:33:43.273: ISAKMP: (0): processing KE payload. message ID = 0
*Sep 21 08:33:43.281: ISAKMP: (0): processing NONCE payload. message ID = 0
*Sep 21 08:33:43.281: | SAKMP: (0):found peer pre-shared key natching 2001:
DB8: : 3

*Sep 21 08:33:43.281: | SAKMP: (1011): processing vendor id payl oad

*Sep 21 08:33:43.281: ISAKMP: (101l1l): vendor ID is Unity

*Sep 21 08:33:43.281: | SAKMP: (1011): processing vendor id payl oad

*Sep 21 08:33:43.281: ISAKMP: (101l1l): vendor ID is DPD

*Sep 21 08:33:43.281: | SAKMP: (1011): processing vendor id payl oad

*Sep 21 08:33:43.281: ISAKMP: (101l1l): speaking to another IOS box!

*Sep 21 08:33:43.281: | SAKMP: (1011):Input = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Sep 21 08:33:43.281: | SAKMP: (1011): A d State = IKE_I_MW New State =

| KE_I _MV4



FHE KB B5(MM5) — #OX R

I

- Rin ¥ EREH(ID)

*Sep 21
*Sep 21

08: 33:43. 293
08: 33:43. 293

| SAKMP.
| SAKMP.

using id type ID_IPV6_ADDR
| SAKMP (1011): |1 D payl oad

*Sep 21

*Sep 21
*Sep 21
500 pee
*Sep 21
*Sep 21

08: 33:43. 293
next - payl oad
type

address
pr ot ocol
port
I ength :

08: 33:43. 293

08: 33:43. 293

r_port 500 (I)

08: 33: 43. 293
08: 33: 43. 293

| KE_PROCESS _COWPLETE

*Sep 21

08: 33: 43. 293

| KE_| _MVb

TERREE :

(1011): Send initial contact
(1011): SA is doing pre-shared key authentication

8
5
¢ 2001: DB8::2
17
500
24
| SAKMP:  (1011): Total payl oad | ength: 24
| SAKMP:  (1011): sending packet to 2001: DB8::3 my_port
MV_KEY_EXCH
| SAKMP: (1011): Sending an | KE | Pv6 Packet.
| SAKMP:  (1011): I nput = | KE_MESG | NTERNAL,
| SAKMP: (1011): O d State = IKE_I_MW New State =

crypto isaknp identity ..

EEAEE6(MME) — BEREHSHENCEY , BR1

I

- EXTR AR

S Ly

* & Uiy

- RERREE

*Sep 21
500 spo
*Sep 21
*Sep 21

*Sep 21
*Sep 21
*Sep 21
*Sep 21
DB8: : 3
*Sep 21
DB8: : 3/
*Sep 21
*Sep 21

B ( ApIP At )

| SAKMP (1011): received packet from 2001: DBS8::3 dport
(1) MM _KEY_EXCH

(1011): processing |ID payload. nessage ID =0

| SAKMP (1011): | D payl oad

2001: DB8::3

(0):: peer matches *none* of the profiles
(1011): processi ng HASH payl oad. nessage ID =0
(1011): SA authentication status: authenticated
(1011): SA has been authenticated with 2001

Trying to insert a peer 2001: DBS8::2/2001:

500/, and inserted successfully 9344BES.

08: 33: 43. 297

rt 500 d oba

08: 33: 43. 297: | SAKMP,
08: 33: 43. 297
next - payl oad : 8

type 5

addr ess

pr ot ocol 17
port 500

Il ength 1 24

08: 33: 43. 297: | SAKMP,
08: 33: 43. 297: | SAKMP,
08: 33: 43. 297: | SAKMP,
08: 33: 43. 297: | SAKMP,
08: 33: 43. 297: | SAKMP,
08: 33: 43. 297: | SAKMP,
08: 33: 43. 297: | SAKMP,

(1011): I nput = | KE_MESG_FROM PEER, | KE_MM EXCH
(1011): AOd State = IKE_I_Mw New State =



| KE_| _MVB

*Sep 21 08:33:43.297: | SAKMP: (1011)
| KE_PROCESS_MAI N_MODE

*Sep 21 08:33:43.297: | SAKMP: (1011)
| KE_| _MVB

*Sep 21 08:33:43.301: | SAKMP: (1011)
| KE_PROCESS_COVPLETE

*Sep 21 08:33:43.301: ISAKMP: (1011): Ol4d State = IKE I MM6 New State

IKE_P1_COMPLETE

MBS :

crypto isaknp identity ...

“Input = | KE_MESG | NTERNAL,

: Add State = IKE_I_MWw New State

“Input = | KE_MESG | NTERNAL,

POERE B 1(QM1) — HEM BB B2

o

CRIBAMAHAREID
. BEALE

*Sep 21 08:33:43.301: | SAKMP: (1011)

: begi nning Qui ck Mbde exchange, M| D of

1371333358*Sep 21 08: 33:43.301: | SAKWP: (1011): @V Initiator gets spi

*Sep 21 08:33:43.301: | SAKMP: (1011):

500 peer_port 500 (1) QVLIDLE

*Sep 21 08:33:43.301: | SAKWMP: (1011):

*Sep 21 08:33:43.301: | SAKMP: (1011)
| KE_MVESG | NTERNAL, |KE_INIT_QV

*Sep 21 08:33:43.301: | SAKWMP: (1011):

IKE_.QM | _QML
*Sep 21 08:33:43.301: |SAKMP: (1011)

| KE_PHASE1_COMPLETE

*Sep 21 08:33:43.301: | SAKWMP: (1011):

| KE_P1_COMPLETE

MEBEEE :

sendi ng packet to 2001: DB8::3 my_port

Sendi ng an | KE | Pv6 Packet.
:Node 1371333358, Input =

ad State = |KE_ QM READY New State =
sl nput = | KE_MESG | NTERNAL,

ad State = | KE_P1_COVPLETE New State

crypto i psec transformset TRA esp-aes esp-sha-hnmac

node transport

crypto i psec profile PRO
set transformset TRA

PRIEEIE B 2(QM2)

aFE

- FERRRES G
- EEE 5
- TEERRF(PFS)FRE

*Sep 21 08:33:43.305: | SAKMP (1011):
500 sport 500 dobal (1) QV.IDLE

recei ved packet from 2001: DBS8::3 dport



*Sep 21 08:33:43.305: | SAKMP: (1011): processing HASH payl oad. nmessage ID =
1371333358

*Sep 21 08:33:43.305: | SAKMP: (1011): processing SA payl oad. nmessage ID =
1371333358

*Sep 21 08:33:43.305: | SAKMP: (1011): Checking | PSec proposal 1

*Sep 21 08:33:43.305: | SAKMP: transform 1, ESP_AES

*Sep 21 08: 33:43.305: | SAKMP: attributes in transform

*Sep 21 08: 33:43.305: | SAKMP: encaps is 1 (Tunnel)

*Sep 21 08: 33:43.305: | SAKMP: SAlife type in seconds

*Sep 21 08: 33:43.305: | SAKMP: SA life duration (basic) of 3600

*Sep 21 08: 33:43.305: | SAKMP: SAlife type in kil obytes

*Sep 21 08: 33:43.305: | SAKMP: SAlife duration (VPI) of 0Ox0 0x46 0x50 O0xO0
*Sep 21 08: 33:43.305: | SAKMP: aut henticator is HVAC SHA

*Sep 21 08: 33:43.305: | SAKMP: key length is 128

*Sep 21 08:33:43.305: | SAKMP: (1011):atts are acceptable.
*Sep 21 08:33:43.305: | PSEC(val i date_proposal _request): proposal part #1
*Sep 21 08:33:43.305: | PSEC(val i date_proposal _request): proposal part #1
(key eng. nsg.) | NBOUND | ocal = 2001: DB8::2:0, renote= 2001: DB8::3:0

| ocal _proxy= ::/0/256/0

renot e_proxy= ::/0/256/0,

protocol = ESP, transform= NONE (Tunnel),

|'i fedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Sep 21 08:33:43.305: | SAKMP: (1011): processi ng NONCE payl oad. nmessage ID =
1371333358
*Sep 21 08:33:43.305: | SAKMP: (1011): processing | D payl oad. nmessage ID
1371333358
*Sep 21 08:33:43.305: | SAKMP: (1011): processing |ID payl oad. nmessage ID
1371333358

MEBEE :

crypto i psec transformset TRA esp-aes esp-sha-hnmac
node transport

crypto i psec profile PRO
set transformset TRA

interface tunnel 23
tunnel node ipsec ipv6
tunnel protection ipsec profile PRO

PRI E B 3(QM3) — HB2RERE T

aFE

- RERERERE|(SP)UEERE

*Sep 21 08:33:43.305: | SAKMP: (1011): Sending an I KE | Pv6 Packet.

*Sep 21 08:33:43.305: | SAKMP: (1011): del eting node 1371333358 error FALSE
reason “"No Error"

*Sep 21 08:33:43.305: | SAKMP: (1011): Node 1371333358, Input =

| KE_MESG_FROM PEER, | KE_QM EXCH

*Sep 21 08:33:43.305: | SAKMP: (1011): Od State = IKEQVMI_QVML New State =
| KE_QM PHASE2_COWVPLETE

*Sep 21 08:33:43.305: | PSEC(key_engine): got a queue event with 1 KM nessage(s)
*Sep 21 08:33:43.305: | PSEC(crypto_i psec_create_ipsec_sas): Mp found
Tunnel 23- head- 0

*Sep 21 08:33:43.305: | PSEC(crypto_i psec_sa_find_ident_head): reconnecting
with the sane proxies and peer 2001: DB8::3



*Sep 21 08:33:43.305: | PSEC(create_sa): sa created
(sa) sa_dest= 2001: DB8::2, sa_proto= 50,
sa_spi = O0x45F16A9A(1173449370),
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 305
sa_lifetine(k/sec)= (4608000/3439)
*Sep 21 08:33:43.305: | PSEC(create_sa): sa created
(sa) sa_dest= 2001: DB8::3, sa_proto= 50,
sa_spi = 0x221A7153(572158291),
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 306
sa_lifetine(k/sec)= (4608000/3439)
R2(config-if)#
*Sep 21 08:33:43.309: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Tunnel23, changed state to up

EERE

sh crypto ipsec sa

interface: Tunnel 23
Crypto map tag: Tunnel 23-head-0, |ocal addr 2001: DBS8::2

protected vrf: (none)
local ident (addr/mask/prot/port): (::/0/0/0)
renote ident (addr/mask/prot/port): (::/0/0/0)
current _peer 2001: DB8::3 port 500
PERM T, flags={origin_is_acl,}
#ipkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: 0O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

| ocal crypto endpt.: 2001: DBS:: 2,

renote crypto endpt.: 2001: DB8::3

path ntu 1500, ipv6 ntu 1500, ipv6 ntu idb Ethernet0/0
current outbound spi: 0x221A7153(572158291)

PFS (Y/N): N, DH group: none

i nbound esp sas:
spi: O0x45F16A9A(1173449370)
transform esp-aes esp-sha-hnmac
in use settings ={Tunnel, }
conn id: 305, flow.id: SW305, sibling_flags 80000041, crypto map
Tunnel 23- head- 0
sa timng: remaining key lifetinme (k/sec): (4183789/3408)
IV size: 16 bytes
replay detection support: Y
Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x221A7153(572158291)
transform esp-aes esp-sha-hnmac
in use settings ={Tunnel, }
conn id: 306, flow.id: SW306, sibling_flags 80000041, crypto map
Tunnel 23- head- 0
sa timng: remaining key lifetinme (k/sec): (4183790/3408)



IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

R2(config-if)#do ping fe80::23:3
Qut put Interface: tunnel 23
Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to FE80::23:3, timeout is 2 seconds:
Packet sent with a source address of FE80::23: 2% unnel 23
Success rate is 100 percent (5/5), round-trip min/avg/ max = 8/ 11/20 ns
R2(config-if)#do sh crypto ipsec sa | i caps|ident
local ident (addr/mask/prot/port): (::/0/0/0)
renote ident (addr/mask/prot/port): (::/0/0/0)
#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9
#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

BEEHRMEEEBERE,

HERER

- BRAIPSecH#ERRINE HENSE P IEHFZEANKA.
{ ASA IPsecHIIKERRE (IKEVI B ) SRR T ER EA)

. ASA IPsecHIIKESARE (IKEVIEHR ) HEHERE TR A

. Bfli XM 4 - Cisco Systems
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