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crypto i saknmp policy 10

encr aes

aut henti cation pre-share

group 2

!

ip access-list extended crypto-ACL

permit ip 192.168.10.0 0.0.0.255 192.168.20.0 0.0.0. 255
!

crypto i saknmp key ciscol23 address 0.0.0.0 0.0.0.0
!

crypto i psec transformset nyset esp-aes esp-sha-hmac
|

crypto dynani c-map dyn 10

set transformset nyset

!

crypto map nmymap 10 i psec-isakmp

mat ch address 140

set peer exanpl e-b.cisco.com dynam c

set transformset nyset

crypto map nmymap 65535 ipsec-isaknp dynami c dyn

|

interface fastethernet0/0

i p address dhcp

crypto map secure_b

HHIEEB

crypto i saknp policy 10

encr aes

aut henti cation pre-share

group 2

!

ip access-list extended crypto-ACL

permt ip 192.168.20.0 0.0.0.255 192.168.10.0 0.0.0. 255
!

crypto i saknp key ciscol23 address 0.0.0.0 0.0.0.0
!

crypto i psec transformset nyset esp-aes esp-sha-hnac
!

crypto dynani c-map dyn 10

set transformset nyset

!

crypto map nmymap 10 ipsec-isakmp

mat ch address 140

set peer exanpl e-a.cisco.com dynam ¢

set transformset nyset

crypto map nynap 65535 ipsec-isaknp dynam c dyn

!

interface fastethernet0/0

i p address dhcp

crypto map secure_b
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crypto i saknp policy 10
encryption aes

aut henti cation pre-share
group 2

crypto i saknp key ciscol23 address 0.0.0.0 0.0.0.0 no-xauth

crypto i psec transform set ESP-AES- SHA esp-aes esp-sha-hnac
!

crypto i psec profile ipsec-profile

set transform set ESP-AES- SHA

!

interface Tunnel 1

ip address 172.16.12.1 255.255.255.0

tunnel source fastethernet0/0

tunnel destination exanpl e-b.cisco.com

tunnel node ipsec ipvé

tunnel protection ipsec profile ipsec-profile

PR H:B

crypto i sakmp policy 10
encrypti on aes

aut hentication pre-share
group 2

crypto i saknp key ciscol23 address 0.0.0.0 0.0.0.0 no-xauth

crypto i psec transformset ESP-AES-SHA esp-aes esp-sha-hnmac
!

crypto i psec profile ipsec-profile

set transformset ESP-AES- SHA

!

interface Tunnel 1

ip address 172.16.12.2 255.255.255.0

tunnel source fastethernet0/0

tunnel destination exanpl e-a.cisco.com

tunnel node ipsec ipv4

tunnel protection ipsec profile ipsec-profile

ZELUFQDNEARE BN LB BRI % , show runfi SR RIPHITT AR EHB. ERRERE
REBBRE—X:

Rout er A(confi g) #do show run int tunn 1
Bui | di ng configuration...

Current configuration : 130 bytes
!



interface Tunnel 1
ip address 172.16.12.1 255. 255. 255. 250
source fastethernet0/0
destination 209.165.201.1

t unnel
t unnel
t unnel
t unnel
end

nmode i psec ipvé

protection ipsec profile ipsec-profile

Rout er B(confi g) #do show run int tunn 1
Bui | di ng configuration...

Current
!

configuration :

interface Tunnel 1
i p address 172.16.12.2 255.255. 255. 250
source fastethernet0/0
destination 209. 165. 200. 225

t unnel
t unnel
t unnel
t unnel
end

nmode i psec ipvé

130 byt

es

protection ipsec profile ipsec-profile

WA EM RS SRR B Bapplet , AMES 2 EHEMBREREZ -

PR HIERA

event nmanager appl et change-tunnel - dest
cron name TAC cron-entry "* * * * =

event tiner

action 1.0
action 1.1
action 1.2
action 1.3

MHEEB

cli
cli
cli
cli

command
command
command
command

"enabl e"

"“configure term nal"”
"interface tunnel 1"

"tunnel

destinati on exanpl e-b. ci sco. cont

event nanager applet change-tunnel - dest
event timer cron name TAC cron-entry "* * * * !

action
action
action
action

ot

EARBRAR , BERENEER

1

i
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0

cl
cl
cl
cl

conmand
conmand
conmand
conmand

"enabl e"

"configure term nal"
"interface tunnel 1"

"t unnel

destinati on exanpl e-a. ci sco. cont

BIEFEEF,

Rout er A(confi g) #do show ip int brie

Interface | P-Address

OK? Met hod St atus Protocol

Fast Et hernet 0/ 0 209. 165. 200. 225 YES NVRAM up up
Fast Et hernet 0/ 1 192. 168. 10. 1 YES NVRAM up up
Tunnel 1 172.16.12.1 YES manua

up up

Rout er B(confi g) #do show ip int brie
Interface | P-Address OK? Met hod Status Protoco
Fast Et hernet 0/ 0 209. 165.201.1 YES TFTP up up



Fast Et hernet 0/ 1 192. 168. 20. 1 YES manual up up
Tunnel 1 172.16.12.2 YES manual up up

Rout er A(confi g) #do show cry isa sa
dst src state conn-id slot status
209. 165. 200. 225 209. 165.201.1 QM IDLE 2 0 ACTI VE

Rout er B(confi g) #do show cry isa sa
dst src state conn-id slot status
209. 165. 200. 225 209. 165.201.1 QM IDLE 1002 0 ACTI VE

Rout er A(confi g) #do show cry ipsec sa

interface: Tunnell
Crypto map tag: Tunnel 1- head-0, |ocal addr 209.165. 200. 225

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 209.165.201.1 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

l ocal crypto endpt.: 209.165.200. 225, renote crypto endpt.: 209.165.201.1
path mu 1500, ip mu 1500, ip ntu idb FastEthernet0/0
current outbound spi: 0x8F1592D2(2400555730)

i nbound esp sas:

spi: OxF7B373C0(4155732928)

transform esp-3des esp-sha-hnmac ,

in use settings ={Tunnel, }

conn id: 2002, flow.id: AIMVPN BPII-PLUS:2, crypto nmap: Tunnel 1-head-0
sa timng: remaining key lifetime (k/sec): (4501866/3033)

IV size: 8 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi @ O0x8F1592D2(2400555730)

transform esp-3des esp-sha-hnmac ,

in use settings ={Tunnel, }

conn id: 2001, flow.id: AIMVPN BPII-PLUS:1, crypto nap: Tunnel 1-head-0
sa timng: remaining key lifetime (k/sec): (4501866/3032)

1V size: 8 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:

out bound pcp sas:



Rout er B(confi g) #do show cry ipsec sa

interface: Tunnell
Crypto map tag: Tunnel 1- head-0, |ocal addr 209.165.201.1

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 209.165. 200.225 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

l ocal crypto endpt.: 209.165.201.1, renote crypto endpt.: 209.165.200.225
path mu 1500, ip mu 1500, ip ntu idb FastEthernet0/0

current outbound spi: OxF7B373C0(4155732928)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x8F1592D2(2400555730)

transform esp-3des esp-sha-hmac

in use settings ={Tunnel, }

conn id: 2003, flow_.id: NETGX: 3, sibling_flags 80000046, crypto map: Tunnel 1- head-0
sa timng: remaining key lifetime (k/sec): (4424128/3016)

1V size: 8 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: OxF7B373C0(4155732928)

transform esp-3des esp-sha-hmac

in use settings ={Tunnel, }

conn id: 2004, flow_.id: NETGX: 4, sibling_flags 80000046, crypto map: Tunnel 1- head-0
sa timng: remaining key lifetime (k/sec): (4424128/3016)

1V size: 8 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:

out bound pcp sas:
#DNSR Bk 28 L b.cisco.comHIDNSFEE ##%£209.165.201.1FE X A209.165.202.129% , EEMASE 3%
HERAER |, W BRRERER ERA TP BRI,

Rout er B(confi g) #do show ip int brie

Interface | P-Address OK? Met hod Status Protocol
Fast Et hernet 0/ 0 209. 165. 202. 129 YES TFTP up up
Fast Et hernet 0/ 1 192. 168. 20.1 YES nmanual up up
Tunnel 1 172.16.12.2 YES manual up up

Rout er A(config-if)#do show run int tunnl



Bui | di ng configuration...

Current configuration : 192 bytes

1

interface Tunnel 1

ip address 172.16.12.1 255. 255. 255. 252

tunnel source fastethernet0/0

tunnel destination 209. 165. 202. 129

tunnel node ipsec ipv4

tunnel protection ipsec profile ipsec-profile
end

Rout er 1841 A#show cry isa sa
dst src state conn-id slot status
209. 165. 200. 225 209. 165. 202. 129 QM I DLE 3 0 ACTI VE

RER: AR
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