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AR REKETARunbook , AREBELEEREPHHBERME T —ERE,
RRGIMATENERR  AEERFRELE RBERETIRERERM.

EXEE

BERMR LAEXER  BEERTHNEARERH —NRER
B

<{froot>

system

system-ip <system —ip>

site-id <site-id>
admin-tech-on-failure
organization-name <organization name>
vbond <vbond-ip>

Exanpl e:

system

system-ip 10.2.2.1
site-id 2

admin-tech-on-failure
organization-name "TAC - 22201"
vbond 10.106.50.235

ITHEE

interface TunnelO

no shutdown

ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan

exit

sdwan
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec
color blue restrict
no allow-service all
no allow-service bgp
no allow-service dhcp
no allow-service dns
no allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
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no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit
exit

BREHFNarouteE B AR AI ALAUE B FIZR ( vBond, vManagefvSmart ) B2 HIERR,
FA AT SRRLREERARTHAERH :

show 1ip route

WMREARIRvBond FQDN , FEHRECERDNSAIMREE B BAMRFZEFETvBond T B WK E
o BRBMER o TR EE B RYDNS A AR N B B AR -

show run | in ip name-server

BE
B

ERAUATHTRERHFLRECREEE .

show sdwan certificate installed



AR MREAREALERE  ARHFRLERUZFTS, HRERTEL  RERERE
ERRHERIER P, HREHEMHE  vManageR EXR SRR MBI LERERHRBHES.

MREHERHRLEALREE | FREAKBR LR T EECANRES,

EANTHTRERHFLEEEREREE

show sdwan certificate root-ca-cert
show sdwan certificate root-ca-cert | inc Issuer

B Z&Eshow sdwan control local-propertiesfV i i | ERFIENEENZEERE,

SD-WAN-Router#show sdwan control local-properties
personality vedge
sp-organization-name TAC - 22201



organization-name
root-ca-chain-status

certificate-status
certificate-validity
certificate-not-valid-before
certificate-not-valid-after

enterprise-cert-status
enterprise-cert-validity
enterprise-cert-not-valid-before
enterprise-cert-not-valid-after

dns-name

site-id

domain-id

protocol

tls-port

system-ip
chassis-num/unique-id
serial-num
subject-serial-num
enterprise-serial-num
token

keygen-interval
retry-interval
no-activity-exp-interval
dns-cache-tt]
port-hopped
time-since-last-port-hop
embargo-check
number-vbond-peers

0 10.106.50.235

number-active-wan-interfaces

TAC - 22201
Installed

Installed

Valid

Nov 23 07:21:37 2015 GMT
Nov 23 07:21:37 2025 GMT

Not-Applicable
Not Applicable
Not Applicable
Not Applicable

10.106.50.235

2

1

dtls

0

10.2.2.1
ASR1001-X-JAE194707H]
983558

JAE194707H]

No certificate installed
_NA_

1:00:00:00

0:00:00:18

0:00:00:20

0:00:02:00

TRUE

0:00:01:26

success

NAT TYPE: E -- indicates End-point independent mapping

A -- dindicates Address-port dependent mapping

N -- indicates Not learned

Note: Requires minimum two vbonds to Tearn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE

INTERFACE IPv4 PORT IPv4 IPv6
GigabitEthernet0/0/0 10.197.240.4 12426 10.197.240.4
GigabitEthernet0/0/1 10.197.242.10 12406 10.197.242.10

B ZEshow sdwan control local-propertiesty & i B | SERERMEU TFIERE :

. IEFERBR T organization-names
- BEEUMELREHLEEY.



« vBond FQDN/IP#b 1t IF 7,
« System-ip/Site-id IE#&,

- vBond IP##it£ "number-vbond-peers. B FER. R AKEFZEIvBond IPtbit , BIfEA
ping <vBond FQDN>® S &EDNSR & IE £ AvBond URLEAT .

- NEAEENES., IPHubETHER  NEREAUP,
o FERBEHIEZFIEN N EHMAX CNTRLF 20,

EFEARARE

AU TR TRERHERIAMRE

show sdwan control connection

MBFFEEEEREHITR , £ESHAEIVBond, vManagefvSmartfyiL & ER, BIFEMN
vSmartflvManage:E#R % , vBond1Z HlE 4R & EAR



o MBEBEH AE—{@vSmart , I Hmax-control connectionsi%E AFEERE2 |, Bl
vManagefvSmartty FEHIERA |, Bi§RIF — @ EIvBond W FFEE FIER

WEEEsdwan M HHBEREN HEE S 29 PR MH, &BaLAEHshow sdwan run sdwanip <
KT, WRENELBEmax-control-connection LB A0 , BIRHASBIFEEZNNELE
IR EELR

MEBEHPE2{@vSmarts , IEHBEEARFERIENSEERENIF(TLOC)EE LEKRES
{BvSmartfy 2= HlELR



o ERHSEZENAREATAEFERNERT , EERASHN— BN EEEL
X B2vManageHy 2 £ 5E 4R o

SD-WAN-Router#show sdwan control connections

PEER

PEER PEER PEER SITE DOMAIN PEER PRIV PEER

TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vsmart dtls 10.1.1.3 1 1 10.106.50.254 12346 10.106.50.
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.
vmanage dtls 10.1.1.2 1 0 10.106.65.182 12346 10.106.65.

> k-
P HE AR R B RR

fEshow sdwan control connectionsfVE i |, MNRATEMNFIE B HLIERERARE |, FEERshow

sdwan control connection-history Y&t .



SD-WAN-Router#show sdwan control connection-history

Legend for Errors

ACSRREJ - Challenge rejected by peer.

BDSGVERFL - Board ID Signature Verify Failure.
BIDNTPR - Board ID not Initialized.

BIDNTVRFD - Peer Board ID Cert not verified.
BIDSIG - Board ID signing failure.

CERTEXPRD - Certificate Expired

CRTREJSER - Challenge response rejected by peer.
CRTVERFL - Fail to verify Peer Certificate.
CTORGNMMIS - Certificate Org name mismatch.
DCONFAIL - DTLS connection failure.

DEVALC - Device memory Alloc failures.

DHSTMO - DTLS HandShake Timeout.

DISCVBD - Disconnect vBond after register reply.
DISTLOC - TLOC Disabled.

DUPCLHELO - Recd a Dup Client Hello, Reset G1 Peer.
DUPSER - Duplicate Serial Number.

DUPSYSIPDEL- Duplicate System IP.

HAFATL - SSL Handshake failure.

IP_TOS - Socket Options failure.

LISFD - Listener Socket FD Error.

MGRTBLCKD - Migration blocked. Wait for local TMO.
MEMALCFL - Memory Allocation Failure.

NOACTVB - No Active vBond found to connect.
NOERR - No Error.

NOSLPRCRT - Unable to get peer's certificate.
NEWVBNOVMNG- New vBond with no vMng connections.
NTPRVMINT - Not preferred interface to vManage.
HWCERTREN - Hardware vEdge Enterprise Cert Renewed

EMBARGOFAIL - Embargo check failed

NOVMCFG
NOZTPEN
OPERDOWN

ORPTMO
RMGSPR

RXTRDWN
RDSIGFBD

SERNTPRES

SSLNFAIL

STNMODETD
SYSIPCHNG

SYSPRCH

TMRALC
TUNALC

TXCHTOBD

UNMSGBDRG

UNAUTHEL

VBDEST

VECRTREV
VSCRTREV

VB_TMO
VM_TMO
VP_TMO
VS_TMO

XTVMTRDN
XTVSTRDN
STENTRY
HWCERTREV - Hardware vEdge Enterprise Cert Revok

No cfg in vmanage for device.
No/Bad chassis-number entry in ZTP.
Interface went oper down.
Server's peer timed out.
Remove Global saved peer.
Received Teardown.
Read Signature from Board ID failed.
Serial Number not present.
Failure to create new SSL context.
Teardown extra vBond in STUN server
System-IP changed.
System property changed
Timer Object Memory Failure.
Tunnel Object Memory Failure.
Failed to send challenge to BoardID.
Unknown Message type or Bad Register
Recd Hello from Unauthenticated peer
vDaemon process terminated.
vEdge Certification revoked.
vSmart Certificate revoked.
Peer vBond Timed out.
Peer vManage Timed out.
Peer vEdge Timed out.
Peer vSmart Timed out.
Teardown extra vManage.
Teardown extra vSmart.
Delete same tloc stale entry.

PEER PEER

PRIVATE PEER PUBLIC
PORT PUBLIC IP PORT

12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.65.182 12346
12346 10.106.50.254 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346

PEER PEER PEER SITE DOMAIN PEER

TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vmanage dtls 10.1.1.2 1 0 10.106.65
vsmart dtls 10.1.1.3 1 1 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
vbond  dtls 0.0.0.0 0 0 10.106.50.
#£show sdwan control connection-history#i i & | FEREL T IE

- EIEEWREERD , BEERKXBRIEEEERTB,
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HESE KA EEER. Remote Errorfs RS EEHISFEKVEEER. WL BEES —EHEREN.
- EEFE , BTREFSEBXE , RRMERE.

® RERABHE

« DCONFAIL ( DTLSE#RHMIE ) : BLEEERK[ TR H RN FZEE SR < BRI/IDTLSER
EX, AKDTLSEFEETHK. A TEFHEFE—H , S AERHFNEANEFRL
RRREENSHEE. BAXEHOREERI MR TREENSHENTREARE. ESHER
DWER | XARRE -REEINENSES —RER , Y EFHEAER. WRE—REE
MEMIRES —mEW  IRABKERTEFEEREEXR , FENRBEHBETRE,
ARNAIHBEERNENESHEES  F2REEEERS

« BIDNTVRFD ( E#RIDARERTE ) : LEEFRIERUUIDNBEEF YT 2R FIZSVEdge/FE Y
BREE, FAUTHS , BAREEFHEE LA MvedgeBENE L -

<#root>
vBond:

show orchestrator valid-vedges

vManage/vSmart:

show control valid-vedges

BE , BIDNTVRFDREHZ LHWERER , RRATCHERFISFLER. ERENEFSEL , B
FALUT S EBRFB I var/log/tmplog B $#&7 ByvdebugE R P HI B ES -

vmanage# vshell
vmanage:~$ cd /var/Tog/tmplog/
vmanage:/var/log/tmplog$ tail -f vdebug

« CRTVERFL ( BERFIAN )  MERETRELIBBFHEREEINEE.

- MRERBHREMNAIER | AIRTE/DTLSEF — S0 EEMRHIBRH SR EHIKHR
BRE, LEAENERREz—2  BHFIIEHZLEFRBENERSABRBHORESE. £H
UTaTvREFRENRE , URERASR LFERTHRES.

show sdwan certificate root-ca-cert
show sdwan certificate root-ca-cert | inc Issuer

- MRIEREHRARLMNERER  FEAUA TR SHREMAEIESER Lvdebug BFFEER I



BAFRRA

vmanage# vshel |
vmanage: ~$ cd /var/ | og/ t npl og/
vmanage: /var/l og/ tnpl og$ tail -f vdebug

« VB_TMO ( vBondii# ) / VM_TMO ( vManageifs ) / VP_TMO ( vPeeri&fF ) /
VS_TMO (vSmartilF ) : EEEREREKECHELRAERND , EXERRFERER. B
TEFHIERFE—F , B EBRARNSENEHRLRARREERIHE, BRAXERT
HEFSNETREERNSHENTR S Z. EoMERTHER , XARR - IREENER
BES —iHEW , X EFHEER. IR HREENERNTES —RIERE , EXRTH
EERFHEEENTEXR , FEHERBRUBETRE

ERM{AHERR E i 4B R R ESE SRR BIEE | BT X
HEBRSD-WAN1E i) 38 452 4 (&

E=i S

AREREKETPERTEAMENITEREEMRE., HHNSD-WANIZHIZERVEdgelE g , BN
£ FAtcpdumpin B, ¥ Catalyst IOS® XE##% , A A BRA XN E R THE(EPC) M ThEE R L k& 51
(FIA)BR Bt

ERBRAERAMNERYBREBERE SFRERBENTERANRENE, HW, IRE
HyvBond MEdgelk 28 RFZRBIR HIERR | A48 RS 3 BA (T e Btk 2

TCP{EEN

tcpdump vpn 0 interface ge0/0 options "host 10.1.1.x -wvv"

BIBEEREONBERNEE  EAEUUBEBEEEENEE., tcpdumpin © Al AR E R HI2EH
vEdge# &,

R = 2 AN

AEEE LFZ2MACL,

ip access-1ist extended TAC


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

10 permit ip host <edge-private-ip> host <controller-public-ip>
20 permit ip host <controller-public-ip> host <edge-private-ip>

e B 3 R BN EE 4R TR

monitor capture CAP access-1list TAC bidirectional
monitor capture CAP start

{5 1L BEER G [ H #EEUE 3=

monitor capture CAP stop
monitor capture CAP export bootflash:<filename>

BiBwireshark PN ERARUBRHEERE L. AREMFEET K F2REXE L HREMBRETA
I i \\@o

FIAIE Bt

FLEFIABRME,

debug platform condition ipv4 <ip> both
debug platform packet-trace packet 2048 fia-trace data-size 4096
debug platform condition start

8 fia phrase packet#fi .

debug platform condition stop
show platform packet-trace summary
show platform packet-trace summary | i DROP

NMREFEER, D ERNERSHFIARBES L.

show platform packet-trace packet <packet-no> decode
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https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

FFIARR M7 & Catalyst SD-WAN2#& F I REEZS H 12148 7 EHAFIARMA =6,
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https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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