£ ACLIZivManageF#SD-WAN cEdgei& H 25
H 4§

HEIEY
35 b
BEFTE M DRAMAI R ER A
F#ZSD-WAN cEdgefg BH 88
SD-WAN cEdge CLIF R
BE
SD-WAN EdgeManage 711

I=E ==
REER

E\E

i
=

AR @ I (CL) FlvManage F+ #& 28 B& £k 122 1 25 & =X T A9 SD-WAN cEdge#g 25 HiB1E,

td

il

1
R

\r/
7

. WESD-WANIZEH|SSHEAH R
« fsoftware.cisco.com T~ #cEdgel§ 258k g8

BREBBR/ARAEESERRE , Fl0

- BEHURENRTARA
- BECEHES
- HEHIERIX

~
/

3

N o# MBRACEER  BBERAHR. ARGECORE  BRETEEAELE LEA
HESE AR AR o

FHikER =R , BEERUATHEREA

+ BIESD-WANZ & #JRelease Notes,
- BMESD-WANE BNEmKRIE/EEERIE,
. HMIRSD-WANZ £ 555

BRA T4



/content/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations.html
/content/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations.html
https://software.cisco.com/download/home
https://www.cisco.com/c/zh_tw/support/routers/sd-wan/products-release-notes-list.html
https://www.cisco.com/c/zh_tw/support/routers/sd-wan/products-release-notes-list.html
https://www.cisco.com/c/zh_tw/support/routers/sd-wan/products-release-notes-list.html
/content/en/us/products/routers/sd-wan/eos-eol-notice-listing.html
/content/en/us/products/routers/sd-wan/eos-eol-notice-listing.html
https://tools.cisco.com/security/center/publicationListing.x?product=Cisco&keyword=SD-WAN&sort=-day_sir&limit=50#~Vulnerabilities

ANHFRRABTTRAFERBNERRE, BR , ANEFHHEER A TRENERRAE

+ Cisco I0OS® XE CSR1000v 17.x
+ Cisco vManage 20.8.1

ANFHEARBBBEERETRREANEENEL. XPEAZNAMBERERREAR ( HER
) BVIERERE B, MRIEHVMERIEET |, FERERBEMESTRERNTZE,

&P E A DRAMFN AR B A1

ERBAMENRERLER  FHITUATIR .

1. ERBTHEH.

2. RENRHREFEENRANEATHER

3.ETHERYT , #BEEBREFEREERL , RBRAMENHZ/EEE,. MDSKRERM , UK
SHA512K 88 M,

Software Download

Downloads Home |/ Routers f Branch Routers | Catalyst 8300 Series Edge Platforms | Catalyst 8300 Edge Platform [ 105 XE Software- Dublin-17.12.2(ED)
e o > %
L2 S tform
Details
Exp. Duscriotior Caahay AIOMEIA0LIA00 Serles Exoa Related Links and Documentation

Ne related links or documentation

Suggested Release Rele
F
Cupertino-17.9.4a(MD) e
L Si
Bengalum-1765€D) > | TR defe It. Pl fer to reles t FAL: d
Latest Release
I0SXE-17.13.1a(ED) Advisories ] Release Date Size

15-Nov-2023 837.04 MB + ' B
Dublin-17.12.2(ED) c8000be-universalkd.17.12.02.5PA.b
Advisories ]

Bengaluru-17 .6.5a(ED)

8200L/83( 0 series Edge - No Payload Encryption 15-Nov-2023 840.70 MB LA ]
al 3PA.bin

Amsterdam-17.3.8a(MD) k9 _npe.17.

All Release gt

ZR TERELCER

F#RSD-WAN cEdgel& 28

SD-WAN cEdge CLIF+#k

F—8 ZLSERIATRECLIAKIBE. cEdgeFARIBIE R BEELUAVEdgeFHk , (EEEFURAEH
Ve, RESBETSNARBZERE

SR 1. CEdge LN ERIIRAM AT A Z/E,
BREXKE L EMZRNRAE, EXSERGIP , cEdgelfHEREE 7 ix4<17.04.02:

<tfroot>



Router#

show versi on

| include Cisco |I0S

Cisco I0S XE Software, Version 17.04.02

FESD-WANERHZRF , BAIUREEEFEANRANTHZR !

<#root>
Router#

show sdwan software

VERSION ACTIVE DEFAULT  PREVIOUS CONFIRMED TIMESTAMP

17.04.02.0.2620 true true false - 2021-09-06T03:32:34-00:00

Total Space:387M Used Space:127M Available Space:255M

SR 2. PTG {EEH/ L EZIcEdgek H R
EEHRGEMAEEvManage , B LER L THMEZRE

- FTP/TFTP
- USBEEEES

HREMEZREE , ABEMEE, MRELIBEMTFTP/FTPARES , SE SRR H SR RIERES
BXRRERMIRES , AIUSBEDEEHEFEERTM. HLEFH , ERATFTP/FTPRIR :

<tfroot>
Router##

copy tftp: bootflash:

Address or name of remote host []? 10.1.1.1
Source filename []?

c8000v-uni versal k9. 17. 08. 0l1a. SPA. bin

Destination filename [c8000v-universalk9.17.08.01a.SPA.bin]?
Accessing tftp://10.1.1.1/c8000v-universalk9.17.08.01a.SPA.bin...



<#root>
Router#

copy ushO: bootfl ash:

Source filename []? c8000v-universalk9.17.08.01a.SPA.bin
Destination filename [c8000v-universalk9.17.08.01a.SPA.bin]?

RERBFENRELC ER EEIAiETSR (REICREHbootflash ) o

<#root>
Router#

dir

Directory of bootflash:/

XXXXXX -rw- 11879476 Jun 29 2022 12:42:37 +00:00

c8000v-uni versal k9. 17. 08. 01a. SPA. bin

HER 3 AL EFIIEHEE T,

I L EFRGE | B AR ERERCMETRE | W Srequest platform software sdwan
software install S KREFAE. HAFTENR , WSBITEERRALWKASE L MEMBEER
FREMIRAE,

<ttroot>

Router#

request platform software sdwan software install bootflash: c8000v-universal k9. 17. 08. 0la. SPA. bi n

(& ) BIERFEARZMME, FHshow sdwan softwaretn & , B ABRFHNWEBEMRARER
AREMERERMBAES , B5FEE , ACTIVEMDEFAULTERE RAfalse , RTIMEEEEE , A
R

<tfroot>

Router#

show sdwan software

VERSION ACTIVE DEFAULT  PREVIOUS CONFIRMED TIMESTAMP



17.04.02.0.2620 true true false - 2021-09-06T03:32:34-00:00

17.08.01.0.1526 false false fal se - 2022- 06- 29T22: 32: 28-00: 00

Total Space:387M Used Space:148M Available Space:235M

B —{E R LABRE Y b 5 = bootflash, IB1E , LA LLE R binREEER , BREC Y AL EFHFRE
AN

<tfroot>

Router#

dir

Directory of bootflash:/

393598 -rw- 6895 Jun 29 2022 22:31:55 +00:00 c8000v-universalk9.17.08.01la.SPA.conf

393229 -rw- 51957778 Jun 29 2022 22:31:55 +00:00 c8000v-rpboot.17.08.01a.SPA.pkg

393650 -rw- 800670808 Jun 29 2022 22:30:33 +00:00 c8000v-mono-universalk9.17.08.01la.SPA.pkg
393617 -rw- 4359240 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_ge.17.08.01la.SPA.pkg
393620 -rw- 5575756 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_xds1.17.08.01la.SPA.pkg
393618 -rw- 11568204 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_shds1.17.08.01a.SPA.pkg
393616 -rw- 17724492 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_cwan.17.08.01la.SPA.pkg
393610 -rw- 13038668 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_async.17.08.01a.SPA.pkg
393608 -rw- 11760716 Jun 29 2022 22:30:12 +00:00 c8000v-firmware_ngwic_tlel.17.08.01a.SPA.pkg
393606 -rw- 2376780 Jun 29 2022 22:30:12 +00:00 c8000v-firmware_dsp_sp2700.17.08.01a.SPA.pkg
393605 -rw- 66636 Jun 29 2022 22:30:12 +00:00 c8000v-firmware_dreamliner.17.08.01la.SPA.pkg

SR AR, WEENERERFRMRA

MERIhREER , T—SREEHMA. FRmSrequest platform software sdwan software
activatedt LA BE A HIFE A S| AMA . EARGIF , FRANRARZ17.08.01.0.1526, MRASEHE AT LA
i Hshow sdwan software ¥ HY,

<tfroot>
Router#

request platform software sdwan software activate 17.08.01.0. 1526

N EE  YTERT AREsdwanEBactivate S % | cEdge R BERBETRABRE. A7
ﬂ%&ﬂ¢% PAEBMBHTHHS | BEEELETHA,

BREBFTREFNIABRBER K LEERFTERRERATARE. At , FHTrequest platform



software sdwan software set-default:

<{froot>
Router#

request platform software sdwan software set-default 17.08.01.0.1526

EACLIABRENRE —F , 11T Brequest platform software sdwan software upgrade-
confirm, EREHILZER , BE JZZD%TEEW?I',%& , SRR B B B8 AT DA EDR BB AR AR

<{froot>
Router#

request platform software sdwan software upgrade-confirm

BBLRRERIRE 6 BT TEMCisco I0S XE SD-WAN cEdgef S FHRIBIE, EHTHER
B2, FEAZEBNALNMENERELR , AREFEENRBIRA,

ER R
(W8 ) TRZXBRER , BEULUFERCHFEAN —EHTRIBEE L RERATTEMRENFTIRA,
FAEE , 5| BACTIVENIDEFAULTE R —EIE{E , MCONFIRMEDS|## R~ —EFEAEE.,

<#root>
Router#

show version | include G sco | OS

Cisco IOS XE Software, Version 17.8.1la

<tfroot>

Router#

show sdwan software

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP
17.04.02.0.2620 false false false - 2021-09-06T03:32:34-00:00
17.08.01. 0. 1526 true true fal se user 2022-06-29T22: 50: 12- 00: 00

Total Space:387M Used Space:148M Available Space:235M



SD-WAN cEdge vManage F+#&

REA S BEERB S — B L TcEdge ik HERM A #kiBFE , {BIREF AvManage Graphic User
Interface(GUI), EALLEE , ER EEFBBCLIZAZIEHSR.

N ATERER  ERCRBAEEENHOER,

S BT BB H E# ElvManage Software Repository,

EETHEBAREKHCEdge X HERM MRS , B AI LAE B Fsoftware.cisco.com , ARESEWIKHER
EmID, A% , EECisco |I0S XE SD-WANE#E , LR ERARERENRAEE., HRETHRE
PC#% , EE#H F#ZF|lvManage Software Repository ( vManage BB f17E ) . Bt , FEMI

vManage > Maintenance > Software Repository:

Cisco SDWAN

Software Repository

=] 1

AREBRIEEEPEE FEIFSoftware Images ( M52 ) , AREEHEAJD New SoftwareFlvManage:


https://software.cisco.com/download/home

= Cisco vManage () Select Resource Groupw Maintenance - Software Repository

Remote Sarver Virtual Images Firn

Note: Software version is compatible with specified controller version or less

‘ Add New Software -
Remote Server (preferred)
vManage

Remote Server - vManage
fersion Software Location Available SMU Versio... Image Type Architecture Varsi

No data available

=2
iZ#EAdd New Softwaret® , B R —EHEE,

EAR , BFEE—TBrowse , ARBEEZE L EIREFEPNAERG, BXAZTHE , B—T
Upload ( ZAEI3FRR )

Upload Software to vManage

& B0 - unihvrsalk, 17.08.010, SPA BN =
E11.81 M

Drag and Drop File Or

Updead

=3

EE% | SULIBRBMEGE RS C ERHM iIZlvManage Software Repository ( BG4 RBIEFEN
BEemE ) -



Cisco vManage slact Bosource Groum Maintenance - Software Repository

Software Version Controller Verséon Sofiware Location Availal ble SMU Versio.. Image Type Aschiteciure Version Type Name Available File

El4
HBR 2. $1TcEdgelk 2R HY FHR.

EHEBENSE  BEEEH FvManage > Maintenance > Software UpgradeZB % :

Cisco SDWAN

Monitor aoftware Repository

Conhguration

=5

i A Software Upgrade# 7% , B EFEEAMMEdgedS S ( TABAEE IPHU WHETIES ),
RBE-—TEHEZSHWERNFR , WK — TUpgradeiBIH ( MMEI6FTR )



= Cisco vManage () Select Resource Groupw

Q. 5551 x Search

1 Rows Selected i Upgrade | Cancel Software Upgrade  Upgrade Virtual Image

Device Group All

[:] Hostname System IP Chassis Number Site 1D Device Model

a @cedge‘l_... 5.5.5.1 CSR-2F045EVE-146B-AEBD... 201 CSR1000v
=6

#—TUpgradet® , ISHIR—AFEE (REG7)  CEEEHD R THRENTRSEDZIZEAE
BATRRZS:



Software Upgrade X

O vManage () Remote Server () Remote Server - vManage

Platform Version

CSR1000v
17.08.01.0.1526.1650485556

() Activate and Reboot

Cancel
&7

N g NRR-TEELEIWENLLBENRS  ARTERGEMNG. NEFEEAEY



N mmig | BBERBHETEEMG. LIREEENEHERE RN,

EE—#8F , K EINBTEREVManage B R RMHTEIRE , UK FEEEF Activate and
RebootZR BN F RIEIER (FF2 RES )

1. 20 R E F Activate and RebootZBREV 7 #Ri% 18 |, (IR Upgradeizilt),vManagei$E FikiBTRE , B
B 2R A ERTRNED I H 4R o

2. 30 R KiE A Activate and RebootZRER 7 #1218 18 (3 #Z Upgrade iz #ft),vManage ONLY £ & IR 5 (&5
ElcEdgelf iz, MR EMBREHBREDBATHNABEE , BILLTEEIEEFTA,

BERIER |, #— TUpgradeizift :



Software Upgrade

O vManage () Remote Server () Remote Server - viManage

Platform Varsion

CSR1000v 17.08.01.0,1526. 1650485556

e
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FRIBIESERKE , vManage® B ~Successik B AR RE,
- E s
9

S ER 3.fF fSet Default VersioniZIEAS #X BB SR E A EEE.

TR LERSRE  RETLRESARBIRG. B , EXHRE—ERE , FEME
vManage > Maintenance > Software Upgrade., ZZE&HcEdgeEH8R , A% IEZ— T Set Default
Version:

= CiscovM - Maintenance + Software Upgrade

=10

IEERB—EHRE (E11) , EREZEABERTEHERRA



Set Default Version

Salact default software version for all selected devices
Platform Version

:EH‘IEDDU salect "

11
RTHBREPREBRAR (FBRERESRELENMERBRA ) , #Z—TSet Default, LZEREB
vManageZE KX A #KiBRE. B , £AvManagets A] LARE#R,
REER

HREMIKRMEE, ERERTHNIXARIVEEEREEL(RMA)EHR , MARBESD-WANEE
ZHBTHREBEE , URAREEEZRE(CDB), EEEMEER(FP)MIOS-XE SDWANH R AT E HEZH
TEERF  ERBRBRIUS AEMAFNEENARERREBNCSENRTHKRE

<#root>
Router#

request platform software sdwan software reset

N s ERBEECY  RRIBRACREAERRA.
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