BEBRVEdge & o] 35 2% 408 1 B R P ENE AR [ 2
B 8%

B
REEHS

EREEERGE
EEBEH#vVEdgeBEOMP TLOC
BFEvSmartiEZWFBETLOC
5 3

BEffshow bfd sessionsii{

S show tunnel statistics

el

fEr

AR T EERZ $HVEdge BB T EERAE , BRESZ MEEEHTEER,
AR

BRI 35 B 8 8% SR Cisco Softwar e Defined Wide Area Network (SDWAN) A =R,
RR T

EXHAERARTRABESRBNERRA, AXEERNBVEdgeF A,

ANFHERARBBESEEREREANEEFENL, XHEAZNFTEEEEREER (8L ) WARLKRRE., WRENFERKEE
P, BRACEBET S TSR,
¥ Cisco Edgelf 1 25 (2 FI 858 XX A AV Cisco |OS® XERSHES) , FERE,



2HFEER

BEZES A
EEVEdge L #93E Wide Area Network (WAN) OHIAREE | 554 A i ©show control local-properties wan-inter face-listo
EE G | BT LUE FIRFC 4787 Network Address Translation (NAT) Typeo

EVEdgelANATEE (BhAfE. BHRES ) 2EK , SFEALKRNEA PN, ARNEAFEREZER FHEHR User
Datagram Protocol (UDP) &,

BEALUKRIBENEOMRE, HENCRENEFERNEAHE.

vEdgel# show control local-properties wan-interface-list NAT TYPE: E -- indicates End-point independent mapping A -- indicates Address-port dependen

BEBELER  SUUEEERNMETERNEENARREENBERRNESRAMLERE (REARNEAE ),
RERBIER

BEATHERENTHRENECREERTNERREY 7TEFER  E—MIFEE

A8, vEdge T & #18 Transport Locator (TLOC) 2 &% ElvSmarti® Overlay Management Protocol (OM P)iE,

BALERGSHMET RS show control connections #&4E , W& HR connect &,

vEdgel# show control connections PEER PEER CONTROLLER PEER PEER PEER SITE DOMAIN PEER PRIV PEER PUB GROUP TY PE PROT SY .

MRANE (FERERRE ) ERER , FRBEARECRIRBIREIER | R ILEE,

HE , fEtunne interfaceZPmax-control-connections0 2 FHEBENEHHREMN

vpn 0 interface ge0/1 ip address 10.20.67.10/24 tunnel-interface encapsul ation ipsec color mpls restrict max-control-connections 0 no allow-service bgp all

% AR B, SR BUEASno control-connections T RREBRAABIMNEE, ER , RO ST BN R ABENRFER, tH
SR15.4RCEH , EBFNEE ETBER.

ERERBEAHE

B RSB vEdgeBEOMP TLOC



FEEEIEOMPTLOC , RANEERBBXECHAEFIER , I BELIEHRHIE,
BEHEE (EREE ) REEZBEESNTLOCEEEvSmarts,
£ @ show omp tlocs advertised THREEEEIOMPHZEEMTLOC,

) BB mpls fl gold, B E & ¥ F EmplskvSmartfEiETLOC,

vEdgel# show omp tlocs advertised C -> chosen | -> installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext -> extranet Stg

B BB mpls § gold. HMEEEHEIETLOC,

vEdge2# show omp tlocs advertised C -> chosen | -> installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext -> extranet Stg

% AR MM RN FEESR , "FROM PEER, #{IFREH0.0.0.0, EEEHARBERNEAR , FREAER
BLEE,

EBFvSmartiZI MBS TLOC

TLOCHEEBERvomart, R ER ERNESRIZRTLOCE KA B LK S —EvEdge.

R vSmart$£10.1.0.2 vEdgeliEZ I TLOC,

<#root>
vSmart1# show omp tlocs received
C -> chosen | -> installed
Red -> redistributed Rej -> rejected L -> Tooped
R -> resol ved
S -> stale Ext -> extranet Stg -> staged Inv -> invalid PUBLIC PRIVATE ADDRESS PSEUDO PUBLIC PRIVATE P

10.1.0.2 npls ipsec 10.1.0.2 C 1,R 1 10.20.67.20 12386 10.20.67.20 12386 :: 0 :: O -

10.1.0.2 blue ipsec 10.1.0.2 C |1,R 1 198.51.100.187 12406 10.19.146.2 12406 :: 0 :: O -

10.1.0.30 mpls ipsec 10.1.0.30 C,I,R 1 10.20.67.30 12346 10.20.67.30 12346 :: 0 :: 0 - 10.1.0.30 gold

MREREBITLOCRAE MR EREMEMAT , FREUTAR :



<#root>
vSmart-vl Ptela-M EX# show omp tlocs received

C -> chosen

I ->installed

Red -> redistributed
Rej -> rejected

L -> Tooped
R -> resol ved

S -> stale Ext -> extranet Stg -> staged

nv -> invalid
PUBLIC PRIVATE ADDRESS PSEUDO PUBLIC PRIVATE PUBLIC IPV6 PRIVATE IPV6 BFD FAMILY TLOC IP COLOR ENCAP F

10.1.0.2 npls ipsec 10.1.0.2 C I,R 1 10.20.67.20 12386 10.20.67.20 12386 :: 0 :: O -

10.1.0.2 blue ipsec 10.1.0.2 Rej,R Inv 1 198.51.100.187 12406 10.19.146.2 12406 :: 0 :: O -

10.1.0.30 mpls ipsec 10.1.0.30 C,I,R 1 10.20.67.30 12346 10.20.67.30 12346 :: 0 :: 0 - 10.1.0.30 gold

BRI B IETLOCK R RE,

show run policy control-policy — & FEvSmart P ER B TLOCK) fFadvertised Al received tloc-list,

<#root>
vSmartl(config-policy)# sh config policy liststloc-list SITE20
tloc 10.1.0.2 color blue encap ipsec

I I control-policy SDWAN

sequence 10 match tloc tloc-1ist SITE20 ! action reject ---->
here we are rejecting the TLOC 10.1.0.2,bTue,ipsec ! ! default-action accept !

apply-policy
site-Tist SITE20

control-policy SDMN in ----- >

the policy is applied to control traffic coming IN the vSmart, it will filter the tlocs before adding i

% 5t WRTLOCAS , Reected Bl Invalid T &4$ 2B & 2 H thvEdge,

BRAREBRERVSMatBERTEBETLOC, B NEREvSmatLWEI TTLOC , 8% 5 —fElvEdge L EFEIE,



~I1: FE£C, |, RFEEBTLOCKHI VSmart,

<#root>
vSmart1# show omp tlocs
C->chosen | -> installed

Red -> redistributed Rej -> rejected L -> Tooped

R -> resol ved

S -> stale Ext -> extranet Stg -> staged Inv -> invalid PUBLIC PRIVATE ADDRESS PSEUDO PUBLIC PRIVATE P
10.1.0.2 npls ipsec 10.1.0.2 C I,R 1 10.20.67.20 12386 10.20.67.20 12386 :: 0 :: 0 - 10.1.0.2 blue ips¢

10.1.0.30 mpls ipsec 10.1.0.30 C,I,R 1 10.20.67.30 12346 10.20.67.30 12346 :: 0 :: 0 - 10.1.0.30 gold

~M5l2:vEdgel iR 5 & B2k BEVvEdge2 EE B TLOC, EREEFMPLSTLOC,

<#root>
vEdgel# show omp tlocs C -> chosen | -> installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext -> extranet Stg -> staged |
10.1.0.2 nmpls ipsec 10.1.0.3 C,I,R 1 10.20.67.20 12386 10.20.67.20 12386 :: 0 :: O up

10.1.0.30 mpls ipsec 10.1.0.3 C,I,R 1 10.20.67.30 12346 10.20.67.30 12346 :: O :: O up 10.1.0.30 gold

REREEE , WEAFRITLOCK KB fEvEdgel M R R,

<#root>
vSmart1# show running-config policy policy liststloc-list SITE20
tloc 10.1.0.2 color blue encap ipsec
| site-list SITE10 site-id 10 ! ! control-policy SDWAN sequence 10 match tloc
tloc-list SITE20
I action reject ! ! default-action accept !
apply-policy
site-Tist SITE10

control -policy SDWAN out

& o E e



¥ i show bfd sessions@n &

UTREAHPEESHNHEERNS

<#root>
VvEdge-2# show bfd sessions SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX SYSTEM IPSITE ID STATE COLOR COLO
10.1.0.5 10 down blue gold 10.19.146.2 203.0.113.225 4501 ipsec 7 1000 NA 7

10.1.0.30 30 up blue gold 10.19.146.2 192.0.2.129 12386 ipsec 7 1000 0:00:00:22 2 10.1.0.4 40 up blue

10.1.0.4 40 up mpl s npl s 10. 20. 67. 10

+ SYSTEM IP : & #@system-ip
*  SOURCE and REMOTE TLOC COLOR : E¥ B HZEREZEKMNEEANTLOCEEER.

« SOURCEIP: BRI private IP, IIREBNMRNATZ# , It EFASEREER(EMARTLLE 2 show control local-
properties <wan-interface-list),

+ DSTPUBLICIP: ERPZERABNMMNATZ DataPlane # , vEdgeBR A E A% B ERFEKBEE. (Rl : BEERE
InternetfyvEdgesi &% M ulti-Protocol Label Switching (MPLS) $2)

+ DST PUBLIC PORT vEdgeff FAEY N HENATHE | ARFE K EIIE Data Plane F2vEdgefy B&iE .

+  TRANSITIONSBFDEFEMRERENA (K2R ) NA B UP BEBUREL,

fr$show tunnel statistics
AT LA show tunnel statistics R B RER FHEPZEMNEF. B UEER ST HvEdgez B 4SEIPSECRREEIE R ZRER T,
EEBRNERAENARBIES K , YISHS Yo HANERBE,

EZROF , EZRETZG TR, TUERHIEET — B8 EHix-pkts & rx-pkisi B,

p BT WRix-pktstIETEEIER , AOYSRERER., MRErx-pkisTiEMN , ARFRERYSFBEWEY, EEEEFERT
, ERES iR LR X-pkist T IEE,

<{froot>

TCP vEdge2# show tunnel statistics

TUNNEL SOURCE DEST TUNNEL MSS PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IPLOCAL COLOR REMOTE COLOR MTU tx-



i psec 172.16.16. 147 10.88.244.181 12386 12406 10.1.0.5 public-internet default 1441 38282 5904968 38276

ipsec 172.16.16.147 10.152.201.104 12386 63364 10.1.0.0 public-internet default 1441 33421 5158814 334

TUNNEL SOURCE DEST

PROTOCOL SOURCE IP DEST IP PORT PORT  SYSTEM IP LOCAL COLOR REMOTE COLOR

i psec 172.16. 16. 147 10. 88. 244. 181 12386 12406 10.1.0.5 public-internet default :
ipsec 172.16.16.147 10.152.201.104 12386 63364 10.1.0.0 public-internet default 144
ipsec 172.16.16.147 10.152.204.31 12386 58851 10.1.0.7 public-internet public-internet
ipsec 172.24.90.129 10.88.244.181 12426 12406 10.1.0.5 biz-internet default

ipsec 172.24.90.129 10.152.201.104 12426 63364 10.1.0.0 biz-internet default 144
ipsec 172.24.90.129 10.152.204.31 12426 58851 10.1.0.7 biz-internet public-internet

% —{B& A& show tunnd statisticsbfd T AT ARBERSEER FHEBEAREEMBZERNBFDERNSHNEE -

vEdgel# show tunnel statistics bfd BFD BFD BFD BFD BFD BFD PMTU PMTU PMTU PMTU TUNNEL SOURCE DEST ECHO TX ECHO RX BFD

FEURE

BEWEE  HEFER—EERANMSESD show bfd sessions B
HEMBERE, AHIPAIET | S LI L ESRC PORT, DST_PORT, SRC_IP, DST_IPPE Access Control List (ACL) o

ERPRNRECEENCEKRNBFDHEES,

EL AR IIACLEEN R

policy access-list checkbfd-out sequence 10 match source-ip 192.168.0.92/32 destination-ip 198.51.100.187/32 source-port 12426 destination-port 12426 !
default-action accept

|

access-list checkbfd-in sequence 20 match source-ip 198.51.100.187/32 destination-ip 192.168.0.92/32 source-port 12426 destination-port 12426 ! action :
vpn 0

interface ge0/0

access-list checkbfd-inin

access-list checkbfd-out out

|

|

|

EEHH , WACLEAMEFS. FH10TEAEVEdeE XM E-ABFDEE, FFI20818 K.

CENR(Private) B4R B §9 it (Public)EFEM . WRVEdgeFRANAT , BREARE ERNFIEN B ZEIE,



ERESEFETHES ENHPE |, 5FEH show policy accesslist counter s <access-list name>

vEdgel# show policy access-list-counters NAME COUNTER NAME PACKETSBYTES checkbfd bfd-out-tc

B 41 i

a6 A T Estun-clienti BINATE B FTIB R ES
MREETERABELSR , MEZREEHITNAT , BIT—H2#BI1T UDP NAT Traversal (RFC 4787) Map and Filter %,
It T B AR 1EVEdge I IANAT & 1 [ i 5% 35 A tthvEdge/ 3B Pt it

B TEREREMNREHR  WREE BRI HRENFRSR ( 2 HERR : Tflgoogle stunfil kR ) < BHINATE .

% AR EEEZHMEN , B5HRDocs Viptela- STUNE Fif

<{froot>

vEdgel# tools stun-client vpn O options "--node full --local addr 192.168.12.100 12386 --verbosity 2 stur

stunclient --mode full --localaddr 192.168.12.100 stun.T.google.com in VPN O Binding test: success
Local address: 192.168.12.100:12386

Mapped address: 203.0.113.225:4501

Behavior test: success

Nat behavi or: Address Dependent Mappi ng

FiTtering test: success

Nat filtering: Address and Port Dependent Filtering

EHENBIRAS | BEUUBEETE
<tfroot>

vEdgel# tools stun-client vpn O options "--node full --1ocal addr 192.168.12.100 --local port 12386 --vert

EARRGIG | &4 REREIGoogle STUNTR AR EFHYUDPIR 1238634 1T SEEMINATHUENRIE .

HHSHEEASEETNATITAURERRFC 4787HINATIB RS R B,


https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Operational_Commands/tools_stun-client
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Operational_Commands/tools_stun-client

% it EAEF, toolsstunFERRSEEENE LAFSTUNRYE , BRIEEMEM. £ alow-service stun A A FFstunE BHER

<#root>
vEdgel# show running-config vpn O interface ge0/0 vpn O interface ge0/0 ip address 10.19.145.2/30 ! tunnel-interface encapsul ation ipsec color gold max-
al | ow service stun

! no shutdown ! !

JEFER T STUNYITEE ( £8#NAT ) BEERFC 4787 ( UDPHINATITA ) 2 ERVE AR,

NAT Traversal Mapping Between used Viptela Terminologies

STUN RFC 3489 Terminology RFC 4787 Terminology
Mapping Behavior Filtering Behavior

Full-cone NAT Endpoint-Independent Mapping Endpoint-Independent Filtering
Restricted Cone NAT Endpoint-Independent Mapping Address-Dependent Filtering
Port-Restricted Cone NAT Endpoint-Independent Mapping Address and Port-Dependent Filtering

. ) Address-Dependent Filtering
Symmetric NAT Address-and(or) Port-Dependent Mapping —

Address and Port-Dependent Filtering

CLIFEAMNERFERER &%) XEHNATEE
EASHERT , BNAHES ( B Zinternetsl 2 ttinternet ) A SAEEE LR Flinternet,
EHMERT , vEdge WAN E M BB AR IREIRHEEEES —BNATEE,

BBEESK , vEdgeW LEBRABIP, MEEEKE (BAERF. BHAKE ) INREEEALE IPHILHERE.,

@ Internet ISP

Private Network i
rivate Networ| NAT Router Public Metwork

vEdge
Router

NV S2IAIBS

WMRIEHNATRBI RN ERE , ATRRFAAFEZEVENFEBENKRERRE —. A TEZZEHINATER,



NAT Traversal Support
Source Destination Supported (YES/NO)
Full-Cone NAT Full-cone NAT Yes
Full-Cone NAT Restricted Cone NAT Yes
Full-Cone NAT Port-Restricted Cone NAT Yes
Full-Cone NAT Symmetric NAT Yes
Restricted Cone NAT Full-cone NAT Yes
Restricted Cone NAT Restricted Cone NAT Yes
Restricted Cone NAT Port-Restricted Cone NAT Yes
Restricted Cone NAT Symmetric NAT Yes
Port-Restricted Cone NAT Full-cone NAT Yes
Port-Restricted Cone NAT Restricted Cone NAT Yes
Port-Restricted Cone NAT Port-Restricted Cone NAT Yes
Port-Restricted Cone NAT Symmetric NAT No
Symmetric NAT Full-cone NAT Yes
Symmetric NAT Restricted Cone NAT yes
Symmetric NAT Port-Restricted Cone NAT No
Symmetric NAT Symmetric NAT No

Bh A it

MREBIETR X B Sour ceFDestinationH Bl i E TNATR EIENAT , BIBH AT se = fE 1E A AT A P&IE R I% Data Plane O,
HEREARE R T EELRA By A BRUA T 48 vEdge to vEdge Data Plane:

UDP12346%113156

R fevEdgeR ] #R HI SR AV IR BIEAR -

UDP12346%113156

TCP 23456 to 24156

BRFMELRE , UERIDEREN T HEHREE.

BEANER PEENFENEZEE |, AR show tunne statistics 2 show bfd sessions | tab 4~ A show bfd sessionsf

CAERETEMARRERE , AFETETUEIN B A hERE

vEdgel# show bfd sessions SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX SYSTEM IPSITE ID STATE COLOR COLCOF

N iE . BB WANS K EENREET | B S,


/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html#c_Firewall_Ports_for_Viptela_Deployments_8690.xml

MEBRBACLITEEREMA LA HERE , FRELEIEN show system dtatistics diff and ensure there are no drops.

<{froot>

vEdgel# show policy access-list-counters NAME COUNTER NAME PACKETSBYTES

checkbfd bfd-out-to-dcl-frombrl 55 9405

bfd-in-fromdcl-to-brl 54 8478

ELkE A, BErx_replay _integrity drops E &R E/E N show system statistics diff command.

<tfroot>

vEdgel#show system statistics diff

rx_pkts : 5741427

ip_fwd : 5952166

ip_fwd arp: 3
ip_fwd_to_egress: 2965437
ip_fwd_null_mcast_group : 26
ip_fwd_null_nhop : 86846
ip_fwd_to_cpu: 1413393
ip_fwd_from_cpu_non_local : 15
ip_fwd_rx_ipsec : 1586149
ip_fwd_mcast_pkts: 26
rx_bcast : 23957
rx_mcast : 304
rx_mcast_link_local : 240
rx_implicit_acl_drops: 12832
rx_ipsec_decap: 21
rx_spi_ipsec_drops: 16

rx_replay_integrity_drops : 1586035

port_disabled_rx : 2
rx_invalid_qgtags : 212700
rx_non_ip_drops : 1038073
pko_wred_drops : 3
bfd_tx_record_changed : 23
rx_arp_non_local_drops : 19893
rx_arp_reqs : 294
rx_arp_replies : 34330
arp_add_fail : 263

tx_pkts : 4565384

tx_mcast : 34406
port_disabled_tx : 3
tx_ipsec_pkts : 1553753
tx_ipsec_encap : 1553753
tx_pre_ipsec_pkts : 1553753
tx_pre_ipsec_encap : 1553753
tx_arp_replies : 377



tx_arp_reqs : 34337
tx_arp_reg_fail : 2
bfd_tx_pkts : 1553675
bfd_rx_pkts : 21
bfd_tx_octets : 264373160
bfd_rx_octets : 3600
bfd_pmtu_tx_pkts : 78
bfd_pmtu_tx_octets : 53052
rx_icmp_echo_requests : 48
rx_icmp_network_unreach : 75465
rx_icmp_other_types : 47
tx_icmp_echo_requests : 49655
tx_icmp_echo_replies : 48
tx_icmp_network_unreach : 86849
tx_icmp_other_types : 7
vEdgel# show system statistics diff

rx_pkts : 151

ip_fwd : 157
ip_fwd_to_egress : 75
ip_fwd_null_nhop : 3
ip_fwd_to_cpu : 43
ip_fwd_rx_ipsec : 41
rx_bcast : 1

rx_replay_integrity drops : 41

rx_invalid_qtags : 7
rx_non_ip_drops : 21
rx_arp_non_local_drops : 2
tx_pkts : 114
tx_ipsec_pkts : 40
tx_ipsec_encap : 40
tx_pre_ipsec_pkts : 40
tx_pre_ipsec_encap : 40
tx_arp_reqs : 1
bfd_tx_pkts : 40
bfd_tx_octets : 6800
tx_icmp_echo_requests : 1
vEdgel# show system statistics diff

rx_pkts : 126

ip_fwd : 125
ip_fwd_to_egress : 58
ip_fwd_null_nhop : 3
ip_fwd_to_cpu : 33
ip_fwd_rx_ipsec : 36
rx_bcast : 1
rx_implicit_acl_drops : 1

rx_replay_integrity drops : 35

rx_invalid_qtags : 6
rx_non_ip_drops : 22
rx_arp_replies : 1
tx_pkts : 97
tx_mcast : 1
tx_ipsec_pkts : 31
tx_ipsec_encap : 31



tx_pre_ipsec_pkts : 31
tx_pre_ipsec_encap : 31
bfd_tx_pkts : 32
bfd_tx_octets : 5442
rx_icmp_network_unreach : 3
tx_icmp_echo_requests : 1
tx_icmp_network_unreach : 3
vEdgel# show system statistics diff

rx_pkts : 82

ip_fwd : 89
ip_fwd_to_egress : 45
ip_fwd_null_nhop : 3
ip_fwd_to_cpu : 24
ip_fwd_rx_ipsec : 22
rx_bcast : 1
rx_implicit_acl_drops : 1

rx_replay_integrity drops : 24

rx_invalid_qtags : 2

rx_non_ip_drops : 14

rx_arp_replies : 1

tx_pkts : 62

tx_mcast : 1

tx_ipsec_pkts : 24

tx_ipsec_encap : 24

tx_pre_ipsec_pkts : 24

tx_pre_ipsec_encap : 24

tx_arp_reqs : 1

bfd_tx_pkts : 23

bfd_tx_octets : 3908

rx_icmp_network_unreach : 3

tx_icmp_echo_requests : 1

tx_icmp_network_unreach : 3
vEdgel# show system statistics diff

rx_pkts : 80

ip_fwd : 84
ip_fwd_to_egress : 39
ip_fwd_to_cpu : 20
ip_fwd_rx_ipsec : 24

rx_replay_integrity drops : 22

rx_invalid_qtags : 3
rx_non_ip_drops : 12
tx_pkts : 66
tx_ipsec_pkts : 21
tx_ipsec_encap : 21
tx_pre_ipsec_pkts : 21
tx_pre_ipsec_encap : 21
bfd_tx_pkts : 21
bfd_tx_octets : 3571

B % , TEvEdgerequest security ipsec-rekey #1117, A%, MRH L Eshow system satistics diff XA BRRERETME
rx_replay_integrity_drops



EIJO

MRR  FRELENZLEE.

vEdgel# show running-config security security
ipsec

authenti cation-type shal-hmac ah-shal-hmac
!

!

DSCPIRE M /Y SPR =R

FERERT |, fEvEdgelk ABR IR HIBRM AT A RSN ERREMBIBOTLSHTLSER S0 , WHEBDSCPECS6 ( THEMHI48 ) o
HRERMUBERERE , vEdgelk H 255 I Psec i GREH E R EFIX ERRE.

RTETENTERERUFNMENE , KRARSERHEEABFDERE,

IELBFDE R IR FIDSCPECSG ( T H48 ) EITEHK.

RISPHAERE , LEREHT AEEDSCPECSHUDPHRE , K AvEdgels B2 MSD-WANIZHI SR B R ERBE R TER AN
| PR 58 #Y DSCP,

AT RtepdumpE 8| SPEE 25 B TR ANE -

14:27:15.993766 | P (tos 0xcO, ttl 64, id 44063, offset 0, flags [DF], proto UDP (17), length 168) 192.168.109.5.12366 > 192.168.20.2.12346: [udp sum oK]

LETUAER  FrEERSEHRBTOSKTEOXCO ( tEFEADSH ) (FR+HEMHI1925%110 000 00K =R Hl,
BI6E S U ¥ FEFADSCPAIE ( LA+ HIsCS6ER 48 ) o

WHPHE2ENSHERGFTHRE , H2EANSHEER FTHBRERE,

BREHSREMTOSEE , EAIUEL T 2ETERBFDHE (RXMTXAME ) . ELERTHBEMACSETER.

B, RERBEMAE ( AERMPLSEIBVPN/MPLSE2EVPNRIEIZEE ) #EFRMNSLA , WA RIBDSCPEBUTE AN EE
TEENNRE.

flan | R EE SRR RE X EEDSCPEFHCSE T MESTHRE.

HALTFRESEHELRE  IEREBB LTHENAER  ERARNRETHRSHRENSEX  RBFDEFRE L TRREE
BE.



EREEERT , MRRKEHERARINEAELIEFRIIESZ , EFSFINEERERETMERHIW , BEBHRLVEdgeRE HETIE
TEE pingk).

ERRALEREZ RATERDSCPHEO , N FEFTR ( TOSKTHE ) -

15:49:22.268044 1P (tos 0xO, ttl 62, id 0, offset 0, flags [DF], proto UDP (17), length 142) 192.168.110.5.12366 > 192.168.109.7.12346: [no cksum] UDP,

{EEE | SBWBFDEESHE

show bfd history DST PUBLIC DST PUBLIC RX TX SYSTEM IPSITE ID COLOR STATE IP PORT ENCAP TIME PKTSPKTS DEL -------------------

ERMInping T A A EHITER R

vedge2# tools nping vpn 0 options "--tos 0xOc --icmp --icmp-type echo --delay 200ms -¢ 100 -q" 192.168.109.7 Nping in VPN 0 Starting Nping 0.6.47 ( ht

FAFBFD
MEEEFTRANGAZE , FEVEdgelE B85 LiE/TBFDHAH,
HEREEERFTM)A B VEdgelE f35 EWBFDIRME |, BB EE debug ftm bfdE.

FREHEE L& 7F /var/log/tmplog/ivdebug RAFEESRF |, MIREFERHIE L HIRIELH B (B ELCisco 10STterminal monitor %) , Bl
7] LA A monitor start /var/log/tmplog/vdebuge

EZ L AR , B LA monitor stop /var/log/tmplog/vdebug

AT 2% 2 58 B 73R AR 1T B8 B A BFDE ZE B B 9 75 =X (| Pz ik 5 192.168.110.66Y 3R 3% TL OCHE 3£ FEAR):

log:local 7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_state[1008]: BFD-session TNL 192.168.110.5:12366->192.168.110.6:123

ERAN R —EEEENTR Tunnd Traffic Manager (TTM) 24535 debug ttm events,

L2 BFDDOWN RTTMEBEEEHMNNE ;

log:local 7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[194]: Received TTM Msg LINK_BFD, Client: ftmd, AF: LINK log:loc
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