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« E1TNFVIS 4.7.1HIENCS5412
« #1TCisco IOS® XE 17.09.03aiY Catalyst 8000v

ANFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERREHER (HEKR
) BVAERESRERED . WNREHNMEEEFT , FRACRBEEMES TREXRNEE,

BGPEHES

NFVIS BGPIIREEE R £ BB EREFER , IERLLERBENBGPHESHKA, ELEANN
BHERFRSEMELZLBENNFVISEERERSD , EERMUTLLEBRES KR, HRZEEBER
RIFRBEEINIREBNLERE ; BEBGPAILUEBMZFRER I M ERALKEHNEKEE

ANFVIS vpnv4R I ZR ( R 2R ) R AR LRSI,

R ]

HEREEX

LELER B EERKRCcB8000vESENFVISHEREIPHt, —BEFREEY , M fEFfHeBCGPEHRBLE®R
BRI REBEEEZKA,

Bl1. $F 8 AR E R RAIK FHEE
MRE
FEFlexVPNfal Bk 2s LECEAHBAIPHRIL ( £ ELREERAT )

vrf definition private-vrf
rd 65000:7
address-family ipv4
exit-address-family

vrf definition public-vrf
address-family ipv4
exit-address-family



interface GigabitEthernetl

description Public-Facing Interface

vrf forwarding public-vrf

ip address 10.88.247.84 255.255.255.224

interface Loopback1001

description Tunnel Loopback

vrf forwarding private-vrf

ip address 166.34.121.112 255.255.255.255

interface Loopback80

description Route Announced Loopback
vrf forwarding private-vrf

ip address 81.81.81.1 255.255.255.255

interface GigabitEthernet3

description Route Announced Physical Interface
vrf forwarding private-vrf

ip address 91.91.91.1 255.255.255.0

HHNFVIS ,

system
system
system
system

settings
settings
settings
settings

service [ ssh

action

accept

priority 10

MEEEEWANNEENTE

mgmt ip address 192.168.1.1 255.255.255.0

wan ip address 10.88.247.89 255.255.255.224

default-gw 10.88.247.65
ip-receive-acl 0.0.0.0/0
https netconf scpd ]

Catalyst 8000vi#% H 25 EHIFlexVPNRIBR 25 HL &

1. BIIKEV2A R

TEETMEVPNIERERYZLBEFABENNGERER (F1ER ) LAEANZEHENER A

o IKEV2T RN ENERBIR S DEE. NE.

BRE[ZIHE - HBEANZLERE.

crypto ikev2 proposal uCPE-proposal
encryption aes-cbc-256
integrity sha512

FTRENSRIIMN SR, MR W 1E IRAEM

group 16 14
Hrp .
encryption ZRBEEVPNLREARREBERNMEZZEE ( WAESTH3DES ) . MZEAEA

<algorithm>

I BEEFEIEBVPNRRER R E,




TEE T ARBREIKEV2HEHEXBRAEENTEENEREBENEEE (5
WSHA-512 ) o BRI ARG L EAMEFFATRE,

integrity <hash>

2. BT IKEV2R RE I A% H B2 38 SR RA T .

ERANEEEILIPSec VPNERNWIHME ( E1MEER ) NI BNEES. ©EXERIIVPNiRE
WMAMHEREARMAAVPNRERL ZLBARE,

crypto ikev2 policy uCPE-policy
match fvrf public-vrf
proposal uCPE-proposal

3. FlBIKEV2 B R RE

IKEV2iE IR ERE LN MERIH <BRELEERE , RERXBE—ERA , AREEVPNERF
Ui 32 M VPNBRIE & 7t 5 5 ] R L2 B R M BR 7%

crypto ikev2 authorization policy uCPE-author-pol
pfs
route set interface Loopbackl001l

Hep

ofs L ERRBPFS)IEEBERARBENNEZSWB L LTLRIEEVPNERN LS
M, BMELENERZERE.

route set

interface RUEBIVPNEFER , IKEV2EERBPESNERESEDEMIRERBRSP,

<interface- EARARZEBRVPNRRE ERERZETRAEPEERBHRE,

name>

4. B IKEV2ELBRESR

IKEV2 ( #AFRMAME S TIRARA2 ) R ERERE L IPsec ( BBRAERBERS ) VPNBRE R IKEV2BEER
HEEAN—EARAH SR, IKEV2R—EHE , CEIRFEEBFZEEMMARE (W

internet ) EITZ2BANMAZESRBN L2 RBNZ LB (SANHHE. IKEV2KREEERZS AN
E TR , EEEA MV EARENSELZ S8 , LELZL ANENBHABE.

IKEV2ELEE RV BEE :

o —RERMFIERS DRI .
« EERESORCEEEHCEEMED,



crypto ikev2 profile uCPE-profile

description uCPE profile
match fvrf public-vrf
match identity remote any

authentication remote pre-share key ciscociscociscol23
authentication local pre-share key ciscociscociscol23

dpd 60 2 on-demand

aaa authorization group psk Tist default uCPE-author-pol Tlocal

virtual-template 1 mode auto

Hep .

match fvrf public-vrf

R ER VTR,

match identity remote any

REBEASENERER  BEEBFERT , AEMAA.

BORERRALASR

ciscociscocisco123

BEER

SRS ACRARLASRETSHRE.

SORBEOEABER  erppm (o) LARAEADLWESSHRE,

ciscociscocisco123

dpd 60 28518 AMEEEMA , WREODARZEREERT , BRIV R
‘ REE2{EdpdER T,

aaa authorization group psk

list default uCPE-author-pol |B&H 2B

local

virtual-template 1 mode auto |E&#E E E B E R

5. B3 IPsecEiiE&E

CERT —HLERANEBIPSeccBRENERRENZEHENRE L, BR L, BREREET
BERMANAMNZEMERE , #RIEARVPNIRH CENRZEEH ., BERNEIPSechREREARE
EEIPERSE , AEERER LETEZSER,

crypto ipsec transform-set tset_aes_256_sha512 esp-aes 256 esp-sha512-hmac

mode tunnel

Heh:

set transform-set
<transform-set-name>

EELEARRBREVPNREBRENERR MR TREMEEEE (HlW
: AESARINE , SHARRTEMY ) .

set ikev2-profile
<ikev2-profile-name>

EHEVPNIREFE1RERPLLEBI(SA)BENSIS , IEMBRE X, #E
EEE, BB SG EMDIffie-Hellmaniis

set pfs <group>

—ERRRE , MRMA , TRKRSERNESRE N EAIREE
, femEmL M,




6. MIBRTEERIPSecEl B2 5

HREZE, BERMRFBHIEARBENEERR , RAMBRERIPsecB ERERNMIEZ, X
IPSecEl EEREZLZRZENEHEN B ELRERBHER, MEREATRFREMVPNEERTIETE
ERRBRTLZELMERE , {EMmE KRR,

BEMAEFERRENZLER  EREENNRNMRREE, SRREUARSOBRIES X, BR
HRREESEHECEINAELBERRNBIRER , UERE N EREMNREBNREE.

no crypto ipsec profile default

7. &I Psecti B 18 5= I 1§ H SR B SR M IKE V2L B 12 3R EA B

IPsec (InternetiiELZ2 ) BEERE—EREER K ©HETHARBINMEEIPsec VPNBRERY
REMKRE, THUMMES—EER , EARZEVPNELR , FL25|BEENL , YL HRKHZ
L EANEE,

crypto ipsec profile uCPE-ips-prof

set security-association lifetime seconds 28800
set security-association idle-time 1800

set transform-set tset_aes_256_sha512

set pfs groupl4

set ikev2-profile uCPE-profile

8. B E # R AR

Virtual-Template /M EI A & E S E N AW B EER , AEBEVPNERREHRT —EARREENNS
E. EAFERFBNENDENEL,. EMNVPNEZRBDE  KESRBERERPIEENHE
BEERVEHSBNEH. LBREBRBEFEDEIRERRIBEAEEREFHMWEE K MEFA
BEERAREVENE,

BEBERAESRER , FexVPNREALUEEYMERKENEE L MEFSFBIRESEASHE.

interface Virtual-Templatel type tunnel

vrf forwarding private-vrf

ip unnumbered Loopbackl001

ip mtu 1400

ip tcp adjust-mss 1380

tunnel mode 1ipsec 1ipv4d

tunnel vrf public-vrf

tunnel protection ipsec profile uCPE-ips-prof



NFVISZ£BER/NEE

BELZEEBEHE

secure-overlay myconn local-bridge wan-br Tocal-system-ip-addr 10.122.144.146 local-system-ip-subnet 10

ike-cipher aes256-sha512-modp4096 esp-cipher aes256-sha512-modp4096
psk Tocal-psk ciscociscociscol23 remote-psk ciscociscociscol23

commit

AR EREBEBIPSecRBHIBCPHEBER , FRAKZLERREAFEAARLRE
Pt Y E#E P ( FRREBYENHEROVSBIE ) . R LERRH , EFFmiuGSE
¥ X : local-system-ip-addr 10.122.144.146 local-system-ip-subnet 10.122.144.128/27

mIRBEMRE



show secure-overlay
secure-overlay myconn

state up
active-local-bridge wan-br
selected-local-bridge wan-br
active-local-system-ip-addr 10.122.144.146

active-remote-interface-ip-addr 10.88.247.84
active-remote-system-ip-addr 166.34.121.112
active-remote-system-ip-subnet 166.34.121.112/32
active-remote-id 10.88.247.84

FlexVPN{@ fRESHIBGP B & B &

IR ESERAEEREMeBGP , HPXAMNFVISIHRHRbIE ( A HEREIPH ERIPibiE ) F4818
MEEREE,

router bgp 65000

bgp router-id 166.34.121.112

bgp always-compare-med

bgp Tog-neighbor-changes

bgp deterministic-med

bgp 1listen range 10.122.144.0/24 peer-group uCPEs
bgp Tisten Timit 255

no bgp default ipv4-unicast

address-family ipv4 vrf private-vrf
redistribute connected
redistribute static
neighbor uCPEs peer-group
neighbor uCPEs remote-as 200
neighbor uCPEs ebgp-multihop 10
neighbor uCPEs timers 610 1835

exit-address-family

Heh:

AR HERE B AR LB AR AMIMED ( ZH OB ) B
t, MAERBERIFAS,

bgp log-neighbor-changes R EEBGP# E AR E MK S 452 #%.

bgp always-compare-med

bgp deterministic-med BEREBRETRBAERFFBENHREHMED,
bgp listen range BAEEIPEE ( #8%/E15 ) AN BEBMERIR |, LR

<network>/<mask> peer-group |BE7 EEH EREESTE. EEBKEAREERARBTRNFEHE
<peer-group-name> BRARECEE.

bgpfR BB R 255 AR EEAR A UEZNBEBCPHMERABERE A255,

FHROBGPHMEBBEAIPVAEREHEN , FERARES /8
Rt ZhEE.
CEEES R 1R B EEARRAV IR E D B FBGP ( 3R E B R private-vrfiy

no bgp default ipv4-unicast




FlexXVPNfAI AR E A 748 )

redistribute static KRERBESBRIBGPH,

ATFEHESEPHHEHNWEBGP ( /\BGP ) ERBEHUES

HEUCPE ebgp-multinop 10 1 o™ e wi s e r m it 2 B RA .

neighbor uCPEs timers <keep- |&¥f & 88 #H P I #BEER EBGP keepalive I #IHIF 2T ( 5120
alive> <hold-down> , 610 F11835% ) »

AR AIUEREHBFEFENARFHERATHNMERBES : neighbor prefix-list out

NFVIS E¥BGPHL &

£ FleBGP#} & B R 5% E A BIBGP 2

router bgp 200

router-id 10.122.144.146

neighbor 166.34.121.112 remote-as 65000
commit



BGPIE#

I B ERBIRD Interneti T REER B EHBCPEEEN. KEHRBESEEEIPRANAEH
Fhl. RIBREMENER , ©REBGPEFER "B, A , EXRVFABCGPHEERECRIITR
, WESFEEMEREERE, SORIIEANTNKEH , WIEHTEANERHERA15%,

nfvis# support show bgp
BIRD 1.6.8 ready.

name proto table state since info
bgp_166_34_121_112 BGP bgp_table_166_34_121_112 up 09:54:14 Established
Preference: 100

Input filter: ACCEPT
Output filter: ACCEPT
Import 1limit: 15

Action: disable
Routes: 4 dimported, 0 exported, 8 preferred
Route change stats: received rejected filtered ignored accepted
Import updates: 4 0 0 0 4
Import withdraws: 0 0 -—- 0 0
Export updates: 4 4 0 -—- 0
Export withdraws: 0 -—- -—- -—- 0
BGP state: Established
Neighbor address: 166.34.121.112
Neighbor AS: 65000
Neighbor ID: 166.34.121.112
Neighbor caps: refresh enhanced-refresh AS4
Session: external multihop AS4
Source address: 10.122.144.146
Route Timit: 4/15
Hold timer: 191/240

Keepalive timer: 38/80

BRIFIBBGPESLFlexVPNE RSBV E A T 48

Bl EBGPMHBS R , M— O E B/ it R 5= E&@E S Ripv4 unicastfor IPSec. E#EBGPR
HE , IPSechy 7] fit & tb 1k R 5| = E# R vpnv4 unicast.

nfvis# show bgp vpnv4 unicast
Family Transmission Router ID Local AS Number
vpnv4 unicast 10.122.144.146 200

{$ Fshow bgp vpnv4 unicast route@i & , BT UREEREBGPHEREE MAVPNVAEB BB E~R.

nfvis# show bgp vpnv4 unicast route
Network Next-Hop Metric LocPrf Path
81.81.81.1/32 166.34.121.112 O 100 65000 ?



91.91.91.0/24 166.34.121.112 O 100 65000 ?
10.122.144.128/27 166.34.121.112 O 100 65000 ?
166.34.121.112/32 166.34.121.112 O 100 65000 ?

HRBEIRVPNARES , AT LA KBGPE BME/TAREMN L , BURIEFTEBCPEFERET R ME
B

c8000v# show ip bgp summary
Number of dynamically created neighbors in vrf private-vrf: 1/(100 max)
Total dynamically created neighbors: 1/(255 max), Subnet ranges: 1

o, AT REBGPEEMNVPNV4S (VPN over IPv4) BB ZRIRB NFMEF , e4ASESE
VPNVARHW S EBRM , EAFE. T—BkIPibit, IMBASHEBRANEEBGPEMY , WAt E £
FF. MED ( ZHOBEBIRFHR ) MEEHE,

c8000v# show ip bgp vpnv4 all

BGP table version is 5, local router ID 1is 166.34.121.112

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,
t secondary path, L long-Tived-stale,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 65000:7 (default for vrf private-vrf)
*> 10.122.144.128/27

0.0.0.0 0 32768 ?
*>  81.81.81.1/32 0.0.0.0 0 32768 7
*> 91.91.91.0/24 0.0.0.0 0 32768 7

*>  166.34.121.112/32
0.0.0.0 0 32768 ?

5E S HERR
NFVIS ( FlexVPNZ&EFi% )
NFVISEC #&1E

&I LABENFVIS charon.log B 318 R 13 IPSechE R FT B #I AL SRR A S ¢

nfvis# show Tog charon.log

Feb 5 07:55:36.771 00[JOB] spawning 16 worker threads

Feb 5 07:55:36.786 O5[CFG] received stroke: add connection 'myconn'
Feb 5 07:55:36.786 05[CFG] added configuration 'myconn'



Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

(S, BNV, BV, BV, RV, B, RV, RNV, BV, RV, BV, RV, RV, BV, 0, B, RV, BV, R0, BV, BV, 0, BV, RV, RV, RV, BV, BV, R0, BV, RV,

07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:

55:
55:
55:
55:
55:

55

55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:

55

55:
55:
55:
55:
55:
55:
55:
55:

36.
36.
36.
36.
37.
:37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
:37.
37.
37.
37.
37.
37.
37.
37.
37.

787
787
899
899
122
122
122
122
122
122
122
235
235
235
236
236
322
322
323
323
323
323
323
323
323
342
342
342
342
342
342
342

06 [CFC]
06 [IKE]
06 [ENC]
06 [NET]
09[NET]
09[ENC]
09[IKE]
09[ENC]
09[ENC]
09[IKE]
09[CFC]
09[IKE]
09[IKE]
09[IKE]
09[ENC]
09[NET]
10[NET]
10[ENC]
10[IKE]
10[IKE]
10[IKE]
10[IKE]
10[IKE]
10[CFC]
10[IKE]
11[NET]
11[ENC]
11[IKE]
11[IKE]
11[IKE]
11[ENC]
11[NET]

R ER /DGR R 35 7E A B&

received stroke: initiate 'myconn'

<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>

initiating IKE_SA myconn[1l] to 10.88.247.84

generating IKE_SA_INIT request O [ SA KE No N(NATD_S_IP) N(NATD_
sending packet: from 10.88.247.89[500] to 10.88.247.84[500] (741
received packet: from 10.88.247.84[500] to 10.88.247.89[500] (80
parsed IKE_SA_INIT response O [ SA KE No V V V V N(NATD_S_IP) N(
received Cisco Delete Reason vendor ID

received unknown vendor ID: 43:49:53:43:4f:56:50:4e:2d:52:45:56:
received unknown vendor ID: 43:49:53:43:4f:2d:44:59:4e:41:4d:49:
received Cisco FlexVPN Supported vendor ID

selected proposal: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SH
cert payload ANY not supported - <ignored

authentication of '10.88.247.89' (myself) with pre-shared key
establishing CHILD_SA myconn{l}

generating IKE_AUTH request 1 [ IDi N(INIT_CONTACT) IDr AUTH SA
sending packet: from 10.88.247.89[4500] to 10.88.247.84[4500] (4
received packet: from 10.88.247.84[4500] to 10.88.247.89[4500] (
parsed IKE_AUTH response 1 [ V IDr AUTH SA TSi TSr N(SET_WINSIZE
authentication of '10.88.247.84' with pre-shared key successful
IKE_SA myconn[1l] established between 10.88.247.89[10.88.247.89].
scheduling rekeying in 86190s

maximum IKE_SA Tifetime 86370s

received ESP_TFC_PADDING_NOT_SUPPORTED, not using ESPv3 TFC padd
selected proposal: ESP:AES_CBC_256/HMAC_SHA2_512_256/NO_EXT_SEQ
CHILD_SA myconn{l} established with SPIs cfc15900_1i 49f5e23c_o a
received packet: from 10.88.247.84[4500] to 10.88.247.89[4500] (
parsed INFORMATIONAL request O [ CPS(SUBNET VER U_PFS) ]
Processing informational configuration payload CONFIGURATION
Processing information configuration payload of type CFG_SET
Processing attribute INTERNAL_IP4_SUBNET

generating INFORMATIONAL response 0 [ ]

sending packet: from 10.88.247.89[4500] to 10.88.247.84[4500] (9

flLinux Lt , FERRER T , strongswan ( NFVISEAK ZF &IPsecER ) #4EH ( 2EBGP
VPNVAE B H ) ZEEIFEHK220F , AHEER O EEARBENEKH,

nfvis# support show route 220
10.122.144.128/27 dev ipsecO proto bird scope 1ink
81.81.81.1 dev ipsecO proto bird scope 1ink
91.91.91.0/24 dev 1ipsecO proto bird scope Tink
166.34.121.112 dev ipsecO scope 1ink

iR IPsecO T HE AR A&

& 0] LA Alifconfig REENE BipsecOE BN EHN E S FHMENR

nfvis# support show ifconfig ipsecO

ipsec0: flags=209<UP,POINTOPOINT,RUNNING,NOARP>
inet 10.122.144.146

netmask 255.255.255.255

mtu 9196
destination 10.122.144.146



tunnel txqueuelen 1000 (IPIP Tunnel)

RX packets 5105 bytes 388266 (379.1 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 5105 bytes 389269 (380.1 KiB)

TX errors 1 dropped 0 overruns 0 carrier 1 collisions 0

BEi% ( FlexVPN{ABREE )
MR S8 2 B IPsec SAEE

RLLT#E S |, 3% Virtual-Access 1/ E1£10.88.247.848210.88.247 .89 2 B E NZR5E , AR
EH#88%0.0.0.0/08210.122.144.128/27 2 EMHR E ;: MEREZ A REHR(ESP)SABEA RN H
B

c8000v# show crypto ipsec sa

interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, local addr 10.88.247.84

protected vrf: private-vrf
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.122.144.128/255.255.255.224/0/0)
current_peer 10.88.247.89 port 4500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 218, #pkts encrypt: 218, #pkts digest: 218
#pkts decaps: 218, #pkts decrypt: 218, #pkts verify: 218
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Tocal crypto endpt.: 10.88.247.84, remote crypto endpt.: 10.88.247.89
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxC91BCDE0(3374042592)

PFS (Y/N): Y, DH group: groupl6

inbound esp sas:
spi: OxB80E6942(3087952194)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 2123, flow_id: CSR:123, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-he
sa timing: remaining key Tifetime (k/sec): (4607969/27078)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xC91BCDE0(3374042592)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 2124, flow_id: CSR:124, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-he



sa timing: remaining key Tifetime (k/sec): (4607983/27078)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

BTORBME (E ) 858

show crypto session detail Vi i X AREEBEEETBNZSHNLEFMENR , B VPNEE]
(BB BSRREHRE ) . FRANMBENMEEEL  URALMEERENZ 2B (SA).

HACEERERNZENBERRENRTEN , AlNER SNV THE | EHRERVPNREN
BRENEREFLEREIEEETA,

c8000v# show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: Virtual-Accessl
Profile: uCPE-profile
Uptime: 11:39:46
Session status: UP-ACTIVE
Peer: 10.88.247.89 port 4500 fvrf: public-vrf ivrf: private-vrf
Desc: uCPE profile
Phasel_id: 10.88.247.89
Session ID: 1235
IKEv2 SA: local 10.88.247.84/4500 remote 10.88.247.89/4500 Active
Capabilities:D connid:2 Tifetime:12:20:14
IPSEC FLOW: permit 1ip 0.0.0.0/0.0.0.0 10.122.144.128/255.255.255.224
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 296 drop 0 Tife (KB/Sec) 4607958/7 hours, 20 mins
Outbound: #pkts enc'ed 296 drop 0 1ife (KB/Sec) 4607977/7 hours, 20 mins

EEVPNER

clear cryptocommands AR FEIEEVPNER , RERRLBMSAMT T EEMNBEMEREE

« clear crypto ikev2 #%EBRIKEV2Z £ B Hi (IKEV2 SA),
« clear crypto session#&&ERIKEV1 (isakmp)/IKEv2F1IPSec SA,

« clear crypto saf§{E/EBRIPSec SA.

« clear crypto ipsec sai& il BRSE B HI IPSec & £ BRH
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IKEv258 5 7 LU B AZ 3 A HE R BT 1 22 B (c8000v) L ZE IKEV2 17 B AR MFlexVPNZE B i B4R A T
BERAEREERR , MEVVPNEFNEE. KKEEANBESIENEFIRBFENER,

c8000v# terminal no monitor
c8000v(config)# logging buffer 1000000
c8000v(config)# logging buffered debugging
c8000v# debug crypto ikev2 error

c8000v# debug crypto ikev2 internal
c8000v# debug crypto ikev2 client flexvpn
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https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-secure-overlay-and-single-ip-config.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-secure-overlay-and-single-ip-config.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-secure-overlay-and-single-ip-config.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-bgp-support-on-nfvis.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-bgp-support-on-nfvis.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-bgp-support-on-nfvis.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-bgp-support-on-nfvis.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/command/b-nfvis-command-ref/m-secure-overlay-and-bgp-commands.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/command/b-nfvis-command-ref/m-secure-overlay-and-bgp-commands.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/command/b-nfvis-command-ref/m-secure-overlay-and-bgp-commands.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



