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BRAS-ASRIKELE

Cisco IOS® XE Show#i ¥
show aaa servers
show aaa method-lists accounting
show aaa sessions
show aaa service-profiles
show aaa user
show subscriber session username detail
show subscriber service name detailed
show subscriber session username feature accounting detailed
show subscriber session username PPPoE-Client-1 | i3 i

show ssm switch id

b Showdr &
show platform software subscriber fp active accounting
show platform software subscriber fp active segment
show platform software subscriber fp active segment id

show platform software subscriber session username

FP ( EFHERE /[ESP ARXR b Showds &
show platform hardware gfp active feature subscriber session
show platform hardware gfp active feature subscriber segment id
show platform hardware gfp active feature subscriber session id
show platform hardware gfp active feature subscriber segment id
show platform hardware gfp active feature subscriber session id

show platform hardware gfp active feature subscriber state feature accounting

RIXAENBE FER R E A Cisco IOS® XERWASR1000 L7 2% Minternety BIPPPoE&SEMISGERIR
IhEER #E o

BRA T4



ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
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ANESEEE. BFECisco IOS® XERRIIRE, RELinuxB ORHENRRET. BEERBRIIEN
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ST | ISGRRREEANREBFERMAE (RTE ) | WREBFWKREZEBRADIUSH MRS L&
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RHMEZEH , Fahf

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-
accounting.html

RADIUS Server
froxTa’ ==
PPP-Client-1 Gil/a/0 Gi2/ald u Gi2/0/4.200
BRAS-ASR1K
PX
fHRE

& 2 ISGE &M AR IRV EL & R Bl
RADIUSELE
ltEERRRADIUSEAENRBEEERESE :

HHHHE P B B B A R E R

PPPoE-Client-1 Cleartext-Password := "cisco"

Framed-Protocol = PPP ,


/content/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-accounting.html
/content/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-accounting.html

Service-Type =BEREIE ,
Cisco-Account-Info += "INTERNET",

R PR A B AR TS L B 4B 2R TE Sttt
FEF&E==4 "INTERNET. , S@EBFEA : =32
Cisco-AVPair += "ip:traffic-class=in access-group name ACL-Internet-In",

Cisco-AVPair += "ip:traffic-class=in default drop",
Cisco-AVPair += "ip:traffic-class=out access-group name ACL-Internet-Out",
Cisco-AVPair += "ip:traffic-class=out default drop",
Cisco-AVPair += "accounting-list=ACCNT_LIST1",
PPP-Client-1&¢ &

!

interface GigabitEthernet0/3/0

% BA B8 BR#HHHHHHE ISGEBRAS-ASR1K Gi2/3/4 #iHHHHH#H#
no ip address

gTag

speed auto

pppoe enable group global

pppoe-client dial-pool-number 2

I

interface Dialer2

description #tHHHHHHETR B8 PP P 1 55 72 T iHHHHHHH
mtu 1492

ip address negotiated

encapsulation ppp

BaR a2

dialer idle-timeout 0

BRo% As KA 1



ppp mtu adaptive
ppp authentication pap callin

ppp pap sent-username PPPoE-Client-1 password 7 104D000A0618

BRAS-ASR1KFEL &

I

aaa new-model

!

!

aaaf}#A A PR 8§radius RADIUS_AUTH

fAAR85192.168.111.9

ip radius source-interface GigabitEthernet2/0/4.200

deadtime 3

load-balance method least-outstanding ignore-preferred-server
I

I

aaa authentication login default local

aaa authentication ppp default local group RADIUS_AUTH

aaa authorization network default group RADIUS_AUTH local
aaa authorization configuration default group RADIUS_AUTH
aaa authorization subscriber-service default local group RADIUS_AUTH
aaa authorization subscriber-service TEST local group RADIUS_AUTH
aaa accounting delay-start all

aaa accounting update periodic 21

aaa accounting include auth-profile framed-ip-address

aaa accounting include auth-profile framed-ipv6-prefix

aaa accounting include auth-profile delegated-ipv6-prefix



aaa accounting network default start-stop group RADIUS_AUTH
aaa accounting network ACCNT_LIST1 start-stop group RADIUS_AUTH
I
aaa nas port extended

I
bba-group pppoe Static-PPPoE

virtual-template 2
!
interface Loopback2

description #iHHHHH TR BEPPP S 55 IR Bl #HtHHHH

IP #84k 192.0.2.0 255.255.255.255
I
interface GigabitEthernet2/0/4.200

encapsulation dot1Q 200

ip address 192.168.111.1 255.255.255.0
!
interface GigabitEthernet2/3/4

Rt ISGEIPPP-Client-1 Gi0/2/0 #it#HHHH}
no ip address

BEXS

pppoe enable group Static-PPPoE

cdp enable
I
interface Virtual-Template2

description ##### Static-PPPoE ####HH

ip unnumbered Loopback?2

ip verify unicast source reachable-via rx



ip tcp adjust-mss 1452

no logging event link-status

HE A RRipit it syd-dhep

keepalive 60

ppp mtu adaptive

ppp authentication pap

ppp ipcp dns 192.0.2.4 192.0.2.5

!

ip local pool syd-dhcp 192.0.2.1 192.0.2.6
Cisco I0S® XE Show#i ¥

B 7 Cisco 10S® XEH RYISGHC AR A K EZAAA/RADIUS 1A AR 257 #Y BA Bt o

show aaa servers

BRAS-ASR1K#show aaa servers
RADIUS: id 1, priority 1, host 192.168.111.9, auth-port 1645, acct-port 1646
AREE : BRIUP, RHEEF7394610s, £ —EFAIEREOs
Dead : #K/E0s , 5780
Sfest: &
BE : K2902 , #K0 , MEERB0 , EXE®HO
& - 132897 , EES , B0
&€ B5\0 , MARSREEER0 , $HER0 , BFE2ms
R% : 22902 , kKO0
ER% : B0 , B0 , WFEO
& : F5R8690 , B0 , WEEH0 , EXTEHO
£PE - 38690, 140, EFMO
& . 50, AARIREER0 , #HER0 , BFE2ms
B : K3h8690 , kO



ERH : B0 , BRO , R0
MR FER18 , B0 , MIEER0 , EXEH0

R FRIREES , BERE10 , F1EEE3

s

X

I
ot

. BARRFMES , BIERE10 , FLERFRE3

I
at

: BANO , RIARRRERERO0 , $5ER0 , BFRA7ms
% RIH18, KO
ERE . B0 , B0 , BE0
B LB RRATEIER SAREBAYEFE : 20h32m
T RTERBESEE : 0
HETRARFTRBRHE : 0
EETZRAEEL : 0
A ZREHRFRLE : 0
BRAZREBLH : 5[0 , 5RO
BE24 NS EBHERY
= — 20/NEF30 7 EE AT ¢ 12
1§ — 20/NB | 325 88H0 : 0
Fi5:9
show aaa method-lists accounting

BRAS-ASR1K#show aaa method-lists accounting
acct queue=AAA_ML_ACCT_SHELL

acct queue=AAA_ML_ACCT_AUTH_PROXY
acct queue=AAA_ML_ACCT_NET

name=ACCNT_LIST1 valid=TRUE ID=AE000012 Action=START STOP :state=ALIVE :
SERVER_GROUP RADIUS_AUTH

show aaa sessions

BRAS-ASR1K#show aaa sessions



HERERHAURNESTEE : 2921
&551d:2922

Mt —1d:2931

EFE SR . PPPoE-Client-1

IP#bit : 192.0.2.3

ZEHEEE 0

CTFEAHRHIRES : 0

show aaa service-profiles

BRAS-ASR1K#show aaa service-profiles

1>IRIE B : Internet

show aaa user <UID>

BRAS-ASR1K#show aaa user 2931
ME—ID 2931 ERI EFEEAH.
RERBIOWEHR
|ABIEXECH & %t
R B BICONNK EH
NET: Username=PPPoE-Client-1
E§51d=00000B6AME—1d=00000B73
FIREIE={EF1E=N
stop_has_been_sent=N
LB E=TF742FA2D8F8 : AB=TA%
BHEE
7F7430450570 0 00000001 session-id(408)4 2922(B6A)
7F74304505B0 0 00000001 start_time(418)4 Aug 30 2016 13:06:47
7F74304505F0 0 00000081 clid-mac-addr(42)14 35 30 35 37 2E 61 38 64 38 2E 30 32 64 38

7F7430450630 0 00000002 session-type(692)4 ipv4-only



7F7430450670 0 00000001 Framed-Protocol(111)4 PPP
7F7430451998 0 00000002 media-protocol-state(980)4 Ak &€
7F74304519D8 0 00000001 addr(8)4 192.0.2.3
7F7430451A18 0 00000001 protocol(337)4 ip
NET: Username=PPPoE-Client-1
& 741d=00000B6BHE —1d=00000B73
FIREIA={EF1E=N
stop_has_been_sent=N
J37EList=7F7419C2CE40 : &%= ACCNT_LIST1
BHEE
7F7430450D80 0 00000001 session-id(408)4 2923(B6B)
7F7430450DCO0 0 00000001 start_time(418)4 Aug 30 2016 13:06:48
7F7430450E00 0 0000000142 3REEAHE(111)4 PPP
7F7430450E40 0 00000081 ssg-service-info(489)9 Internet
7F7430450E80 0 00000081 parent-session-id(404)8 00000B6A
7F7430450ED8 0 00000001 addr(8)4 192.0.2.3
7F7430450F 18 0 00000001 protocol(337)4 ip
id &1
Cli hdl;24A000002
REEBER
CMDEBIR B &R
RAR B RBSYSTEMH &R
REHBIVRRIVE R
)R8 B BIRMEE ALY Y &
RARBIRBRM VPDNI EH



RESMRIFRERFINER
RAERBIDOTIXME R
RAERBICALLK &R
2B 8 5l BVPDN-TUNNELK &
%28 8 5] AVPDN-TUNNEL-LINKH) & $}
2 BB B BIPSEC-TUNNELK &}
BEEBIMCASTHE R
R BB ARESOURCEH & ¥
RERBISSGHE R
REREBIIDENTITYHE R
%2 B & BlConnectedAppsHI & ¥}
TR

log=0x1000000020C241
LSRRV

AL BR 7R

ATTRE

NET UP

IPCP_PASS

ek

VPDN NET UP

@ LR E
BEHAE

TE HA
E#HERE= 1260
RERWELFEH : 0
BEEMEE

7F7430450ED8 0 00000001 connect-progress(75)4 LAN Ses Up



7F7430450F 18 0 00000001 € 51 BF[E(334)4 0(0)
7F7430450F58 0 00000001 nas-tx-speed(481)4 1000000000(3B9ACA00)

7F7430450F98 0 00000001 nas-rx-speed(78)4 1000000000(3BOSACA00)

7F7430450FD8 0 00000001 elapsed_time(414)4 958(3BE)
7F7430450D80 0 00000001 bytes_in(146)4 1592(638)

7F7430450DCO0 0 00000001 bytes_out(311)4 1574(626)
show subscriber session username <username> detail

BRAS-ASR1K#show subscriber session username PPPoE-Client-1 detalil
5 : PPPoE, UID:900, k% : authen, 513 : PPPoE-Client-1
IPv4ibit : 192.0.2.3
SFEIETRBE : 00:21:13 , LXEHREFRE : 00:21:13
N : Virtual-Access2.1
Ri#4ID:15701
REEE
FTFX7F7439B43390 : #HI1X#HE8B0O00F38
AAA _id 00000B73: Flow_handle 0
B3 BRFAREE : authen
THENERERERER , TSERY
Framed-Protocol 0 1 [PPP]
service-type 0 2 [EEZRERE]
ssg-account-info 0 "Alnternet"
THNERERBEESR , SFERE
Framed-Protocol 0 1 [PPP]
service-type 0 2 [EEREZE]
ssg-account-info 0 "Alnternet"

ssg-service-info 0 "#AKR B ER"



traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "in default drop"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"
accounting-list 0 "ACCNT_LIST1"
SRNEERLLH (EKINSE) -
Access-type: Web-service-logon Client: SM
RMEHN BRNEZSR (RY)
BERE BT : Internet, 3185 A
ssg-service-info 0 "#BRRAERE"
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "in default drop"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"
accounting-list 0 "ACCNT_LIST1"
Access-type: PPP Client: SM
RMEH  BHNEZEHB
i EfEEZ M : PPPoE-Client-1,3{@5| A
Framed-Protocol 0 1 [PPP]
service-type 0 2 [EEREIE]
ssg-account-info 0 "Alnternet"
Access-type: PPP Client: SM
REEHN  BREZSR
ELEfE BT . PPPoE-Client-1,3185|
Framed-Protocol 0 1 [PPP]
service-type 0 2 [EAEZL R IE]

ssg-account-info 0 "Alnternet"



BEEBEBEE R
£ Tinternet,
MATHR A, BRAEMRSE
subscriber rule-map default-internal-rule
condition always event service-start
1 service-policy type service identifier service-name

oHER
Class-idE %ERSUTHEHBEIEF E&
0 In 5 500 0 Match Any
115 500 OEELfEE
11584 A5 500 OPELACL ACL-Internet-In
11585445 500 OPEELACL ACL-Internet#i
4294967294 A0 0 — fHIBR
42949672950 0 — £
Thiae
FTE:
Class-id Dir Packets Bytes Source
11584 500 Internetd K &t iE
1158515 500 Internet
FLiE R
BAEBHREAAARKIDE B
SVC 00:21:13 385875970 Internet
EA#£00:21:13 — — M EAE

INT 00:21:13 — EHER2
show subscriber service name <name>3¥#1&

BRAS-ASR1K#show subscriber service name Internet detailed



BR#% TInternet.
W21
SVM ID:B20001F1
H\dE A : 00011584
H|ID&H : 00011585
$HEHE : SVM-Printer [1]
$HE#E . PM-Service [1]
$HEHE : FM-Bind [1]
$HXE# : Accounting-Feature [1]
BB R : 7F7439BF3510
EEREEZ : Internet, 315 A
ssg-service-info 0 "#BEX#AEE"
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "in default drop"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop”
accounting-list 0 "ACCNT_LIST1"
TheE : RoiR
IheeIDBE B : Sub-ifsk T4 H
TheeE R © 32{utiA -
: 000000 00 00 B2 00 01 F1 00 0O ........
: 000008 00 00 00 00 7F 74 3A 09 .....t:s
: 000010 31 58 00 00 7C OF 00 00 1x....
: 000018 00 01 00 00 00 00 00 OO ........
FERARE Internety WEBIFERAEER
PERBEEREE 1

{885 : Lterm - Local Term. Fwd - forwarded. unauth - unauthenticated. authen -



E®E  TCCte —FBRLNREERE
Uniq IDTERRERRFSIZITRFRITC Ct. 38 IS

900 Vi2.112 1% #£4%02:17:59 1 PPPoE — & FF ifi—1

show subscriber session username <username>Ih 8E5C 1R SE 40 &

BRAS-ASR1K#show subscriber session username PPPoE-Client-1 feature accounting detailed

B A : PPPoE, UID:900, #REE : authen, H13 : PPPoE-Client-1

IPv4ibit : 192.0.2.3

SFEETRME  02:16:05 , LXEHREFRE : 02:16:05

7M1 : Virtual-Access2.1

AR HHID: 15701

Ihee

FTE:

Class-id Dir Packets-v4 Bytes-v4 Packets-v6 Bytes-v6 Source
115845 500 0 0 InternetZ &

115855 500 0 Internet

EHACL:

Class-id Dir Packets-v4 Bytes-v4 Packets-v6 Bytes-v6 Source

FRACLES :

show subscriber session username PPPoE-Client-1 | i3 #2#

BRAS-ASR1K#show subscriber session username PPPoE-Client-1 | i3 #2##

RHaID: 15701
show ssm switch id <Switch ID>
BRAS-ASR1K#show ssm switch id 15701

Switch-ID 15701 State: Open

Segment-ID: 23895 Type: Lterm[21]



R HHEID: 15701
SEE : BkCPU
$HEHE : SIP[1]

¥ :SSS
AREE : SEE
LTERMZIRIRIE :
B B8IDB Vi2.1
SSSRK M1z HI X HHOX0
551D 900
L2t 34 Th e

¥ : ADJ
AREE : SR
LTERM H/W3IRIREE :
51D 900
R
L2t v ThBE

Segment-ID: 19798 Type: PPPoE[19]
RIMID:15701
SEE : tkCPU
$HEE : SIP[1]
$HEH : SSS[1]
$HE#& : SSF[2]

¥ :SSS
AREE : SEE
PPPOEXR#E R :
2551D:2902

HE—Z5% - 900



PPP# %% : 0x38000B56

SSS#E&IXHE : 000000000

EHEEE - Gi2/3/4

EEEANE : Vi2.1

A#sMACHEE : 0027.0d2b.4fb4iE R : 5057.a8d8.02d8
PPPoE 3£ =7 83 [20/Z st #H]:
5057A8D802D800270D2B4FB48864 110008560000

¥ : ADJ

EEERA B . L2HW_PPPOE
ESSEt= 0x7F742A544BB0 , #Z5= 0x16,EVSI= 80, & Etid= 0x0000005000004D56
HEESSHEY= 0x7F742A544AC0 , B Bl= 19 , #Z8= 0x7F7430243F30
ThEEID: 75128 5l : ISGH $E8R[14]
Segment-ID:19798
2BcE - tkCPU
¥ :S8SS
HREE : SEE

¥ : ADJ

Feature-ID: 11609 Type: Accounting[6]
Segment-1D:19798

HE o m&E[11584.11585]

2HEE : tkCPU

¥ .SSS

AREE : SEE

¥ : ADJ



B UShowds &
FELinux# O H B E ISGRC IR
show platform software subscriber fp active accounting

BRAS-ASR1K#show platform software subscriber fp active accounting
R PRCRACER © Rt 1
EX 8 |d# A /& HEVSI QFP Hdl AOMAR BE

0x0000005000004d56 11584/11585 16908315 81 I
show platform software subscriber fp active segment

BRAS-ASR1K#show platform software subscriber fp active segment
FEHEER . 852

B ¥ B SegType EVSIE HAOM Id AOMARRE

0x0000005000004d56 PPPoE 80 0x00000000 13008%

0x0000005000005d57 LTERM 80 0x00000000 13009 created
show platform software subscriber fp active segment id <PPPoE Segment ID>

BRAS-ASR1K#show platform software subscriber fp active segment id 0x0000005000004d56

&R SegType EVSIEHXAOM Id AOMAREE

0x0000005000004d56 PPPoE 80 0x00000000 13008%
PPPoE&FEID 0xb56

MAC enctype 0x1

RiHER0x2

& AMTU 0x5d4

VLANFZ ZX0x8



Phy Intf ( #£CPP L ) 0x31
15414 S S B3 B
R MACH#E 1100270 %d2b4fb4
MAC Address Remote(MAC it #iF 3= ii%):5057a8d802d8
PPPoEH 8 % &[201Z st #8]:5057a8d802d800270d2b4fb4886411000b560000
WEA :
ERUA/B IR - 1/1
A1 (FEREE)
Id Priority Flow EVSI Class-Group IdiBjEz5# 5l :

EnEERRE

11584 0 16908315 1573220256.145 & L ACL:
ACL-Internet-In
WHE 1 (EREE)
Id Priority Flow EVSI Class-Group IdiBiEzs 2 5l :

EERER

11585 0 16908315 1589997875.175 & B ACL:
ACL-Internet-Out
show platform software subscriber fp active segment id <LTERM Segment ID>
BRAS-ASR1K#show platform software subscriber fp active segment id 0x0000005000005d57

&R B SegType EVSIE HAOM Id AOMsREE

0x0000005000005d57 LTERM 80 0x00000000 13009 created
LCPEE#iT0x2b68bfb2
R AR 0x2

& AMTU 0x5d4



LCP PFC : E3Ff
R - OFF

show platform software subscriber session username <username>

BRAS-ASR1K#show platform software subscriber session username PPPoE-Client-1

BEEE1 SegType1E&2 SegType2 AOMAR KE

80 0x0000005000005d57 LTERM 0x-0000005000004 PPPoE E & 11

2%5ID:80
EVSIEH| : PPP
SIPERID:0x5000004d56
SIPEXE! Bl : PPPOE
FSPEXID:0x5000005d57
FSPEXE B : LTERM
QFP (EE¥E ) : 80
QFP/'E& : EVSI80
SIP TXF48% : 0
SIP RXF5U5% : 0
FSP TXF8: : 0
FSP RXFH% : 0
HRAFAR © 0x00000000
TCHEEERKA

i

BB ESegType EVSIEHAOM I|d AOM#AREE



0x0000005000004d56 PPPoE 80 0x00000000 13008%
PPPoE&ZEID 0xb56

MAC enctype 0x1

R 0x2

& AKMTU 0x5d4
VLANFEX Z<0x8

Phy Intf ( Z£CPPE ) 0x31

ok ¢ 1 SR S BA B

Z#BMACH#E 1100270 %d2b4fb4

MAC Address Remote ( MACHz1iF iR ) : 5057a8d802d8
PPPoEH 8 ¥ & [201% 7t #8]:5057a8d802d800270d2b4fb48864 110000560000
ME

ERRA/H IR« 1/1

WA 1 (FHRER)

Id Priority Flow EVSI Class-Group Idi8&25 2 5l

EERER

11584 0 16908315 1573220256.145 & B ACL:
ACL-Internet-In
W1 (FEREE)
Id Priority Flow EVSI Class-Group IdiBiE25 8 5l :

BERER

11585 0 16908315 1589997875.11n & BACL:

ACL-Internet-Out



#8 E1D:0x5000004d56

EVSI:80

HEHEER1D:0x5000005d57

QFP vsi ( IR®E ) : 80

QFP/TEE : EVSI80

&7 : PPPOE

=GR 0

=SIP:1

EZARAE : BOUND

Macstring&RE : 20
00000000 5057 a8d8 02d8 0027 0d2b 4fb4 8864 1100
00000010 Ob56 0000 0000 0000 000 0000 000 000 000

Encap info exmem handle: 0x0

E7Eid:2902

ved:0

mtu:1492

YIEEATHE : 49

#%E{E : 0x00003f00

WAL 1

Class Id Flow EVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
BEE 1

Class Id Flow EVSI CG I|d QFP Hdl

11585 16908315 1589997875.1 81



BRI ESegType EVSIEHAOM Id AOMAREE

0x0000005000005d57 LTERM 80 0x00000000 13009 created
LCPEE#iT0x2b68bfb2

IR 0x2

B AMTU 0x5d4

LCP PFC : B3R

REFFARL - OFF

#BER1D:0x5000005d57
EVSI:80
¥ 5 #8ER1D:0x5000004d56
QFP vsi ( IR®E ) : 80
QFP/THEE : EVSI80
&R . LTERM
RRAEEE 0
=SIP:0
EZARAE : BOUND
MacstringRE : 0
Encap info exmem handle: 0x0
WK 1

Class Id Flow EVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
EHE 1

Class Id Flow EVSI CG Id QFP Hdl




11585 16908315 1589997875.1 81

23%1D:16908315

EVSI& S : TC_FLOW

SIPEZID:0x5000004d56

SIPEE B : PPPOE

FSPERID:0x0

FSPERELH : -

QFP ( R®E ) : 81

QFP/'E & : EVSI16908315

SIP TXF4% : 0

SIP RXF 5% : 0

FSP TXF3 : 0

FSP RXFF3% : 0

B4R © 000000000

ATEDEEERA

g5
QFP ( EFREES ) /[ESP (MRAXRIEESES ) Showdn &
BREQFP/ESPHIIHES nternets FISGRRIR

show platform hardware qfp active feature subscriber session

BRAS-ASR1K#show platform hardware gfp active feature subscriber session

IheEHL Bl : A=5CIRD=E#|(DRL)F=FFR L=L4redirect P=32##3T=TC

I

FE A BlSegment1 SegType1 Segment2 SegType2Ihae E b




80 PPP 0x0000005000004d56 PPPOE 0x0000005000005d57 LTERM----T-

16908315 TC_FLOW 0x0000005000004d56 PPPOE 0x0000000000000000 ---- A-----
show platform hardware qfp active feature subscriber segment id <LTERM Session>

BRAS-ASR1K#show platform?& #&qfp’E B 2 8e 5 A & Brid 0x0000005000005d57
#8E1D:0x5000005d57
EVSI:80
¥ Z 8 ERID:0x5000004d56
QFP vsi ( iR3E ) : 80
QFP/TE & : EVSI80
&Rl . LTERM
eREHFEE : 0
=SIP:0
EZAREE : BOUND
MacstringfRE : 0
Encap info exmem handle: 0x0
WA 1

Class Id Flow EVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
EHAE 1

Class Id Flow EVSI CG Id QFP Hdl

11585 16908315 1589997875.1 81
show platform hardware qfp active feature subscriber session id <session>

BRAS-ASR1K#show platform hardware qfp active feature subscriber session id 80

25%1D:80



EVSIE | : PPP
SIPEZID:0x5000004d56
SIPERE A : PPPOE
FSPERID:0x5000005d57
FSPEE | : LTERM
QFP (EE¥E ) : 80
QFP/TE & : EVSI80
SIP TXF&% : 0
SIP RXF5I5% : 0
FSP TXF5% : 0
FSP RXF5 : 0
R4FE . 000000000
TCHEEERA
25
show platform hardware qfp active feature subscriber segment id <Segment ID>

BRAS-ASR1K#show platformf& 88 qfp’E B Th 86 A & Btid 0x0000005000004d56
A EX1D:0x5000004d56

EVSI:80

HE M ERID:0x5000005d57

QFP vsi ( BE#E ) : 80

QFPAE & : EVSI80

BRER : PPPOE

=RERH - 0

EI%I

=SIP:1
EZAREE : BOUND

MacstringRE : 20



00000000 5057 a8d8 02d8 0027 0d2b 4fb4 8864 1100
00000010 Ob56 0000 0000 0000 000 0000 000 000 000

Encap info exmem handle: 0x0

E7Eid:2902

ved:0

mtu:1492

YIESTH : 49

#%E{E : 0x00003f00

WAL 1

Class Id Flow EVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
HE 1

Class Id Flow EVSI CG Id QFP Hdl

11585 16908315 1589997875.1 81
show platform hardware qfp active feature subscriber session id <session>

BRAS-ASR1K#show platform hardware gfp active feature subscriber session id 16908315
E751D:16908315
EVSIEA : TC_FLOW

SIPEZID:0x5000004d56

SIPERE 5] : PPPOE

FSPERID:0x0

FSPEREA : ----

QFP ( 23 ) : 81

QFPA E A : EVSI16908315



SIP TXF3% : 0
SIP RXF5I5% : 0
FSP TXFF5% : 0
FSP RXF3% : 0
BR4FEE © 000000000
FTEMBEC A
25
show platform hardware qfp active feature subscriber state feature accounting

BRAS-ASR1K#show platform hardware gfp active feature subscriber state feature accounting
£ A& RCIRARRE
REBR 2
MIBRAE R - 1
EHBH 0
BEHEE 0
WREFT(BE) : 0
KRBT (AT ) ;0
KMAVERERB (EN) : 0
RAUHBMERB(AF) : 0
QFPE=O:
acct_dbg_cfg:0x00000000
SBS#EHIXHS (@WAE ) : 0x111bd9a8
SBS#EHIXH (#@HamE ) : 0x111bda80

Cisco |I0S® XEFEH
AERISGHENPPPEFEWENTR.

5 aﬁﬁi'ﬁﬁﬁﬁdebugupno BE , AR ERERER K BEREERBEIENXEARNE
ETERAELDT. EMBERES Jmﬁﬁ%ﬂ,ﬂ? RY P FRIE AT s R R BE EH BR AV AT, Rt



A  nmERERRRS  I-EEiEEERARNETRE  SEAREReEDM R,

B E ldebugin B2 8 , FBESRBILLER
: https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-
networks-isdn-channel-associated-signaling-cas/10374-debug.html

debug condition <ip | mac-address>

debug radius

debug subscriber feature name accounting event
debug subscriber feature name accounting error
debug subscriber feature name accounting detail
debug subscriber policy all

debug subscriber service

debug ssm fhm errors
debug ssm fhm events

FEAssm cmigER
debug ssm cm events
Fadssm smirER
debug ssm sm events
debug ssm xdr error

debug ssm xdr event

8H30H02:06:47.698: AAA/AUTH_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.80.251" priv= 1 list=" AUTH-TYPE= 'commands'

8 A30 H02:06:47.976: SSM CM: SSM3#4ID 15701 [0x3D55] 2 2 B
8 530H02:06:47.976:SSM CM : FBEMMEH | THHEID 15701

8 H30H02:06:47.976: SSM CM[19798] : % EEY : 2 EKIID

8 830 H02:06:47.976:SSM CM[19798] : £ ERER : #ESSM ID

8 H30H02:06:47.976: SSM SM ID#HE : [PPPoE Discovery Daemon:id_lock:19798] locker
<SIP> : T80 —> 1


https://www.cisco.com/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

8 A30H02:06:47.976: SSM CM[19798] : P EER : BXFIIEE

8 830 H02:06:47.976: AAA/BIND(00000B73): Bind i/f Virtual-Template2

8 A30H02:06:47.976: SSS PM : TGigabitEthernet2/3/4, £ REAFANCP — R RTEREN B E
8 A30H02:06:47.976: SSS PM : TGigabitEthernet2/3/4, EREXFAANCP — k@ RFERBFRE

8 A30H02:06:47.977: SSM SM ID$H%E : [PPPoE Discovery Daemon:id_lock:19798] locker
<SSS> : FT®0—> 1

8 A30H02:06:47.978:SSM CM[19798] : D ELER : REERID

8 H30H02:06:47.978: SSM SM ID$HE : [SSS Manager:id_lock:19798] locker <SSS> : it &1 —>
2

8 A30H02:06:47.979:SSS PM [7TF7439B43390][AAA ID:0] : B + T3 7F7439B43390

830 H02:06:47.979: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : I EIREET S ; BES
Funauthen

8 A30H02:06:47.979: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR:assert authen
status "unauthen"

8 A30H02:06:47.979: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : B3¢ E4#&EE
#

8 H30H02:06:47.980:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : FEEREH EMAPIH KT
AERERERR

8 A30H02:06:47.980:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : R EF L MAPIH KT
FfEREEESR

8 A30H02:06:47.980:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EE#AAA ID 2931#Y
NASE

8,430H02:06:47.980: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : X EH#EEE
#

8, A30H02:06:47.981: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : e BENE A48
8BOOOF38HEFintiH , EF IR AL

8 A30H02:06:47.981:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Bt &=
8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Acct-Enbl = 1 ( £ )

8H30H02:06:47.983: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SHDB-Handle =
1426064214(55000356)

8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B AT TH=
"GigabitEthernet2/3/4"



8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Access-Type = 3(PPPoE)

8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : i E & Bl= 0 ( PPPE5FS
HiE )

8 830 H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Media-Type = 1 ( Z K48
)

8430 H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Auth-Status = 1 ( K& &1
BFE)

8 A30H02:06:47.983: SSS PM [uid:900][7F7439B43390][AAA |ID:2931]: Nasport = PPPoEOE : &
FE2 T TEI <1484 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

8 A30H02:06:47.983: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : ERE M £ MAPIFF KT
AEREEEER

8, A30H02:06:47.983: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : fESREHMSBAPIR KT
FFEAERBER

8,A30H02:06:47.983: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : £ E 4IRS
8BO00F38HIgetE Fimih , B iR A

8,430 H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EFM &5 -
8,A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Acct-Enbl = 1 ( £ )

8H30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SHDB-Handle =
1426064214(55000356)

8 H30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B AT H=
"GigabitEthernet2/3/4"

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Access-Type = 3(PPPoE)

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : i EH Bl= 0 ( PPPE5FS
HiE )

8 830 H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Media-Type = 1 ( Z K48
)

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Auth-Status = 1 ( K& &%
B )

8 A30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Nasport = PPPoEOE : &
FE2T <1484 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : &R 1= 44K HE=
2902460078(AD000BAE)

8 H30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SMRBE O — ARFEEE



==E
AR -
8 H30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : #hE & BIPPPoE

8 A30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : ER MG S48
SUBTYPE_CONVERTED#8 BFALSE

8,A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 8l : EHEHEEHE
#3538

8 H30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : # Al : Intf CloneSrc
Vt2: service-rule any : #&

8 H30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : R Al : Intf Inputl/f
Gi2/3/4: service-rule any : #&

8 H30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA |1D:2931] : #2 8l : Glob: service-
rule any : &

8 A30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EZARM/VPDN : 7%
ERM/VPDNE®E

8,A30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EE 448 : Unauth-User

8, A30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SIP [PPPoE| T2t E %

8 A30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : E#ZWARIEE>

8 H30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BEH4<FEEL8> , ki
. initial-req to need-init-keys

8 A30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : KILIEE — EEFZE
e

8 A30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : FZ : Unauth-
User

8 H30H02:06:47.986:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B REFHENEZ &R

8, A30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : KEAES — EEEZ S
&

8 A30H02:06:47.986: SSM SM ID$HZE : [SSS Manager:id_unlock:19798] locker <SSS> : T &2
—>1

8 A30H02:06:47.986: SSM CM[19798] : BUEZ ELER : SSM IDHEREA : #IEBUE 2 B
8 H30H02:06:47.986: PPP : it £~ X[7F74247B3350]

8 A30H02:06:47.986:ppp900 PPP : BERIEFE T



8 A30H02:06:47.986:SSM CM[19798] : FAELER : { ARPIEEBRPIZEWIRAID

8 H30H02:06:47.986: SSM XDR[19798]: SSMEL E % , 118 & if F&(0x0)Ox0RFhiE , JHEAXHDHI
8 A30H02:06:47.986:SSM SH[19798]:alloc sbase 0x7F7430243E88 hdl 4D56

8 A30H02:06:47.986: SSM CM[19798]: [PPPoE|FAEGIREEH B ER , ZHRE
8 A30H02:06:47.986:SSM CM[19798]:CM FSM:st Idle , ev Prov seg->Down

8 A30H02:06:47.986: SSM SH[19798] : #1tA{L R E i

8 A30H02:06:47.986: SSM SH[SSS:PPPoE:19798]: initEt$&

8 A30H02:06:47.986: SSM SH[ADJ:PPPoE:19798]: initEt &

8 A30H02:06:47.986: SSM CM[SSS:PPPoE:19798] : F& 1

8 A30H02:06:47.986: SSM SM[SSS:PPPoE:19798] : FAHLER : ZZfH — >R

8 A30H02:06:47.986: SSM CM[ADJ:PPPoE:19798] : FEER1

8 H30H02:06:47.986: SSM SM[ADJ:PPPoE:19798] : FAELER : ZZH — >E

8 A30H02:06:47.986: SSM SM[ADJ:PPPoE:19798] : FHd

8 A30H02:06:47.986: SSM CM[19798]: [PPPoE] send client event , type=Segment event
8 A30H02:06:47.987: ppp900 PPP : f£Avpnz%E MY 5 @

8 A30H02:06:47.987: ppp900 PPP : #E#RIR A A

8 A30H02:06:47.987: ppp900 PPP : &7&#ZHI{Li5[38000B56]& 7&1D[900]

8 A30H02:06:47.987:ppp900 LCP : S4B RARE[#) 28 Z RR E]

8 A30H02:06:47.987: ppp900 PPP LCP : #AKENE , ARRE[EF L]

8 A30H02:06:47.991:ppp900 LCP:I CONFREQ [f£1t] id 1 len 14
8H30H02:06:47.991:ppp900 LCP:MRU 1492(0x010405D4)

8 A30H02:06:47.991:ppp900 LCP:MagicNumber 0x5BFE77FB(0x05065BFE77FB)

8 A30H02:06:47.991:ppp900 LCP:O CONFREQ [f%1t] id 1 len 18

8 H30H02:06:47.991:ppp900 LCP:MRU 1492(0x010405D4)

8 A30H02:06:47.991:ppp900 LCP:AuthProto PAP(0x0304C023)

8 H30H02:06:47.991:ppp900 LCP:MagicNumber 0x2B68BFB2(0x05062B68BFB2)

8 430 H02:06:47.991:ppp900 LCP:0 CONFACK [E£1]id 1 len 14



8H30H02:06:47.991:ppp900 LCP:MRU 1492(0x010405D4)

8 A30H02:06:47.991:ppp900 LCP:MagicNumber 0x5BFE77FB(0x05065BFE77FB)

8 A30H02:06:47.991: ppp900 LCP: Event[Receive ConfReq+] State[Stopped to ACKsent]
8 H30H02:06:47.992:ppp900 LCP:I CONFACK [ACKsent] id 1 len 18

8 H30H02:06:47.992:ppp900 LCP:MRU 1492(0x010405D4)

8 A30H02:06:47.992:ppp900 LCP:AuthProto PAP(0x0304C023)

8 H30H02:06:47.992:ppp900 LCP:MagicNumber 0x2B68BFB2(0x05062B68BFB2)

8 A30H02:06:47.992: ppp900 LCP: Event[Receive ConfAck] State[ACKsent to Open]
8 A30H02:06:48.008: ppp900 PPP:Phase is AUTHENTICATION , EtbiER

8 A30H02:06:48.008:ppp900 LCP : ARREABHRL

8 A30H02:06:48.017: ppp900 PAP: | AUTH-REQ id 1 len 25 from "PPPoE-Client-1"
8 H30H02:06:48.017: ppp900 PAP : Ea& ¥ ZEPPPoE-Client-1

8 A30H02:06:48.018:ppp900 PPP : #{y A% K ERER

8,A30H02:06:48.019: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : A& EBEBERT
HEMAPIF IR E D BA

8 A30H02:06:48.019: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : fESR EHSBAPIR KT
FFERAEERDE

8 A30H02:06:48.019: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : TE EHF 4TS
8BO0OF38igetE Bkt | B AZE

8,430H02:06:48.019: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Bt &85 -
8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Access-Type = O(PPP)
8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Acct-Enbl = 1 ( £ )

8 430 H02:06:48.021:5SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SHDB-Handle =
1426064214(55000356)

8 H30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B AT H=
"GigabitEthernet2/3/4"

8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B&E#&E= 0(NO)

8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Media-Type = 1 ( Z A48
)



8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Auth-Status = 1 ( K& 519
BREE)

8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Nasport = PPPoEOE : #&
2 E 1424 IP 10.66.79.146 VP1 0 VCI 0 VLAN 0

8,A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : & F 4=
2902460078(AD000GAE)

8430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : & Bl= 0 ( PPPI5FS
HE )

8 A30H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Unauth-User = "PPPoE-
Client-1"

8 A30H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SMKESIFN — EEE %

8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : shE & BIPPP

8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : # 8 : EHEHEEHE
B #3 8Y

8830 H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 8 : Intf CloneSrc
Vt2: service-rule any : #&

8 H30H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #R Al : Intf Inputl/f
Gi2/3/4: service-rule any : #&

8 H30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : 88 : Glob: service-rule
any : &

8830 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EIFE S 1A &%

8430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Btk<rovd keys> , #REE
. & Einit-keys MA@ Fauth-needed

8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BEZEHKE
8430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEHREEE

8 B30 H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : B &keyset:Unauth-
User. Nasport. Input Interface. Accle-Hdl, AAA-Id. AAA-Acct-Enbl, SHDB-Handle, Media-
Type. Protocol-Type, Session-Handle, Auth-Status, Converted-Converted-Converted & &%

8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EE SR : Auth-User

8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEAE €488 : "Auth-
Usery ?

8,430 H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SIP [PPP] AT LRt E %



8 H30H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] :

8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
: check-auth-needed to need-more-keys

8430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
%

8H30H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:
ERE

8 A30H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:

BE
70N

8 H30H02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]:
B RERE

8 A30 H02:06:48.023: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:
54 B Ak &8= no-record-found

8 H30H02:06:48.023: SSS PM [uid:900][7F7439B43390][AAA ID:2931]:
i

8 A30H02:06:48.023: SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
keys> , i EEFLSRUFTEFTL SR

8430 H02:06:48.023:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :

8 830 H02:06:48.023:SSS PM [uid:900][7F7439B43390][AAA ID:2931]
i®

EKREEE MAuth-User

EH<FESR> | NRE

RHESX —FEESZE

IDMGR : £Z : 57 R&E

IDMGR : #5538 FEAR

IDMGR : 53k , EHE5E

IDMGR : BI7& , E#HEH

IDMGR : A& 15

E#<idmgr dget

AREFRENES TR
RBEE —FRESZE

8 A30H02:06:48.023: ppp900 PPP:Phase is AUTHENTICATING , Unauthenticated User

8 A30H02:06:48.023:AAA/AUTH/PPP(00000B73) : :#ER 5 EEE "defa

ult,

8 830 A 02:06:48.024:RADIUS/ENCODE(00000B73) : B4t # & 8= PPPoE

8 A30H02:06:48.024:RADIUS : 25 Ih#TEDSLAREIER B 1
8 A30H02:06:48.024:RADIUS(00000B73) : ELENAS IP:192.168.111.1

8 A30H02:06:48.024:RADIUS(00000B73) : BLENAS IPv6: ::

8 H30H02:06:48.024: RADIUS/ENCODE : K#kZlidb! N2 E BEZRAIPHb 1t

8 H30H02:06:48.024:RADIUS/ENCODE(00000B73):acct_session_id:2922

8 A30H02:06:48.024:RADIUS(00000B73) : f&FiX



8 H30H02:06:48.025: RADIUS(00000B73) : i34 REFEKE192.168.111.9:1645 id 21691/86,len
140

8 A30H02:06:48.025:RADIUS : & {75#7E 2561 FF 91 F9 08 29 2F DD - DC 1D 4D 62 BC A5 CC
03

8 A30H02:06:48.025: RADIUS : 2R E[7] 6 PPP [1]

8 A30H02:06:48.025: RADIUS : £ & #&#[1] 16 "PPPoE-Client-1"

8 A30H02:06:48.025: RADIUS : £ A& ®%iH[2] 18 *

8 A30H02:06:48.025: RADIUS: NAS-Port-Type [61] 6/ E#E[5]

8 A30H02:06:48.025:RADIUS:NASIE[5] 6 738197504

8 H30H02:06:48.025: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H02:06:48.025:RADIUS : fitfErs , BR[26] 41

8 A30H02:06:48.025: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H02:06:48.025: RADIUS : AR E 5[6] 6 EHEZREREE[2]

8 H30H02:06:48.025: RADIUS: NAS-IP-Address [4] 6 192.168.111.1

8 A30H02:06:48.025: RADIUS : E#EFRIE[55] 6 1472522808

8 A30H02:06:48.025: RADIUS(00000B73) : i%IPv4 Radius& k3

8 A30H02:06:48.025: RADIUS(00000B73) : BhE57)HE ks

8 A30H02:06:48.026:RADIUS : U Hid 21691/86 192.168.111.9:1645,Access-Accept , len 49
8 A30H02:06:48.026:RADIUS : 5175272340 8A 8544 B9 61 A0 80 - 2C 1E 18 1B ED 29 87 57
8 A30H02:06:48.026: RADIUS : 2% E([7] 6 PPP [1]

8 A30H02:06:48.026: RADIUS : IRIEE B[6] 6 B AELR R E[2]

8 A30H02:06:48.026: RADIUS : R , BRI[26] 17

8 A30H02:06:48.026: RADIUS: ssg-account-info [250] 11 "Internet"

8 A30H02:06:48.026: RADIUS(00000B73) : #U Hid 21691/86

8 A30H02:06:48.027: ppp900 PPP:Phase is FORWARDING , Attempting Forward

8,A30H02:06:48.027: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EIENREET 3T : TS
FBEHET

8H30H02:06:48.027: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR:assert authen



status "authen"

8,430H02:06:48.027: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : X E#EEE
#

8 H30H02:06:48.027: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : FREZ®
PPPoE-Client-1

8,430 H02:06:48.028:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : €A : E%

8 A30H02:06:48.028: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : A& S BLRERT
HEWAPIR R E D RA

8 A30H02:06:48.028: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EAESBLRERTE
HEBAPIRZE D REF

8 A30H02:06:48.028: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEH &K
8B000F38MygetE FimiRH , BEFImRAZE

8,430 H02:06:48.028: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B &8558 -
8,430 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Attr-List = 05001CFF

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Framed-Protocol 0 1
[PPP]

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : IRIEE A0 2 [E #E14]

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:ssg-account-info 0
"Alinternet"

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Access-Type = O(PPP)

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Unauth-User = "PPPoE-
Client-1"

8430 F02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Acct-Enbl = 1 ( £ )

8 8430 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SHDB-Handle =
1426064214(55000356)

8 H30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B AT TH =
"GigabitEthernet2/3/4"

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Bt &&= 0(NO)

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Media-Type = 1 ( Z A K8
)

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Auth-Status = 0 ( BB )



8 H30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Nasport = PPPoEOE : 1
B2/ EF1384 IP 10.66.79.146 VP1 0 VCI 0 VLAN 0

8,430 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : &E 4 =
2902460078(AD000GAE)

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : i EH Bl= 0 ( PPP5FS
WiE )

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : |i&=1( &)

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : BB EEA &=
"PPPOE — & Fi%-1"

8,430 H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SMEEBS N — BENE %

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 5B BIPPP : Hik£ 88
8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : 4B E B F Rt

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : RERBEEFinEE
AR

8530 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Zf#<get process config
req> , M . EEFZERUTEFES SR

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : REREHE E

8430 H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : 4SHR B 55 R & FE A B
AAASEE

Config: Framed-Protocol 0 1 [PPP]
Config: service-type 0 2 [Framed]
Config: ssg-account-info 0 "Alinternet"

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : 1IEFE#PPPoE-Client-
1B REEFIAAA

8430 H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SSS PM : HE &M A&
BREREREN

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SSS PM : B EFERA#HE
MEEEREANMBIRE LTX

8 A30H02:06:48.032: SSS AAA AUTHOR [uid:900][AAA ID:2931] : #&SIP PPPoE

8 A30H02:06:48.032: SSS AAA AUTHOR [uid:900][AAA ID:2931] : BXx IPPPoE T



8 A30H02:06:48.032: SSS AAA AUTHOR [uid:900][AAA ID:2931] : BXFPPPHR#T

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : jEEN R HIER[0] : E5&
B ETXHEENRR

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : JEBN = HIKHES[0] : BI5E
BLETX

8, A30H02:06:48.032: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : E#<make request> , HREEMR
TRERARE

8 A30H02:06:48.032: SSS AAA AUTHOR [uid:900][AAA ID:2931] : ;E B € 8853 & BAuth-User
8 A30H02:06:48.032: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : £ #8PPPoE-Client-1

8 A30H02:06:48.033: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : $t¥ £ $&PPPoE-Client-1/&3%
HBEAAAEZ

8 A30H02:06:48.033: SSS AAA AUTHOR [uid:900][AAA ID:2931] : IREIAAABTT#

8 H30H02:06:48.033: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: [TF7439B43390] : BIEEE T
B

Initial attr Framed-Protocol 0 1 [PPP]

Initial attr service-type 0 2 [EEZREE]

Initial attr ssg-account-info 0 "Alinternet"

8 H30H02:06:48.033:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:

R TRBERB Pv4tt it

8 H30H02:06:48.034: COA_HA: [ERR]#& % fEshdb 0x¥&Hlcoa_ctx55000356

8 A30H02:06:48.034:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : R 8l : lRIERHE=
InternetE &

8 A30H02:06:48.034:SSS PM:PARAMETERIZED-Qo0S:QOS5| &

8 A30H02:06:48.035: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 8| : VRFFHTE :
Framed-Protocol 0 1 [PPP]
service-type 0 2 [EAEZ R IE]
ssg-account-info 0 "Alnternet"

8 A30H02:06:48.035:SSS PM : T ZIVPDNJE 1 = 5k B%

8 A30H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931]: SIP PPP[7F756CC2B030]#% f##
AR



8430 H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: SIP PPP[7F756DAD3800]4# fi%
5 2B

8 A30H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931]: SIP
PPPoE[7F756CCD6BF0] % #1 & A Ih

8 A30H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931] : E#r<H FEIRHE> |, dREEH 1D

8,430 H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : KX BRI BREEHR

8 A30H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : 1Z1EE B I HI1E —
B6000D41

8 A30H02:06:48.039: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : FEFIFR B 14118
[82001DO033R £ 5% E A[EA001CDB]

8 A30H02:06:48.039: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ACTIVE HANDLEIO] : f#
RICEB E TXIREFIREE ETX

8,A30H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931] : [E{E2HUE B4R 1S
. SSSHE s - T 34241 %= 8BO00F38

8430 H02:06:48.039: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : SE BNz 4TS
[29305] : B IBHHISE BN IR IR 15

8 H30H02:06:48.039: SSS PM [uid:900][7TF7439B43390][AAA ID:2931] : BRI E : BEERER
2 TPPPoE-Client-1

8 A30H02:06:48.039: SSS PM: PROFILE-DB : 2 &EHE+H "PPPoE-Client-1, BlEER
8 A30H02:06:48.039: SSS PM: PROFILE-DB : 5t E #y 3= {E= 4099343087

8 A30H02:06:48.039:SSS PM:PROFILE-DB : & , #i¥#EE

8 A30H02:06:48.040:SSS PM:PROFILE-DB : 23 "PPPoE-Client-1,

8 A30H02:06:48.040:SSS PM:PROFILE-DB : #1 "PPPoE-Client-1. /7F7439BF34EQ hdl
A1001D54 ref 1

8 A30H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BLEER : BX
7F7439BF7DA0 , %1

8 H30H02:06:48.040: SSS AAA AUTHOR [uid:900][AAA ID:2931] : Eff<free request> , AREETE
complete E tk Aterminal

8 A30H02:06:48.040:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : BUEES

8 A30H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEEREBHKFEEENSE
#



8 A30H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EABEE R ; IRE

8 H30H02:06:48.040: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SMKR I — EENE %

8,430 H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #8 : EHEHEEHE
B33 8

8830 H02:06:48.040: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 8 : Intf CloneSrc
Vt2: service-rule any : #&

8830 H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 428 : Intf Inputl/f
Gi2/3/4: service-rule any : #&

8 530 H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : 88 : Glob: service-rule
any : &

8,430H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BKEIE £S48

8 H30 H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : Ef<rovd keys> , #REE
. BE — more-keys A& — auth-needed

8, A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BEZEHE
8430 H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEHREEE

8 H30H02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : EHkeyset:Unauth-
User, Auth-User, Nasport. Input Interface. AAA-Id, AAA-Acct-Enbl, Resource-Determined,
SHDB-Handle, Media-Type. Protocol-Type, Session-Handle, Authen-Status&&&

8 A30H02:06:48.041:5SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EE SR : Auth-User

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEAE €488 : Auth-
Usery ?

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Efk<send auth> , HR%E
EERESMRIBIEETRE

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : REAAARRKEIRIE

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : IEE &% TPPPoE-
Client-1, HIAAAGER

8 A30H02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SSS PM : HELBFERA#HE
BEEREH

8 A30H02:06:48.041: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : 1242 : #4SIP:PPPoEZELS &

= eg

BE

8 A30H02:06:48.041: SSS AAA AUTHOR [uid:900][AAA ID:2931] : &% : &L SIP:PPPoEES &
FERE



8 A30H02:06:48.041: SSS PM#&R2 : K& £ T X ANULLD B aaa author passwd list APIH R4
BE

8 A30H02:06:48.041:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : #8SIP PPPoE
8 A30H02:06:48.041: SSS AAA AUTHOR [uid:900][AAA ID:2931] : RAFIPPPoEf##T
8 A30H02:06:48.041: SSS AAA AUTHOR [uid:900][AAA ID:2931] : BR FAPPPf##T

8,A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : sE N4 TE[0] : 1E5E5 8
EFTXHEHEARE

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : SEE) I 4IKIB[0] : BIE
BETX

8 A30H02:06:48.041: SSS AAA AUTHOR [uid:900][AAA ID:2931] : ZE#F<make request> , 4REEHE
TREXRAKRE

8,430H02:06:48.041:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : SE B €488 BAuth-User
8,A30H02:06:48.041: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : {Z# 4 $#8PPPoE-Client-1
8430 H02:06:48.042:AAA/AUTHOR(0xB73) : JBEU 5 % EE Mdefault

8830 H02:06:48.042: SSS AAA AUTHOR [uid:900][AAA ID:2931] : S&7E B H B RS R A RITE R
— user

8 H30H02:06:48.043: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : &% £ #&PPPoE-Client-1/&3%

8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA ID:0] : B3I kR XX 7F7439B42FB0
8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA I1D:2931] : EM M SRS E Rze

8 A30H02:06:48.043:SSS PM [7F7439B42FBO][AAA ID:2931] : BEIARREEH ; RiER T
unauthen

8 H30H02:06:48.043:SSS PM [TF7439B42FBO][AAA ID:2931]:IDMGR : Ei S BERE T
unauthen

8430 H02:06:48.043:SSS PM [7TF7439B42FBO]J[AAA 1D:2931] : BR#[Internet] : R #&
7F7439B43390

8430 H02:06:48.043:SSS PM [7TF7439B42FBO][AAA 1D:2931] : AR¥S[Internet] : S RkE) ? &

8,A30H02:06:48.043: SSS PM [7TF7439B42FBOJ[AAA ID:2931]: IDMGR : RIS R EkED ; 2T
#

8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA 1D:2931] : &% BHEIRAEE # BIDMGR

8 A30H02:06:48.043:SSS PM [7F7439B42FBO][AAA ID:2931] : EREFEBAPIF R T EFERE



HETR

8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA ID:2931] : FE SR EHSMAPIR KT EIEAH
ZETR

8, A30H02:06:48.043:SSS PM [7TF7439B42FB0][AAA ID:2931] : EEHAAA ID 2931HINASIE
8,430 H02:06:48.043:SSS PM [7TF7439B42FBO][AAA ID:2931]:IDMGR : B¢ E#&F B3

8430 H02:06:48.044:SSS PM [7TF7439B42FBO][AAA 1D:2931] : {8 fi {2 414X i DS000F 3B HI B E
Fig N E Fin &%

8 A30H02:06:48.045:SSS PM [7TF7439B42FBO][AAA ID:2931] : EH KIS MEEE
8430 H02:06:48.046:SSS PM [7TF7439B42FBO][AAA ID:2931] : Z A BRi%= "B 485"

8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA 1D:2931]:Nasport = PPPoEOE : &2/
+11#4 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

8 H30H02:06:48.046:SSS PM [7TF7439B42FBO0][AAA 1D:2931]:Access-Type = 11(Web-service-
logon)

8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA 1D:2931]:Authon-Status = 1 ( KR iE S PER
)

8,430 H02:06:48.046:SSS PM [7TF7439B42FBO]J[AAA ID:2931] : &5 4 8=
2902460078(AD000GAE)

8 830 H02:06:48.046:SSS PM [7TF7439B42FBOJ[AAA ID:2931] : R H S EEREXEMEW — R
B

8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA 1D:2931] : 35 R 2! BWeb-service-logon
8 A30H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931] : R Al : =HEH4RIEEENIR B

8 H30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA 1D:2931] : #2 8l : Intf CloneSrc Vt2:
service-rule any : &

8 H30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA 1D:2931] : #R 8l : Intf Inputl/f
Gi2/3/4:service-rule any : &

8 H30H02:06:48.046:SSS PM [7F7439B42FBO][AAA 1D:2931] : # 8l : Glob:service-rule
any:default-internal-rule

8830 F02:06:48.046:SSS PM [7TF7439B42FBOJ[AAA ID:2931] : #81 : 4% Mdefault-internal-
rules SARXEbservice

8 A30H02:06:48.046:SSS PM [7F7439B42FB0][AAA ID:2931] : # 8l : FIEEL " default-internal-
rule/always event account-logon

8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA ID:2931] : # A : FItE "default-internal-



rule/always event idle-timeout

8 H30H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931] : Al : FIEEL " default-internal-
rule/always event session-timeout

8 H30H02:06:48.046:SSS PM [7F7439B42FBO][AAA 1D:2931] : R Al : FIEE "default-internal-
rule/always event keepalive-timeout |

8 H30H02:06:48.046:SSS PM [7F7439B42FBO][AAA 1D:2931] : R Al : FIEE "default-internal-
rule/always event flow-timeout

8 H30H02:06:48.046:SSS PM [7F7439B42FBO0][AAA 1D:2931] : /R Al : [LE "default-internal-
rule/always event service-start

8 A30H02:06:48.046:SSS PM [7F7439B42FB0][AAA ID:2931] : /R Al : [LE "default-internal-
rule/always event service-start/1 service-policy type service identifier service-name

8 A30H02:06:48.046:SSS PM [7F7439B42FB0][AAA ID:2931]:RULE[0] : F%A

8 A30H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931]:RULE[0]:default-internal-
rule/always event service-start/1 service-policy type service identifier service-name

8 H30H02:06:48.046:SSS PM CCM : K E| AR K E& 15 R0x7F7439BHY SHDBE L%
0x5500035643390

8 H30H02:06:48.046:SSS PM CCM: [SESSION PM EVENT] Event = NEW-REQUEST(ctx:
0x7F7439B43390 , #&4F : APPLY-SERVICE)

8 H30H02:06:48.046:SSS PM&E AT A1 : FFEE#/Ishdb = 0x55000356 spol_ctx =
0x7F7439B43390

8 830H02:06:48.046:SSS PM CCM : ERIAEPM HASRE B 5K 4% (& 55 0x55000356)
8 530 H02:06:48.046: SSS PM HA : [IPM HARBKBI$7181% & ( B BIAPPLY-SERVICE )

8 H30H02:06:48.046:SSS PM HA:NE : fEpolicy_ha_add_session_infoH
, shdb=0x55000356,last=APPLY-SERVICE(6)

8 A30H02:06:48.046:SSS PM& A A 14 : #Epolicy_ha_net_effect_processH
: ctx=0x7F742BC552A8,action-type=APPLY-SERVICE , event=SERVICE-START , state=INIT-
STATE

8 H30H02:06:48.046:SSS PME ATAM : NE : AR EMEWEERRIEEBERE
8 A30H02:06:48.046:SSS PME AT A : BREBRTE , $#£0x0F|0x7F742BC50EEQ

8 A30H02:06:48.046:SSS PM CCM : #i#tt) X &&E(shdb 0x55000356),ctx
0x7F7439B43390,dsess_hdl 0x0 , FEFRIEEE

8,A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA ID:2931]:RULE[0] : HEA S8 AR



8 A30H02:06:48.047:SSS PM [7F7439B42FBO][AAA 1D:2931]:RULE[0] : RIS InternetiZ & A &
BUH

8 H30H02:06:48.047:SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931] : AREE : initial-req to
check-auth-needed

8 A30H02:06:48.047: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931] : E#f<send auth> , #RAEE
 RERESNREBSRETRE

8 A30H02:06:48.047:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : IRIEAAARKE R HE

8 H30H02:06:48.048:SSS PM [uid:900][7F7439B42FBOJ[AAA ID:2931] : [E1E X 4t% T
Internets FYAAAGE K

8 A30H02:06:48.048: SVM [uid:900][7F7439B42FBO]J[AAA ID:2931] [Internet] : TETH

8 A30H02:06:48.048: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : BR#E Tinternety MR
B FETH

8,430 H02:06:48.049: SVM [uid:900][7F7439B42FBO]J[AAA 1D:2931] [B20001F 1/Internet] : B9 &
Y hR 251

8 830 H02:06:48.049: SVM [uid:900][7F7439B42FBO][AAA 1D:2931] [B20001F 1/Internet]:
[D8O0OF3B] : % 5 ik B HERK

8 830 H02:06:48.049: SVM [B20001F 1/Internet]: [PM-Download:D8000F3B] 2 44 0->1
8 A30H02:06:48.049:SSS PM [uid:900][7F7439B42FBOJ[AAA ID:2931] : EERE F &
8 A30 H02:06:48.049:SVM [B20001F 1/Internet]: [AAA-Download:7F743125EECO] 2 $4E0->1

8 H30H02:06:48.049: SSS AAA AUTHOR [uid:900][AAA ID:0] : 1R : #SIPEE S EBE
: Web-service-logon

8 A30H02:06:48.049: SSS AAA AUTHOR [uid:900][AAA ID:0]: Authorization:Failed method list
access from SIP:Web-service-logon

8 A30H02:06:48.049: SSS AAA AUTHOR [uid:900][AAA ID:0] : #&SIP PPPoE

8 A30H02:06:48.049: SSS AAA AUTHOR [uid:900][AAA ID:0] : Bk FIPPPoEf##T

8 A30H02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0] : Bk FAPPPf##T

8 A30H02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0] : Bk FAWebBR 7 & A AT

8 830 H02:06:48.050:SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931] : SE BRI HE[0] : 1E5F
B L TXHHENRR

8,430 H02:06:48.050:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931] : SEEhiz4I{RIE[0] : B2
MOREIETX



8 A30H02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0] : E#k<make request> , AREEMREZE
FEdARE

8 A30 A 02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : EB) & 5% & BApply-Service

8 30 H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : 35 HERI G2 4R B 2%

8 A30 B02:06:48.050:AAA/AUTHOR(0x0) : EUA A& E "default

8 A30 H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : #$1S R B R BIRE ARG

8,430 H02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0] : &1 B 4B 4B R )% A AAASE
*

8 A30H02:06:48.050:SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931] : ﬁﬂU[O] : IETE T ERFE
Tlnternet

8 B30 H02:06:48.050:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]:RULE[1] : B4
8 H30H02:06:48.051:RADIUS/ENCODE(00000B73) : &8t E Bl= PPPoE
8 A30H02:06:48.051:RADIUS : BRI BDSLARE ER B

8 H30H02:06:48.051:RADIUS(00000B73) : Bt ENAS IP:192.168.111.1

8 H30H02:06:48.051:RADIUS(00000B73) : ElENAS IPVv6::

8 A30H02:06:48.051:RADIUS/ENCODE(00000B73):acct_session_id:2922

8 H30H02:06:48.051:RADIUS(00000B73) : &%

8 H30H02:06:48.052: RADIUS/ENCODE(00000000):Orig. 7t {4 B B = & %k

8 H30H02:06:48.053:RADIUS(00000000) : BLiENAS 1P:192.168.111.1

8 H30H02:06:48.053:RADIUS(00000000) : EZENAS IPV6: ::

8 430 H02:06:48.053: RADIUS(00000000) : {&i%

8 H30H02:06:48.053: RADIUS(00000B73) : i3 REFEK£192.168.111.9:1645 id 21691/87 len
134

8 830 H02:06:48.053:RADIUS : S84 52AB 9B 13 37 28 45 B9 5F - 8A 0C 45 79 DE 03 67 9A
8 H30H02:06:48.053: RADIUS : &% (1] 16 "PPPoE-Client-1"

8 H30H02:06:48.053:RADIUS : i/ & HH[2] 18 *

8 830 H02:06:48.053: RADIUS: NAS-Port-Type [61] 68 #E[5]

8 H30H02:06:48.053:RADIUS:NASH#E[5] 6 738197504



8 H30H02:06:48.053: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H02:06:48.053:RADIUS : fitfErs , BR[26] 41

8 A30H02:06:48.053: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H02:06:48.053: RADIUS : AR E! 5I[6] 6 & ¥4 [5]

8 H30H02:06:48.054:RADIUS:NAS-IP-Address [4] 6 192.168.111.1

8 A30H02:06:48.054: RADIUS : SE#BFRE[55] 6 1472522808

8 A30H02:06:48.054: RADIUS(00000B73) : {i%IPv4 RadiusE 3

8 A30H02:06:48.054: RADIUS(00000B73) : BAEI57)HE ks

8 A30H02:06:48.054 : 7&K+ T EIRADIUS: nas-port-id(87)

8 H30H02:06:48.054: RADIUS(00000000) : i34 7K E192.168.111.9:1645 id 21691/88,len
66

8 A30H02:06:48.054:RADIUS : 5175272588 26 9B 9D 00 39 F7 BB - 95 D3 93 67 B5 FB 35 9A
8 A30H02:06:48.054:RADIUS : £ A EZH[2] 18 *

8 H30H02:06:48.054: RADIUS : £ & & &[1] 10 "Internet"

8 A30H02:06:48.054: RADIUS : AR 2! 5I[6] 6 & ¥4 [5]

8 H30H02:06:48.054:RADIUS:NAS-IP-Address [4] 6 192.168.111.1

8 A30H02:06:48.054: RADIUS : S4EEEI[55] 6 1472522808

8 A30H02:06:48.054:RADIUS(00000000) : {&iXIPv4 Radius& ¥

8 A30H02:06:48.054: RADIUS(00000000) : BhE157)HE &

8 H30H02:06:48.055:RADIUS : #H Hid 21691/87 192.168.111.9:1645,Access-Accept , len 49

8 A30H02:06:48.055:RADIUS : 17 Ea3%882C 28 38 54 02 DF 34 8A - AD A4 C6 6A CB E3 AB
E9

8 A30H02:06:48.055: RADIUS : 2% E[7] 6 PPP [1]

8 A30H02:06:48.055: RADIUS : FR#& & 7l[6] 6 EER R IE[2]

8 A30H02:06:48.055:RADIUS : {ffEm , BRI[26] 17

8 A30H02:06:48.055: RADIUS: ssg-account-info [250] 11 "Internet"

8 H30H02:06:48.056: RADIUS(00000B73) : U Hid 21691/87



8 A30H02:06:48.056: SSS AAA AUTHOR [uid:900][AAA ID:2931] : KKEIAAABITE

8 H30H02:06:48.056: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: [TF7439B43390] : BIEEE T
e

Initial attr Framed-Protocol 0 1 [PPP]

Initial attr service-type 0 2 [EHEZREIE]

Initial attr ssg-account-info 0 "Alinternet"

8 H30H02:06:48.056:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:
R EWBFERB P4t it

8 H30H02:06:48.057: SSS PM [uid:900][7TF7439B43390][AAA 1D:2931] : 8 : RSB B=8
2 AInternet , FRE T — @R

8 H30H02:06:48.057:SSS PM:PARAMETERIZED-Qo0S:Q0S5| &

8 A30H02:06:48.057: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 8| : VRF#FHFTE :
Framed-Protocol 0 1 [PPP]
service-type 0 2 [EEREIE]
ssg-account-info 0 "Alnternet"

8 A30H02:06:48.058:SSS PM : ¥ EIVPDNE 1 o 5% B

8 A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931]: SIP PPP[7F756CC2B030]4# fi#
AR

8 A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931]: SIP PPP[7F756DAD3800]4% f##
r B R W

8 A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: SIP
PPPoE[7F756CCD6BF0] % #1 & A& Zh

8 A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931] : B4 <R T RIRIE> , AREERE
BERATK

8 H30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931] : KRIXFIRIEIREEA

8,A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931] : TZ1E;E B 4TS —
3D000D42

8 A30H02:06:48.062: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : B FERNULL , FEA
BB HIXHS[25001CFO R EE

8430 H02:06:48.062: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ACTIVE HANDLE[0] : 1k



RICEBH L TXIREFIRE ETX

8,430H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : [E1ERRHUE B4R 1E
. SSSHM £ T 374241 #= 8BOOOF38

8,430 H02:06:48.062:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : SE BN 4TS
[29305] : EERMAEBEHIRTS

8 430 H02:06:48.062:SSS PM [uid:000][7F7439B43390][AAA ID:2931] : BBRR : RERERS
"PPPoE-Client-1

8 A30H02:06:48.062: SSS PM: PROFILE-DB : & ¥ EFH "PPPoE-Client-1, BlEER
8 A30H02:06:48.062:SSS PM:PROFILE-DB : 58K 5= &= 4099343087

8 A30H02:06:48.062: SSS PM: PROFILE-DB : #ZEEHEBAEBERNFEETE

8 H30H02:06:48.062:SSS PM:PROFILE-DB : B4 A& th ITH

8 A30H02:06:48.062:SSS PM:PROFILE-DB : £ , £ 2 Hlixr4

8 A30H02:06:48.062:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BLERER : B
7F7439BF7D78 , £#A1

8,A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : ZE#<free request> , HREEMR
TR ER AR IR

8 A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931] : BUERES

8,430 H02:06:48.062: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEEE R T EEEH
=4

8 A30H02:06:48.062:RADIUS : #EU Hid 21691/88 192.168.111.9:1645,Access-Accept , len 277

8 H30H02:06:48.062:RADIUS : 5358 85EE 5E FO 5E 63 B6 4C 3D - 5E C6 A6 4F 7A B8 43
66

8 A30H02:06:48.062: RADIUS : fitFEng , BRl[26] 17
8 A30H02:06:48.062: RADIUS: ssg-service-info [251] 11 "Internet"
8 A30H02:06:48.062:RADIUS : fitFErg , B R[26] 61

8 A30H02:06:48.062: RADIUS: Cisco AVpair [1] 55 "ip:traffic-class=in access-group name ACL-
Internet-In"

8 H30H02:06:48.062: RADIUS : &R , B R[26] 40
8 H30H02:06:48.062:RADIUS:Cisco AVpair [1] 34 "ip:traffic-class=in default drop"

8 830H02:06:48.062:RADIUS : {£FERT , BARI[26] 63



8 A30H02:06:48.062: RADIUS: Cisco AVpair [1] 57 "ip:traffic-class=out access-group name ACL-
Internet-Out"

8 A30H02:06:48.062: RADIUS : {tfErg , BRI[26] 41
8 A30H02:06:48.062:RADIUS:Cisco AVpair [1] 35 "ip:traffic-class=out default drop"
8 A30H02:06:48.062: RADIUS : {fER , BRI[26] 35
8 A30H02:06:48.062:RADIUS:Cisco AVpair [1] 29 "accounting-list=ACCNT_LIST1"

8,430 H02:06:48.063: RADIUS/DECODE(00000000) : ¥ABHERE, KIOEEEAREHME
=

8 A30H02:06:48.063:RADIUS(00000000) : #W Bid 21691/88
8 A30H02:06:48.063: SSS AAA AUTHOR [uid:900][AAA ID:0] : EIAAAB T
Initial attr ssg-service-info 0 "Internet"
Initial attr traffic-class 0 "in access-group name ACL-Internet-In"
Initial attr traffic-class 0 "in default drop"
#zattr traffic-class 0 "out access-group name ACL-Internet-Out"
Initial attr traffic-class 0 "out default drop"
Initial attr accounting-list 0 "ACCNT_LIST1"
8 H30H02:06:48.063:SSS PM [uid:900][7F7439B42FBO0][AAA 1D:2931]:
KM EWBFERB P4t it
8 A30H02:06:48.064:SSS PM:PARAMETERIZED-Qo0S:Q0S5| &
8 A30H02:06:48.064:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931] : # 8l : VRFEHFTE :
ssg-service-info 0 "HAFRHEEE"
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "in default drop"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"
accounting-list 0 "ACCNT_LIST1"

8 A30H02:06:48.065:SSS PM : ¥ E|VPDNE 2k K #%



8 A30H02:06:48.066:SVM [B20001F1/Internet] : %X EH1D:11584.11585

8 A30H02:06:48.068:SSS AAA AUTHOR [uid:900][AAA ID:0]:SIP PPP[7F756CC2B030]# f& 4 &
B

8 A30H02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0]: SIP PPP[7F756DAD3800]4% f# 4
R BHE

8 A30H02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0]: SIP PPPoE[7F756CCD6BFO]# fi#
W RN

8,A30H02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0] : S#<R T RIRE> , RaEntEg
EHATHK

8 A30H02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0] : RFKZIRISTEENA
8 A30H02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0] : 2755 Bh# #1485 — FD000D43

8,A30H02:06:48.068: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931] : B 58 ANULL , FEM
B ERFRIBORERE

8,A30H02:06:48.068: SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931] : SEBNR4IKIS[0] : TRER
1ERE ETUIRE R LT XX

8,A30H02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0] : [E{ERBHGE B4R HE ; SSS&
B& b T Sxd% ) 0 6= D800OF3B

8430 H02:06:48.068:SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931] : SE B2 414K 1S
[29305] : EREMHEEN R FICHES

8 A30H02:06:48.068:SSS PM [7F7439B42BDO][AAA ID:0] : 3 £ T X7F7439B42BD0
8 A30H02:06:48.068:SSS PM:PROFILE-DB : EEREFHMNEEEZR "nternet,

8 A30H02:06:48.069:SSS PM:PROFILE-DB : 5+ & #95#Z=E= 4239442925

8 A30H02:06:48.069:SSS PM:PROFILE-DB : & , ¥fi#¥ 58

8 H30H02:06:48.069:SSS PM:PROFILE-DB : 237 TInternet

8 A30H02:06:48.069:SSS PM:PROFILE-DB : 21 "Internety /7F7439BF3510 hdl 74001D20 ref
1

8 430 H02:06:48.069: SVM [7TF7439B42BDO][AAA ID:0] [B20001F 1/Internet] : 537 SRR 1z 1115
8 830 H02:06:48.069:SVM [7TF7439B42BDO][AAA ID:0] [B20001F 1/Internet] : T #i#9 & — @ AR A

8430 H02:06:48.069: SSS AAA AUTHOR [uid:900][AAA ID:0] : B Tinternet, BISVMT &
E

8,430 H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA 1D:2931] [B20001F 1/Internet]:



[D800OF3B] : BFiw N #EE
8 A30H02:06:48.069: SVM [B20001F 1/Internet]: [SVM-to-client-msg:D8000F3B] & 5 E0->1
8 H30H02:06:48.069:SVM [B20001F 1/Internet]: [AAA-Download:7F743125EECO]## 5 1->0

8 A30H02:06:48.069: SSS AAA AUTHOR [uid:900][AAA ID:0] : E4<free request> , AREEMRE
complete EE ik Aterminal

8 A30H02:06:48.069: SSS AAA AUTHOR [uid:900][AAA ID:0] : BUERE>
8 A30H02:06:48.069:SSS PM [7F7439B42BDO][AAA ID:0] : $58 £ T X 7F7439B42BD0

8 A30H02:06:48.069: SSS PM: [PARAMETERIZED-Qo0S] : KB H I
removed_from_rbpl_ctx_temp_hold[8FO00F39

8 A30H02:06:48.069:SSS PM [7F7439B42BDO0][AAA ID:0]: [PARAMETERIZED-QoS] : ik A
HIfCHS[BFO00F39E L B LT X , EEIRE

8 H30H02:06:48.069:COA_CCM: [SESSION FREE] Policy ctx:0x7F7439B42BD0

8 A30H02:06:48.069:COA_CCM : ZZHIEFE — ZBE KB & T X0x7F7439B42BDO0 ( IFHEMMVEFE
)

8 H30H02:06:48.069:SSS PM CCM: [SESSION FREE] policy ctx:0x7F7439B42BD0

8 A30H02:06:48.069:SSS PM CCM: [ERR]ZZH & — ZME RS - T X 0x7F7439B42BD0 ( &2
RPN HAZEE )

8,430 H02:06:48.069:SSS PM [7TF7439B42BDOJ[AAA ID:0] : BIBREE : hBFIEEE

8430 H02:06:48.069:SSS PM [7TF7439B42BDO]J[AAA ID:0]:SSS PM : $A% 5 Hs T L h AT A 1
AEmMERRENA

8 A30H02:06:48.069:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]:SVMBR#E T~ # B h

8,430 H02:06:48.069:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931] : B3 nternet. AR
1B T &

8 A30H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F 1/Internet] : 73 & Zh
REE A

8 H30H02:06:48.069:SVM [B20001F 1/Internet]: [SVM-Feature-Info:7F7439BF3C10] 2 8 E0->1

8 A30H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F1/Internet] : EBX
& &

8 A30H02:06:48.069:SVM [B20001F 1/Internet]: [PM-Info:7F7439BE9D78] 2 $HE0->1

8 430 H02:06:48.069: SVM [uid:900][7F7439B42FBOJ[AAA 1D:2931] [B20001F 1/Internet] : &%
BREA



8 A30H02:06:48.069:SVM [B20001F1/Internet]: [PM-Info:7F7439BEQD18]f#$51->0

8 530 H02:06:48.069:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B BIEE : BEREBERE
Tnternet._

8 A30H02:06:48.069:SSS PM:PROFILE-DB : JE##ref Internety /7F7439BF3510
hdl74001D20 ref 2

8 430 H02:06:48.069:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EBR= : &Y
7F7439BF7D50 , %1

8 A30H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F1/Internet] : EE7
& Fin

8 H30H02:06:48.069:SVM [B20001F 1/Internet]: [PM-Download:D8000F3B] unlocked 1->0
8 A30H02:06:48.069:SVM [B20001F1/Internet]: [SVM-to-client-msg:D8000F 3B]f#$51->0

8 530 H02:06:48.069:SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931] : 15 8l
: VRF/Classhname® & : €555 T #4k¥EVRF/Classname

8,A30H02:06:48.069: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931] : EEERE R FEMEEK
=4

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : ThEE&E A
: TF7439BF3C108L 5l : RIGELE

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: : BLE#R Al : RBEERE

E

8430 H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: : IDBEL B : R EE | B
ATIE

8 430 H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: : 164748 :
SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]: : &} : 000000 00 00 B2 00 01 F100 00 .......

SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]: : &%} : 000008 00 00 D8 00 OF 3B 00 00

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : FR#& B %A

8,430 H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : BRIS[#BESAERE] - ik
7F7439B43390

8 A30H02:06:48.070:SVM [B20001F1/Internet]: [PM-Service:7F7439BFBE98] & $H EE0->1

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : L BERE B4 E
8BOOOF38HEFimitH , HEFIHIRAZ

8,430H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : BR#&[Internet] : FREh 42



EREE

8 530 H02:06:48.070:SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931] : B4E<srvf not
found> , AREE : XM 1Tcheck-auth-needed

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931] : EEEE T —EZ#KRE
8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]:RULE[0] : #4/&

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]:RULE[0]:default-internal-
rule/always event service-start/1 service-policy type service identifier service-name

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]:RULE[0] : REEZEi&E
1TRYRAE

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931]:RULE[1] : #¢4&

8 A30H02:06:48.070: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: RULE[1]: default-
internal-rule/always event service-start/1 service-policy type service identifier service-name

8,430 H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]:RULE[1] : {2HtTERIES
8,430 H02:06:48.070:SSS PM [uid:900][7F7439B42FB0][AAA ID:2931]:RULE[?] : /&

8 A30H02:06:48.070: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: RULE[2]: default-
internal-rule/always event service-start/1 service-policy type service identifier service-name

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : Ef<srvf found> |, AREE
 EEZEFEHMcheck-auth-need

8,430 H02:06:48.070:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931] : B F &I thEXFH & SR
%, BERAET

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : RS EERER KT
W — BEREESTH

8 830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : IREF BEARSM

8 830H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 14 RIZHLARTE ; &%

8 830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : $2fitdefault-directive

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : KREFEL — A& IF
8 830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 4REE : & &initial-req

8 H30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Eff<srvf found> , AREE
. initial-req to wait-for-events

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BEE RIS A



8 A30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : SRESFEZ — ZARiik 1E

8,430H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : TERIE R FREEE , M
TRFSP

8,430 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : SEBSFEZ: — ZNH#& 1t

8,430 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : # 8 : EHRIIWEHE
FE ARV AR A

8 H30H02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : # Al : Intf CloneSrc
Vt2: service-rule any : #&

8 H30H02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : R Al : Intf Inputl/f
Gi2/3/4: service-rule any : #&

8 H30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #R Al : Glob: service-rule
any : &

8 A30H02:06:48.082:SSM CM[23895] : FAELER : EZELID
8 H30H02:06:48.082:SSM CM[23895] : FHLER : $HESSM ID

8 A30H02:06:48.082: SSM SM ID$87E : [SSS Manager:id_lock:23895] locker <SIP> : 5180 —>
1

8 H30H02:06:48.082: SSM XDR[23895]: SSMELEE , 118 EIHIE(0x0)Ox0KRFiiE , SHEAMKINE

8 H30H02:06:48.082: SSM SM ID$HE : [SSS Manager:id_lock:19798] locker <SSF> : 5180 —>
1

8 H30H02:06:48.083: SSM SM ID#HE : [SSS Feature Manager:id_lock:19798] locker
<SSF>: Ft81—>2

8 H30H02:06:48.083 : ik : FEARFEEREREEN HisH @

8 H30H02:06:48.083 : 2R : BRI AECp £ T X (Ox7F743A303CF0) 5 ERfY L T st 4l 1%
(0x4A000002)

8 A30H02:06:48.084: Accounting[uid:900]: Seg hdI[%Xx] Acct Context[%x]: Install
service(iedge_acct_install_service_accounting)accounting for

8A30H02:06:48.084 : 50R[uid:900] : IE1E & S MEENCIX[7TF743A303CF0] type[3]# [ %&£}
8,430 H02:06:48.084:SVM [B20001F 1/Internet]: [Accounting-Feature:7F743A303CF0] 2 $4 & 0->1

8 A30H02:06:48.086: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EWRZIARIEHIAAATRE
SMIEA , AAID:0xB73

8 A30H02:06:48.088 : 2#R[uid:900] : EE5EMRINAERBEEAY FID



8 A30H02:06:48.088:Accounting[uid:900] : BAAARIDEREM & FE
8 A30H02:06:48.088:Accounting[uid:900] : BAAATIDAE AR E BB

8 A30H02:06:48.088:Accounting[uid:900]: iedge acct context is NULL or acct accuracy not
enabled

8 A30H02:06:48.088 : Fitk[uid:900] : #£SSS CQEEEGE#(7F743A14CD90)
8 A30H02:06:48.088 : ik : iEdge Accounting#& i X Bh 50 &% A Th &% B AAA.
8 B30 H02:06:48.088 : SRIE[UId:000] : B #4 50 4% B HN AR Th

8 530 H02:06:48.088:Accounting[uid:900] : BRIk Eh245 B 5%
8H30H02:06:48.088 : fiitk : REKEEERAEEEMALSLM@

8 530 H 02:06:48.089:SVM [B20001F1/Internet]: [FM-Bind:ADOOOBAE]3470->1

8 A30H02:06:48.089:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : BR#F[Internet] : BB A
CIEE

8 A30H02:06:48.089:SSM CM FH[19798:ft 7512:7512] : L& IhEE

8 A30H02:06:48.090: SSM XDR[19798]: SSMIhaE R & , fAIEEIHFE (0X0)OXOKRFh#E |, JH S M H
8 A30H02:06:48.090:SSM CM FH[19798] : REEINEE : Bk IE E[Hi##]

8 A30H02:06:48.090:SSM CM FH[19798:ft 11609:11609] : R INEE

8 A30H02:06:48.090: SSM XDR[19798]: SSMIhgE & & , 1AFE A IE (0x0)OX0KRFAE , JH BN
8 H30H02:06:48.090:SSM CM FH[19798] : LZEIhEE : Bk 5 IE E[Ri#E]

8 A30H02:06:48.090:SSM CM FH[ft 11609:11609] : E#TTh&E

8 H30H02:06:48.090:SSM XDR:SSMINBEE# , A& EIHFE (OX0)OXOKRFhAE , TH I H

8 A30H02:06:48.090:SSM CM FHIft 11609:11609] : EIhEE : B3| 1EE[R#E]

8 H30H02:06:48.090:SVM [B20001F 1/Internet]: [SVM-Feature-Info:7F7439BF3C10] R $HE1->0

8 H30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SMR R I — FEAELE
FX2h

8 H30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: [PARAMETERIZED-
QoS] : HAA/EHXEFBBO00F38 LN T LETX , EEREMEA

8 H30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : Eff<get apply config
success> , AREE : wait-for-events to wait-for-events

8 H30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : [REERAEE ; HIh



8 A30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : &5EBIA T K
8 A30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : MIEIEMIERAI Bt EE

8 H30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : BR#[Internet] : 5T —
Hie

8,430 H02:06:48.090: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR : R EXEh

8,430 H02:06:48.090: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR : &% 5= IR 75 K

il

8 H30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : lRE&#EA
Internet_

8,430 H02:06:48.090:SVM [B20001F 1/Internet] : B & ;

8 A30H02:06:48.091: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR:assert authen
status "authen"

8,A30H02:06:48.091: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : X EH4REE
#

8 H30H02:06:48.091:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : lR&#HEA
Internet_

8 A30H02:06:48.092:SVM [B20001F1/Internet] : E T ; &4
8 A30H02:06:48.093: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: IDMGR : E#TiR¥%

8 H30H02:06:48.093: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: IDMGR : {EixE# R
ERT

8 A30H02:06:48.093: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: IDMGR : fRiS&#EA
Internet

8 H30H02:06:48.093:SVM [B20001F1/Internet] : E & ; £ A
8,430 H02:06:48.094:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : AR#[Internet] : TRKE
8A30H02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : ¥ A B &L

8 A30H02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : TE EHF 4T
8BO0OF38MgetE Bkt | B Az

8 A30H02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Z&E Fimit ; MIEEH
RP

8 B30 H02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEH &R TE
8B000F38MIgetE FimtR , BEFImRAZ



8 A30H02:06:48.094:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931] : B EIRIS[HIMAEER] : 7B
BREEE B4

8,430 H02:06:48.094:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : B SRS [Internet] : &2
FE AL & R Th

8 A30H02:06:48.094: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: AUTOSERVICE
[Internet] : BE& AR,

8 A30H02:06:48.094: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: AUTOSERVICE
[Internet] : IEFEHE R KRG £ T SUEEFMIBR B BRI R B

8 A30H02:06:48.094: COA_HA: [ERR]#& % #Eshdb Ox¥EHlcoa_ctx55000356

8 H30H02:06:48.094:SSS PM CCM : ¥ ZI AR FKIEIE S 0x7F7439BHISHDBIZ #IK 15
0x5500035643390

8 H30H02:06:48.094:SSS PM CCM: [SESSION PM EVENT] Event = REQUEST-SUCCESS(ctx:
0x7F7439B43390)

8 H30H02:06:48.094:SSS PM CCM:shdb#Z Hl{#E0x55000356 Y a2 G A A ( TEE
3T —18 )

8 A30H02:06:48.094:SSS PM& d] itk : #Epolicy_ha_session_update : EHPME o] AtE &5
0x55000356 ( £ X 0x7F742BC552A8 )

8 A30H02:06:48.094:SSS PM& AT At : [RIE TR 7F742BC50EEQ
8 A30H02:06:48.094:SSS PM& 7] At : 7F742BC50EEO0E Bl IR A AR A& 1
8 A30H02:06:48.094:SSS PME A A% : 7F742BC50EEOARREE B A2

8 A30H02:06:48.094: SSS PM HA: [uid:900][7F7439B43390][AAA ID:2931) 8 E R B MZFE
M ( BFEBR ) AREEREADY-STATERVIRE

8 A30H02:06:48.094: SSS PM HA: [uid:900][7F7439B43390][AAA ID:2931]# MBS EE ( &5
#EESERK ) ARREREADY-STATERVIRE

8 H30H02:06:48.094: SSS PM HA: [uid:900][7F7439B43390][AAA 1D:2931| R IR ESFE M
(after-session-start-is-done) AREEPENDING-STATER R /E

8 A30H02:06:48.094: SSS PM HA: [uid:900][7F7439B43390][AAA ID:2931] K R BL M ZH B M
MR ) MREBNBRIESYNCED-STATE

8430 H02:06:48.094: SSS PM HA: [uid:900][7F7439B43390][AAA ID:2931]5% B B F [ Z 1% E b
(after-session-start-is-done) AREESYNCED-STATEHI & 1E

8 A30H02:06:48.094:SSS PM CCM:policy_ha_ccm_update_session : B 1{EREADYZ/EFO1E
SYNCED#4E , RILt#FE#|CCM READY

8 A30H02:06:48.094:SSS PM CCM : #PM HAZRE B [F 25 fi s (&550x55000356)



8 A30H02:06:48.094:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : RBEFREEH
8 H30H02:06:48.094:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : R EEEH
8 A30H02:06:48.094:Accounting[uid:900] : EEHETCEFE L LZHIR

8 A30H02:06:48.096: SSM XDR[19798]: SSME#TER , 118 & f & (0x0)Ox0 R FhiE , JHEAKHDHI
8 A30H02:06:48.096: SSM CM[19798] : E#EX : BXSIEE

8 A30H02:06:48.096:SSM CM : &##&ixEIPPPoERIXX#: , ERUA

8 H30H02:06:48.096:SSM SH[23895]:alloc sbase 0x7F7430243DB0 hdl 5D57

8 A30H02:06:48.096:SSM CM[23895]:[Lterm|FAEL 5 — A E 2 B E S , KRR E

8 A30H02:06:48.096:SSM CM[23895]:CM FSM : {£1£:&1T , ev Prov seg->H X

8 A30H02:06:48.096: SSM SH[23895] : #1#A{L EREf#E

8 A30H02:06:48.096: SSM SH[SSS:Lterm:23895]: initEt%&

8 H30H02:06:48.096: SSM SH[ADJ:Lterm:23895]: initEx#&

8 A30H02:06:48.096: SSM CM[SSS:Lterm:23895] : FAHLEx2

8 A30H02:06:48.096: SSM SM[SSS:Lterm:23895] : FAELER : ZZH — >{Eh

8 A30H02:06:48.096: SSM CM[23895]: [SSS] shQ request send ready event

8 A30H02:06:48.096: SSM CM[ADJ:Lterm:23895] : FHLEx2

8 A30H02:06:48.096: SSM SM[ADJ:Lterm:23895] : FBELER : Z=H — > IE

8 A30H02:06:48.096: SSM SM[ADJ:Lterm:23895] : fHiFAEL X siptype:0

8 A30H02:06:48.096: SSM CM[23895]: [ADJ] shQ request send ready event

8 A30H02:06:48.096: SSM CM[23895]: SME S EH-EXME S

8 A30H02:06:48.096: SSM SM[SSS:Lterm:23895] : 7 ERFh#&

8 A30H02:06:48.096: SSM SM[SSS:Lterm:23895] : & EIMN 0 ERER : Prov ->Fhi&
8 A30H02:06:48.096: SSM CM[23895]: SME S EMH4EARESH

8 A30H02:06:48.096: SSM SM[ADJ:Lterm:23895] : 7 ERFhi&

8 A30H02:06:48.096: SSM SM[ADJ:Lterm:23895] : X EIfy 7 BRE ¥l : Prov ->Ri#&
8 H30H02:06:48.097:SSM CM FHI[ft 7512:7512] : /" ELES : EF

8 A30H02:06:48.097: SSM CM FH[19798:ft 7512:7512] : 7 EL ¥ : ok



8 H30H02:06:48.097:SSM FH FH[19798:ft 7512:7512] : Z&heE : =F — >B &%

8 A30H02:06:48.098:SSM CM FH[19798:ft 7512:7512] : BkBIE4F : ThAER A

8 A30H02:06:48.098:SSM CM FH[19798:ft 7512:7512] : B3

8 A30H02:06:48.098: SSM CM FH[19798:ft 7512:7512] : B4 : ok

8 A30H02:06:48.098:SSM FH FH[19798:ft 7512:7512] : RE AL : =M — >B L%

8 A30H02:06:48.098:SSM FH FH[19798:ft 7512:7512] : R&EF A ThAE

8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : BXFIZE4F : ThAERR4E

8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : R

8 A30H02:06:48.099: SSM CM FH[19798:ft 7512:7512] : R& : #E

8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : ThAESEHF : ThAERRAE

8 A30H02:06:48.099:SSM FH FH[19798:ft 7512:7512] : JHEEERIFhE : OLHE — >HiE
8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : IhAEFR 4L , B4E 2

8 A30H02:06:48.099: SSM CM FH[SSS:PPPoE:19798] : BMEMME L : D BAK

8 A30H02:06:48.099: SSM CM FH[19798] : BREMME S I : SSSEAK

8 A30H02:06:48.099:SSM CM[SSS:PPPoE:19798] : I 3EFT B #BER/Th AL AR B Fh##

8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : IhAEEE4F : ThAERL A

8 A30H02:06:48.099:SSM FH FH[19798:ft 7512:7512] : ThREE KM : OLE — >HiE
8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : ThAEF#E , B ?

8 A30H02:06:48.099: SSM CM FH[ADJ:PPPoE:19798] : EMME LD : D EBRAK

8 A30H02:06:48.099: SSM CM FH[19798] : BEFiE S EF : ADJEKXREK

8 A30H02:06:48.099:SSM CM[ADJ:PPPoE:19798] : i IEFTE MBER/ThRe &R B R ik

8 A30H02:06:48.099:SSM CM FH[ft 11609:11609] : P EES : E¥

8 A30H02:06:48.099: SSM CM FH[19798:ft 11609:11609] : £ E % : ok

8 A30H02:06:48.099:SSM FH FH[19798:ft 11609:11609] : R IhAE : =2 — >O L%
8 A30H02:06:48.100:SSM#552FH FH[19798:ft 11609:11609] : EERFE ETX

8 A30H02:06:48.100:SSM FH FH[uid:900:19798:ft 11609:Accounting:11609] : 2
7TF743A3BC360



8 A30H02:06:48.100:SSM FH FH[uid:900:19798:ft 11609:Accounting:11609] : T8 T
7F743A3BC360 [Hith]

8 A30H02:06:48.101:SSM FH FH[uid:900:19798:ft 11609:Accounting:11609] : &% : &
8 H30H02:06:48.101:SSM FH FH[uid:900:19798:ft 11609:Accounting:11609] : E& % : #E
8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : B5IZ=4 : TheER#E

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : L& ¥

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : 7 EL3 : ok

8 A30H02:06:48.101:SSM FH FH[19798:ft 11609:11609] : £ IhaE : ZZF —>B2 &%

8 A30H02:06:48.101:SSM FH FH[19798:ft 11609:11609] : &% ¥ & Ih&k

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : BkFIZE 4 : ThEER#E

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : &% &

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : &% : #E

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : ThEESE 4 : ThEEFIE

8 A30H02:06:48.101:SSM FH FH[19798:ft 11609:11609] : ThEEE KlIFi#E . ©RE — >R
8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : ThEER#E , B#E 2

8 H30H02:06:48.101: SSM CM FH[SSS:PPPoE:19798] : MEMME LI : D EREAK

8 A30H02:06:48.101:SSM CM FH[19798] : e EREEIF . SSSELAK

8 A30H02:06:48.101:SSM CM[SSS:PPPoE:19798] : RE{HIFFTE ERER/TNEE

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : THREEH : TheEFh#E

8 A30H02:06:48.101:SSM FH FH[19798:ft 11609:11609] : THEEERIF#E : ELE — >HiE
8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : ThAER#E , B4 2

8 A30H02:06:48.101: SSM CM FH[ADJ:PPPOE:19798] : MERME LI : D ERAM

8 A30H02:06:48.101:SSM CM FH[19798] : ERE LI : ADJFEXRHK

8 A30H02:06:48.101:SSM CM[ADJ:PPPoE:19798] : M IEFT A HBER/ThEEHR B i #&

8 A30H02:06:48.102:SSM FH FHIuid:900:ft 11609:Accounting:11609] : 2% : ok

8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : E#IhEE : MARREE X , FiE

8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : 317F743A3BC308



8 H30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : #7118 T 7F743A3BC308 [ A ¥}]
8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : E&% : [E&E

8 A30H02:06:48.102:SSM FH FHI[uid:900:19798:ft 11609:Accounting:11609] : 28 %7 : ok
8 HA30H02:06:48.102:SSM CM FH[19798:ft 11609:11609] : E %7 : SSSE 2 E#

8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : E#IhEE : MARREE X , FiE
8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : =& IThaEE#

8 A30H02:06:48.102:SSM CM FH[19798:ft 11609:11609] : E#7 : ADJEEE#H

8 A30H02:06:48.102:SSM CM FH[ft 11609:11609] : E#7 : ok

8 A30H02:06:48.102:SSM CM[19798] : EXE#T

8H30H02:06:48.102:SSM CM[19798]:CM FSM:st Open , ev Upd seg->Open

8 H30H02:06:48.102: SSM CM[SSS:PPPoE:19798] : E#EX

8 A30H02:06:48.102: SSM SM[SSS:PPPoE:19798] : £k : EARREE K , B=

8 A30H02:06:48.102: SSM CM[19798]: [SSS] shQ request send ready event

8 HA30H02:06:48.102: SSM CM[ADJ:PPPoE:19798] : E#TEX

8 A30H02:06:48.102: SSM SM[ADJ:PPPoE:19798] : EE#TE% : ARREE X , Prov

8 HA30H02:06:48.102: SSM SM[ADJ:PPPoE:19798] : E#TE

8 A30H02:06:48.102: SSM CM[19798]: [ADJ] shQ request send ready event

8 A30H02:06:48.102: SSM CM[19798]: SME S EH-EXME S

8 A30H02:06:48.102: SSM SM[SSS:PPPoE:19798] : 7 EXFhi&

8 A30H02:06:48.102: SSM SM[SSS:PPPoE:19798] : # XI5 BRE Rl : Prov ->Hii&

8 A30H02:06:48.102: SSM SM[SSS:Lterm:23895] : B&EER : #i&k — >FH

8 A30H02:06:48.103: SSM CM[23895]: [SSS] shQ request send ready event

8 A30H02:06:48.103: SSM SM[SSS:PPPoE:19798] : B{EE : BiiE — >F®

8 A30H02:06:48.103:SSM CM FHIft 7512:7512] : %{HB#E

8 A30H02:06:48.103:SSM FH FH[19798:ft 7512:7512] : B#EIhEE : FhiE — >R

8 A30H02:06:48.103:SSM CM FH[ft 11609:11609] : Z{m%¥#E

8 A30H02:06:48.103:SSM FH FH[19798:ft 11609:11609] : B#EIhEE : BiE — >7EB



8 H30H02:06:48.103:SSM FH FH[uid:900:19798:ft 11609:Accounting:11609] : B
8 A30H02:06:48.103:SSM CM[19798]:SME S EHEEMB B4

8 A30H02:06:48.103:SSM SM[ADJ:PPPoE:19798] : % FR k%

8 A30H02:06:48.103: SSM SM[ADJ:PPPoE:19798] : #EI2BREH : Prov ->Fi&

8 A30H02:06:48.103: SSM SM[ADJ:Lterm:23895] : BA&EER : Mg — >FF

8 H30H02:06:48.103: SSM SM[ADJ:Lterm:23895] : B# K siptype:0

8 A30H02:06:48.103: SSM CM[23895]: [ADJ] shQ request send ready event

8 A30H02:06:48.103: SSM SM[ADJ:PPPoE:19798] : B4 ER : HiE — >FE

8 A30H02:06:48.103: SSM SM[ADJ:PPPoE:19798] : B#£ER

8 A30H02:06:48.103:SSM CM FHIft 7512:7512] : %{m®#E

8 A30H02:06:48.103:SSM FH FH[19798:ft 7512:7512] : B#EThAEE : FhiE — >FE
8 A30H02:06:48.103:SSM FH FH[19798:ft 7512:7512] : £ A ThacBiE

8 A30H02:06:48.103:SSM CM FHI[ft 11609:11609] : %{H%#&

8 A30H02:06:48.103:SSM FH FH[19798:ft 11609:11609] : B IhAE : g — >FH
8 A30H02:06:48.103:SSM FH FH[19798:ft 11609:11609] : F A IhAE &

8 A30H02:06:48.103:SSM CM[23895]:SM& S B4 A B B4

8 A30H02:06:48.104:SSM SM[SSS:Lterm:23895] : % ER ®hi#

8 A30H02:06:48.104: SSM SM[SSS:Lterm:23895] : & EIREH : EAREF K , STH
8 A30H02:06:48.104:SSM CM[23895]:SME S EH- X MiES4

8 A30H02:06:48.104:SSM SM[ADJ:Lterm:23895] : % EXFhi&

8 A30H02:06:48.104: SSM SM[ADJ:Lterm:23895] : & EIRER : BAREE X , SFF
8 A30H02:06:48.104: SSM CM[19798]: [PPPoE] send client event , type=Segment event
8 A30H02:06:48.104: SSM CM[23895]: [Lterm]EiX & Fin =4 , type=SegmentEH4
8 830 H02:06:48.104:AAA/BIND(00000B73):Bind i/f Virtual-Access2. 1

8 H30H02:06:48.104:Vi2.1 PPP : [EBI R B 15k , CHEFERE

8 A30H02:06:48.104:Vi2.1 PAP:O0 AUTH-ACK id 1len 5

8 A30H02:06:48.104: SSM SM[ADJ:PPPoE:19798] : ¥ & BT & 25



8 H30H02:06:48.104:SSS PM : £ "GigabitEthernet2/3/4, EREXFANCP — KRB RFEREF S
=]

8 A30H02:06:48.105: SSS PM : "GigabitEthernet2/3/4 1 ERBAAANCP — R RFAREFRE
8 H30H02:06:48.105:Vi2.1 PPP : P& EREE

8 A30H02:06:48.105: Vi2.1 IPCP : BEEEE , BEICP. state[#] 4]

8 H30H02:06:48.105: Vi2.1 IPCP: Event[OPEN] State[Initial to Starting]

8 A30H02:06:48.105:Vi2.1 IPCP:O CONFREQ [B#3]id 1 len 10
8A30H02:06:48.105:Vi2.1 IPCP : #h1k192.0.2.0(0x0306C8C8C8C8C8)

8 H30H02:06:48.105: Vi2.1 IPCP: Event[UP] State[Starting to REQsent]
8H30H02:06:48.106: Vi2.1 IPCP: | CONFREQ [REQsent] id 1 len 10

8 H30H02:06:48.106:Vi2.1 IPCP : #4t0.0.0.0(0x030600000000)

8 A30H02:06:48.106: Vi2.1 IPCP{E#E : Bith, HMAY#b1E0.0.0.0 , HMFE0.0.0

8 A30H02:06:48.106: Vi2.1 IPCP{E®E : 5T, HMAYH#b4E0.0.0.0 , HMFE0.0.0

8 A30H02:06:48.107: Vi2.1 IPCP : iR [E1192.0.2.3

8 H30H02:06:48.107: Vi2.1 IPCP: O CONFNAK [REQsent] id 1 len 10

8 A30H02:06:48.107:Vi2.1 IPCP : #h1k192.0.2.3(0x03061E1E1E03)

8 A30H02:06:48.107: Vi2.1 IPCP: Event[Receive ConfReq-] State[REQsent to REQsent]
8 A30H02:06:48.107: Vi2.1 CDPCP: | CONFREQ [<%0] id 1 len 4

8 H30H02:06:48.107:Vi2.1 LCP:0O PROTREJ [Open] id 2 len 10 protocol CDPCP(0x01010004)
8H30H02:06:48.107: Vi2.1 IPCP: | CONFACK [REQsent] id 1 len 10

8 H30H02:06:48.107:Vi2.1 IPCP : #1192.0.2.0(0x0306C8C8C8C8C8)

8 A30H02:06:48.107: Vi2.1 IPCP: Event[Receive ConfAck] State[REQsent to ACKrcvd]
8 H30H02:06:48.107:Vi2.1 IPCP:l CONFREQ [ACKrcvd] id 2 len 10

8 H30H02:06:48.107:Vi2.1 IPCP : #1192.0.2.3(0x03061E1E1E03)

8 H30H02:06:48.107:Vi2.1 IPCP:0 CONFACK [ACKTrcvd] id 2 len 10

8 A30H02:06:48.107:Vi2.1 IPCP : #h1k192.0.2.3(0x03061E1E1E03)

8 A30H02:06:48.107: Vi2.1 IPCP: Event[Receive ConfReq+] State[ACKrcvd to Open]



8 A30H02:06:48.135:Vi2.1 IPCP : #RAEABARK

8 A30H02:06:48.144:Vi2 1#1 18 EM EREHAVLE : #HE0 , #1192.0.2.3

8 H30H02:06:48.144:Vi2.1 IPCP : £2:%]192.0.2.30V & H

8 H30H02:06:48.145:RADIUS/ENCODE(00000B73) : R8s & Bl= PPPoE

8 H30H02:06:48.145:RADIUS/ENCODE(00000B73) : TE# ENasiE#Acct-session-id = 2/3/4/0
8 H30H02:06:48.145:RADIUS(00000B73) : BLiENAS IP:192.168.111.1

8 H30H02:06:48.145:RADIUS(00000B73) : BLENAS IPV6::

8 H30H02:06:48.145:RADIUS(00000B73) : &i%

8 A30 H02:06:48.145:RADIUS/ENCODE(00000B73) : B #4 7T 45 & Bl= PPPoE

8 H30H02:06:48.145:RADIUS/ENCODE(00000B73) : fE# A NasiE#Acct-session-id = 2/3/4/0
8 A30H02:06:48.145:RADIUS/ENCODE(00000B73) : Fa#t A NasiEIAcct-session-id = 2/3/4/0
8 H30H02:06:48.146:RADIUS(00000B73) : BLiENAS IP:192.168.111.1

8 H30H02:06:48.146:RADIUS(00000B73) : ELENAS IPVv6::

8 A30H02:06:48.146: RADIUS(00000B73) : &%

8 H30H02:06:48.150:RADIUS(00000B73) : X e iRkFE R 192.168.111.9:1646 id 21691/89,len
193

8 A30H02:06:48.150:RADIUS : 55 851C OF 3E 87 1C E2 83 59 - BB 04 18 D5 9B 90 C9 2C
8 H30H02:06:48.150: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6A"

8 A30H02:06:48.150:RADIUS : EAERIHE[7] 6 PPP [1]

8 H30H02:06:48.150:RADIUS:Framed-IP-Address [8] 6 192.0.2.3

8 H30H02:06:48.150: RADIUS : £ & & #&[1] 16 "PPPoE-Client-1"

8 A30H02:06:48.150:RADIUS : #tfErs , BRI[26] 35

8 A30H02:06:48.150:RADIUS:Cisco AVpair [1] 29 "connect-progress=LAN Ses Up"

8 H30H02:06:48.150:RADIUS:Acct-Authentic [45] 6 RADIUS [1]

8 A30H02:06:48.150:RADIUS:Acct-Status-Type [40] 6B8A[1]

8 A30H02:06:48.150:RADIUS:NAS-Port-Type [61] 6EE #E[5]

8 A30H02:06:48.150:RADIUS:NASH#E[5] 6 738197504



8 H30H02:06:48.150:RADIUS:NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H02:06:48.150:RADIUS : fitfErs , BR[26] 41

8 A30H02:06:48.150:RADIUS:Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H02:06:48.150: RADIUS : AR E 5[6] 6 EHEZREE[2]

8 H30H02:06:48.150:RADIUS:NAS-IP-Address [4] 6 192.168.111.1

8 H30H02:06:48.150:RADIUS:Acct-Delay-Time [41]1 6 0

8 A30H02:06:48.150:RADIUS(00000B73) : {&i%IPv4 Radius& #12

8 A30H02:06:48.150: RADIUS(00000B73) : BhE57) ks

8 A30H02:06:48.151: RADIUS(00000B73) : i tR7ER £1192.168.111.9:1646 id 21691/90,len
211

8 H30H02:06:48.151:RADIUS : 75235 2883B 66 00 B4 0A 1E 8B OE - 88 8A F1 3E 3E 4C BD
A2

8 H30H02:06:48.151: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6B"

8 A30H02:06:48.151: RADIUS : B2 E[7] 6 PPP [1]

8 A30H02:06:48.151:RADIUS : fitfErg , BR[26] 17

8 A30H02:06:48.151: RADIUS: ssg-service-info [251] 11 "Internet"

8 A30H02:06:48.151:RADIUS : fitFErg , BRI[26] 42

8 H30H02:06:48.151:RADIUS:Cisco AVpair [1] 36 "parent-session-id=2/3/4/0_00000B6A"
8 H30H02:06:48.151:RADIUS:Framed-IP-Address [8] 6 192.0.2.3

8 H30H02:06:48.151: RADIUS : £ & #&#[1] 16 "PPPoE-Client-1"

8 H30H02:06:48.151:RADIUS:Acct-Status-Type [40] 6BFA[1]

8 A30H02:06:48.151:RADIUS:NAS-Port-Type [61] 6 E #E[5]

8 A30H02:06:48.151:RADIUS:NAS#[5] 6 738197504

8 H30H02:06:48.151: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H02:06:48.151:RADIUS : {itfErg , BR[26] 41

8 A30H02:06:48.151:RADIUS:Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"

8 A30H02:06:48.151: RADIUS : fRIEH Bl[6] 6 EAELEE[2]



8 A30H02:06:48.151:RADIUS:NAS-IP-Address [4] 6 192.168.111.1
8 A30H02:06:48.151:RADIUS:Acct-Delay-Time [41]1 6 0

8 A30H02:06:48.151:RADIUS(00000B73) : {&i%IPv4 Radius& #12
8 A30H02:06:48.151: RADIUS(00000B73) : RRENS5H 8 k¥

8 H30H02:06:48.152:RADIUS : #W Hid 21691/89 192.168.111.9:1646,Accounting-
response , len 20

8 A30H02:06:48.152:RADIUS : &5 25D4 05 9F FC 5C 10 86 93 - 9E 3F E1 E9 73 87 EB
CB

8 H30H02:06:48.153:RADIUS : ##¥ Hid 21691/90 192.168.111.9:1646,Accounting-
response , len 20

8 A30H02:06:48.153:RADIUS : 583 25E1 E1 BD 8965 E2 9A C3-1841 E3 7121 4A E4 59

8H30H02:06:48.824: AAA/AUTH_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.80.251" priv= 1 list=" AUTH-TYPE= 'commands'

<<<SNIP>>>

8 30 H03:35:00.977: SSM SM[ADJ:PPPOE:19798] : ¥ & EH &

8 A30H03:35:00.977: SSS PM : TGigabitEthernet2/3/4 EXRBUFBANCP — AR RERBIFE
8 H30H03:35:00.977: SSS PM : " GigabitEthernet2/3/4. £ REIFIANCP — R RERBEE
8 530 H03:35:00.981:RADIUS/ENCODE(00000B73) : 1 T4 B Bl= PPPoE

8 H30H03:35:00.981:RADIUS/ENCODE(00000B73) : fE# & NasiE#Acct-session-id = 2/3/4/0

8 H30H03:35:00.981:RADIUS(00000B73) : BLiENAS IP:192.168.111.1

8 H30H03:35:00.981:RADIUS(00000B73) : BLENAS IPV6: ::

8 H30H03:35:00.981:RADIUS(00000B73) : &#ix

8 A30H03:35:00.982: RADIUS(00000B73) : X FEiRFARE1192.168.111.9:1646 id 21691/97 len
285

8 A30H03:35:00.982:RADIUS : &1#8R4226B D7 E9 30 D1 77 35 AF - 48 3E 36 70 0D B9 91 EF
8 830 H03:35:00.982: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6A"

8 A30H03:35:00.982: RADIUS : EAELEHTE[7] 6 PPP [1]

8 830 H03:35:00.982: RADIUS:Framed-IP-Address [8] 6 192.0.2.3

8 A30H03:35:00.982: RADIUS : f & % #[1] 16 "PPPoE-Client-1"



8 A30H03:35:00.982: RADIUS : #tfErs , E&l[26] 35

8 A30H03:35:00.982:RADIUS:Cisco AVpair [1] 29 "connect-progress=LAN Ses Up"
8 A30H03:35:00.982: RADIUS : {tfErg , BRI[26] 31

8 A30H03:35:00.982:RADIUS:Cisco AVpair [1] 25 "nas-tx-speed=1000000000"
8 A30H03:35:00.982: RADIUS : {fER , B RI[26] 31

8 H30H03:35:00.982:RADIUS:Cisco AVpair [1] 25 "nas-rx-speed=1000000000"
8 H30H03:35:00.982: RADIUS:Acct-Session-Time [46] 6 5292

8 H30H03:35:00.982: RADIUS: Acct-Input-Octets [42] 6 9200

8 H30H03:35:00.982:RADIUS:Acct-Output-Octets [43] 6 9182

8 H30H03:35:00.982: RADIUS: Acct-Input-Packets [47] 627

8 A30H03:35:00.982: RADIUS: Acct-Output-Packets [48] 6 625

8 H30H03:35:00.982: RADIUS:Acct-Authentic [45] 6 RADIUS [1]

8 A30H03:35:00.982: RADIUS: Acct-Status-Type [40] 6 Watchdog [3]

8 A30H03:35:00.982: RADIUS: NAS-Port-Type [61] 6FE#E[5]

8 A30H03:35:00.982: RADIUS: NASIE[5] 6 738197504

8 H30H03:35:00.982: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H03:35:00.982: RADIUS : fitfErg , BR[26] 41

8 A30H03:35:00.982: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H03:35:00.982: RADIUS : BRI E 5l[6] 6 EEREIE[2]

8 H30H03:35:00.982: RADIUS: NAS-IP-Address [4] 6 192.168.111.1

8 A30H03:35:00.982:RADIUS:Acct-Delay-Time [41]1 6 0

8 A30H03:35:00.982: RADIUS(00000B73) : {£i%IPv4 Radius&E 2

8 A30H03:35:00.982: RADIUS(00000B73) : RREN5H 8 k¥

8 H30H03:35:00.983:RADIUS : #W Hid 21691/97 192.168.111.9:1646,Accounting-
response , len 20

8 A30H03:35:00.983:RADIUS : &7 5#7E =578 14 A6 05 ED FA E1 5A - 68 67 96 10 08 92 2A F8

8 H30H03:35:35.914:EPC CP : ERAwireshark X IEMEERIEIEF



8H30H03:35:35.914:EPC CP :

8H30H03:35:35.914:EPC CP :

A X EWireshark

A X EWireshark Mg 22818

8 H30H03:35:35.915: AAA/AUTH_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.72.162" priv= 15 list=" AUTH-TYPE= 'commands'

8 HA30H03:35:35.915:EPC CP :
8 A30H03:35:35.915:EPC CP :
8 A30HO03:35:35.915:EPC CP :
8 A30H03:35:35.915:EPC CP :
8 A30H03:35:35.915:EPC CP :
8H30H03:35:35.915:EPC CP :

8H30H03:35:35.915:EPC CP :

TEHFEE &, BlAnew

8 H30H03:35:35.915:EPC CP :

8 H30H03:35:35.915:EPC CP :

8 H30H03:35:35.915:EPC CP

il B4 7

il B4 7
fEepc_free_cpH
Br#EEmycap
BENE
BREEE

N RELR T GigabitEthernet2/0/4.200 dir 3 , BI&Prv. ; 1R ER

BTEBEE
REER

N RE4R T GigabitEthernet2/0/4.200 dir 3 , BIiE#R T Prv. ; 118

AR T RGP E B &2 , RIER T HIf

8 H30H03:35:35.915:EPC CP :
8H30H03:35:35.915:EPC CP :

8H30H03:35:35.922:EPC CP :

BAEER
MBRFT BT E
EMBRELE , #0

8 H30H03:35:36.966: %CDP-4-DUPLEX_MISMATCH : £ STLD1-630.06.08-7600-RU25
GigabitEthernet1/3 ( 2% I ) f£FastEthernet0/0/0 ( E£ ¥ T ) L RBE T R TE,

8H30H03:35:39.726:EPC CP :
8 H30H03:35:39.726:EPC CP :
8 H30H03:35:39.726:EPC CP :
8 H30H03:35:40.305:EPC CP :
8 H30H03:35:40.305:EPC CP :
8 H30H03:35:40.305:EPC CP :

8H30H03:35:41.049:EPC CP :

ERwireshark X BERERERIRIE
T X EWireshark

T EWireshark F 18 %18
ERwireshark X ERERERRIE
T X EWireshark

X EWireshark F 1% RiE15
ERwireshark X ERERE R EE



8 A30H03:35:41.049:EPC CP : T3 #Wireshark

8 A30H03:35:41.049:EPC CP : FX#EWireshark#11& Ri®18

8 A30H03:35:41.404:EPC CP : EAwiresharkX B E & RiR1F
8 A30H03:35:41.404:EPC CP : X #EWireshark

8 H30H03:35:41.404:EPC CP : %X #EWireshark g Ri&E18

8H30H03:35:41.404: AAA/AUTH_need : user='cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.72.162' priv= 15 list=" AUTH-TYPE= 'commands'

8 H30H03:36:32.726: %CDP-4-DUPLEX_MISMATCH : £ STLD1-630.06.08-7600-RU25
GigabitEthernet1/3 ( £% I ) f£FastEthernet0/0/0 ( 3F£# T ) L R BE T RITE,

8 A30H03:36:42.885:Accounting[uid:900] : IEE#E R FEE FiciRkETBES

8 A30H03:36:42.885:SSM FH FH[19798:ft 11609:11609] : EH R : HEE

8 A30H03:36:42.885:SSM FH FHETE(88[19798:ft 11609:11609] : F & EE AR S
8 A30H03:36:42.885:SSM FH FH[19798:ft 11609:11609] : & EM : ok

8 A30H03:36:42.885:SSM FH FH[19798:ft 11609:11609] : F A ERIIAER S

8 A30H03:36:42.885:SSM CM FH[ft 11609:11609] : & £ =F 5K

8 A30H03:36:42.885:SSM CM FH[ft 11609:11609] : XEHE#R & 5 K

8 A30H03:36:42.885 : FMR[uid:900] : UK & F FCIRAY 5 8%

8 A30H03:36:42.885 : FC#R[uid:900] : BBI%A Actx 7F743A303CFOUK S B REFD 8%

AoE%

%II

8 A30H03:36:42.885: Accounting[uid:900] : BAAULEEctx 7TF743A303CFO/YIRHIE
8 A30H03:36:42.885:Accounting[uid:900] : IEE#E R FEE FiciRkETBES

8 A30H03:36:42.886:SSM FH FH[19798:ft 11609:11609] : EH R : HEE

8 A30H03:36:42.886:SSM FH FHETE(88[19798:ft 11609:11609] : F & EE AR S
8 A30H03:36:42.886:SSM FH FH[19798:ft 11609:11609] : R EM : ok

8 A30H03:36:42.886:SSM FH FH[19798:ft 11609:11609] : ¥ & AMRIIAEHR &

8 A30H03:36:42.886:SSM CM FH[ft 11609:11609] : & £ 2F 5K

8 A30H03:36:42.886:SSM CM FH[ft 11609:11609] : XEE#R & 55 K

8 430 H03:36:42.886:Accounting[uid:900] : B : 10;500



8 H30H03:36:42.886:Accounting[uid:900] : E#E : 00;500

8 A30H03:36:42.888:RADIUS/ENCODE(00000B73) : &1 st & 5= PPPoE

8 A30H03:36:42.888:RADIUS/ENCODE(00000B73) : Fa# B NasiE#IAcct-session-id = 2/3/4/0
8 A30H03:36:42.888:RADIUS/ENCODE(00000B73) : fa# B NasiE#IAcct-session-id = 2/3/4/0
8 A30H03:36:42.888:RADIUS(00000B73) : BLiENAS IP:192.168.111.1

8 A30H03:36:42.888:RADIUS(00000B73) : BLENAS IPV6: ::

8 A30H03:36:42.888:RADIUS(00000B73) : f&ix

8 H30H03:36:42.889: RADIUS(00000B73):Send Accounting-Request to 192.168.111.9:1646 id
21691/98, len 269

8 H30H03:36:42.889:RADIUS : H{}5:#85FB FB EC 49 B6 CF 62 C6 - D9 74 96 78 FF C1 74
71

8 H30H03:36:42.889: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6B"
8 A30H03:36:42.889: RADIUS : B2 E([7] 6 PPP [1]

8 A30H03:36:42.889: RADIUS : {tfErg , BRI[26] 17

8 A30H03:36:42.889: RADIUS: ssg-service-info [251] 11 "Internet"

8 A30H03:36:42.889: RADIUS : fitfErg , BRI[26] 42

8 H30H03:36:42.889:RADIUS:Cisco AVpair [1] 36 "parent-session-id=2/3/4/0_00000B6A"
8 H30H03:36:42.889:RADIUS:Framed-IP-Address [8] 6 192.0.2.3

8 A30H03:36:42.889: RADIUS : £ & #&#&[1] 16 "PPPoE-Client-1"

8 A30H03:36:42.889: RADIUS : {tfEr , BRl[26] 14

8 A30H03:36:42.889:RADIUS: ssg-control-info [253] 8 "10;500"

8 A30H03:36:42.889: RADIUS : {tfErg , BRl[26] 14

8 A30H03:36:42.889:RADIUS: ssg-control-info [253] 8 "O0;500"

8 A30H03:36:42.889: RADIUS: Acct-Input-Packets [47] 6 5

8 H30H03:36:42.889: RADIUS: Acct-Output-Packets [48] 6 5

8 H30H03:36:42.889:RADIUS:Acct-Input-Octets [42] 6 500

8 H30H03:36:42.889:RADIUS:Acct-Output-Octets [43] 6 500



8 A30H03:36:42.889: RADIUS:Acct-Session-Time [46] 6 5394

8 A30H03:36:42.889: RADIUS: Acct-Status-Type [40] 6 Watchdog [3]
8 A30H03:36:42.889: RADIUS: NAS-Port-Type [61] 61 #E[5]

8 A30H03:36:42.889: RADIUS: NASIE[5] 6 738197504

8 H30H03:36:42.889: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H03:36:42.889: RADIUS : {itfErg , BRI[26] 41

8 A30H03:36:42.889:RADIUS:Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H03:36:42.889: RADIUS : FR#&E 5l[6] 6 EEREIE[2]

8 H30H03:36:42.889: RADIUS: NAS-IP-Address [4] 6 192.168.111.1
8 H30H03:36:42.889:RADIUS:Acct-Delay-Time [41]1 6 0

8 A30H03:36:42.889: RADIUS(00000B73) : {£i%IPv4 Radius&E 2
8 A30H03:36:42.889: RADIUS(00000B73) : RRENS5H 8 k¥

8 H30H03:36:42.890:RADIUS : #W Hid 21691/98 192.168.111.9:1646,Accounting-
response , len 20

8 A30H03:36:42.890:RADIUS : & #3527 28555 05 DC BD 7B 39 B0 5F - 9D 9C 0C FF FC 58 26
22

8 A30H03:36:45.912: %PIM-5-NBRCHG: VRF C1 : /M ETunnel4 DR EKY#EE10.11.0.7 DOWN

8 H30H03:36:45.912: %PIM-5-DRCHG: VRF C1: DR#tJTE Tunnel4 LW #8/E10.11.0.7E X A
10.11.0.2

8H30H03:36:48.779: AAA/AUTH_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.72.162" priv= 15 list=" AUTH-TYPE= 'commands'
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