BEBRPOSTIHEI LAY T#RERiBEBIER . MR

B &

B

¥ show interface pos@i
POS1# i #2881k

{# Adebugis &

{55 FAHDL CHY %7 2% 1 = B8 BR
{55 Fi PP P B 4R 3% 17 X B3 BR
EAEAHRE

EEHE (£ AKeepalive )
EERIE

5 BE Bk BR IE = 7= 4

SRS HEAR IR R

IREDAIEL

{55 FA APS B 4R 3% 1 X2 iR 5&

B XK EE

HHEBEFA

bl

AERNBMATEREBABEARES "down, HISONET(POS)EEHER M H LAY ST E B
o

Br T HBhHEEARER  E CRARILASN | BRI T AR EEIR B B i T (PPP) A & AR & K SRk 42 1
(HDLC)# # R EHIshowHdebugin 5. EEREEGRIBELHENERRETHARNREHRS S

o

f#Eshow interface posi &

FEHEF |, show interface poskHV i HEELA T8 PR, FRAEERETHIRE IS MR

RTR12410- 2#show interface pos 6/0

POS6/0 is up, line protocol is down
!--- The line protocol is down . Hardware is Packet over SONET MIU 4470 bytes, BW 2488000 Kbit,
DLY 100 usec, rely 255/255, |oad 1/255 Encapsulation HDLC, crc 32, loopback not set
!I--- The loopback has not been set. Keepalive set (10 sec)
!--- The keepalive 1is set as every ten seconds. Scranbl e disabled Last input never, output
00: 00: 05, output hang never Last clearing of "show interface" counters never Queueing strategy:
fifo Qutput queue 0/40, O drops; input queue 0/75, O drops 5 minute input rate O bits/sec, 0
packets/sec 5 mnute output rate 0 bits/sec, 0 packets/sec O packets input, 0 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles O parity O input errors, 0 CRC, O frame, O
overrun, O ignored, O abort 3 packets output, 1074 bytes, 0 underruns O output errors, O



applique, 1 interface resets 0 output buffer failures, O output buffers swapped out 2 carrier
transitions

Cisco 10S® Command Reference@i &g | SR BEMUMRE "RRERERHENHEERES
AERREEAS A ( BlkeepaliveXIh ) , AERBEHEESRMA,
show interface pos % i F Y H At E MO T

- Encapsulation — 7 Btis T EIRY E E 5%

- loopback — {E "R B EHRERME,
- keepalive — 15§ "2 & 25 Ekeepalive,

POSHi} E 8l i

It EIFRBAPOSS I L fE A A E42

Catagrams Netasark Layer

Protocal Encapgulabion
Lirik Fnil@fization

PP in Byte

Bunchranys Daty Lisk Layer

PPP Packel Dlingation RN Fraiming
Error Gonbral

Byia Dalineaiion Physical Layes

POSH EXXEZEHHE — HDLC, PPPHItEAF#E, Eit , fFEFSONETHE R ZF EM MR EPPP
over SONETE{HDLC over SONET, AN &R 4AME R s,

PPPRIHDLCEIHERE , 3L AL 44K -

- REEEEZENEZRNEEE., B REERRE,
- REEE D TRt ABKBERERNITENERMERNE, EHDLCHIPPPH | 1ai#
RBBFHRNIEEERERYZERERRIEMR, EXAOX7TEZH0111 1110,
- EERRDMAIRAEHERE.
. FRIPERS  YABKAFRE-ESE , UEEIEEANER SN ERT A,
laﬂpﬁ , BEZYHEE , PPPAIHDLCIY: RAE[RE , 3t B 5 F T B A debug s+ ¥ 4R 58 15 1 F RE 3 1T B &

{# A debugs ¢

& EdebugiS EEXECT TR HH RFF ZBR AR B4 RER G ERENEHEDHEEANLEER.

AE . ARBEBEECPUERH SR TSEELIER , R TRERRKFTH. Bt , FEEH
debugis THSERERTREHR K ERINEMIBASETRHEEBELHRMER. A
, BT ERRRESENFERAERLEFEHdebugh©, EELBBRETHARSHREUT A4
: debugin T REMBENE NG ERKEH. THEMAdebugint# , B BEAIFENNO

debug@ - =kno debug allfi T ASHZ A,

3
0
&

BFEPOSH HEER , LA Tdebugts TFEE M. ARMELW TRICHAEME HAVFFHERR | &



Cisco Debugfi 52:& HRY -

- debug serial interface — BREHDLC keepalive BRI BREEEEE, MRRE , AN EFRB
B P A BE TR AT RE R RE
- debug ppp negotiation — FREPPPR BN Fi B E&RMPPPERD , HAP i T PPPEIE,
- debug ppp packet — R EEEEFZWHPPPER T, o HERMERBIER TER,
- debug ppp errors — FREPPPEF G AIREREBAPPPIEER ( MNIEEHIENEEERAE )
MEFHMER , gﬁﬁFEUﬁvi%FnﬁfrﬁﬁiﬁﬁFﬁﬁo

{8 F HDL C Y 4% it 1 X BA B

HDLCERPOSKHENE LWTERIEAF, HDLCRERE®E  EBHEFNEREAPMNKR LS
BrAE , —1&1:&%1@*@%&:&%&&:&&%0 E%SONETE’JTeIecordia GR-253#R €515 T HDLC-
over-SONET Bt ( wSREES3 , $£3.4.2.38 , #£3.3-50H ), ©IEEHDLCIHEESONETISEST
THEE | EiE aﬂ*ﬁﬁﬁﬁ ﬂﬁiﬁné,%mﬁ(cm) 3t fif FAHDLCAZ & Bl 2R 1E A el P8 18 5 2R R
*%EUEHDLCIPEH’J‘JEHEO

1 Eshow interface posin & # R FAHDLCEH Z W AR EE M 1% E S B3RA , B LAfE A debug serial
interface s+ #5438 B ERESE B EARMIE N E . HDLCHE Rkeepalive X7 5 it 3% = @3
SEEHE -

- myseq — % H 85 89X [0)1R in % H 28 {Fix keepalive B B L RF 8 01,

- mineseen -mineseenit £{ 25 VB X BUR % E% I SR R SR L B I SR I Je B myseqF I8k, 1RU%
RHEREKILERTFEBCWITEESET , LK EBIBkeepalive & B2 EiX ZI3K HET,
. yourseen — = B B% FH 25 1 1R Ui B% R 25 X Bl B keepalive B BB H BImyseq - FlI8E E

MR mineseq. yourseenFImyseentf{ F HkeepaliveEEZ B HNE —THREIER , BER
) — IR FERE, Emyseqfmineseenf@U AN EZRIB=K , RESEH , NTEHEEE

LA R1E M [E R E WkeepalivelF , HDLCIE#R AV debug serial interfacels = Y & i €54,

hswan- 12008- 2a##debug serial interface

Serial network interface debugging is on

hswan- 12008- 2a#

Cct 31 11:47:16: POS4/0: HDLC nyseq 180, mineseen 0*, yourseen 1, line up

Cct 31 11:47:17: 9% NEPROTO 5- UPDOMN: Li ne protocol on Interface POS4/0,

changed state to up

!-—- Local router sees a remote keepalive with a sequence number of 1. Cct 31 11:47:26: PQOS4/0:
HDLC nyseq 181, mineseen 181*, yourseen 2, line up Oct 31 11:47:36: POS4/0: HDLC nyseq 182

m neseen 182*, yourseen 3, line up Oct 31 11:47:46: POS4/0: HDLC nyseq 183, mineseen 183*,
yourseen 4, line up Oct 31 11:47:56: POS4/0: HDLC nyseq 184, mi neseen 184*, yourseen 5, line up
Cct 31 11:48:06: POS4/0: HDLC nyseq 185, mineseen 185*, yourseen 6, line up !--- Keepalives are
sent every 10 seconds by default. !--- Both sides report incrementing sequence numbers.

LA REHDLCE#FR UK /1 H B3 B B A< /7 H = 5k = B LA L Mkeepalivel§ , debug serial interfacen
T RB,

hswan- 12008- 2a#

Cct 31 11:49:46: POS4/0: HDLC nyseq 195, mineseen 192, yourseen 13, |ine down

Cct 31 11:49:47: 9%. NEPROTO 5- UPDOMN: Li ne protocol on Interface POS4/0,

changed state to down

!-—— The local router has failed to receive three keepalives and !--- brings down the line
protocol. Note the difference between !--- "myseq 195" and "mineseen 192". QCct 31 11:49:56:
PCS4/0: HDLC nyseq 196, mineseen 192, yourseen 13, line down Cct 31 11:50:06: POsS4/0: HDLC nyseq


//www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1915.html
//www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/dbfser.html#wp1017045
//www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/dbfser.html#wp1017045

197, mineseen 192, yourseen 13, line down COct 31 11:50:16: POS4/0: HDLC nyseq 198, m neseen 192,
yourseen 13, line down Oct 31 11:50:26: POS4/0: HDLC nyseq 199, mineseen 192, yourseen 13, line
down COct 31 11:50:36: POS4/0: HDLC nyseq 200, mineseen O*, yourseen 1, line up Cct 31 11:50: 37:

% .1 NEPROTO- 5- UPDOMAN:  Li ne protocol on Interface POS4/0, changed state to up !--- After you
execute the no shut conmand on the renote router, !--- the |local router receives a keepalive
again and brings up !--- the line protocol.

Cct 31 11:50:46: POS4/0: HDLC nyseq 201, mineseen 201*, yourseen 2, line up

Cct 31 11:50:56: POS4/0: HDLC nyseq 202, mineseen 202*, yourseen 3, line up

Cct 31 11:51:06: POS4/0: HDLC nyseq 203, mineseen 203*, yourseen 4, line up

Cct 31 11:51:16: POS4/0: HDLC nyseq 204, mineseen 204*, yourseen 5, line up

Cct 31 11:51:26: POS4/0: HDLC nyseq 205, mineseen 205*, yourseen 6, line up

Cct 31 11:51:36: POS4/0: HDLC nyseq 206, mineseen 206*, yourseen 7, line up

!--- After the shut/no shut, the remote router re-initialized its !--- sequence number.

{58 FH PP P B i 25 166 X B BR

RFC 1661 #PPPEZR AWM E. RIERFC 1662 FHRE , POSHT H X EE LS K E B2 H
(HDLC)HY RIS IPPP , RS2 E R £#E, HDLCA I HPPPIEHE X M E P R

RFC 261538 £ SONET=SDHE# EFEAPPPH 8, PPPERET AR Y HHEK  WEAR
SONET=HSDH#EE  EEEKINFERERAEPHFREEAMEHE

BYMHHERE  PPPERELENEMME , ELERALUEREE @R, ENMEHSH (W
BERmASREREESRE ) BERYEBCERBIFERR , PPPIE A SEIRE TR, [t R
BES 4 R —EE SER 2 H 1 E(LCP)MUPEM |, i ERMZEINEE, —EIRERHEE KT
THREBURMEHRERE, 57 BENEEREER , PPPRENS —REMLE ST LEE
LCPE ¥ 2 3R EL B MR H & #5858

A%, PPPRAABERRZFIBHENCP)ERTLLERYERE — AL BARKREHE. ERET S
BrmEREEHER , AT LUREMEREER B SERRKERENERZ,

TRIILH=ELCPERS :

LCP
®E |LCcPEEaRB BEY

a8

\ . _ ARET
B - > e

E#E | Configure-Request, Configure-Ack B

#H58 | Configure-Nak#lConfigure-Reject B

B . . AR LE
4 |- Terminate-Request# Terminate-Ack o

- Code-Reject, Protocol-Reject, Echo- | ARERE
l%é:%” Request, Echo-Reply#Discard- MFAAHE
™= Request o

Lt L

LCPRARIEIB R #Configure BRI BB HEMR, — BEIEME W Configure-AckE RS , BERRATE K
, LCPE B,


http://www.ietf.org/rfc/rfc1661.txt?number=1661
http://www.ietf.org/rfc/rfc1662.txt?number=1662

it R BIHEEPOS/ E L MILCP#EER B B RSB -

4d01h: PQ3/1 LCP: State is Open

4d01h: PQ3/1 PPP: | pkt type 0x8021, datagransize 14 LCP_UP
(Ox639FCADB) id 0 (0s.) queued 1/1/2

4d01h: PO3/1 PPP: Phase is UP

4d01h: PO3/1 I PCP. O CONFREQ [Cl osed] id 152 len 10

4d01h: PQ3/1 | PCP: Address 172.16.1.1 (0x0306AC100101)
4d01h: PQ3/1 PPP: | pkt type 0x8021, datagransize 14

4d01lh: PO3/1 | PCP: | CONFREQ [ REQsent] id 1 len 10

4do1lh: PCB/ 1 | PCP: Address 172.16.1.2 (0x0306AC100102)
4d0o1lh: PCB/1 | PCP: O CONFACK [REGsent] id 1 len 10
4do1lh: PCB/ 1 | PCP: Address 172.16.1.2 (0x0306AC100102)
4d0o1lh: PCB/1 | PCP: | CONFACK [ACKsent] id 152 len 10
4do1lh: PGB/ 1 | PCP: Address 172.16.1.1 (0x0306AC100101)

4d01h: PQ3/1 IPCP. State is Qpen

4d01lh: PQ3/1 IPCP: Install route to 172.16.1.2

4d01h: 9%.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface POS3/1,
changed state to up

it . BEPPPHEMNPOSTEFEHERZILPPPERE. At , £EFIRKIHEEFB LR BER
SEHEETHE , AEXBMEBER,

WS (5 Keepalive )

LCP Echo-RequestflEcho-Reply & #'8 A R RIE S MR £ 2B REI# S, EEWERLCP
OpeniREERVEIFEERIF , HEFXEEERER,

RFC 16615 #J 1Lt BIZRBAPPP keepalive B B2,

] 1 2 3
o1 2345 6 7 8 9 012 3 4 56 7 8 9012 3 4 5 67 8901

Code Identifier Length

Magic-Number

Data...

ELELCPER BB AT EIRMN :

- Code - 95k ‘REcho-Request , 105k ’REcho-Reply,

. ldentifier — FEE#E , RAEData AR RERL , YECKE L—EBFRNEREZE . B
HEBEHIdentifiertifil,. BHREMN S , FEIFHRATURSTE, TEKE K BEERY
|dentifiert# i #48 &L B|Echo-Reply & ¥ 2 1 dentifier 8 {iL.

- Magic-Number - Magic-Numbert#{i 2 P9 {E/\{u & , AT EBRRAERIREAREN ERK, TR
WEOMEERECH  LAFIBERSETER, NFE—SHNRHA , FSHRFC 1661
My SIRE S REIE IR,

. Data - Data¥i AT ERZE/\VE , YIEHREXSFFEANRERER, ERTHEMZE
fIHIERK. MIUNGEEL "TREL &7

LA 2 B A keepalive i rdebug ppp negotiationfy €345 :

4d01lh: PQG3/1 LCP: O ECHOREQ [Open] id 1 len 12 nagi ¢ 0x1A45933B



4d01h: PG3/1 PPP: | pkt type OxC021, datagransize 16
4d01h: PG3/1 LCP: | ECHOREP [Open] id 1 len 12 magi ¢ 0x00000002
4d01h: PO3/1 LCP: Received id 1, sent id 1, line up

A IE

PPPR]LABERF /& IE5ER%, TTREMVIEETIREURE R, BORETARAR. HEREXRK, ZEEMTHR
R EI AR R Y E R R

LCPfE i Terminate packetsE3BA$#3& ., Terminate-Requestfy &% 77 FE1E W F Terminate-Ack & 5
Restartit 55 2| i Z BIFERR . Terminate-RequestfViZR 5SS SRR ER , W HEEE
Terminate-Ack# % A #8i8 — 18 Z 37 BU B B 2 51 1~ 15 B B & AR

] 1 2 3
o1 2345 6 7 8 9 012 3 4 56 7 8 9012 3 4 5 67 8901

Code Identifier Length

Magic-Number

Data...

RIELCPERI I BRUTEEMNL

. Code - 5%k RTerminate-Request , 63k R Terminate-Acko

- Identifier — ZEE#&KF , AEDatalUWARTREER , YESWE L —ERFRNEREE , 5
HAERIdentifiertlfiz, HREFHEEH , AR A URESTE, EEWE , B Terminate-
Requestiyldentifiertf {7 £ & 2 Terminate-Ack & ‘2 BV Identifieri@ {iL.

Datafu AT EHZE/\ LB , B SHEEHFEANRBEEN, ERNTHEMN-ECHERRK
o MIMEEN "RE, RR.

LU 2 WTERMREQE ‘@ Krdebug ppp negotiation#r H 49 €545

4d01h: PO3/1 PPP: | pkt type OxC021, datagransize 8

4d01lh: POB/1 LCP: | TERVREQ [Cpen] id 4 len 4

4d01h: POB/1 LCP: O TERVACK [Cpen] id 4 len 4

4d01h: PO3/1 PPP: | pkt type OxC021, datagransize 18

4d01h: PO3/1 IPCP:. State is O osed

4d01lh: PQ3/1 PPP: Phase is TERM NATI NG

4d01h: POB/1 LCP: | CONFREQ [ TERMsent] id 1 len 14

4d01lh: PGB/ 1 LCP: MRU 1500 (0x010405DC)

4d01lh: PGB/ 1 LCP: Magi cNunmber 0x00000002 (0x050600000002)

4d01h: PO3/1 LCP: Dropping packet, state is TERMsent

!-—- While in the TERMsent state, PPP should drop all other packets. 4d0l1h: PO3/1 | PCP: Renove
route to 172.16.1.2 4d01lh: %. NEPROTO 5- UPDOMN: Line protocol on Interface POS3/1, changed state
to down

B BB PR B P 7 5

RENBEAPPPHEMNPOSHEIRHFEHRRIIER. EEAUTERE :
B BRARL




interface POS1/0
ip address 1.1.1.6 255.255.255.0
no ip directed-broadcast
encapsul ati on ppp
crc 16
cl ock source internal

s H B R

interface P0OS2/0
ip address 1.1.1.5 255.255.255.0
no ip directed-broadcast
encapsul ati on ppp
crc 16

AR ELEREEEEETHEERRETIMAKMAR LHEN, it , KEX

5 — U5 E A TERR AR

debug ppp negotiation

Ll =1, =

—UmaxX E

Ut B FR BA TELCPAY HE 3% 22 37 P X i Al debug ppp negotiationf# & 1Y & Bl a R #2,

B B BRAR R HH

Rout er A Debug Qut put

(1)

I-—-- The router sends an outgoing confreqg. hswan- 12008-
2a# *Nov 7 08:27:00: 9%. NK-3-UPDOM: Interface POS1/0,
changed state to up *Nov 7 08:27:00: POL/0 PPP:. Treating
connection as a dedicated line *Nov 7 08:27:00: POL/0
PPP: Phase is ESTABLI SHI NG Active Open *Nov 7 08:27:00:
POL/0 LCP: O CONFREQ [Closed] id 7 len 14 *Nov 7
08:27:00: POL/0 LCP: MRU 4470 (0x01041176) *Nov 7
08:27:00: POL/0 LCP: Magi cNunber Ox4F46AF4D

( 0x05064F46AF4D)

(4)

!--- Router A receives an incoming confreq from router
B. *Nov 7 08:27:00: POL/0 LCP: | CONFREQ [ REQsent] id 45
len 14 *Nov 7 08:27:00: POL/0 LCP: MRU 4470 (0x01041176)
*Nov 7 08:27:00: POL/0 LCP: Magi cNunmber O0x2631E6D2
(0x05062631E6D2)

(5)

!-—-—- Router A responds with a confack and receives a !--
- confack from Router B. The LCP state is open. *Nov 7
08:27:00: POL/0 LCP: O CONFACK [REQsent] id 45 len 14
*Nov 7 08:27:00: POL/0 LCP: MRU 4470 (0x01041176) *Nov 7
08:27:00: POL/0 LCP: Magi cNunber 0x2631E6D2
(0x05062631E6D2) *Nov 7 08:27:00: POL/0 LCP: | CONFACK
[ACKsent] id 7 len 14 Nov 7 08:27:00: POL/0 LCP: MRU
4470 (0x01041176) *Nov 7 08:27:00: POL/0 LCP:

Magi cNunber O0x4F46AF4D (0x05064F46AF4D) *Nov 7 08:27: 00:
POL/0 LCP: State is Open *Nov 7 08:27:00: POLl/0 PPP:
Phase is UP

(7)

AAEE , ™



!--- Router A begins the IPCP stage and negotiates an IP

address. !--- In this setup, the peer router already has
an address and !--- sends it in a confreq. If the peer
router accepts the address, !--- it responds with a

confack. *Nov 7 08:27:00: POL/0 | PCP: O CONFREQ [ O osed]
id7 len 10 *Nov 7 08:27:00: POL/0 IPCP: Address 1.1.1.6
(0x030601010106) *Nov 7 08:27:00: POL/0 CDPCP: O CONFREQ
[Closed] id 7 len 4 *Nov 7 08:27:00: POL/0 IPCP: |
CONFREQ [ REQsent] id 9 len 10 *Nov 7 08:27:00: POL/0

| PCP; Address 1.1.1.5 (0x030601010105) *Nov 7 08:27:00:
POL/ 0 | PCP: O CONFACK [ REGsent] id 9 len 10 *Nov 7
08:27:00: POL/0 | PCP: Address 1.1.1.5 (0x030601010105)
*Nov 7 08:27:00: POL/0 CDPCP: | CONFREQ [ REsent] id 9
len 4 *Nov 7 08:27:00: POL/0 CDPCP: O CONFACK [ REQGsent]
id 9 len 4 *Nov 7 08:27:00: POL/0 IPCP: | CONFACK
[ACKsent] id 7 len 10 *Nov 7 08:27:00: POL/0 | PCP:
Address 1.1.1.6 (0x030601010106) *Nov 7 08:27:00: POL/0
| PCP: State is Open *Nov 7 08:27:00: POL/0 CDPCP: |
CONFACK [ACKsent] id 7 len 4 *Nov 7 08:27:00: POL/0
CDPCP: State is Open *Nov 7 08:27:00: POL/0 | PCP:

Install route to 1.1.1.5 *Nov 7 08:27:01: %. NEPROTO 5-
UPDOWN: Line protocol on Interface POS1/0, changed state
to up

Bt ARBEARE H

(2)

!--- Router B receives an incoming confrqg from Router A.
hswan- 12008- 2b# Nov 7 10:29:19.043: PQ2/0 LCP: | CONFREQ
[Open] id 7 len 14 Nov 7 10:29:19.043: PQ2/0 LCP: MRU
4470 (0x01041176) Nov 7 10:29:19.043: PQ2/0 LCP:

Magi cNunber O0x4F46AF4D (0x05064F46AF4AD) Nov 7
10:29:19.043: PQ2/0 IPCP: State is O osed Nov 7

10: 29: 19. 043: P2/ 0 CDPCP: State is Closed Nov 7

10: 29:19. 043: P2/ 0 PPP: Phase is TERM NATI NG Nov 7

10: 29: 19. 043: P2/ 0 PPP: Phase is ESTABLI SH NG

(3)

!--- Router B sends its own LCP confreqg. Nov 7
10:29:19.043: PQ2/0 LCP: O CONFREQ [Qpen] id 45 len 14
Nov 7 10:29:19.043: PQ2/0 LCP. MRU 4470 (0x01041176) Nov
7 10:29:19.043: PQ2/0 LCP: Magi cNumber 0x2631E6D2
(0x05062631E6D2)

(6)

!--- Router B responds with a confack and receives a
confack from Router A. The LCP state is open. Nov 7

10: 29: 19. 043: PQ2/0 LCP: O CONFACK [Open] id 7 len 14
Nov 7 10:29:19.043: PQ2/0 LCP: MRU 4470 (0x01041176) Nov
7 10:29:19.043: PQ2/0 LCP: Magi cNumber Ox4F46AF4D
(0x05064F46AF4D) Nov 7 10:29:19.043: PQ2/0 | PCP: Renopve
route to 1.1.1.6 Nov 7 10:29:19.047: PQ2/0 LCP: |
CONFACK [ACKsent] id 45 len 14 Nov 7 10:29:19.047: PQ2/0
LCP: MRU 4470 (0x01041176) Nov 7 10:29:19.047: PQ2/0
LCP: Magi cNunmber 0x2631E6D2 (0x05062631E6D2) Nov 7

10: 29: 19. 047: PQ2/0 LCP: State is Open Nov 7

10: 29: 19. 047: PQ2/0 PPP: Phase is UP

(8)




!--- Router B also begins the IPCP stage and negotiates
an IP address. Nov 7 10:29:19.047: PQ2/0 | PCP. O CONFREQ
[Closed] id 9 Ien 10 Nov 7 10:29:19.047: PQ2/0 | PCP:
Address 1.1.1.5 (0x030601010105) Nov 7 10:29:19.047:
PO2/ 0 CDPCP: O CONFREQ [Closed] id 9 len 4 Nov 7

10: 29: 19.047: PQ2/0 IPCP: | CONFREQ [REQsent] id 7 len
10 Nov 7 10:29:19.047: PQ2/0 | PCP: Address 1.1.1.6
(0x030601010106) Nov 7 10:29:19.047: PQ2/0 IPCP. O
CONFACK [REQsent] id 7 len 10 Nov 7 10:29:19.047: PQ2/0
| PCP; Address 1.1.1.6 (0x030601010106) Nov 7

10: 29: 19. 047: P2/ 0 CDPCP: | CONFREQ [ REQsent] id 7 len
4 Nov 7 10:29:19.047: P2/ 0 CDPCP: O CONFACK [ REGsent]
id 7 len 4 Nov 7 10:29:19.047: PQ2/0 | PCP: | CONFACK
[ACKsent] id 9 len 10 Nov 7 10:29:19.047: PQ2/0 | PCP:
Address 1.1.1.5 (0x030601010105) Nov 7 10:29:19.047:
PO2/0 IPCP: State is Open Nov 7 10:29:19.047: PQ2/0
CDPCP: | CONFACK [ACKsent] id 9 len 4 Nov 7

10: 29: 19. 047: P2/ 0 CDPCP: State is Open Nov 7
10:29:19.047: PQ2/0 IPCP: Install route to 1.1.1.6 *Nov
7 10:29:19.048: %. NEPROTO 5- UPDOMN: Li ne protocol on
Interface PCS2/0, changed state to up

debug ppp packet

Lt e HH BR BA 72 32 37 S BK B F F debug ppp packetiEE M E R IR, W SHEPPPHEEHENA
HEMMME, RFC 16614 "HE) MUEEA—EIME L. LBUPHEEZRTEEER
a TERA MU ERS,

rox, B T3*, EEANBEMVESSSEERSNBIERE  m '8, 2 b, &E
W ESREEREBEREHBENCPNERE (MRF ). "o F T, SEANHEMR
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(1)

*Nov 7 10:19:58: POL/0 PPP: I pkt type 0xC021,

dat agr ansi ze 18

!-—- 0xC021 identifies LCP. *Nov 7 10:19:58: POLl/0 LCP:
| CONFREQ [Closed] id 7 len 14 *Nov 7 10:19:58: PQOL/0
LCP: MRU 4470 (0x01041176) *Nov 7 10:19:58: POLl/0 LCP:
Magi cNunber 0x269933F4 (0x0506269933F4) *Nov 7 10:19: 58:
POL/ 0 LCP: O CONFREQ [Cl osed] id 57 len 14"Z *Nov 7
10:19: 58: POL/0 LCP: MRU 4470 (0x01041176) *Nov 7

10: 19:58: POL/0 LCP: Magi cNunber O0x4FAE1BOC
(0x05064FAE1BOC) *Nov 7 10:19:58: POL/0 LCP: O CONFACK
[REQsent] id 7 len 14 *Nov 7 10:19:58: POL/0 LCP: MRU
4470 (0x01041176) *Nov 7 10:19:58: POL/0 LCP:

Magi cNunber 0x269933F4 (0x0506269933F4) *Nov 7 10:19: 58:
%.1 NK- 3- UPDOMN: I nterface PCS1/0, changed state to up
*Nov 7 10:19:58: POL/0 PPP. | pkt type 0xC021,

dat agransi ze 18 *Nov 7 10:19:58: POL/0 LCP:. | CONFACK
[ACKsent] id 57 len 14ppp *Nov 7 10:19:58: PO1/0 PPP: I
pkt type 0x8021, datagramsize 14

I--- 0x8021 identifies IPCP, PPP internet protcol
control protocol. *Nov 7 10:19:58: POl/0 LCP: MRU 4470
(0x01041176) *Nov 7 10:19:58: PO1/0 PPP: I pkt type
0x8207, datagramsize 8

I-——- 0x8207 identifies Cisco discovery protocol control.
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*Nov 7 10:19:58: POL/0 LCP: Magi cNunmber Ox4FAE1BOC
(0x05064FAE1BOC) *Nov 7 10:19:58: POL/0 | PCP: O CONFREQ
[Cosed] id 15 len 10 *Nov 7 10:19:58: POL/0 | PCP:
Address 1.1.1.6 (0x030601010106) *Nov 7 10:19:58: PQOL/0
CDPCP: O CONFREQ [Closed] id 13 len 4 *Nov 7 10:19:58:
POL/0 I PCP: | CONFREQ [ REQsent] id 14 |len 10Opacket *Nov
7 10:19:58: POL/0 | PCP: Address 1.1.1.5 (0x030601010105)
*Nov 7 10:19:58: POL/0 | PCP: O CONFACK [ REQsent] id 14
len 10 *Nov 7 10:19:58: POL/0 | PCP: Address 1.1.1.5
(0x030601010105) *Nov 7 10:19:58: POL/0 PPP: | pkt type
0x8021, datagransize 14 *Nov 7 10:19:58: POL/0 CDPCP: |
CONFREQ [REsent] id 15 len 4 *Nov 7 10:19:58: POL/0
CDPCP: O CONFACK [ REQsent] id 15 len 4 *Nov 7 10: 19:58:
POL/ 0 | PCP: | CONFACK [ ACKsent] id 15 Ien 10 *Nov 7

10: 19:58: POL/0 PPP: | pkt type 0x8207, datagransize 8
*Nov 7 10:19:58: POL/0 | PCP: Address 1.1.1.6
(0x030601010106) *Nov 7 10:19:58: POL/0 CDPCP: | CONFACK
[ACKsent] id 13 len 4 *Nov 7 10:19:59: PO1/0 PPP: I pkt
type 0x0207, datagramsize 376

!--- 0x0207 identifies Cisco Discovery Protocol (CDP).
*Nov 7 10:19:59: POL/0 PPP: | pkt type 0x0207,

dat agramnsi ze 376 *Nov 7 10:19:59: POL/0 PPP: | pkt type
0x0207, datagransize 376 *Nov 7 10:19:59: 9%. NEPROTO 5-
UPDOMN: Line protocol on Interface POS1/0, changed state
to up

(3)

! -—— ECHOREQand ECHOREP packets for PPP keepalives use
packet type values !--- of 0xC021. *Nov 7 10:20:05:
POL/0 PPP: | pkt type 0xC021, datagransize 16 *Nov 7
10:20: 05: POL/0 LCP: | ECHOREQ [Open] id 1 len 12 nmagic
0x269933F4 *Nov 7 10:20:05: POL/0 LCP: O ECHOREP [ Open]
id 1l len 12 magi ¢ 0x4FAEL1BOC *Nov 7 10:20:07: POL/0 LCP:
O ECHOREQ [Qpen] id 1 len 12 magi ¢ Ox4FAELBOC *Nov 7
10: 20: 07: POL/0 PPP: | pkt type 0xC021, datagransize 16
*Nov 7 10:20:07: POL/0 PPP. O pkt type 0x0207,

dat agr ansi ze 376 *Nov 7 10:20:07: POL/0 LCP: | ECHOREP
[Open] id 1 len 12 magi ¢ 0x269933F4 *Nov 7 10: 20: 07:
POL/0 LCP: Received id 1, sent id 1, line up

% B BB H

(2)

Nov 7 12:22:16.947: PQ2/0 PPP: | pkt type 0xC021,

dat agr ansi ze 18

Nov 7 12:22:16.947: PO2/0 LCP: | CONFREQ [ REGsent] id
57 len 14

Nov 7 12:22:16.947: PQ2/0 LCP: MRU 4470 (0x01041176)
Nov 7 12:22:16.947: PQ2/0 PPP: | pkt type 0xC021,

dat agr ansi ze 18

Nov 7 12:22:16.947: PQ2/0 LCP: Magi cNunber
0x4FAE1BOC ( 0x05064FAE1B0OC)

Nov 7 12:22:16.947: PQ2/0 LCP: O CONFACK [ REQsent] id
57 len 14

Nov 7 12:22:16.947: PQ2/0 LCP: MRU 4470 (0x01041176)
Nov 7 12:22:16.947: PQ2/0 LCP: Magi cNunber
0x4FAE1BOC ( 0x05064FAE1B0OC)

Nov 7 12:22:16.947: PQ2/0 LCP: | CONFACK [ ACKsent] id 7
len 14

Nov 7 12:22:16.947: PQ2/0 LCP: MRU 4470 (0x01041176)
Nov 7 12:22:16.947: PQ2/0 LCP: Magi cNunber




0x269933F4 (0x0506269933F4)
Nov 7 12:22:16.947: PO2/0 | PCP: O CONFREQ [Cl osed] id

14 len 10

Nov 7 12:22:16.947: PQ2/0 | PCP: Address 1.1.1.5
(0x030601010105)

Nov 7 12:22:16.947: PO2/0 CDPCP: O CONFREQ [Cl osed] id
15 len 4

Nov 7 12:22:16.947: PO2/0 PPP: | pkt type 0x8021,

dat agr ansi ze 14

Nov 7 12:22:16.951: PQ2/0 PPP: | pkt type 0x8207,

dat agr ansi ze 8

Nov 7 12:22:16.951: PQO2/0 I PCP. | CONFREQ [ REGsent] id
15 len 10

Nov 7 12:22:16.951: PQ2/0 | PCP: Address 1.1.1.6
(0x030601010106)

Nov 7 12:22:16.951: PQO2/0 | PCP. O CONFACK [ REGsent] id
15 len 10

Nov 7 12:22:16.951: PQ2/0 | PCP: Address 1.1.1.6
(0x030601010106)

Nov 7 12:22:16.951: PQ2/0 PPP: | pkt type 0x8021,

dat agr ansi ze 14

Nov 7 12:22:16.951: PQO2/0 CDPCP: | CONFREQ [ REsent] id
13 len 4

Nov 7 12:22:16.951: PQO2/0 CDPCP: O CONFACK [ REGsent] id
13 len 4

Nov 7 12:22:16.951: PQ2/0 PPP: | pkt type 0x8207,

dat agr ansi ze 8

Nov 7 12:22:16.951: PQO2/0 I PCP. | CONFACK [ ACKsent] id

14 len 10

Nov 7 12:22:16.951: PQ2/0 | PCP: Address 1.1.1.5
(0x030601010105)

Nov 7 12:22:16.951: PO2/0 CDPCP: | CONFACK [ACKsent] id
15 len 4

Nov 7 12:22:17.947: %. NEPROTO 5- UPDOMN: Li ne protocol
on Interface POS2/0,
changed state to up

(4)

! -—— ECHOREQ and ECHOREP packets for PPP keepalives use
packet type !--- values of 0xC021. Nov 7 12:22:17.947:
P2/ 0 PPP: O pkt type 0x0207, datagransize 376 Nov 7
12:22:17.947: PQ2/0 PPP: O pkt type 0x0207, datagransize
376 Nov 7 12:22:17.947: PQ2/0 PPP: O pkt type 0x0207,
dat agransi ze 376 Nov 7 12:22:23.403: PQ2/0 LCP: O
ECHOREQ [Open] id 1 len 12 nmagi ¢ 0x269933F4 Nov 7
12:22:23.403: P2/ 0 PPP: | pkt type 0xC021, datagransize
16 Nov 7 12:22:23.403: PQ2/0 LCP: | ECHOREP [(Open] id 1
Il en 12 magi ¢ Ox4FAE1BOC Nov 7 12:22:23.403: PQ2/0 LCP:
Received id 1, sent id 1, line up Nov 7 12:22:25.595:
P2/ 0 PPP:. | pkt type 0xC021, datagransize 16

Rt 8 B B

RAPPPEHHDLCHEMPOSTE X EMEMSE , AJIRELHEENIE | $£2EkeepaliveMISONET/E
B, Keepalive R EBBEFTEENRELLEENSONETESRERE, BER , $£2E8keepalivedE &
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MBI ER ., HMRLCPIZENEIRT , PPPH SR REE NN REER, R , HDLCAEBEER

keepalive,

EMAKHRcENERERES , NBEP —FAERREPEE1EER , MEPOSTEAYMR
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e R

N Rshow interfaces posin SR # HH RAE SRR O , BERIGECHEE , AISEARERIERE
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EEiE™E,
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*Sep 5 17:41:46: Y%SONET-4- ALARM  PCS1/0: SLCS

*Sep 5 17:41:46: %SONET-4- ALARM  POS2/0: APS enabl i ng channel

*Sep 5 17:41:46: %SONET- 6- APSREMSW : POS2/ 0: Renpte APS status now Protect
*Sep 5 17:41:46: %SONET-4- ALARM  POS1/0: APS disabling channel

*Sep 5 17:41:46: %LINEPROTO-5-UPDOWN: Line protocol on Interface P0S2/0,

changed state to up

*Sep 5 17:41:46: %LINEPROTO-5-UPDOWN: Line protocol on Interface POS1/0,

changed state to down

*Sep 5 17:41:48: %1 NK-3-UPDOMN: Interface POS1/0, changed state to down

*Sep 5 17:41:48: %OSPF-5- ADDCHG Process 1, Nbr 192.168.100.100 on PCS1/0
fromFULL to DOAN, Nei ghbor Down: |nterface down or detached

*Sep 5 17:41:56: %OSPF-5- ADDCHG Process 1, Nbr 192.168.100. 100 on PCS2/0
from LOADI NG to FULL, Loadi ng Done

B APPPH#EEPOS/H HE LA EAPS., PPPARENIEAPS, 1R X8/ EEAPSHUH 12 M B R
/B8R , PPPEEREE N AT EESHPPPHEER .
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