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AXHFRABTTRRSEREBNEERA,
ANHNEARBBEBEERETREANKEMEL. XHEAINAMBERELREREKR (HEK
) BVHERERRE) . MRIEHVEEREFT | BRARCHEAETAESTRERNTE,

RLIE

ERM/ZHMETRLE

£ ONS15454/NCS20005 i |-t iR authPriviil =

SB FEABRERAERBEBCTCEARIEE,
S EEZHNRR>HE> SNMP > SNMP V3,
S B3 EfiElUsersBER., BNFHE,

User Nane: <anyt hi ng based on specifications>
G oup nane: def aul t _group
Aut henti cati on
Pr ot ocol : MD5
Passwor d: <anyt hi ng based on specifications>
Privacy
Pr ot ocol : DES

Passwor d: <anyt hi ngbased on specifications>

HRAE—TOK , N TFEFR,



User Name: |.mk

Group Name | default_group
Authentication
Protocol: | MDS a

Password: | ........

Privacy
Protocol: | DES -

e = ﬁE

| Alarms | Conditions | History | Circuits '_ ||:1__-E OK | |. Cancel |
[ Cengral \ —
™ | SNMP v1/v2 | BEITTATER | Commen |

( os. |
[ = 1 [ Geperal l User Name Authentication Protocol Privacy Protocol Group Name
L_protection | | (VYT SR
(seuity | | __mmviews |
T Group Access
(comm chanvels | | (Trap Destinationsova) |
( SlﬂLUJ_ELQﬁLE.S__ [ Notification Fiters
[ Defauis |
[ swan . .

i ;;;'[i;a:g Create...

B

FRERRE — BEEGIRENIKINERESRE, FRAEEBLAZELVEMEZET , B&ZA
40fA=F T ( BMRTACACSHIRADIUSE 1B B2 REEA39EET ). EERFREF(a-z. A-
Z, 0-9)Ft , AHFNREKRETAEQ@. """ (EFExT )M, (B). ATHTUIHESR K FAERBLY
B EGE0EZETT,

HE —EEFEREMBINAE,

Ba s

Protocol — BEEFAN B HREFEE L, BEITFENONE, MD5FISHA,

ZE — MBEBEMDSEHSHA |, B ARG, ARERLT , BEBREREAEZEL/\HEZXET,

B — BB NRBRANREDSSE , FEEEANZELADRENBENARAS,

HE — BEBLEHEBRBESEE, THNIEEZIENone, DESFIAES-256-CFB,

Password — R IZZENone AANIHE |, FHi AR,

HERS HERRIRUL G EMIBRAR



|Alarms ] Conditions ||Hislr}ry HCircuiLs | Prmlenlrg |I|'1\|-entt:nr';¢I ] Maintenance ”OTN ]

r—— [ SNMP W1v2 m Common

uﬂ— Geperal |

[—_ [I View Name Sub Tree OID Mask Type
m m fullview 1 1 included
MIB ey

T | ([ Groupacess
Comm Chancels | | (Trap Destinationse3)_|

[ Atarm Profiles | Norification. Filters__|

[ Create... J Edit.. Delete..

BAg

Name — @RV & .

FHOID - MIBF# , ERBBESEARER TR,

BT — R TRk, VEBHPHESECEER FHOIDE FREBIRFR,
Bpl — #ERBERR, BEIEMERR.

HRERFHOIDNMURRASHERN THEEEESEENBRET , AREHRERABIR

=)

SROERTEFHEERN , M TEMT. BRERT , B BiE Adefault_group , Z£#R Bl AauthPriv,

i HEEEGESRIPEYERAEREANESER,

Alarms \__'Cundllions History Circuits ._ _ Inventory ._[Mdintcndntt ] OTN ._

—————— [snwevipve | [ETEREN [ common |

| a5l G 1 |

r — | Group Name Security Level Read View Access Allow SNMP Sets Notify View Access
L Protection | SErS

r - ————— " | default_group authPriv fulhdew O fullview

L security | | [ wigviews |

NM D A
- Comm Channels (rap Destinationsova)_|
alacm profiles | | [ Norification Filters__|
_Defaults |
L WDM-ANS |

SVLAN. L
L Certificate. | Create...

HRAE

Group Name - SNMPIEHYEH , RHAABASBRBNERERS,

Security Level — REERFBESI B R ERE. €A TEEFRE .
noAuthNoPriv — £ F LB B9 £ I & B BBE T 0B RE

AuthNoPriv — 12 ZEAHMAC-MD55HMAC-SHATE & 3£/ 5 19 B 3%,



AuthPriv — 2 ERAHMAC-MD55HMAC-SHAEEEMN SR RFE. BRTEMHRE 2/ , BEH
EACBC-DES(DES-56)Z#KIDES 5647 il %%,

R AiHiEZFauthNoPrivEiauthPriv , BIAEABENFERERES ORI ENZE. BRAHE
MHRE  SIMEEEE.

KR
Read View Name — AV BRI 2 &,
Notify View Name — BB A #17B B,

AFFSNMPE — IR FHLESNMPREHEZSNMP SETHER , SEHILEREG R, WMRAREH I ERE
FHHR, AIEEESETHER.

BHEE : SNMP SETE@ERFEEABOBHKREEMN,

S ER7. 88 ZNode View > Provisioning > SNMP > SNMP V3 > Trap Destination(V3), #—T T
Creates 1 "Configure. o

Target address: <any build server> (eg: blr-ong-Inx10)
UDP port: <anything between 1024 to 65535>
User nane:<same as we created in step 3>

Security Level : AuthPriv

FER8. I —TOK , I BTN

1 O = | | —— | | | o)
o ' L e

Configure SnmpV3 Trap ~o N
7
Target Address: blr-ong-lnx10 A
UDP Port: 4545 2
User Mame: l ank v ] o
Security Level: | authPriv v | 3

[T Filter Profile:

| Alarms | | Conditions || History || Circuits

= I

Proxy Traps Only:

Proxy Tags:
General
M etaark | SR NV I— QK Cancel
Pro:iion _—Gj:ffl_ . 7 Level Filter Profile
Security | | [ MBuiews |
m __ GroupMAccess |
| Comm Channels hmmm-
_?i;ﬁln—ﬁ“ __“. Rotification Filters |
: Alarm Profiles
Defaults
b WOM-ANG Create..,
SLAN
Alarm Extenders

&t : bir-ong-Inx102NMS 1A R85 .



B
Target Address — FERSFABHEEZIW B B, FHAIPv4ZEIPveibit,
UDP# — F#EAMUDPER, TERES 162,
EREERE — EEERIRENIR ENERESER.
BB — BEUTEERZ— .
noAuthNoPriv — £ IEEC R £ & B BT S D8R
AuthNoPriv — 12t £ AHMAC-MD5ZHMAC-SHATE & %1 B B EE.

AuthPriv — 2 EMRHMAC-MD55HMAC-SHAEE XM B0 ERE. BT BMOEBREZH |, EEMH
E M CBC-DES(DES-56)Z#KDES 56/ 1%,

Filter Profile — EHRIL BRI G RIWMABRBREEEEE, ARELRHBRFEEERBAEY
BAIBRRE , FEEEREM.

ERERN — MRBRZUEE  ERENESRAERB, RE LB EBTSEIAT Bk
B R FERE R

REER — EERBFE. REEENEFER M EES LR E PrEBIA BB Kb B8 EE
FAIGNE#ERRIER , GNELFEEFRBFE,

Ac NMS 7 Bk 88 (blr-long-Inx10)

SR ERRFNVEBHFR , BB Hsnmpi) B 8.
S22 EHLB#&T , B =Rsnmptrapd.conf.

S EB3 A& snmptrapd.conflE REE A -

vi snnptrapd. conf

createUser -e OxEngi ne ID <user_nane>< MD5> <password > DES <password>

fHlan -

createUser -e 0x0000059B1BO0OF0005523A71C ank NMD5 ciscol23 DES ciscol23

FE ML BB

user _name=ank
MD5 password = ciscol23
DES password = ciscol23

Engine 1D = can be available from CTC
Node view > Provisioning > SNMP > SNMP V3 > General

R®BauthPrivi =,



S E1, ECTCH , EEENode View > Provisioning > Security > Access > change snmp access
state to Secure , M T EFT o

Tab View

Alarms || Conditions || Mistory || Circuits | IZERETRTT Inventory || Maintenance | | OTN

General
1 e i oy u " e ADIUS S2r rver | r
T Usars || Active Logins || Policy | | Data Comm RADIUS Server | | TACACS Server || Legal Disclaima
5 4 LAN Access Pseuda KOS Actess
Protection LAN Access [Fromt Craft & E... -] Access State [Non-sec... - |
TR v — B ; < o -
1 estore Timeout + | Mifute{s)
SHE | - Port 65000
Comm Chaninels | [ Disable Pvd aceess for IPVE enabled pars
Alarm Profiles__|
s Shell Argess EMS Am.:ess
TR Access State Hon-sec... = | Ag-;z:&.).:;a on Non-sec...
r
e 1 Listenar Port
Telner Port 23 Use Suandard Port ¥ Default = TOC Fixed
Centificate =
Sundard Constant (683)
[ Enable Shell Password Other Constant
TL1 Access SHMP Access
Access State Non-sec.. * | Access State Secure
Other Serial Craft Access
M Clearing Privilege: | Provisioni... v: B Enable Craft Pam

S B2 B EINMS R AR 25 I 1Tsnmpwalko

Bt

snmpwal k -v 3 -1 authpriv -u <user nane> -a MD5 -A <password> -x DES - X <password> <node | P>
<M B>

g4 -

bl r-ong-1nx10: 151> snnmpwal k -v 3 -| authpriv -u ank -a MD5 -A ciscol23 -x DES -X ciscol23
10. 64. 106. 40 system

RFC1213-M B: : sysDescr.0 = STRING "G sco ONS 15454 M6 10. 50- 015E-05. 18- SPA Factory Defaul ts
PLATFORM=15454- MB"

RFC1213-M B: : sysQhject I D.0 = O D. CERENT- GLOBAL- REA STRY: : cer ent 454M6Node
DI SMAN- EVENT- M B: : sysUpTi nel nstance = Ti nmeticks: (214312) 0:35:43.12
RFC1213-M B: : sysContact.0 = ""

RFC1213-M B: : sysNane. 0 = STRING "Ankit_40"

RFC1213-M B: : sysLocation. 0

RFC1213-M B: : sysServices.0 = | NTEGER 79
SNMPF& B -

snmptrapd -f -Lo -0OQ -Cb -O -F "%WA n¥B\ n%\\ n%W\ n% g\ n%\ n%/\ n\ n* <port nunber>

FIERAN B EHEE.
FEONS15454/NCS20004¢ B I Bt B authNoPrivi =,

$B1, ECTCH , EE Z=Node View > Provisioning > Security > Access > change shmp access
state to Non-secure mode , 21T BIFf7Ro



| Alarrms ] Conditions “ History ]_tnmms [ LGP | Imventory || Maintenance || OTN
L General |
e | | Users |Mlive Logins [ Palicy || Data Comm |m RADIUS Server “T#CACS Server ] Legal Drisclaimer ]

0% RO S e oTTe FICCESS ST e Al oo
e TEE CORBA (IOP) Listener Port 253
m Telnet Port: |23 [ Use Standard Port J ®) Default - TCC Fixed
Y () Standard Constant (683) | Help |
—_—

_Comm Channels | [0 Enable Shell Password ) Other Constant: ]

_Alarm Profiles_ |

L___Defaults TL1 Access SHMP Access

sl | [ corss st Accase Stte

[ _suan Other Serial Craft Access

L Cectificare | FM Clearing Privilege: Enable Craft Part .
-

S EB2 BEE ZNode View > Provisioning > SNMP > SNMP V3 > Users > Create User , 3 {T5%E
, TN EPTR.

I | ramey =
Create User
User Name: [ankl
Group Marme: ldefaumgroup
Authentication
Protocol: [ MDS
Password: |
Privacy
Protocol: MNOME
Blarrns U Conditions UH”W'@’ ]_[ Cireuit rotoco [
Password:

General
SNMP W12 - g
e ELLUTY o) (o)
IP : m = Group Name
robeci.:lon -_ ank |MD5 DES default_group
BT | [ ooupaccess
Timin; Matification Filters
Defaults
: Create... Edit... Delete...
SMLAN

5 ER3.HE AR MBI AR AV B B 20 B P 7R o

Alarms HCondi{icns ”Histr:-r'.uI HCircuiKs ][Inuentow ” Maintenance HOTN I

m SNMP V1/ve | BTN | Common
m [I View Name Sub Tree OID Mask Type

fullview 1 [1 included

T Geeery [ it [ oeees

B4 BLEGroup Access , f1[E 7~ Aauthnoprivig =,



Create Group Access

Group Name:

le
X
| default_g:oup bl |
|cuthNon = |
| fulbiew v | _
| fullview v |
O
0K Cancel Fy Wiew Sccess

v

Security Level:
Views:

Tab View Read View Name:
Alarms I Conditions || History | | Circuits | m Notify View Name:

L General | Allow SNMP Sets:

e L

0 ( General | |

| Protection | Users

( Security I MIE views | |

T | YT

LCornrn Channels | | | Trap Destinations(v3) |

(___Timing [ Notification Filters _|

- Slarm Profiles

;Qe.tay.l;$_

% Create...

SVLAN
( Alarm Eggml_w_‘ L

S ER5. 8B E Node View > Provisioning > SNMP > SNMP V3 > Trap Destination(V3), #&—T "
Create 1 "Configure, , MM FEIFR.

r ¥ ]
Canfigure SnmpVa Trap Ll
7
Target Address blr-ong-lredl _o
UDP Port: 4365 A
User Name: | srikl - o
Security Level: [authhopriv - 5
Filter Profile: — -
Proxy Traps Only: O
Blarms || Conditions || History || Cirguits
| 1l | | -
L General |
L Network | | UMV : OK Cancel
o | —Swnl fLeve Filter Profile Name Prey Traps Orly
kiss | o st | leaa0321008  [4545 ank suthPriv O
L Secunbe | | | MAE views I : . - .
EETT | croupAcces
\.Lomm Channel: | p )
L__Timing | | |_Motification Filters |
_Alarm Profiles |
Defaults | . o
WDM-ANS | 'c
1 reate... Help |
SVLAN |
\_Alarm Extenders |
B ®authNoPrivi s,
e = =
S B B EINMS ] AR 85 X # 1Tsnmpwalk,
SEt -
maE
snnpwal k -v 3 -1 authnopriv -u <user name> -a MD5 -A <password> <node | P> <M B>

gl

bl r-ong-1nx10: 154> snnpwal kK -v 3 -|

aut hnopriv -u ankl -a MD5 -A ciscol23 10.64.106.40 system

RFC1213-M B: : sysDescr.0 = STRING "Cisco ONS 15454 M5 10. 50- 015E- 05. 18- SPA Factory Defaults



PLATFORM=15454- M6"

RFC1213-M B: : syshject I D.0 = O D: CERENT- GLOBAL- REA STRY: : cer ent 454M6Node
DI SMAN- EVENT- M B: : sysUpTi nel nstance = Ti nmeticks: (430323) 1:11:43.23
RFC1213-M B: : sysContact.0 = ""

RFC1213-M B: : sysNane. 0 = STRING "Ankit_40"

RFC1213- M B: : sysLocation. 0

RFC1213-M B: : sysServices.0 = | NTEGER 79
SNMPFEBH -

snnmptrapd -f -Lo -0Q -Cb -O -F " %A n%B\ n%\\ n%W\ n% g\ n%\ n%/\ n\ n"* <port nunber>

PRA RS9 A B an = &R AR IR o
HONS15454/NCS20004< & + AL BnoAuthNoPriviii =

F$B1, ECTCH , EEZENode View > Provisioning > Security > Access > change snmp access
state to Non-secure mode , 21T EFf R,

Tab View -~

Alarms || Conditions || History || Circuits | JalielmHal T

Irventory || Maintenance | [ OTHN

General

1 | Users Active Logins Palugy Data Comm AR | RADIUS Sérver TACACS S&rver Legal Digclairmer
Heteark 1 g 1l | [ LEEERERE| 1 1l Leg: |
08l | FLCESS T [y WSS e e —
Protecting TCC COREBA (IOF) Listener Fert
Seurity | Telnet Port 23 Use Standard Port (® Default - TCC Ficed Reset
SHMP Standard Constant (683) Help
Comm Channels | [ Enable Shell Password Other Constant
Alarm Brofiles |
D fauits. TL1 Aceess SHMP Access
WOM-ANS ] Access State | Non-sec... ~ ACCEsS State. Non-5eC..,  *
SNLAN, | Other Serial Craft Access
| Certificaps | PM Clearing Privilege: | Provisioni.., = &) Enable Craft Part

S ER2. 88 ZNode View > Provisioning > SNMP > SNMP V3 > Users > Create User and
Configure , 1 N EIFf R



Create User X

User Name: | ank2 |

Group Name: | default_group l

Authentication

Protocol: [ nOME |

Password:

Privacy

Protocol: MOMNE il

Alarms ]_[Conditiuns ]_[History ]_[Circuit et ]

Password:

e (swovia |
SNMP V1N2Z | .
e =T
(oo | | (E— ’ Group N
E : ank MDS DES default_group
: MIE views ankl MDS NONE default_group
Comm Channels Trap Destinations{v/3)
Alarm Profiles
[ WOM-ANS
m Create... Edit... Delete...
Alarm Extenders

HER3. FRMIBR B & & M B FT R o

Tab View
Alarms HCondikicns ”Historv HCircuiKs ][Inventor‘y ”Maintenance HOTN I
[__General |

[M SNMP V1/v2 | NSRS | Common
[m [I View Name Sub Tree OID Mask Type

fullview 1 1 included

ror— ar ) [ Do

S ER4 BLEGroup Access ( BB TR ) Anoauthnoprivig =,



Create Group Access X

Group Name: | default_group v ]

Security Level: | noAuthNoPriv |

Wiews:

Read View Name: | fullview - I

Notify View Mame: Ifullvie’w 'l

Allow SNMP Sets:

[Alarms H Conditions H History ] Circ o o O
( General . OK Cancel |
_Network | [ IMPVINZ S —
L osx | General : :
- - ? Group Mame Security Lewel / Read View fccess Allow SHMP Sets Notify Wiew Access

i i default_group authPriv fullview a fulhsiew
ﬁ @;ﬂﬁﬁ? default_group authMNoPriv fullview a fulhaew
(Comm Channels | | (Trap Destinations) |
i Timin; Motification Filters
‘ Defaults
‘M Create... Edit... Delet
‘ SVLAN

S E85. 5B ZNode View > Provisioning > SNMP > SNMP V3 > Trap Destination(V3). #—T "
Create. # "Configure. , I FE TR,

Configure SnmpV3 Trap

Tab View

Alarms ”Condi-l:ions HHistory HCircuits

Target Address:
UDP Port:

User Name:
Security Lewvel:

[ Filter Profile:

Proxy Traps Only:

| blr-ong-Inx10

4576

[ankZ

| noAuthNoPriv

O

SYLAN

Alarm Extenders

Proxy Tags: I
General
——— LI form | v
I General e
:[w ! Users §4103.217.98  |4545 ank authPriv
Security [ MBviews §4103.217.88 | 4565 ankl authNoPriv
mm_ [ Group Access
‘E [ Notification Filters
Alarm Profiles
Defaults T
m Create... Edit... Delete...

B noAuthNoPriviE =,

HER1. B EINMS R AR EF I #A 1 Tsnmpwalk,



snmpwal k -v 3 -1 noauthnopriv -u <user nane> <node | P> <M B>

g1 -

bl r-ong-1nx10: 155> snnpwal kK -v 3 -1 noaut hnopriv -u ank2 10. 64. 106. 40 system

RFC1213-M B: : sysDescr.0 = STRING "Cisco ONS 15454 M5 10. 50- 015E- 05. 18- SPA Factory Defaults
PLATFORM=15454- MB"

RFC1213-M B: : sysObj ect I D.0 = O D: CERENT- GLOBAL- REQ STRY: : cer ent 454M6Node
DI SMAN- EVENT- M B: : sysUpTi mel nstance = Ti nmeticks: (486910) 1:21:09.10
RFC1213-M B: : sysContact. 0 = ""

RFC1213-M B: : sysNane. 0 = STRING "Ankit_40"

RFC1213-M B: : sysLocation.0 = ""

RFC1213-M B: : sysServices. 0 = | NTEGER: 79

bl r-ong-1 nx10: 156>
SNMPFEBH :

snmptrapd -f -Lo -OQ -Cb -O -F " %A n¥B\ n%\\ n%W\ n% g\ n%°\ n%/\ n\ n* <port nunber>

PR RRAR & Bt as = &R A R o
iB IR GNE/ENERXTE B SNMP V33 B
HEGNESIR L

S ER1. 8/ ZE Provisioning > SNMP > SNMP V3FICZM A5 ( "EiE. HEi ) : #H#tEER
2 #& B (noAuthnoPriv|AuthnoPriv|authPriv) iV B B LA R T ERA THEL A NEA, SHEFT#
, M @R,



Il BE=PTSAIGE [+
| ¥

Create Group Access

(] i |
B summary g Network .. Group Name: |gnegm1 |v]
:': 1 4154 M A NS ; 114 N
— - Security Level: Iauthmr ‘v] _
Alarms | Conditions | Histo
i Views:
General [ SNMPV1/V2 | Read View Name: fullview =
Network ————
osi Cenetl  Notify view Name: fullview (x| [Sets{ Doty vi
T User _fullv!ew
Securi ' MIB vig  Allow SNMP Sets: O fullview
Ll ~ Group Ac
Ll Trap [:T::ina'
~ Comm Channels '
— Notificatio ‘ OK h Cancel |
iming
Alarm Profiles
Defaults
WDM- ANS
SVLAN
Alarm Extenders
| Create... I Edit.. H Delete... ‘

SER2. BN ERESEUE ( "ERE AR )  BVERESLHE "HEBEMB (Group

Access) BB EVMERMEENERE. Wi ERHERFBERIN S GRE , W TEMR.

Il 8 -Tsc
|| 36 - PTSAGE |-
| ]

Py [EE) |EE) (=) |EE
Create User

-

!

T Il = [ User Name: [gneuserl ] (15
MY Summary | g Network .. ' Y
—|  Group Name: |gnegrp1 |
| = wm—_ T
(Alarms | Conditions | History | Cird
Protocol: |MDS | - |
hf::::;::‘ 1:[SNMP vi’::iral sh Password: |o..oo...o. I I
0sl Privacy Loco
Protection 1 gnt
- MIB views Protocolk |DE'5 | - ‘ def
Security c A 1
SNMP M Password: [.ooooooooo |
Trap Destination
Comm Channels || ————————
Timin Notification Filt]
8 | ok || cancel | N
Alarm Profiles
Defaults
WDM-ANS
SVLAN
Alarm Extenders
| Create... | Edit.. H Delete...

SR EHBFR(VI)ER :

B Rtbik : E1TFE BFRYNMS {a] AR 25 49 3 31t (650 20 Blr-ong-Inx10).

UDPI£ : #&{E BEfa BV E{T 3R ( 1209977 ) o
FHELER  FREEBRTNERAEIRE,



ZEiRkE  mewE TERAE) ERPEE.
RERR . RHAERRBINRE(75).

acguelote T Configure SnmpV3 Trap x
Il 36 - PTSACE < 6
Kl U L[] Target Address: Iblr-ong-lnxlo | r\ 5
B Summary 3 Network ..
[= 1 uDPPort: 9999 | \
= 36 b A : - ]
(‘Alarms | Conditions | History | Cirq User Name: |'J"*“59'1 |'|
. o “SNMP VI/V2 “Sh Security Level: |aul¥Pli\f I'I
[ Network — < -
oS! General [_| Filter Profile: Security Level
" Protection | St Proxy Traps Only: O thPriv
————I MIB views bl L LhPriv
Security
— " Group Accesy  Proxy Tags: Tagv3
“Comm Channeis ||, 17ab Destnation
~— Timing___| Notification Fily
—ming____ | OK || Cancel |
Alarm Profiles
Defaults
WDM-ANS
SVLAN
Alarm Extenders
1 Ii
Create... | ‘ Edit.. ‘ ‘ Delete...

EENESIN E

% B 1.5/ E|Provisioning > SNMP > SNMP V3#ICreate Group Access ( Group Access B &
) 1 B EFFHREKB(noAuthnoPriv|AuthnoPrivjauthPriv)i#E & 38 , & ME "EEL M @
A, FHEFFAIHE , WTERR.

. F L
o ¥ [ENE]Node210 - Create Group Access
‘ Ii | v
MY summary | g Network .. Group Name: |EIIEQ"11 “'] L]
== SA54 N ANST N A i !
i 15454 M2 ANSI Node-75 [RINRRESSRPIN [authPriv || |—
[ Alarms | Conditions | History | -
Views: e
General [ SNMPV1/V2 [ Read View Name: |fuII\riew \ "i
Network ~ LI 1
0S| _% Notify View Name: |fu|l\riew "] Sets —'l
il L 'T“'r Allow SNMP Sets: LI !
Security 67\::.3 e £
gy
Comm Chinnels §—Noemcatio | OK || cancel |
Timing
Alarm Profiles
' Defaults
WDM-ANS
SVLAN
Create... I Edit... ‘ Delete...

SER2 BN ERESEFUE( "ERE AR )  BVERELHE "HEBEMBL (Group



Access) EEBRFPEVMEBMEBNERE. I ERHUERFBERBIN S D8RE,

e - FTF-4i O

I:l 36 - PTSACE
o ¥ (ENEINode210

T T T I

b 4
q 3
Kl — L_| User Name: leneuserl |
N Summary | -3 Network ..
— 1 Group Name: |enegrp1 |
- ; . Authentication
(Alarms | Conditions | History | Cirg
Protocol: |MD5 | - I
General “SNMPV1/Vv2 | SN
Network - - : Password: [.uu..... |
osl | J:::: Privacy
Protect-lon MIB views Protocol: Iﬁk | - I
Security G A p
SNMP | roup. c1_:es- Password: ‘ooatooocto| |
s Trap Destination
Comm Channels || S -
Timin Notification Filt]
| 9 . oK || cancel |
Alarm Profiles
Defaults
WDM-ANS
SVLAN
Create... | EdiL.. H Delete... ‘

H{Rdefault_group ( MMRFERE "FEAE) BB ) £ "HFBEL EEPEY , UE THEFBE.
BEEPRDE,

HER3.FEBER(VI)ER :

Bt - GNEEIBIP,

UDPi£E : 162.

ERESR  EREEBRTNERAESBE.
ZEMRE  mewE TERAE EBRPERE.
REER : RHECGNEMRRNRERBBIWERTS).
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Configure SnmpV3 Trap

o \g¥ [ENEJNode2 10
< L [ [»] Target Address: |10-64- 107.114 |
M) Summary -2 Network ..
e — ——— | UDPPort: 162 |
[ Alarms | Conditions | History | Cird User Name: Ieneuser I |v|
General [@,ﬁ Security Level: IauthPriv |v|
Network . .
— General L] Filter Profile: Securit
- i Use[s LthPriv
Protection ’ - Proxy Traps Only: L  hPri
- : MIB views Llar 2
Security
SNMP Group Accesy Proxy Tags: |TagENE
_Comm Channels 'Ttl::Lﬂie:a‘tli::ul;Tu
____Timing . OK || cancel |
Alarm Profiles
Defaults
WDM-ANS
SVLAN

<] i |

Create... | Edit... H Delete...

HECTCH , EfEIHEEMRR

HEB1. EEESNMPV3BE .

SER2. SNMPVIRERMEBRER  SUNHTTFHIADHRI.
EEADRY. RBE—H

- BEER : ZGNERRENREER.
EBImMEFSE | BEENEEHIP , I TEAR.



I - =

o % Network Explorer(4 Nudeq B

Al I [T Target Tag: [TagV3 J
e e L e M | [Semote Treo Searce List ——————————————
Alarms | Conditions | History | Circuj |10.64.107.114
— = |[10.64.107.187 =
— 1—‘,’" 10.64.107.210 i
AT 2 TO e s 0.64.107.75p,
BLSR v
Overhead Circuits 4
Provisionable Patchcords (PPC) Mal B
Server Trails D y
SNMPv3 SNMPy [ oK ] | Cancel | [ Help |
hote User Security Level
R e e e e authPriv
0000059B2DFAADD0ZEBAB362 Tagll4 lons_trap_user authPriv
| Manual Create... “ Auto Create... Delete...
SNMPV3 Remote Users _
[ Fantaxt Enal Ty Licor hloran P PP T T el - et 1 Dri Drntd
4 I | [»
Help

REGNE/ENESRE

B ENMS Al AR 8 (blr-long-Inx10):
TR ERRSBNVEE D , B —EEB HKILAEH R Hsnmp.
S22 EILB#T , EIERsnmptrapd.conf,

S ER3. FEsnmptrapd.conf , I LA TERE :

createUser -e 0Ox

Engi ne_NO = can be avail able from CTC.
>Pr ovi si oni ng- >SNVP- >SNWP  V3- - >Gener al .

SNMPFEB :

snnmptrapd -f -Lo -OQ -Cb -O
ene L Bysnmpwalk:

-F " %A n9%B\ n%\\ n%M n%g\ n%\ n%\ n\ n"

#H R authpriviEs :

snmpwal kK -v 3 -1
E <ene_engi ne_i d> <gne_i p_address> <d D>

#authnoprivig =, :

snnpwal k -v 3 -1 authnopriv -u <user_nane> -a M) -A <aut h_password>
<gne_i p_address> <O D>

Open GNE node- - >Node vi ew

authpriv -u <user_nane> -a MD5 -A <auth_password>123 -x DES - X <des_password> -

- E <ene_engi ne_i d>



# A noauthnopriviE sy, :

snmpwal k -v 3 -1 authpriv -u

REREGE R

B el EE AR LS BRI EET.
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