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MEBXHECINFRER

BREMN

ANIBETTHARRERREL(OSPR)EMRBRBENEE RS , AFFEThEHOSPFMELT SR
Fo BULEOSPFHASMHRE , WEUREAARRBEHENERA. OSPFEHBEBITULE
(Znull) , FEHMD5, HMERES L "nones RROSPFAEASMERE K CERARFZ. £
FSESMRER  OSEURAXEABBEREH., FAMDSRER  EHTEERBRKREE,
MD5R2RFC 13218 ENHEREEE %, MDSHRBERLZLWOSPFERBREER, BESH
BMER  YECHAMRRENNSORIFEEZMEES., ECisco IOSHBRA12.08)F , BENE
HEZEHMEREF, REC 2328 (Ki#kD ) PiR%| 75— B,

N oxE AARMYENE SR TS ST,

LT ROSPFXEN=ETRERIN G HERE :
« Null Authentication — EtEfEAType 0 , EEREER THREI T T EEMEMBIFEN. E

TR TE
- MXFERSORIE —BARA , EFEAGENHNER.,
« MD5 Authentication — & Type 2 , ©FEAMDSINEZ 1.

TEERESMERE. B2  NRERE , ME—BERLNMEYHERHRLREERHRNERH
BORERE. AXEPHROERT X FEENMDS S BRFBHEE,

E—

AX JE
AEHREARNRERNERZPARBEREM.
% B &

RERSER LPERRE,

Loopback Loopback
10.70.70.70/32 g 192.16.64 2/24 192.16.64.1/24 @ 172.16.10.36/28

BE
MNFERSOBRENLE

EESANKEREIZEELRLNMDSENRER , FRAMNFERSORE. AXFERSOR
HEFERRRASZRE "TRFRNE, WRE £ EERET , ENCHBEIMRFE  LAR
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WAL ER, BR , ERFTOSPFEMEER , ©HFEEAA A MARATZSR, W, £HA
NHEBEENRENEFOSPFIRMEE LA AEREBNOT , U LEHFZBERA,. BEE
BHHAX S REZRTLMEE , BEBEBELEMEE,

+ R2-2503
* R1-2503
R2-2503
interface Loopback0
ip address 10.70.70.70 255.255.255.255
|
interface Serial0
ip address 192.168.64.10 255.255.255.0
ip ospf authentication-key c1$cO
!I--- The Key value is set as "cl$cO0 ". !--- It is the password that is sent across the network.
!
router ospf 10
Tog-adjacency-changes
network 10.70.0.70 0.255.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication
!I--- Plain text authentication is enabled for !--- all interfaces in Area 0.
R1-2503
interface LoopbackO
ip address 172.16.10.36 255.255.255.240
!
interface SerialO
ip address 192.168.0.10 255.255.255.0
ip ospf authentication-key c1$cO
I--- The Key value is set as "cl1$c0 ". !--- It is the password that is sent across the network.

router ospf 10

network 172.16.0.0 0.0.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0O
area 0 authentication

!I--- Plain text authentication is enabled !--- for all interfaces in Area 0.




N srE . BEStarea authentication S S RARBE RSP BAEFANEN S HRE, BHT
LAE R S T Bip ospf authenticationfs S AN HEEM N FERGHRE. WRENEB
WESTRET FRNSARBESERIERESLRESE , TUEALS S, THESA
EERENSHREE . NRBRE—BENTRNASESATENIORESE , Bl
HakEEH

MD55 3 B VBl E

MDSEH BRI FERSFORBRUESN T2, 1A EEAMDSRE EZRIFEOSPFER T
HMARNBRER (RNER ) STEMRE, ZMEERSWVDNEERFFHR—EEERSTER. X
EBHREZRNEZERSETEECHMEERE, NRHEEFRERY  BRTNMEESFAREZER
—REENEE MR ETE.

EWMDAFBERIAZSEOT, EXGEREBRENBENRE, flNn, ERX—EAZHBELI S
—BER  FEFTEANSRIDTEE —ERE , ARMBRE—ER. FIRAHLERRE  #
ZWEF  OSPFEROUEHRAE. BRAEHEHIRAR. BEEXFERSORE &K

, MD5 & BREFRRERBREFTLER, B2, EMREEME<HRENEE,

N opE . BRERCEFAREE R Bservice password-encryption 4. S B ERREE
BRI AR NERE LRSS REARN TSR SRR,

+ R2-2503

+ R1-2503

R2-2503

interface LoopbackO

ip address 10.70.70.70 255.255.255.255
!

interface Serial0
ip address 192.168.64.10 255.255.255.0
ip ospf message-digest-key 1 md5 c1$cO

!--- Message digest key with ID "1" and !--- Key value (password) is set as "cl$cO ".

I

router ospf 10

network 192.168.10.10 0.0.0.255 area 0
network 10.70.0.70 0.255.255.255 area 0
area 0 authentication message-digest

!I--- MD5 authentication is enabled for !--- all interfaces in Area 0.

R1-2503



/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book/ospf-a1.html#wp1566045523
/content/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s1.html#wp1099558744

interface Loopback0

ip address 172.16.10.36 255.255.255.240
|
interface Serial0

ip address 192.168.0.10 255.255.255.0
ip ospf message-digest-key 1 md5 c1$cO

!--- Message digest key with ID "1" and !--- Key (password) value is set as "cl$c0 ".

I
router ospf 10

network 172.16.0.0 0.0.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication message-digest

I--- MD5 authentication is enabled for !--- all interfaces in Area O.

N 1% - WEE S #area authentication message-digesté Bk B 4% 2 B 5 P B F S5 A A
B MERE ., Bt ALAEA T T Mip ospf authentication message-digest@i & A4 EN HE B
MD5 & 1Bk, WRENHEFMBHNES TEE T FTRNSNERE ST EZIRERES RIS
%, IUERALSS. CHBEEAREEENSNERE T EZ. NRBAR—EFSNTRENEE
EFRATRINEGGOERRESZE , Ak SEEER.

B RE
U &ERENAATRRBERENEERTER T,
REANSORE

ML T &R , EAshow ip ospf interface@r TRIEANHEEN B HRB|E B, £1ER , Serial
ONHEEBEAMNFTERSMERE

<#root>
R1-2503#
show i p ospf interface serialO

Serial0 is up, 1line protocol is up
Internet Address 192.168.0.10/24, Area O
Process ID 10, Router ID 172.16.10.36, Network Type POINT_TO_POINT, Cost: 64
Transmit Delay is 1 sec, State POINT_TO_POINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5


/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book/ospf-a1.html#wp1566045523
/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book/ospf-a1.html#wp1566045523
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Hello due in 00:00:04
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 4 msec
Neighbor Count is 0, Adjacent neighbor count 1is 0
Suppress hello for 0 neighbor(s)

Si npl e password aut henticati on enabl ed

show ip ospf neighborin T EETMESR , HP I ESMEFMENR , WA THEAI T

<tfroot>
R1-2503#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.70.70.70 1 FULL/ - 00:00:31 192.168.64.10 Serial0

show ip route S T ERRIEHR , MU TEEA R,

<#root>
R1-2503#
show i p route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of Tast resort is not set

10.70.0.70/32 is subnetted, 1 subnets

0 10.70.70.70 [110/65] via 192.168.64.10, 00:03:28, Serial0
172.16.0.0/28 is subnetted, 1 subnets
C 172.16.10.32 1is directly connected, LoopbackO

C 192.168.10.10/24 1is directly connected, Serial0

EFEMD5 5 17 B

WMEATREHFRR , SEAshow ip ospfinterface TR AN EE BN S EERE, £I1E#E , Serial

ONECEHEAEHEIBID "1"#TMD5 F B,



<ffroot>
R1-2503#

show i p ospf interface serialO

Serial0 is up, 1line protocol is up

Internet Address 192.168.0.10/24, Area O

Process ID 10, Router ID 172.16.10.36 , Network Type POINT_TO_POINT, Cost: 64

Transmit Delay is 1 sec, State POINT_TO_POINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Index 2/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan Tength is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 4 msec

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.70.70.70

Suppress hello for 0 neighbor(s)

Message di gest authentication enabl ed
Youngest key idis 1

show ip ospf neighborir S BRTMER , HHISMWEFHMENR , MU T8 EHA R,

<tfroot>
R1-2503#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.70.70.70 1 FULL/ - 00:00:34 192.168.64.10 Serial0
R1-2503#

show ip route TP S BERIEHEK , WA T & HAT R,

<#root>
R1-2503#
show i p route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of Tast resort is not set

10.70.0.70/32 is subnetted, 1 subnets
0 10.70.70.70 [110/65] via 192.168.64.10, 00:01:23, SerialO



172.16.0.0/28 is subnetted, 1 subnets
C 172.16.10.32 1is directly connected, LoopbackO
C 192.168.10.10/24 1is directly connected, Serial0

%S HEAE

DTFEERET TRAREEEETHREHRNEN. Hdebug ip ospf adj a5 AEEERERER
MEFEEIIMEBRZEIE L kdebug@i T,

N srE . BAdebuglsS 2B . BESMAMDebuglE SHEEEMR,

X FERS 0 BE R

R1-2503#9deb ip ospf ad;ji i #8778 XX 5 17 5 58 B Th Y BF o

<#root>
R1-2503#
debug i p ospf adj

00:50:57: %LINK-3-UPDOWN: Interface SerialO, changed state to down

00:50:57: OSPF: Interface SerialO going Down

00:50:57: OSPF: 172.16.10.36 address 192.168.0.10 on SerialO is dead,
state DOWN

00:50:57: OSPF: 10.70.70.70 address 192.168.64.10 on SerialO is dead,
state DOWN

00:50:57: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from
FULL to DOWN, Neighbor Down: Interface down or detached

00:50:58: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x80000009

00:50:58: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialoO,
changed state to down

00:51:03: %LINK-3-UPDOWN: Interface Serial0O, changed state to up

00:51:03: OSPF: Interface Serial0 going Up

00:51:04: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000A

00:51:04: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialoO,
changed state to up

00:51:13: OSPF: 2 Way Communication to 10.70.70.70 on SerialoO,
state 2WAY

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2486 opt 0x42
flag 0x7 Ten 32

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0O seq 0x19A4 opt 0x42
flag 0x7 len 32 mtu 1500 state EXSTART

00:51:13: OSPF: First DBD and we are not SLAVE

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0O seq 0x2486 opt 0x42
flag 0x2 len 72 mtu 1500 state EXSTART

00:51:13: OSPF: NBR Negotiation Done. We are the MASTER

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2487 opt 0x42
flag 0x3 Ten 72

00:51:13: OSPF: Database request to 10.70.70.70

00:51:13: OSPF: sent LS REQ packet to 192.168.64.10, length 12

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0O seq 0x2487 opt 0x42


https://www.cisco.com/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

flag 0x0 len 32 mtu 1500 state EXCHANGE

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2488 opt 0x42
flag Ox1 Ten 32

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2488 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:51:13: OSPF: Exchange Done with 10.70.70.70 on Serial0

00:51:13: OSPF: Synchronized with 10.70.70.70 on Serial0, state FULL

!--- Indicates the neighbor adjacency is established.

00:51:13: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from LOADING
to FULL, Loading Done

00:51:14: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000B

R1-2503#

EXRHBRLEEN S HEER BT TER | E_Rdebug ip ospf adjts TR E H, B EER , KA
BSR1-2503fF A BI1 B0 EeTE , MIKAETR2-2503 B AR B0 M EAE ., EXRREHBERI-
2503 BAM N EZREEGMHERE (HE1) , MEAHEER2-2503HEAEZE MR (EFBI0) .

<#root>

R1-2503#

debug ip ospf adj

00:51:23: OSPF: Rcv pkt from 192.168.64.10, SerialO :

M smat ch
Aut henti cation type

!--- Input packet specified type 0, you use type 1.

ERTE LR (BB ) ETHEATE |, debugip ospfadjis BN T, EEEBRT K MAKMHES
HEEAMNFTRERGHRE (A1) , B8 (BH ) BFTHE,

<#root>
R1-2503#
debug i p ospf adj

00:51:33: OSPF: Rcv pkt from 192.168.64.10, Serial0 : Mismatch
Authentication Key - Clear Text

MD5 & 17 B =& iR FE 5 R

iE 2MD5 & 17 B2 7% B 2 BFR 1-250389debug ip ospf adj S i H .



<#root>
R1-2503#
debug i p ospf adj

00:59:03: OSPF: Send with youngest Key 1

00:59:13: OSPF: Send with youngest Key 1

00:59:17: %LINK-3-UPDOWN: Interface Serial0O, changed state to down

00:59:17: OSPF: Interface SerialO going Down

00:59:17: OSPF: 172.16.10.36 address 192.168.0.10 on SerialO 1is dead,
state DOWN

00:59:17: OSPF: 10.70.70.70 address 192.168.64.10 on SerialO 1is dead,
state DOWN

00:59:17: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from
FULL to DOWN, Neighbor Down: Interface down or detached

00:59:17: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000E

00:59:18: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to down

00:59:32: %LINK-3-UPDOWN: Interface Serial0O, changed state to up

00:59:32: OSPF: Interface SerialO going Up

00:59:32: OSPF: Send with youngest Key 1

00:59:33: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000F

00:59:33: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to up

00:59:42: OSPF: Send with youngest Key 1
00:59:42: OSPF: 2 Way Communication to 10.70.70.70 on SerialO,
state 2WAY

!--- Both neighbors configured for Message !--- digest authentication with Key ID "1".

00:59:42: OSPF: Send DBD to 10.70.70.70 on SerialO seq 0x2125 opt 0x42
flag Ox71en 32

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq Ox11F3 opt 0x42
flag Ox7 Ten 32 mtu 1500 state EXSTART

00:59:42: OSPF: First DBD and we are not SLAVE

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2125 opt 0x42
flag Ox2 Ten 72 mtu 1500 state EXSTART

00:59:42: OSPF: NBR Negotiation Done. We are the MASTER

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2126 opt 0x42
flag 0x3 Ten 72

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Database request to 10.70.70.70

00:59:42: OSPF: sent LS REQ packet to 192.168.64.10, length 12

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2126 opt 0x42
flag Ox0 Ten 32 mtu 1500 state EXCHANGE

00:59:42: OSPF: Send DBD to 10.70.70.70 on SerialO seq 0x2127 opt 0x42
flag Ox1len 32

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2127 opt 0x42
flag Ox0 Ten 32 mtu 1500 state EXCHANGE

00:59:42: OSPF: Exchange Done with 10.70.70.70 on Serial0

00:59:42: OSPF: Synchronized with 10.70.70.70 on Serial0O, state FULL

00:59:42: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from
LOADING to FULL, Loading Done



00:59:43: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x80000010

00:59:43: OSPF: Send with youngest Key 1

00:59:45: OSPF: Send with youngest Key 1

R1-2503#

EXRHBRLEEN S HEER BT TER | E_Rdebug ip ospf adjts TR E H, W HER , KA
BSR1-2503fF A BI2(MD5) B 175838 , MIRHETR2-2503F A1 B EE (M XN FZEREHHRF
) o

<#root>

R1-2503#

debug ip ospf adj

00:59:33: OSPF: Rcv pkt from 192.168.64.10, SerialO :

M smat ch
Aut henti cation type.

!--- Input packet specified type 1, you use type 2.

ERARENBRBUNSIBIDAIHE R , iE2debug ip ospf adj e H, WEHETR , BHAER-
2503 £881D 1/IMD5 B 0 Ba 5% , Mi& HEFR2-2503fF A £#81D 209MD5 5 17 B 5% -

<#root>
R1-2503#
debug i p ospf adj

00:59:33: OSPF: Send with youngest Key 1
00:59:43: OSPF: Rcv pkt from 192.168.64.10, Serial0 : Mismatch
Authentication Key - No message digest key 2 on interface

R1-2503#9ttdebug ip ospf adj S HER , MDS S RFBHN SIS B2MHE B L BRI —IF

VAN
o

<#root>
R1-2503#

debug ip ospf adj

00:59:43: OSPF: Send with youngest Key 1
00:59:53: OSPF: Send with youngest Key 2



I--- Informs that this router is also configured !--- for Key 2 and both routers now use Key 2.
01:00:53: OSPF: 2 Way Communication to 10.70.70.70

on Serial0, state 2WAY

R1-2503#

MHEAE A

. EEBRHER FHEOSPFEHRE
« A {+FEshow ip ospf neighbords T B R R A InitAk REAY %BE 2
« OSPFas
« OSPFHE R4l
- PERHAXESH
=2 i =



https://www.cisco.com/c/zh_tw/support/docs/ip/open-shortest-path-first-ospf/8313-27.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/docs/ip/open-shortest-path-first-ospf/8313-27.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/docs/ip/open-shortest-path-first-ospf/8313-27.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/docs/ip/open-shortest-path-first-ospf/13702-7.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/docs/ip/open-shortest-path-first-ospf/13702-7.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/docs/ip/open-shortest-path-first-ospf/13702-7.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/docs/ip/open-shortest-path-first-ospf/13702-7.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/docs/ip/open-shortest-path-first-ospf/13702-7.html?referring_site=bodynav
/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book.html?referring_site=bodynav
/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/tech/ip/ip-routing/tech-configuration-examples-list.html#anchor6?referring_site=bodynav
https://www.cisco.com/c/zh_tw/tech/ip/ip-routing/tech-configuration-examples-list.html#anchor6?referring_site=bodynav
https://www.cisco.com/c/zh_tw/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_tw/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



