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ELEERIE T RAIPSecWL2TPAIEN ST, WEARETFERER  LETUEEIPSec,
RHH

Bui | di ng configuration..

Current configuration : 1595 bytes

|

version 12.1

no service single-slot-rel oad-enabl e

service tinmestanps debug dateti ne nsec

service tinmestanps |og datetinme nsec

no service password-encryption

|

host nane angel a

|

logging rate-limt console 10 except errors

!--- Enable AAA services here. aaa new nodel aaa

aut hentication login default group radius |ocal aaa
aut hentication | ogin console none aaa authentication ppp
default group radius |ocal aaa authorization network
default group radius |ocal enable password ww ! nenory-
size iomem 30 ip subnet-zero ! ! no ip finger no ip
donmai n-1 cokup ip host rund 172.17.247.195 ! ip audit
notify log ip audit po max-events 100 i p address-poo
local ! | !--- Enable VPN/VPDN services and define
groups and !--- specific variables required for the
group. vpdn enabl e no vpdn | ogging ! vpdn-group




L2TP_W ndows 2000Cl i ent !--- Default L2TP VPDN group. !-
-- Allow the Router to accept incoming requests. accept-
dialin protocol L2TP virtual-tenplate 1 no L2TP tunnel
authentication !--- Users are authenticated at the NAS
or LNS !--- before the tunnel is established. This is
not !--- required for client-initiated tunnels. ! ! call
rsvp-sync ! ! 1 I 1 I 1 controller E1 2/0 ! ! interface
LoopbackO i p address 172.16.10. 100 255.255.255.0 !
interface Ethernet0/0 ip address 10.200. 20.2
255.255.255.0 hal f-duplex ! interface Virtual - Tenpl atel

i p unnunbered LoopbackO peer default ip address pool
default ppp authentication ns-chap ! ip |ocal pool
default 172.16.10.1 172.16.10.10 ip classless ip route
0.0.0.0 0.0.0.0 10.200.20.1 ip route 192.168.1.0

255. 255. 255. 0 10. 200. 20.250 no ip http server ! radi us-
server host 10.200.20.245 auth-port 1645 acct-port 1646
radi us-server retransnit 3 radi us-server key cisco !

di al -peer cor custom! ! I 1 I |line con O exec-tineout O
0 login authentication console transport input none |line
33 50 mbdem InQut line aux O line vty O 4 exec-tineout O
0 password w ! end angel a# *Mar 12 23:10:54.176: L2TP:

I SCCRQ from RSHANMUG W2K1. ci sco.comtnl 5 *Mar 12
23:10: 54.176: Tnl 8663 L2TP: New tunnel created for
renot e RSHANMUG- V2K1. ci sco. com address 192. 168. 1. 56
*Mar 12 23:10:54.176: Tnl 8663 L2TP: O SCCRP to
RSHANMUG- V2K1. ci sco.comtnlid 5 *Mar 12 23:10: 54. 180:

Tnl 8663 L2TP: Tunnel state change fromidle to wait-
ctl-reply *Mar 12 23:10:54.352: Tnl 8663 L2TP: | SCCCN

f rom RSHANMUG- V@K1. ci sco. comtnl 5 *Mar 12 23:10: 54. 352:
Tnl 8663 L2TP: Tunnel state change fromwait-ctl-reply
to established *Mar 12 23:10: 54. 352: Tnl 8663 L2TP: SM
State established *Mar 12 23:10:54.356: Tnl 8663 L2TP: |
| CRQ from RSHANMUG W2K1. ci sco.comtnl 5 *NMar 12

23:10: 54.356: Tnl/C 8663/44 L2TP: Session FS enabl ed
*Mar 12 23:10:54.356: Tnl/Cd 8663/44 L2TP: Session state
change fromidle to wait-connect *Mar 12 23:10: 54. 356:
Tnl/C 8663/ 44 L2TP: New session created *Mar 12
23:10:54.356: Tnl/d 8663/44 L2TP. O | CRP to RSHANMUG
W2K1. ci sco.com 5/1 *Mar 12 23:10:54.544: Tnl/C 8663/ 44
L2TP: | 1 CCN from RSHANMUG W2K1. ci sco.comtnl 5, cl 1
*Mar 12 23:10:54.544: Tnl/d 8663/ 44 L2TP: Session state
change from wait-connect to established *Mar 12
23:10:54.544: Vil VPDN: Virtual interface created for
*Mar 12 23:10:54.544: Vil PPP: Phase is DOMW, Setup [O
sess, 0 load] *Mar 12 23:10:54.544: Vil VPDN: Clone from
Vtenplate 1 filterPPP=0 bl ocking *Mar 12 23:10: 54. 620:
Tnl/C 8663/ 44 L2TP: Session with no hwi db *Mar 12
23:10: 54.624: %1 NK- 3- UPDOMN: I nterface Virtual - Accessl,
changed state to up *Mar 12 23:10:54.624: Vil PPP:. Using
set call direction *Mar 12 23:10:54.624: Vil PPP:
Treating connection as a callin *Mar 12 23:10: 54. 624:
Vi1l PPP: Phase is ESTABLI SH NG Passive Open [0 sess, O
| oad] *Mar 12 23:10:54.624: Vil LCP. State is Listen
*Mar 12 23:10:54.624: Vil VPDN: Bind interface
direction=2 *Mar 12 23:10:56.556: Vil LCP: | CONFREQ
[Listen] id 1 Ien 44 *Mar 12 23:10:56.556: Vil LCP:

Magi cNunber O0x595E7636 (0x0506595E7636) *Mar 12
23:10:56.556: Vil LCP: PFC (0x0702) *Mar 12
23:10:56.556: Vil LCP. ACFC (0x0802) *Mar 12
23:10:56.556: Vil LCP: Callback 6 (0x0D0306) *Mar 12
23:10:56.556: Vil LCP: MRRU 1614 (0x1104064E) *Mar 12
23:10:56.556: Vil LCP: EndpointDisc 1 Local *Mar 12
23:10:56.556: Vil LCP:
(0x1317012E07E41982EB4EF790F1BF1862) *Mar 12




23:10:56.556: Vil LCP: (0x10DOACO0000002) *MNar 12
23:10: 56.556: Vil AAA/ AUTHOR/ FSM (0): LCP succeeds
trivially *Mar 12 23:10:56.556: Vil LCP: O CONFREQ
[Listen] id 1 Ien 15 *Mar 12 23:10:56.556: Vil LCP:

Aut hProt o Ms- CHAP (0x0305C22380) *Mar 12 23:10: 56. 556:
Vil LCP: Magi cNunber Ox4E1B09B8 (0x05064E1B09B8) *Mar 12
23:10:56.560: Vil LCP: O CONFREJ [Listen] id 1 len 34
*Mar 12 23:10:56.560: Vil LCP: Callback 6 (0x0D0306)
*Mar 12 23:10:56.560: Vil LCP: MRRU 1614 (0x1104064E)
*Mar 12 23:10:56.560: Vil LCP: EndpointDisc 1 Local *Mar
12 23:10:56.560: Vil LCP:
(0x1317012E07E41982EB4EF790F1BF1862) *Mar 12
23:10:56.560: Vil LCP: (0x10DOACO0000002) *MNar 12
23:10:56.700: Vil LCP: | CONFACK [REQsent] id 1 len 15
*Mar 12 23:10:56.700: Vil LCP: AuthProto Ms-CHAP
(0x0305C22380) *Mar 12 23:10:56.704: Vil LCP:

Magi cNunber O0x4E1B09B8 (0x05064E1B09B8) *Mar 12
23:10:56.704: Vil LCP: | CONFREQ [ACKrcvd] id 2 len 14
*Mar 12 23:10:56.704: Vil LCP: Magi cNunber O0x595E7636
(0x0506595E7636) *Mar 12 23:10:56.704: Vil LCP: PFC
(0x0702) *Mar 12 23:10:56.704: Vil LCP: ACFC (0x0802)
*Mar 12 23:10:56.704: Vil LCP: O CONFACK [ACKrcvd] id 2
len 14 *Mar 12 23:10:56.708: Vil LCP: Magi cNunber
0x595E7636 (0x0506595E7636) *Mar 12 23:10:56.708: Vil
LCP: PFC (0x0702) *Mar 12 23:10:56.708: Vil LCP: ACFC
(0x0802) *Mar 12 23:10:56.708: Vil LCP: State is Open
*Mar 12 23:10:56.708: Vil PPP: Phase is AUTHENTI CATI NG
by this end [0 sess, 0 load] *Mar 12 23:10:56.708: Vil
MS- CHAP: O CHALLENGE id 28 len 21 from angela *Mar 12

23:10:56.852: Vil LCP: | IDENTIFY [Qpen] id 3 len 18
magi ¢ 0x595E7636 MSRASV5. 00 *NMar 12 23:10:56.872: Vil
LCP: | IDENTIFY [Open] id 4 len 27 magic Ox595E7636

MSRAS- 1- RSHANMUG WK1 *Mar 12 23:10:56.880: Vil M5
CHAP: | RESPONSE id 28 len 57 fromtac *Mar 12

23:10: 56. 880: AAA: parse nane=Virtual - Accessl idb
type=21 tty=-1 *Mar 12 23:10: 56. 880: AAA: nane=Virtual -
Accessl flags=0x11 type=5 shel f=0 sl ot =0 adapter=0
port=1 channel =0 *Mar 12 23: 10: 56. 884: AAA/ MEMORY:
create_user (0x6273D024) user='tac' ruser=""
port="Virtual - Accessl' rem addr=""' authen_type=MSCHAP
service=PPP priv=1 *Mar 12 23:10: 56. 884:

AAA/ AUTHEN START (3634835145): port="Virtual - Accessl'
list=""' action=LO3 N servi ce=PPP *Mar 12 23:10: 56. 884:
AAA/ AUTHEN START (3634835145): using default list *Mar
12 23:10: 56.884: AAA/ AUTHEN START (3634835145):

Met hod=r adi us (radius) *Mar 12 23:10:56.884: RAD US:
ustruct sharecount=0 *Mar 12 23:10: 56.884: RADI US:
Initial Transmit Virtual - Accessl id 173

10. 200. 20. 245: 1645, Access-Request, len 129 *Mar 12
23:10:56.884: Attribute 4 6 0AC81402 *Mar 12
23:10:56.884: Attribute 5 6 00000001 *Mar 12
23:10:56.884: Attribute 61 6 00000001 *Mar 12
23:10:56.884: Attribute 1 5 7461631A *Mar 12
23:10:56.884: Attribute 26 16 000001370B0A0053 *Mar 12
23:10:56.884: Attribute 26 58 0000013701341C01 *Mar 12
23:10:56.884: Attribute 6 6 00000002 *Mar 12
23:10:56.884: Attribute 7 6 00000001 *Mar 12

23:10: 56.900: RADI US: Received fromid 173

10. 200. 20. 245: 1645, Access-Accept, len 116 *Mar 12
23:10:56.900: Attribute 7 6 00000001 *Mar 12
23:10:56.900: Attribute 6 6 00000002 *Mar 12
23:10:56.900: Attribute 25 32 502605A6 *Mar 12
23:10:56.900: Attribute 26 40 000001370C22F6D5 *Mar 12
23:10:56.900: Attribute 26 12 000001370A061CAE *Mar 12




23:10: 56. 900: AAA/ AUTHEN (3634835145): status = PASS
*Mar 12 23:10:56.900: Vil AAA/ AUTHOR/ LCP: Aut horize LCP
*Mar 12 23:10:56.900: Vil AAA/ AUTHOR/ LCP (1995716469):
Port='"Virtual - Accessl' list="" service=NET *Mar 12
23:10: 56. 900: AAA/ AUTHOR/ LCP: Vil (1995716469)

user='tac' *Mar 12 23:10:56.900: Vil AAA/ AUTHOR/ LCP
(1995716469): send AV service=ppp *Mar 12 23:10: 56. 900:
Vi1l AAA/ AUTHOR/ LCP (1995716469): send AV protocol =l cp
*Mar 12 23:10:56.900: Vil AAA/ AUTHOR/ LCP (1995716469):
found list default *Mar 12 23:10:56.904: Vil

AAA/ AUTHOR/ LCP (1995716469): Met hod=radi us (radius) *Mar
12 23:10:56.904: RADIUS: unrecogni zed M crosoft VSA type
10 *Mar 12 23:10:56.904: Vil AAA/ AUTHOR (1995716469) :
Post aut horization status = PASS REPL *Mar 12
23:10:56.904: Vil AAA/ AUTHOR/ LCP: Processing AV

servi ce=ppp *Mar 12 23:10:56.904: Vil AAA/ AUTHOR/ LCP:
Processi ng AV

nschap_nppe_keys*1pl1T11=1v101~11alWL 1151\ 1VIML#11Z1" 1k1}
111 *Mar 12 23:10:56.904: Vil MS-CHAP: O SUCCESS id 28
len 4 *Mar 12 23:10:56.904: Vil PPP: Phase is UP [O
sess, 0 load] *Mar 12 23:10:56.904: Vil AAA/ AUTHOR/ FSM
(0): Can we start | PCP? *Mar 12 23:10:56.904: Vil

AAA/ AUTHOR/ FSM (2094713042): Port="'Virtual - Accessl'
list="" service=NET *Mar 12 23:10: 56. 904:

AAA/ AUTHOR/ FSM Vi1 (2094713042) user='tac' *Mar 12
23:10:56.904: Vil AAA/ AUTHOR/ FSM (2094713042): send AV
servi ce=ppp *Mar 12 23:10:56.904: Vil AAA/ AUTHOR/ FSM
(2094713042): send AV protocol =ip *Mar 12 23:10: 56. 904:
Vil AAA AUTHOR/ FSM (2094713042): found list default *Mar
12 23:10:56.904: Vil AAA/ AUTHOR/ FSM (2094713042):

Met hod=r adi us (radius) *Mar 12 23:10:56.908: RAD US:
unrecogni zed M crosoft VSA type 10 *Mar 12 23:10: 56. 908:
Vi1l AAA AUTHOR (2094713042): Post authorization status =
PASS REPL *Mar 12 23:10:56.908: Vil AAA/ AUTHOR/ FSM W
can start IPCP *Mar 12 23:10:56.908: Vil | PCP: O CONFREQ
[Closed] id 1 len 10 *Mar 12 23:10:56.908: Vil | PCP:
Address 172.16.10.100 (0x0306AC100A64) *Mar 12
23:10:57.040: Vil CCP: | CONFREQ [ Not negotiated] id 5
len 10 *Mar 12 23:10:57.040: Vil CCP: Ms-PPC supported
bits 0x01000001 (0x120601000001) *Mar 12 23:10:57.040:
Vil LCP: O PROTREJ [Open] id 2 len 16 protocol CCP
(0x80FD0105000A120601000001) *Mar 12 23:10:57.052: Vil

I PCP. | CONFREQ [REQsent] id 6 len 34 *Nar 12
23:10:57.052: Vil | PCP: Address 0.0.0.0 (0x030600000000)
*Mar 12 23:10:57.052: Vil IPCP: PrimaryDNS 0.0.0.0
(0x810600000000) *Mar 12 23:10:57.052: Vil | PCP:
PrimaryWNS 0.0.0.0 (0x820600000000) *Mar 12
23:10:57.052: Vil | PCP: SecondaryDNS 0.0.0.0
(0x830600000000) *Mar 12 23:10:57.052: Vil | PCP:
SecondaryWNS 0.0.0.0 (0x840600000000) *Mar 12
23:10:57.052: Vil AAA/ AUTHOR/ | PCP: Start. Her address
0.0.0.0, we want 0.0.0.0 *Mar 12 23:10:57.056: Vil

AAA/ AUTHOR/ | PCP:  Processi ng AV service=ppp *Mar 12
23:10:57.056: Vil AAA/ AUTHOR/ | PCP: Processing AV
nschap_nppe_keys*1pl1T11=1v101~11alWL 1151\ 1VIML#11Z1" 1k1}
111 *Mar 12 23:10:57.056: Vil AAA AUTHOR/ | PCP:

Aut hori zation succeeded *Mar 12 23:10:57.056: Vil

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want
0.0.0.0 *Mar 12 23:10:57.056: Vil I PCP: Pool returned
172.16.10.1 *Mar 12 23:10:57.056: Vil | PCP. O CONFREJ
[REQsent] id 6 len 28 *Mar 12 23:10:57.056: Vil | PCP:
PrimaryDNS 0. 0. 0.0 (0x810600000000) *Mar 12
23:10:57.056: Vil IPCP: PrimaryWNS 0.0.0.0
(0x820600000000) *Mar 12 23:10:57.056: Vil |PCP:




Secondar yDNS 0. 0. 0. 0 (0x830600000000) *Mar 12
23:10:57.056: Vil I PCP: SecondaryWNS 0.0.0.0
(0x840600000000) *Mar 12 23:10:57.060: Vil |PCP: |
CONFACK [REQsent] id 1 len 10 *Mar 12 23:10:57.060: Vil
| PCP: Address 172.16.10. 100 (0Ox0306AC100A64) *Mar 12
23:10:57.192: Vil IPCP: | CONFREQ [ACKrcvd] id 7 len 10
*Mar 12 23:10:57.192: Vil IPCP: Address 0.0.0.0
(0x030600000000) *Mar 12 23:10:57.192: Vil

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want
172.16.10.1 *Mar 12 23:10:57.192: Vil AAA AUTHOR/ | PCP:
Processi ng AV service=ppp *Mar 12 23:10:57.192: Vil
AAA/ AUTHOR/ | PCP:  Processi ng AV
nschap_nppe_keys*1pl1T11=1v101~11alWL 1151\ 1VIMI#11Z1" 1k1}
111 *Mar 12 23:10:57.192: Vil AAA AUTHOR/ | PCP:

Aut hori zation succeeded *Mar 12 23:10:57.192: Vil

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want
172.16.10.1 *Mar 12 23:10:57.192: Vil | PCP. O CONFNAK
[ACKrcvd] id 7 len 10 *Mar 12 23:10:57.192: Vil | PCP:
Address 172.16.10.1 (0x0306AC100A01) *Mar 12
23:10:57.324: Vil IPCP: | CONFREQ [ACKrcvd] id 8 len 10
*Mar 12 23:10:57.324: Vil | PCP: Address 172.16.10.1
(0x0306AC100A01) *Mar 12 23:10:57.324: Vil

AAA/ AUTHOR/ | PCP: Start. Her address 172.16.10.1, we want
172.16.10.1 *Mar 12 23:10:57.324: Vil AAA AUTHOR/ | PCP
(413757991): Port='"Virtual - Accessl' list=""' servi ce=NET
*Mar 12 23:10:57.324: AAA/ AUTHOR/ I PCP: Vi1l (413757991)
user='tac' *Mar 12 23:10:57.324: Vil AAA AUTHOR/ | PCP
(413757991): send AV service=ppp *Mar 12 23:10: 57. 324:
Vi1l AAA AUTHOR/ | PCP (413757991): send AV protocol =ip
*Mar 12 23:10:57.324: Vil AAA AUTHOR/ | PCP (413757991):
send AV addr*172.16.10.1 *Mar 12 23:10:57.324: Vil

AAA/ AUTHOR/ | PCP (413757991): found list default *Mar 12
23:10:57.324: Vil AAA/ AUTHOR/ | PCP (413757991):

Met hod=r adi us (radius) *Mar 12 23:10:57.324: RAD US:
unrecogni zed M crosoft VSA type 10 *Mar 12 23:10:57. 324:
Vil AAA/ AUTHOR (413757991): Post authorization status =
PASS REPL *Mar 12 23:10:57.324: Vil AAA/ AUTHOR/ | PCP;

Rej ect 172.16.10.1, using 172.16.10.1 *Nar 12
23:10:57.328: Vil AAA/ AUTHOR/ | PCP: Processing AV

servi ce=ppp *Mar 12 23:10:57.328: Vil AAA/ AUTHOR/ | PCP:
Processi ng AV

nschap_nppe_keys*1pl1T11=1v101~11alWL 1151\ 1VIMLI#11Z1" 1k1}
111 *Mar 12 23:10:57.328: Vil AAA AUTHOR/ | PCP:
Processing AV addr*172.16.10.1 *Mar 12 23:10:57.328: Vil
AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded *Mar 12
23:10:57.328: Vil AAA/ AUTHOR/ | PCP: Done. Her address
172.16.10.1, we want 172.16.10.1 *Mar 12 23:10: 57. 328:
Vil IPCP: O CONFACK [ACKrcvd] id 8 len 10 *Mar 12
23:10:57.328: Vil IPCP. Address 172.16.10.1
(0x0306AC100A01) *Mar 12 23:10:57.328: Vil IPCP:. State
is Open *Mar 12 23:10:57.332: Vil IPCP: Install route to
172.16.10.1 *Mar 12 23:10:57.904: %.1 NEPROTO 5- UPDOWN:
Line protocol on Interface Virtual -Accessl, changed
state to up *Mar 12 23:11:06.324: Vil LCP: | ECHOREP
[Open] id 1 len 12 nmagi ¢ Ox595E7636 *Mar 12
23:11:06.324: Vil LCP: Received id 1, sent id 1, line up

angel a#show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 1
Locl D Rem D Renpt e Nane State Renpte Address Port Sessions
8663 5 RSHANMUG- VBK1. ¢ est 192. 168. 1. 56 1701 1

Locl D Rem D Tunl D Intf User nane State Last Chg Fastswitch
44 1 8663 Vil tac est 00:00: 18 enabl ed



%No active L2F tunnels

9%No active PPTP tunnels

9%No active PPPoOE tunnels

*Mar 12 23:11:16.332: Vil LCP: | ECHOREP [OQpen] id 2 len 12 magic

0x595E7636

*Mar 12 23:11:16.332: Vil LCP: Received id 2, sent id 2, line upsh caller
ip

Li ne User | P AddressLocal Nunber Renote Nunber<->

Vil tacl72.16.10.1--in

angel a#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - ISI1S L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 10.200.20.1 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C172.16.10.0/24 is directly connected, LoopbackO

C172.16.10.1/32 is directly connected, Virtual-Accessl

10.0.0.0/24 is subnetted, 1 subnets

C10. 200.20.0 is directly connected, Ethernet0/0

S 192.168.1.0/24 [1/0] via 10.200.20.250

S* 0.0.0.0/0 [1/0] via 10.200.20.1

*Mar 12 23:11:26.328: Vil LCP: | ECHOREP [OQpen] id 3 len 12 magic
0x595E7636
*Mar 12 23:11:26.328: Vil LCP: Received id 3, sent id 3, line upl72.16.10.1

angel a#ping 172.16.10.1
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.10.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 156/ 160/ 168 ns

EXA In#

finterface virtual-template 17T~ %718 ppp encrypt mppe 405+, FERTEMicrosoftZ F ik tiRIE T
nz,

*Mar 12 23:27:36.608: L2TP; | SCCRQ from RSHANMUG W2K1.cisco.comtnl 13
*Mar 12 23:27:36.608: Tnl 31311 L2TP: New tunnel created for renote
RSHANMUG- WK1. ci sco. com address 192. 168. 1. 56

*Mar 12 23:27:36.608: Tnl 31311 L2TP: O SCCRP to RSHANMUG WK1. ci sco.com
tnlid 13

*Mar 12 23:27:36.612: Tnl 31311 L2TP: Tunnel state change fromidle to
wait-ctl-reply

*Mar 12 23:27:36.772: Tnl 31311 L2TP: | SCCCN from RSHANMJG W2K1. ci sco.com
tnl 13

*Mar 12 23:27:36.772: Tnl 31311 L2TP: Tunnel state change from
wait-ctl-reply to established

*Mar 12 23:27:36.776: Tnl 31311 L2TP: SM State established

*Mar 12 23:27:36.780: Tnl 31311 L2TP: | I CRQ from RSHANMUG W2K1. ci sco.com
tnl 13

*Mar 12 23:27:36.780: Tnl/d 31311/52 L2TP: Session FS enabl ed

*Mar 12 23:27:36.780: Tnl/d 31311/52 L2TP: Session state change fromidle
to wait-connect

*Mar 12 23:27:36.780: Tnl/d 31311/52 L2TP: New session created

*Mar 12 23:27:36.780: Tnl/d 31311/52 L2TP: OICRP to



RSHANMUG- WV2K1. ci sco. com 13/ 1

*Mar 12 23:27:36.924: Tnl/d 31311/52 L2TP: | I CCN from

RSHANMUG- W2K1. ci sco.comtnl 13, cl 1

*Mar 12 23:27:36.928: Tnl/d 31311/52 L2TP: Session state change from

wai t - connect to established

*Mar 12 23:27:36.928: Vil VPDN: Virtual interface created for

*Mar 12 23:27:36.928: Vil PPP: Phase is DO, Setup [0 sess, 0 |oad]

*Mar 12 23:27:36.928: Vil VPDN: Clone fromVWtenplate 1 filterPPP=0 bl ocking
*Mar 12 23:27:36.972: Tnl/d 31311/52 L2TP: Session with no hw db

*Mar 12 23:27:36.976: %.1 NK-3- UPDOMN: | nterface Virtual - Accessl, changed
state to up

*Mar 12 23:27: 36. 976:
*Mar 12 23:27: 36. 976:
*Mar 12 23:27: 36. 976:
0 | oad]

*Mar 12 23:27: 36. 976:
*Mar 12 23:27: 36. 976:
*Mar 12 23:27: 38. 976:
*Mar 12 23:27: 38. 976:
*Mar 12 23:27: 38. 976:
*Mar 12 23:27: 38. 976:
*Mar 12 23:27: 38. 976:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.984:
*Mar 12 23:27: 38.988:
*Mar 12 23:27: 38.988:
*Mar 12 23:27:39. 096:
*Mar 12 23:27:39. 096:
*Mar 12 23:27:39. 096:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
*Mar 12 23:27:39.128:
sess, 0 |oad]

*Mar 12 23:27:39.128:
*Mar 12 23:27:39. 260:
0x4B4817ED MSRASV5. 00
*Mar 12 23:27:39.288: Vil LCP: | IDENTIFY [Open] id 4 len 27 magic
0x4B4817ED MSRAS- 1- RSHANMUG- WK1

*Mar 12 23:27:39.296: Vil M5-CHAP: | RESPONSE id 32 len 57 fromtac

*Mar 12 23:27:39.296: AAA: parse name=Virtual - Accessl idb type=21 tty=-1
*Mar 12 23:27:39.296: AAA: nanme=Virtual - Accessl fl ags=0x11 type=5 shel f=0
sl ot =0 adapter=0 port=1 channel =0

*Mar 12 23:27:39.296: AAA/ MEMORY: create_user (0x6273D528) user='tac'
ruser="" port="Virtual - Accessl' remaddr="" authen_type=MSCHAP servi ce=PPP
priv=1

*Mar 12 23:27:39.296: AAA/ AUTHEN START (2410248116): port='Virtual - Accessl’

1 PPP: Using set call direction
PPP: Treating connection as a callin
1 PPP: Phase is ESTABLI SHI NG Passive Open [0 sess,

<<
[EnY

LCP: State is Listen

VPDN: Bind interface direction=2

LCP: TI MeEout: State Listen

AAA AUTHOR/ FSM  (0): LCP succeeds trivially
LCP: O CONFREQ [Listen] id 1 len 15

LCP: Aut hProto Ms-CHAP (0x0305C22380)

LCP:  Magi cNunber Ox4E2A5593 (0x05064E2A5593)
LCP: | CONFREQ [REQsent] id 1 len 44

LCP: Magi cNunber 0x4B4817ED (0x05064B4817ED)
LCP: PFC (0x0702)

LCP: ACFC (0x0802)

LCP: Callback 6 (0x0D0306)

LCP: MRRU 1614 (0x1104064E)

LCP: EndpointDisc 1 Local

LCP: (0x1317012E07E41982EB4EF790F1BF1862)
LCP: (0x10DOACO000000A)

LCP: O CONFREJ [REsent] id 1 len 34

LCP: Callback 6 (0x0D0306)

LCP: MRRU 1614 (0x1104064E)

LCP: EndpointDisc 1 Local

LCP: (0x1317012E07E41982EB4EF790F1BF1862)
LCP: (0x10DOACO000000A)

LCP: | CONFACK [RE@sent] id 1 len 15

LCP: Aut hProto Ms-CHAP (0x0305C22380)

LCP: Magi cNunber Ox4E2A5593 (0x05064E2A5593)
LCP: | CONFREQ [ACKrcvd] id 2 len 14

LCP: Magi cNunber 0x4B4817ED (0x05064B4817ED)
LCP: PFC (0x0702)

LCP: ACFC (0x0802)

LCP: O CONFACK [ACKrcvd] id 2 len 14

LCP: Magi cNunber 0x4B4817ED (0x05064B4817ED)
LCP: PFC (0x0702)

LCP: ACFC (0x0802)

LCP: State is Open

PPP: Phase i s AUTHENTI CATING by this end [0

L N Y S Y Y Y YN YN YN YN Y N S S S S Y S
P RPRRPRRPRRPRPRRRPRRPRPRPRRPRRPRPRRPRPRPRRPRREPRPRREPRPRRPRPRRERRERER

1 MS-CHAP: O CHALLENCE id 32 len 21 from angel a
1 LCP: | IDENTIFY [Open] id 3 len 18 magic

<<



list=""
*Mar 12
*Mar 12
*Mar 12
*Mar 12

27:
27:
27:
27:

10. 200. 20. 245:

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

12
12
12
12
12
12
12
12
12

23:
23:
23:
23:
23:
23:
23:
23:
23:

27:
27:
27:
27:
27:
27:
27:
27:
27:

Access- Accept,

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar 12
*Mar 12
Port ='
*Mar 12
*Mar 12
*Mar 12
*Mar 12
*Mar 12
(radi us)
*Mar
*Mar
status =
*Mar
*Mar

12
12
12
12
12
12

<

23:
23:
23:
23:
23:
23:
23:
23:
rtual - Accessl'
23:
23:
23:
23:
23:

12 23:
12 23:
PASS_
12 23:27:39. 316:
12 23:27:39. 316:

27:
27:
27:
27:
27:
27:
27:
27:

27:
27:
27:
27:
27:

27
27

action=LOG N servi ce=PPP
23:
23:
23:
23:

39. 296:
39. 296:

AAA/ AUTHEN START (2410248116):
AAA/ AUTHEN START (2410248116):
39.296: RADI US: ustruct sharecount=0
39.300: RADIUS: Initial Transmt Virtual -Accessl id 181
1645, Access-Request, len 129

39. 300: Attribute 4 6 0AC381402

39. 300: Attribute 5 6 00000001

39. 300: Attribute 61 6 00000001

39. 300: Attribute 1 5 7461631A

39. 300: Attribute 26 16 000001370BOAFC72

39. 300: Attribute 26 58 0000013701342001

39. 300: Attribute 6 6 00000002

39. 300: Attribute 7 6 00000001

39.312: RADIUS: Received fromid 181 10.200. 20. 245: 1645,
len 116
39. 312:
39. 312:
39. 312:

using default Iist
Met hod=r adi us (radi us)

Attribute 7 6 00000001
Attribute 6 6 00000002
Attribute 25 32 502E05AE
39. 312: Attribute 26 40 000001370C225042
39. 312: Attribute 26 12 000001370A06204E
39.312: AAA/ AUTHEN (2410248116): status = PASS
39.316: Vil AAA AUTHOR/ LCP: Authorize LCP
39.316: Vil AAA/ AUTHOR/ LCP (2365724222):
list="" service=NET

AAA/ AUTHOR/ LCP: Vi 1 (2365724222)
Vi 1 AAA/ AUTHOR/ LCP (2365724222):
Vi 1 AAA/ AUTHOR/ LCP (2365724222):
Vi 1 AAA/ AUTHOR/ LCP (2365724222):
Vi 1 AAA/ AUTHOR/ LCP (2365724222):

39.
39.
39.
39.
39.

316:
316:
316:
316:
316:

user="'tac'

send AV service=ppp
send AV protocol =l cp
found list default
Met hod=r adi us

39. 316:
39. 316:
REPL

RADI US: unrecogni zed M crosoft VSA type 10
Vi1l AAA/ AUTHOR (2365724222): Post authorization

Vi1 AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp
Vi1 AAA/ AUTHOR/ LCP: Processi ng AV

nschap_nppe_keys*1pl1T11=1v101l~11alW 1151\ 1VIML#1171" 1k1} 111

*Mar 12 23:27:39.316: Vil M5-CHAP: O SUCCESS id 32 len 4

*Mar 12 23:27:39.316: Vil PPP: Phase is UP [0 sess, 0 |oad]

*Mar 12 23:27:39.316: Vil AAA/AUTHOR/ FSM (0): Can we start | PCP?

*Mar 12 23:27:39.320: Vil AAA AUTHOR/ FSM (1499311111):

Port="Virtual - Accessl' list="" service=NET

*Mar 12 23:27:39.320: AAA/ AUTHOR/ FSM Vi1 (1499311111) user='tac'

*Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (1499311111): send AV servi ce=ppp
*Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (1499311111): send AV protocol =ip
*Mar 12 23:27:39.320: Vil AAA AUTHOR/ FSM (1499311111): found list default
*Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (1499311111): Met hod=radi us

(radi us)

*Mar 12 23:27:39.320: RADIUS: unrecogni zed Mcrosoft VSA type 10

*Mar 12 23:27:39.320: Vil AAA/ AUTHOR (1499311111): Post authorization
status = PASS_REPL

*Mar 12 23:27:39.320: Vil AAA/AUTHOR/ FSM W can start | PCP

*Mar 12 23:27:39.320: Vil IPCP: O CONFREQ [Closed] id 1 len 10

*Mar 12 23:27:39.320: Vil | PCP: Address 172.16.10. 100 (0x0306AC100A64)
*Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (0): Can we start CCP?

*Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (327346364):

Port="Virtual - Accessl' list="" service=NET

*Mar 12 23:27:39.324: AAA/ AUTHOR/ FSM Vi 1 (327346364) user='tac'

*Mar 12 23:27:39.324: Vil AAA AUTHOR/ FSM (327346364): send AV servi ce=ppp
*Mar 12 23:27:39.324: Vil AAA/ AUTHOR/ FSM (327346364): send AV protocol =ccp
*Mar 12 23:27:39.324: Vil AAA AUTHOR/ FSM (327346364): found list default
*Mar 12 23:27:39.324: Vil AAA AUTHOR/ FSM (327346364): Met hod=r adi us

(radi us)

*Mar 12 23:27:39.324: RADIUS: unrecogni zed Mcrosoft VSA type 10



*Mar
= PASS_REPL
*Mar
*Mar
*Mar
(0x120601000020)
*Mar
*Mar
(0x120601000001)
*Mar
AV' s
*Mar
*Mar

12 23:27: 39.
12 23:27: 39.
12 23:27: 39.
12 23:27: 39.

12 23:27: 39.
12 23:27: 39.

12 23:27: 39.

12 23:27: 39.
12 23:27: 39.

324:
324:
324:
324:

460:
460:

460:

460:
460:

1
1

AAA/ AUTHOR (327346364): Post aut horization status
AAA/ AUTHOR/ FSM W can start CCP

CCP: O CONFREQ [Closed] id 1 len 10

CCP: Ms-PPC supported bits 0x01000020

CCP: |
CCP:

CONFREQ [ REQsent] id 5 len 10
M5- PPC supported bits 0x01000001

AAA/ AUTHOR/ FSM  Check for unauthorized nandatory

AAA/ AUTHOR/ FSM  Processi ng AV servi ce=ppp
AAA/ AUTHOR/ FSM  Processi ng AV

nschap_nppe_keys*1pl1T11=1v10l~11alW 1151\ 1VIML#1171" 1k1} 111

*Mar
*Mar
*Mar
(0x120601000020)
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
want 0.0.0.0

*Mar 12 23: 27:
*Mar 12 23: 27:

12 23:27:39

12 23:27: 39.
12 23:27: 39.

39.
39.
39.
39.
39.
39.
39.

39.
39.

. 460:
464:
464:

472:
472:
472:
472:
472:
472:
472:

472:
472:

<<
PR R RRPR PR

Vi
Vi

1
1
1

1
1

AAA/ AUTHOR/ FSM  Succeeded
CCP: O CONFNAK [REQsent] id 5 len 10
CCP: Ms-PPC supported bits 0x01000020

| PCP: | CONFREQ [ REQsent] id 6 len 34

| PCP: Address 0.0.0.0 (0x030600000000)

| PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)

| PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

| PCP: Secondar yDNS 0. 0. 0. 0 (0x830600000000)
| PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we
AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

AAA/ AUTHOR/ | PCP:  Processi ng AV

nschap_nppe_keys*1pl1T11=1v101l~11alW 1151\ 1VIML#1171" 1k1} 111

*Mar
*Mar
want
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

12 23:27:39
12 23:27:39
0.0.0.0

12 23:27:
12 23:27:
12 23:27:
12 23:27:
12 23:27:
12 23:27:
12 23:27:
12 23:27:
*Mar 12 23:27
*Mar 12 23:27
(0x120601000020)
*Mar
*Mar
(0x120601000020)
*Mar
AV' s
*Mar
*Mar

39.
39.
39.
39.
39.
39.
39.
39.
39.
39.

12 23:27: 39.
12 23:27: 39.

12 23:27: 39.

12 23:27: 39.
12 23:27: 39.

.472:
.472:

472:
476:
476:
476:
476:
476:
480:
484:
488:
488:

596:
596:

596:

596:
596:

Vi
Vi

S

<<

1
1

P RPRRPRRPRRPRRRERPRE

A

1
1

AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded
AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we

| PCP: Pool returned 172.16.10.1
| PCP: O CONFREJ [REsent] id 6 len 28

| PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)

| PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

| PCP: Secondar yDNS 0. 0. 0. 0 (0x830600000000)

| PCP: SecondaryW NS 0.0.0.0 (0x840600000000)
| PCP: | CONFACK [REQsent] id 1 len 10

| PCP: Address 172.16.10. 100 (0x0306AC100A64)
CCP: | CONFACK [REsent] id 1 len 10

CCP: Ms- PPC supported bits 0x01000020

CCP: | CONFREQ [ACKrcvd] id 7 len 10

CCP: Ms- PPC supported bits 0x01000020

AAA/ AUTHOR/ FSM  Check for unauthorized nandatory

AAA/ AUTHOR/ FSM  Processi ng AV servi ce=ppp
AAA/ AUTHOR/ FSM  Processi ng AV

nschap_nppe_keys*1pl1T11=1v101l~11alW 1151\ 1VIML#1171" 1k1} 111

*Mar
*Mar
*Mar
(0x120601000020)
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
*Mar 12 23: 27:
want 172.16.10.1
*Mar

12 23:27:39

12 23:27: 39.
12 23:27: 39.

39.
39.
39.
39.
39.
39.
39.

12 23:27: 39.

. 596:
596:
596:

596:
600:
600:
600:
620:
620:
620:

620:

<<
PR R RRPR PR

<

1
1
1

AAA/ AUTHOR/ FSM  Succeeded
CCP: O CONFACK [ACKrcvd] id 7 len 10
CCP: Ms-PPC supported bits 0x01000020

CCP: State is Qpen

MPPE: GCenerate keys using RADI US data

MPPE: Initialize keys

MPPE: [40 bit encryption] [statel ess node]

I PCP: | CONFREQ [ACKrcvd] id 8 len 10

| PCP: Address 0.0.0.0 (0x030600000000)

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we

AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp



*Mar 12 23:27:39.620: Vil AAA/ AUTHOR/ | PCP: Processi ng AV
nschap_nppe_keys*1pl1T11=1v101l~11alW 1151\ 1VIML#1171" 1k1} 111

*Mar 12 23:27:39.620: Vil AAA/ AUTHOR/ | PCP: Aut horizati on succeeded

*NMar 12 23:27:39.620: Vil AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we
want 172.16.10.1

*Mar 12 23:27:39.624: Vil I PCP: O CONFNAK [ACKrcvd] id 8 len 10

*Mar 12 23:27:39.624: Vil | PCP: Address 172.16.10.1 (0x0306AC100A01)
*Mar 12 23:27:39.756: Vil IPCP: | CONFREQ [ACKrcvd] id 9 len 10

*Mar 12 23:27:39.756: Vil | PCP: Address 172.16.10.1 (0x0306AC100A01)
*Mar 12 23:27:39.756: Vil AAA/AUTHOR/ | PCP: Start. Her address 172.16. 10. 1,

we want 172.16.10.1

*Mar 12 23:27:39.756: Vil AAA AUTHOR/ | PCP (2840659706) :

Port="Virtual - Accessl' list="" service=NET

*Mar 12 23:27:39.756: AAA/ AUTHOR/ I PCP: Vi1 (2840659706) user='tac'

*Mar 12 23:27:39.756: Vil AAA AUTHOR/ | PCP (2840659706): send AV servi ce=ppp
*Mar 12 23:27:39.756: Vil AAA AUTHOR/ | PCP (2840659706): send AV protocol =ip
*Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP (2840659706): send AV
addr*172.16. 10. 1

*Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP (2840659706): found Ii st

def aul t

*Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP (2840659706): Met hod=radi us
(radi us)

*Mar 12 23:27:39.756: RADIUS: unrecogni zed Mcrosoft VSA type 10

*Mar 12 23:27:39.756: Vil AAA AUTHOR (2840659706): Post authorization
status = PASS_REPL

*Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP: Reject 172.16.10.1, using
172.16.10.1

*Mar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp

*Mar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Processing AV
nschap_nppe_keys*1pl1T11=1v101l~11alW 1151\ 1VIML#1171" 1k1} 111

*Mar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Processing AV addr*172.16.10.1
*Mar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded

*NMar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Done. Her address 172.16.10.1,
we want 172.16.10.1

*Mar 12 23:27:39.760: Vil IPCP: O CONFACK [ACKrcvd] id 9 len 10

*Mar 12 23:27:39.760: Vil | PCP: Address 172.16.10.1 (0x0306AC100A01)
*Mar 12 23:27:39.760: Vil IPCP: State is Open

*Mar 12 23:27:39.764: Vil IPCP: Install route to 172.16.10.1

*Mar 12 23:27:40.316: %.1 NEPROTO 5- UPDOMN: Line protocol on Interface

Vi rtual - Accessl, changed state to up

*Mar 12 23:27:46.628: Vil LCP: | ECHOREP [OQpen] id 1 len 12 magic
0x4B4817ED

*Mar 12 23:27:46.628: Vil LCP: Received id 1, sent id 1, line up

*Mar 12 23:27:56.636: Vil LCP: | ECHOREP [OQpen] id 2 len 12 magic
0x4B4817ED

*Mar 12 23:27:56.636: Vil LCP: Received id 2, sent id 2, line upcaller ip
Li ne User | P AddressLocal Nunmber Renote Nunber<->

Vil tacl72.16.10.1--in

angel a##show ppp mppe virtual-Access 1
Interface Virtual - Accessl (current connection)
Sof tware encryption, 40 bit encryption, Stateless node

packets encrypted = 0 packets decrypted= 16
sent CCP resets =0 receive CCP resets = 0
next tx coherency 0 next rx coherency= 16

tx key changes =
rx pkt dropped =
rx mssed packets 0

*Mar 12 23:28:06.604: Vil LCP: | ECHOREP [OQpen] id 3 len 12 magic
0x4B4817ED

*Mar 12 23:28:06.604: Vil LCP: Received id 3, sent id 3, line up

rx key changes= 16
rx out of order pkt=0

I o ol

angel a#ping 172.16.10.1
Type escape sequence to abort.



Sending 5, 100-byte |ICMP Echos to 172.16.10.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 188/ 196/ 204 ns

angel a##show ppp mppe virtual-Access 1
Interface Virtual - Accessl (current connection)
Sof tware encryption, 40 bit encryption, Stateless node

packets encrypted 5 packets decrypted= 22
sent CCP resets 0 receive CCP resets = 0
next tx coherency 5 next rx coherency= 22

n o oI nu

tx key changes = rx key changes= 22
rx pkt dropped = rx out of order pkt= 10
rx m ssed packets 0

angel a#ping 172.16.10.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.10.1, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 184/200/ 232 ns
angel a#ping 172.16.10.1sh ppp mppe virtual-Access 1

Interface Virtual - Accessl (current connection)

Sof tware encryption, 40 bit encryption, Stateless node

packets encrypted = 10 packets decrypted= 28
sent CCP resets =0 receive CCP resets = 0
next tx coherency = 10 next rx coherency= 28
tx key changes = 10 rx key changes= 28

rx pkt dropped =0 rx out of order pkt= 10
rx m ssed packets = 0

angel a#

debugHlshowin &

£ debug IEH 28l , WASHER Debug ETHEEEA,
HEES T H(EHOEMEFER)OIT)XER Eshowin ©. FEHOITHEshowds 5 i H A 2 47

o

MRBRERE , AR/ HIdebugin T EHE ¢

- debug aaa authentication — R B BAAA/TACACS+E BN EA.

. debug aaa authorization — # =B BAAA/TACACS+EREMNE A

- debug ppp negotiation — FREPPPR BN Fi B E&WNPPPERE , HHP i T PPPIEIE,

- debug ppp authentication — R EF M RBHEHE , THEH I ORIJ|BHECHAP)ER TR

BRI 5 D RFB W E(PAP) R,
. debug radius — # REERADIUSE B S AR E A
MREBIFEEW , 1EIM.crosoftﬂaiiﬂﬁbuﬂa(MPPE)jJuieHjIEFEJEE EEANTTSZ—

. debug ppp mppe packet — B RFIEEAEEHMPPERE.

- debug ppp mppe event — B R EEMPPES .

- debug ppp mppe detailed — B REFHBIMPPEE .

. debug vpdn I12x-packets — F 7~ H BE24R B 5% (L2F) 1 EAZ AR REA E 2.

- debug vpdn events — R EREBREEREE L HEH —MBoNWBEHFNER.

. debug vpdn errors — FE/RPEILBRE R MR RNERE B I P ERI AR R

- debug vpdn packets — R XN BEHEE R D, LBEAEERAEFAFES , BERGE
EEREREEHEFENARBE LER.

. show vpdn — BE R G BE RS A REMAE(VPDN)RER L2F B EBEMF S5 iR


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
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&,
&% 7] LA Fishow vpdn 28 SR H fttvpdn4$ E FIshow i o
S EEE
fRER HEEA RS i 25 B Internet RIS R AL ES (ISP)BE AR . EPC LR EN B MBEEE A 5 E(PPTP)BiE i
, PPTPESHFIREMNEESNZAINTERE , X EPRERER, 57T HALBEE , H15

Microsoft LA BRTEER SR W B L £ AR B H(FEENE S E TPPTPEFimM Pyt ; BAEI
R &5 5172.16.10.1):

route delete 0.0.0.0
route add 0.0.0.0 nmask 0.0.0.0 192.168.1.47 netric 1
route add 172.16.10.1 mask 255.255.255.0 192.168.1.47 netric 1

REREDE A

AEFRMENEA T AR S RETREHER,
EE1:REHIPSec

fEAR

PCEAERIIUTHEE

Error connecting to L2TP:
Error 781: The encryption attenpt failed because
no valid certificate was found.

BRIR

# %Virtual Private Connectiont? & iV PropertiesZf 7 , A% 1% — T Security B #. % fRequire
Data Encryptioni#15,

EIEE2: 855789

fEAR

L2TPERERAY , AARLEEEEREMNBIHEHARBIEEES,
HRL2TPAREEMNE , EitkMicrosoft R imsh MR AREBRESELARL2TPREN KK, EE

AR Microsoft Windows 2000 Advanced Server, Microsoft Windows 2000 ServerFlMicrosoft
Windows 2000 Professional,

BRBR

%

\

# A B R B R i 25 (Regedt32.exe) FTIE#T A B S BB LA FIPSec, HFRegedt32.exe , 2 H
Microsoft 32 #& 5 Microsoft & By £ &&,

& XA ZBHE ProhibitlpSec & $& B E 18 2L 2TP R IPSeciE AR 1Y Z B E R Windows 2000898 im B |, LA



BrIEZESIL2TPHIPSecRER B E)IBIEES. EProhibitlpSecE & EEREA 1K , EMWindows
2000 BT EREUFRACASMREN B BHIBRESE. MaMEARM I Active Directory IPSecEK B,
= E & ProhibitlpSec® 8% 15 B 5718 | E A Windows 200009 E K , 565 FARegedt32.exe Tt & #iE +
EBHIIE -

HKEY_LOCAL_MACHI NE\ Syst eml Curr ent Cont r ol Set\ Servi ces\ Rasman\ Par anet er s

S SR AR E TR 2L IR

Val ue Name: Prohibitl pSec
Data Type: REG DWORD
Val ue: 1

X EFFEREN , HEEFREBERWindows 20008 E K.

P 3.3 3 e 6 R A

BIUBEEZH , EAEENASHLNSHETHRE. FFHEMEBEE ( 213k AMicrosoft® F im#Y
L2TP ) NEELIhEE,

PCEAEBIUTHER

Connecting to 10.200. 20. 2. .
Error 651: The modem(or other connecting device) has reported an error.
Rout er debugs:

*Mar 12 23:03:47.124: L2TP: | SCCRQ from RSHANMUG W2K1.cisco.comtnl 1
*Mar 12 23:03:47.124: Tnl 30107 L2TP: New tunnel created for renote
RSHANMUG- W2K1. ci sco. com address 192. 168. 1. 56

*Mar 12 23:03:47.124: Tnl 30107 L2TP: O SCCRP to RSHANMUG W2K1. ci sco.com
tnlid 1

*Mar 12 23:03:47.124: Tnl 30107 L2TP: Tunnel state change fromidle to
wait-ctl-reply

*Mar 12 23:03:47.308: Tnl 30107 L2TP: | SCCCN from RSHANMUG W2K1. ci sco.com
tnl 1

*Mar 12 23:03:47.308: Tnl 30107 L2TP: Got a Chal | enge Response in SCCCN
from RSHANMUG W2K1. ci sco. com

*Mar 12 23:03:47.308: AAA: parse nanme= idb type=-1 tty=-1

*Mar 12 23:03:47.308: AAA/ MEMORY: create_user (0x6273D528) user='angel a'
ruser="" port= remaddr="" aut hen_type=CHAP servi ce=PPP priv=1

*Mar 12 23:03:47.308: AAA AUTHEN START (4077585132): port="" |ist="default’
acti on=SENDAUTH ser vi ce=PPP

*Mar 12 23:03:47.308: AAA AUTHEN START (4077585132): found |ist default
*Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): Method=radi us (radi us)
*Mar 12 23:03:47.308: AAA/ AUTHEN SENDAUTH (4077585132): no aut henstruct

hwi db

*Mar 12 23:03:47.308: AAA/ AUTHEN SENDAUTH (4077585132): Fail ed sendaut hen
for angel a

*Mar 12 23:03:47.308: AAA/ AUTHEN (4077585132): status = FAIL

*Mar 12 23:03:47.308: AAA AUTHEN START (4077585132): Met hod=LOCAL

*Mar 12 23:03:47.308: AAA/ AUTHEN (4077585132): SENDAUTH no password for
angel a

*Mar 12 23:03:47.308: AAA AUTHEN (4077585132): status = ERROR

*Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): no methods left to try
*Mar 12 23:03:47.308: AAA AUTHEN (4077585132): status = ERROR

*Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): failed to authenticate
*Mar 12 23:03:47.308: VPDN: authentication failed, couldn't find user
information for angel a



*Mar 12 23:03:47.308: AAA/ MEMORY: free_user (0x6273D528) user='angel a'
ruser="" port='"' rem.addr=""' authen_type=CHAP servi ce=PPP priv=1

*Mar 12 23:03:47.312: Tnl 30107 L2TP: O StopCCN to
RSHANMUG- W2K1. ci sco.comtnlid 1

*Mar 12 23:03:47.312: Tnl 30107 L2TP: Tunnel state change from
wait-ctl-reply to shutting-down

*Mar 12 23:03:47.320: Tnl 30107 L2TP: Shutdown tunne

*Mar 12 23:03:47.320: Tnl 30107 L2TP: Tunnel state change from
shutting-down to idle

*Mar 12 23:03:47.324: L2TP: Could not find tunnel for tnl 30107, discarding

ICRQns 3 nr 1
*Mar 12 23:03:47.448: L2TP: Could not find tunnel for tnl 30107, discarding

ICRQns 3 nr 2

HHE & A

- B-EEEEREE(L2TP)

. {5 F B4V 58 | AYWindows 2000R1VPN 30005788 2 B EYL2TP Over IPseck: & 7=
. (B B 7EPIXB A& FWindows 2000 PC2 BB EL2TP Over IPSec

. E2EEE BRI E

-EEESEAEE

. fEFARADIUSER E 552 [ iE 38 35 51 i TE BA 8
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