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BETHBABRENRMTERR., BR  EFREAXEFNBANRBEEABEN -2, AR
51l B9 B X BT SABS B tth FR PIXER H A B N iR S B B4

ip nat pool net-10 172.16.255.1 172.16. 255. 254 prefix-length 24
ip nat inside source list 1 pool net-10

!
interface EthernetO

i p address 172.16.20.2 255. 255.255.0

i p nat outside

!
interface Ethernetl

i p address 172.16.39.2 255. 255.255.0

i p nat inside

!

router eigrp 1

redistribute static

network 172.16.0.0

default-nmetric 10000 100 255 1 1500

!

ip route 172.16.255.0 255.255.255.0 NullO
access-list 1 permt 10.0.0.0 0.255.255. 255
!

end

HEip nattBBe SHFHMEF , F2 R IPELNEBH T

HEARHIR | Cisco WANES B8R IEE:E /TR MEER A , LARERBIBRS A EE M H10.0.0.0/8#8 B8 HY
IPERE, UTEESE —RFHRIEERZER , ARMERE10.0.0.0/8#85% Y & B L EE TP A fE,

Cisco_ WAN_RouterkJ 48 &8

!

interface Ethernet0/0

ip address 172.16.187.3 255.255.255.0
no ip directed-broadcast

|

interface Ethernet0O/1

i p address 172.16.39.3 255.255.255.0
no ip directed-broadcast

!

interface Ethernet3/0

ip address 172.16.79.3 255.255.255.0
no ip directed-broadcast

ip policy route-map net-10

!

router eigrp 1

network 172.16.0.0
!

access-list 111 permit ip 10.0.0.0 0.255.255. 255 any
!

route-map net-10 pernit 10

match i p address 111

set interface EthernetO/1

1

route-map net-10 pernit 20


//www.cisco.com/en/US/docs/ios/12_3t/ip_addr/command/reference/ip1_i2gt.html#1078863

d

A2 Rroute-map® T X4 , BME AR BAHRARGETRFRER,

B 2

B : PBRT X #&access-listin S F K logBRF. NREE Tlogl#F , AIFEREMATm T,

Cisco-15% B BS BV B (R

!
version 12.3

interface EthernetO

!-- Interface connecting to 10.0.0.0 network ip address 10.1.1.1 255.0.0.0 ! interface Ethernetl
!-- Interface connecting to Cisco_Wan_Router ip address 172.16.79.4 255.255.255.0 ! router eigrp
1 network 10.0.0.0 network 172.16.0.0 no auto-sumary ! !---Output Suppressed

Internet_ RouterfY it iR

|
version 12.3

!
interface Ethernetl

!-- Interface connecting to Firewall ip address 172.16.20.1 255.255.255.0 interface Serial0 /---
Interface connecting to Internet ip address 192.1.1.2 255.255.255.0 cl ockrate 64000 no fair-
queue ! interface EthernetO /--- Interface connecting to Cisco_Wan_Router ip address
172.16.187.1 255.255.255.0 ! ! router eigrp 1 redistribute static !/--- Redistributing the static
default route for other routers to reach Internet network 172.16.0.0 no auto-summary ! ip
classless ip route 0.0.0.0 0.0.0.0 192.1.1.1 !-- Static default route pointing to the router
connected to Internet !---Output Suppressed

TERIEA L &I RF |, BRIREA10.1.1.1 ( LR Cisco- 18 HEF L ) Mping® F Aextended pingdr &% X
Internet LA E#E, EARTABIF , 192111 AEB Wi, BT BRBInternetBE HEF LRENER
, T£1# fAdebug ip packet 101 detailés T BB T RIE K 2,

B . HEERHES EFAdebug ip packet detailis T AT AERERCPUSE A XS |, EMEBEBNEER
ETREMEEPE ., EEEMFMAdebugiE S 281 , FHHEIEBEAEPing M Traceroutets T HIF A
Debugis© —&f.

R : access-list 101 permit icmp any any&& 4 Fi A iB/&debug ip packet@ . MR R HHEFEEE
B |, debug ip packetiE T ARG EE REWM LTRSS |, FRERFEE,. IBEPBREFEAER
ACL, MR SZEBMEACLUELLEHEY , MISEBFMEREETRIKER,

Results of ping fromGCisco_1 to 192.1.1.1/internet taken fromInternet_Router
Packet never makes it to Internet_Router

Ci sco_1# ping

Protocol [ip]:

Target | P address: 192.1.1.1
Repeat count [5]:

Dat agram si ze [ 100] :

Ti meout in seconds [2]:

Ext ended conmmands [n]: y
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Source address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in |IP header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 0 percent (0/5)
BRI ESR , HEBRARIZEFHREIEEHEEE. L Tdebugin© ( #£Cisco WANEEHESHEE ) R T
BEEERBRANERERE,

Debug commands run from C sco_WAN_Rout er:
"debug i p policy"
*Mar 1 00:43:08.367: IP: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy match
*Mar 1 00:43:08.367: |IP: route map net-10, item 10, permt

!--- Packet with source address belonging to 10.0.0.0/8 network !--- is matched by route-map
"net-10" statement 10. *Mar 1 00:43:08.367: |P: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1
(Ethernet0/1), len 100, policy routed *Mar 1 00:43:08.367: Ethernet3/0 to Ethernet0/1 192.1.1.1
! -——- matched packets previously are forwarded out of interface !--- ethernet 0/1 by the set
command.

BRI ORRBALEnet-10RBEH MDA RIRE 10LE., BE , HTEERZTREBEEInternetdF H
5 ?

"debug arp"
*Mar 1 00:06:09.619: |P ARP: creating inconplete entry for IP address: 192.1.1.1 interface
Et hernet 0/ 1
*Mar 1 00:06:09.619: IP ARP: sent req src 172.16.39.3 00bO. 64ch. eabl,
dst 192.1.1.1 0000.0000. 0000 Ethernet0/1
*Mar 1 00:06:09.635: IP ARP rep filtered src 192.1.1.1 0010. 7b81.0b19, dst 172.16.39.3
00bO0. 64ch. eabl wong cable, interface Ethernet0/1

C sco_Wan_Rout er# show arp

Protocol Address Age (mn) Hardware Addr Type Interface
Internet 172.16.39.3 - 00bO0. 64cb. eabl ARPA Ethernet0/1
Internet 172.16.39.2 3 0010. 7b81. 0b19 ARPA Et hernet 0/ 1
Internet 192.1.1.1 0 Incomplete ARPA

debug arp#i HE R RIL1EM. Cisco WANBSHEBSERIZRIERHTIRE  YERBER T ERE
M FEethernet 01/ E Lo EEREEHIFEIE — B BT E (ARP)ZE R R EE B Ay b1k

192.1.1.1 , ERAHZEZRIZ U T AERAE L , R ARPIKRE R "FAE, |, Wshow
arpm TR, RBSHETEME , RARBEIELGERNSTHIEREARPIRE AR L,

BB AKEEEST—B , AT L AR |, WA BIRFER TE .

Config changed on C sco_WAN Router:
!

route-nmap net-10 pernmt 10

match i p address 111

set ip next-hop 172.16.39.2
|

iﬂﬁ , TEInterneti% 25 £ A8 #debug ip packet 101 detaildi  , I T UA BT ER TH KK



RIEEN. BMETUESD , BHAREKERSEIRS172.16.255.1 , EFEHITpingty E
1921112 MHEE

Ci sco_1# ping

Protocol [ip]:

Target |P address: 192.1.1.1

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 192.1.1.1, tinmeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 68/ 70/ 76 s

Results of ping fromGCi sco_ 1 to 192.1.1.1/internet taken fromInternet_Router

I nt er net _Rout er #

*Mar 1 00:06:11.619: IP: s=172.16.255.1 (Ethernetl), d=192.1.1.1 (Serial0), g=192.1.1.1, len
100, forward

*Mar 1 00:06:11.619: | CVP type=8, code=0

I -—— Packets sourced from 10.1.1.1 are getting translated to 172.16.255.1 by !--- the Firewall
before it reaches the Internet_Router. *Mar 1 00:06:11.619: *Mar 1 00:06:11.619: IP; s=192.1.1.1
(Serial0), d=172.16.255.1 (Ethernetl), g=172.16.20.2, len 100, forward *Mar 1 00:06:11.619: |ICWwW
type=0, code=0 !--- Packets returning from Internet arrive with the destination !--- address

172.16.255.1 before it reaches the Firewall. *Mar 1 00:06:11.619:

Cisco WANEE 88 £ Kdebug ip policydr TR R ER T B B3 2IBH A #172.16.39.2:

¥ Cisco_WAN_RouteriE{T#IDebugis ©

"debug i p policy"

*Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy nmatch

*Mar 1 00:06:11.619: IP: route map net-10, item 20, permt

*Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1 (Ethernet0/1), len 100, policy
rout ed

*Mar 1 00:06:11.619: Ethernet3/0 to Ethernet0/1 172.16.39.2

18 FA 174 hn 22 7% Ik 6 IR Bl 7 B8 E

EEENREERIRENE , LERBRKBIRABHENZRE , RAREXNTELHTPBR, MR
MEREEBVPNREESE , AIEZNELEMip cef , Wk 1EvpnhEiE,

HEEA

- IP BB F R

- NATXEEE

- Biffi BT EAER
- FRAIBERE
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