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FERNEERRBREFIUEFBEACLRERMEZRNERM, ERRBACLHNERBENZ
, BEAEAFARRERES RIEEREREE  ARAMAREMERRE UL EEE
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EHREBRE

BR

ATRERANGSSERR (ZEENRARNEZAK )  EEABADYNBERLBRE
ACL, ELIPv4FIIPv6 ACLIEBIEINERRISEIFA B EESREtut | SN METNHE. BF , ACLA
FERERRETEE L ER  WIRHEEANRFC 1918 . RFC 3330 &k HKERIBIE.

B HABRERNER AU AMARE

EBEBRREHNRE
EBEBR SR IR AN RENETRARERREE
EERRET , EXHFIREIARBBIRMARIERE BN,

BR  BORERRP)LAEZRERLEANFINER K SHABENEKHBE. RikkEHRFAE (W0

ZE2HER[SSH] ) BB ERRE(WEHERBEEHE(SNMP)). LI , FNAKMEKEEHAEE
ABE(CMP)MIPRIRSBEBAME TREFRERPETERRE, BF  ERERATRFREZGBE
MM AR, DEBENFNATEANERAFEBAIGEBCGP)HE, EEREHSR LKRILNE

At E (FIa0iE A% B H % [GRE]SIPV6 over IPV4EIE ) , AR ATsE AR ELAIEH ZIRE
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ICMP 38,51 20 Bl FE E R R ICMP & SEE AR ALK AR traceroute iy 77 8 BERE(TTL) ZIHAFA B
EE B, ICVMPEE ANGENIEBIRKE(DoS) M E |, EEXLERS AFFRE NIRRT K E

o

FRIERPHE —EETRINEE DM, BRHARPHREBZ WREEERIEMHE. EFEHCPURE
ARE , BREJERSNRABEER , EMEBIEERSE. BBREINFIRERYEERRER
HEREIE , REERMBRNEBHEENZNBAREUNER, ASRERBTEBEHBERR
KE, WESEEABRBRMASMAONEHLESR,

RNFTRA RN EHEIBRE VL ARBERRBRENER, F2OSERRERREEMER
iR, BERRBRBACLIME— AR ERNERRF ML EMMIEFETASERRERRBERE,

MR ERSRERETEATIE :

- PR HARMNREETE I | FFRENE
- PRERERGERR o ak - PR R EIBX AR BERG ( MY NS AR )
- TS\ ERIR 5 B HY 20 4B A BR 25 = AR 75

EANES K AMETREERRENREEEBATERE,

E53 L]
TEBZERMEREMEBRE

- BEUACL(rACL) 2 #12000M7500F & X BiBIRFIE R AERPHREBE T EEHTREMNrACL,
VERBATRERE , WAL EESSKHES LEBBrACL, 2R GSR : FWFEUEFIE
BURFEMAENA,

- B RBEBACLEBERACLE AT LMRER AR , EEACLEANRERERIERMSNE
,ERERREUNNFIEECHE , B RES AR AN, IACLEREE FEACLELL
,EgFEERRE AUy RASINERREXELEmTE,

ERERRBACLE T RSB BACLT LUE A EIMFER &, HRRKIZMEESP), ERASHE
%, LACLEREBEENEAERERBMUTENTE., BB EGEBEBACLEERETE
RENEREBZTREURGELEEASE/RERE. ACLEERRFTEERNITAER (Hlmn
BHEER, TFERE ) LNRRAD, AXEERNBEEEERBREACLIBEZENIE

(o]

ACLR#I

ELEIPVANIPVeRI BB ERM T REACLHFFIENARRENBENXEBN RH, BLELR
ACLEEMEAA U HBFENEEFMEAETEER, TLIPVANIPVEIRES , HEEREWERS
BEE.

IPv4 %355

I -—— Anti-spoofing entries are shown here. !--- Deny special-use address sources. !--- Refer to
RFC 3330 for additional special use addresses. access-list 110 deny ip host 0.0.0.0 any access-
list 110 deny ip 127.0.0.0 0. 255.255.255 any access-list 110 deny ip 192.0.2.0 0.0.0.255 any
access-list 110 deny ip 224.0.0.0 31.255.255.255 any /--- Filter RFC 1918 space. access-list 110
deny ip 10.0.0.0 0.255.255.255 any access-list 110 deny ip 172.16.0.0 0.15. 255. 255 any access-
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list 110 deny ip 192.168.0.0 0.0.255.255 any !--- Deny your space as source from entering your

AS. !--- Deploy only at the AS edge. access-list 110 deny ip YOUR_ClI DR BLOCK any !/--- Permit
BGP. access-list 110 pernmit tcp host bgp_peer host router_ip eq bgp access-list 110 pernmit tcp
host bgp_peer eq bgp host router_ip !/--- Deny access to internal infrastructure addresses.
access-list 110 deny ip any | NTERNAL_I NFRASTRUCTURE _ADDRESSES !--- Permit transit traffic.
access-list 110 permit ip any any

IPv6 T4l

IPVeRAREEEXLRERREN. wBHEFEERA.

!--- Configure the access-list. ipv6 access-list iacl !--- Deny your space as source from
entering your AS. !--- Deploy only at the AS edge. deny ipv6 YOUR CI DR BLOCK | PV6 any !---
Permit multiprotocol BGP. permit tcp host bgp_peer_i pv6 host router_ipv6 eq bgp pernmit tcp host
bgp_peer_i pv6 eq bgp host router_ipv6 !--- Deny access to internal infrastructure addresses.
deny i pv6 any | NTERNAL_I NFRASTRUCTURE_ADDRESSES | PV6 !--- Permit transit traffic. permt ipv6
any any

BHEE : logBARF A ARRHEBEEHENRN B ENEMFRER. HALBRFRETEH
ACLEnHFHMEFANEESER , ERHFEAlogll B FHACLIKBNBE M EEMCPURIAR, &
BB NERERTEME, L, EBlogkiRFE AHaccess-listE A LE N ER DL
ABRMRIREH(CEF)X#, ELHIBRARERIE,

BA S RMACL

—RRRER , ERRBACLHADMESE DK

- SHRAE U R REREE | EERBERELEIRRENES Rt B BREWASRHNER SR
SERRIFEAASHEE : RFC 33307 E % 7 AlaEFE BRI IPvARIREA#bit, RFC 1918E&R T
IPvAREB it Z2f | XZEE TR E RN MEE Ritit, RFC 3513 E% 7 IPvofRit2R#E., RFC
2827 IR E AEHEAR,

- AREAFAERRANSBEEN G AERRERU N RE

. denyRB A AR FTE Hb A IBHRIF R E T ERE R Mttt

CEEAFERREENHNERT  TEERRENFTEEMREN permitiE 4

EREBACLHNWER R —THEAKERFRE : permit ip any any for IPv4 and permit ipvé any any
for IPv6, WWIRERRFIEIPHEDBAFEEZL , WAEFWUBBEETEAERAMT S HBEEE

o

FRERRBREACLNE—SEEMRIIENGE, HASEUBHBERSENESR  EELHER
BRAZEN  HEEE, flin, EEREAHNBHSENNIEBGP, EEEESBERRERH
BNEMEMIGEEEESIBEBEAT., filn , NREZKOEBEEKRMAE HKIFGREREE |, AliE
EEPEBAHFHEA7(GRE), EK , WREROERRBERMES L IEIPV6 over IPV4FSE |, BIiESE
EBERN A ES1(1PV6 over IPv4),

D FACLT AAREBREBIFTENIHE. 2 EACLHE A EERIRBI M 2R S & E R permitFE &

HR. BETEEBE 52 Cisco IOSREE X EN P ENI M &, FHshow access-listinHH#
R EEE (ACE)SHEN S U LEBFMENGE. EAENBERE IpermitEa 28l , 4A

BEABETERBIMER.

Bl , tbIPv4 ACLEBIREERBEENFFGRE, IPsec(ESP)MIPV6EE ( IPHE41T ) o

access-list 101 permit CGRE any infrastructure_ips
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access-list 101 permit ESP any infrastructure_ips

access-list 101 permit 41 any infrastructure_ips

access-list 101 permit ip any infrastructure_ips |og

!--- The log keyword provides nore details !--- about other protocols that are not explicitly
permtted.

access-list 101 permit ip any any

interface <int>
i p access-group 101 in

LtIPv6 ACLAI AAREE R B EE A FTGRERMIPsec(ESP).

i pv6 access-1list determ ne_protocols

permit GRE any infrastructure_ips_ipv6

permit ESP any infrastructure_ips_ipv6

permt ipv6 any infrastructure_ips_ipv6 |og

I-—— The log keyword provides more details !--- about other protocols that are not explicitly
permitted. pernmit ipv6 any any interface <int> ipv6 traffic-filter determ ne_protocols in

BRATENBESN  EFERRERRE U ZE , ARAERACLEAENZE, EREEBIZEHT
FERRAEERE B RDBHNERIR (Bl HRTE, MY IR EU NMPARERIRBRE ) 18
AVME i, ARELIt ARERRBACLHN BRSNS  ABEZEEEE, REdRE , ELi
Ht AR 7 R B AR EE B F (CIDR) SR

ERABENBEMLILE  JUBEERRBACLR AN BEL RE MBI, RT EEREN
, ACLIZRRHtSE —ERs#R , AP SRR L ER BN EMRE.

- AIEERFC 1918Z2 /i,

- BRI WA EBRAR A ZZE ( ARFC 3330FTER ) WERI L AEIIERE,

- XARARNEREBEER. (ERUIETPEIRTERRBASHITNERZTHRR, )
MBENACLYXRERRFERANTEHNAWRE, ARFMAENR  F2ELBEENEEREE

HYER o



SRC:127.0.01

DST: any SRC: valid

OST: Fx (any R)

SRC: valid

SRC: eBGP peer DST: external to AS

DST: CR1 eBGF

ACLH & B E ¥

ACLE —fElifragmentsEa# = , ARBAZEMN S REBREETA. MEKZ BfragmentsBiE=F , HI
BEACLHEIERED ( BRFABEANM ) EMIEDRS B2 2 BT 4B fpermitsdenyfE A
WEE, B , BB iEfragmentsEiETF , AT AKIACLUAE SN EER SR AFFIENB K.
IPVAFIIPV6ZEUEEN LT AER , TRZEER , IPv4 ACLAERIBME4BEE IR FEH
fragmentsBASEF , MIPv6 ACLIE AFFE 3B E A £ Afragments B F .

BRFBAEAIENGBFE (BIFO>0) WIERRKE(DoS)NEFIBENANRERE., EACLHIEHE
YA AH BREMAdenyZE A AIEEPTEIEVBH R RERARSE. EBIDRBERT , BREEREA
REEEDE , KLt tNRACLFFEdeny fragmentBiR =, | BI =B A RIEXRER.

Bl | FEEEBIATE 2 IPV4ACL:

access-list 110 deny tcp any infrastructure_IP fragments
access-list 110 deny udp any infrastructure_IP fragments
access-list 110 deny icmp any infrastructure_IP fragments
<rest of ACL>

HEIE LR B FTIE EIACLA BRSREE B B OB RSN AEB 2 B AE , MAD BN ERIRY
MO BREEETACLIT —1T , MAX2deny fragmentZE AFE, FIHMNACLG S HEBREREE



T8 RASEBEERERSHEWUDP). TCPHMICMP)HEEMACLF BT HE.
ER—IPVEH — B LURHI

ipv6 access-list iacl
deny ipv6 any infrastructure_IP fragments

#4 L IEFT 8 2/IPv6 ACLH BSE S 1E B M O B EVIR 2 BREAR. WHIFTR |, IPV6EEUE
BEAFEEIBEZ AP EMAfragmentsFIRF .

HRFFZRBEBEROZORHFZADTRENE , BtEARBRBRE & OERERIE T RHARE
ANREBHEE  UEPRERNBELERBCEERRBACLPHEIERANEAR KR,

A REEIERGEENIPA R , G EENFE W,

N ar

HEERRERBACLE  FERBUTMERRZER

- BREESEENpermitdenyiEa. BEFEACLAEN , XEAHFELENHE , Y HIEREAN
o[ %4 B Fdeny g AR &,
- ACLAER FAME, ZPBACLZAE , FHAMEE AN MAIS L
HEE—& , BREEIB2EERE PRI

B 6%
Cisco IOSE B T BN IPEAGE

Cisco IOSEBE X ELLTIPERBE :

. 1-ICMP

. 2-IGMP

. 3-GGP

-4 - IPRIPHE
.6-TCP

. 8-EGP

. 9-IGRP

. 17 - UDP

. 20 - HVP

. 27 - RDP

. 41 - IPV4BSE H HIIPVE
. 46 - RSVP

. 47 - GRE

. 50 - ESP

. 51-AH

. 53 — 7
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- 54 - NARP

. 55 - IPE B

. 63 — FA A1 G
- 77 - Sun ND

. 80-1SOIP

. 88 - EIGRP

- 89 - OSPF

- 90 - Sprite RPC
91 —hE

. 94 - KA9Q/NOSHZIP over IP
- 103 - PIM

.- 108 - IPEE#5

- 112 - VRRP

- 113 - PGM

- 115 - L2TP

- 120 - UTI

- 132-SCTP

ik g1

BRIZBRARTHIEME. BTHIBBEARREACL , LEXRDBRBERFNME , MAXLE
RERENER I ZE, ELERNETEARREHERFACLFEERTH I E,

1. EABACLEGIME P EANGE. MBBAFFIEERSEEENFIE S AR ENACL, It
BIBACLERibit Bany , BZtu GEEREBIPERE, AFRHEITARERRERE
permitzE A LR RLHEFE, EAFFRE , EEAFFip any any(IPv4)Dkipv6 any
any(IPve)y & — kiR iE. EERREREMREAMEHE. BFEEARD N, UEE
AJREEERR R EAMEMAR, XX : #RlogBRFRHATHRACLGHPHFMARANNRE
R, BEERALBRFHACLKENREGPIAES , THEREHAFKEMRIBES , WHIEHEE
CPUARTRERE, Lt , FHlogkiE > & Atlaccess-listFE A ILHl 1Y & B 22 B RHUE
ER(CEF)X#, SLHIBAARERE, EEFTEEYIERER , T EHFEAloglREF

2. BMEBA MR Y FEBRE M HEERRPIIIE, TR RET SE1HHACLBEY
ERa® K #FHBE—ETEAFHENERESHUHNACL , YARFEMARE, BSR1—K
, logBBF A URMEAFEREFANHINFHEN. EFEEEAdeny anyBBIRE BT
MENARAFNENERD. LLACLHRE — 174 Zpermit ip any any(IPv4)spermit
ipv6 any any(IPv6)5Ea , FREAFTEERE, IACLEERHERRE , W HAFBE IR
BRFMEMENRERSE L.

3. RfliRbut, —BEHXAATFNHEEEENERE  BAURTE-—SIBIE , LEAFFEL
HENRERF, Flan , BELABEE AN SBCPHMERISEGREH Zi it , WEBET
PEMEARENER TRE TR XA EHREREBEENRERBHEZS,

4. REIACLEME MBI, (TE)E LinternetfRFFIREE(SP) T REEAT B EHEMSE
ARHFLENSEBNtb, LEBREBREERFTUEZHEREN B R EHE,

BET=A
IPv4 55l



L IPvASE I /R R IR EL T E 4L REERS B BF Y B 2R BACL:

. ISPtk 38 2 169.223.0.0/16,

. ISPER RS R 169.223.252.0/22,

- BRHESHVIRE b1k 5169.223.253.1/32,

- BAE R EHE169.254.254.1 ( #11E5169.223.252.1 ) W SR A MY SR A,
BERNERREREBEACLEREB LREAREN ., ACLAKINIBCGPHERNITHEE, RHREK
EmiB RS AR By It B B S B PrE SN SRR AL,

!

no access-list 110

!

| T T T T T O O A O A A A |

!--- Phase 1 - Anti-spoofing Denies !--- These ACEs deny fragments, RFC 1918 space, !--- invalid
source addresses, and spoofs of !--- internal space (space as an external source).

1

!--- Deny fragments to the infrastructure block. access-list 110 deny tcp any 169.223.252.0
0.0.3.255 fragnments access-list 110 deny udp any 169.223.252.0 0.0.3.255 fragnments access-1|i st
110 deny icnp any 169.223.252.0 0.0.3.255 fragments !--- Deny special-use address sources. !---
See RFC 3330 for additional special-use addresses. access-list 110 deny ip host 0.0.0.0 any
access-list 110 deny ip 127.0.0.0 0.255.255. 255 any access-list 110 deny ip 192.0.2.0 0.0.0.255

any access-list 110 deny ip 224.0.0.0 31.255.255.255 any !/--- Filter RFC 1918 space. access-|i st
110 deny ip 10.0.0.0 0.255.255. 255 any access-list 110 deny ip 172.16.0.0 0.15.255. 255 any
access-list 110 deny ip 192.168.0.0 0.0.255.255 any !--- Deny our internal space as an external
source. !--- This is only deployed at the AS edge access-list 110 deny ip 169.223.0.0
0.0.255.255 any tirirrrrrrrrerrrrrrerrrrrrerrrrrrrrrrriritill 1--- phase 2 - Explicit Permit ! --
- Permit only applications/protocols whose destination !--- address is part of the
infrastructure IP block. !--- The source of the traffic should be known and authorized

!

!--- Note: This tenplate nmust be tuned to the network’s !--- specific source address
environment. Variables in !--- the tenplate need to be changed

!--- Permit external BGP. access-list 110 pernmit tcp host 169.254.254.1 host 169.223.252.1 eq
bgp access-list 110 pernmit tcp host 169.254.254.1 eq bgp host 169.223.252.1 !
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrll r-—-— phase 3 - Explicit Deny to
Protect Infrastructure

access-list 110 deny ip any 169.223.252.0 0.0. 3. 255
!
| T T T I I I A I |

!--- Phase 4 - Explicit Permit for Transit Traffic

access-list 110 pernit ip any any

IPv6 R fi
HIPVeRGIFER T ERU T iR ER SN ER 2 EACL:

. DEASISPHIEF EH R 52001:0DB8::/32,
- ISPRIAHE RS B/ S e tth 1t AV IPVEF B $2 42001:0DB8:C18::/48,
. HE—ARIPv6ittit £2001:0DB8:C18:2:1:: 1HIBGPH % H2E , ©E B ZIPv6ithit
2001:0DB8:C19:2:1::F¥ 5,
BATRHNERSNBREBEACLERE LREAMEN, ACLAHNNZHEBGPHERNTHES | 12
HRESRBERE K WREEBREERZIFAEINIPEEE,



no i pvé access-list iacl

i pv6 access-list iacl
SRR RN R RN

! --- Phase 1 - Anti-spoofing and Fragmentation Denies !--- These ACEs deny fragments and spoofs
of !--- internal space as an external source. !--- Deny fragments to the infrastructure block.
deny ipv6 any 2001: 0DB8: C18::/48 fragments !--- Deny our internal space as an external source.
!--- This is only deployed at the AS edge. deny ipv6 2001: 0DB8: :/ 32 any
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr il r—-—— phase 2 - Explicit Permit !--- Permit only
applications/protocols whose destination !--- address 1is part of the infrastructure IP block. !-
-- The source of the traffic should be known and authorized. !--- Note: This template must be
tuned to the !--- specific source address enviromment of the network. Variables in !--- the
template need to be changed. !--- Permit multiprotocol BGP. pernmit tcp host 2001:0DB8: Cl19:2:1::F
host 2001: 0DB8: C18:2:1::1 eq bgp pernmit tcp host 2001: 0DB8: C19:2:1::F eq bgp host
2001:0DB8: C18: 2: 1::2 trrvrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrritl r—-—— phase 3 -
Explicit Deny to Protect Infrastructure deny ipv6é any 2001:0DB8: C18::/48
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrirr il r——— phase 4 - Explicit Permit for
Transit Traffic permt ipv6 any any

HHE & A

- ERUEEXEEE

. ERER (RFC)
- Bfi X BB H - Cisco Systems
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