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Host-B, Host-A &£ "This is an example HI#EH , HER Wi A Host-B B 2 KIBEEFAE , I
STEHZAMERN CRC EA 16 HAI{E 0XABCD, Host-A#SCRC{EOXABCDE A Z A48 tE K FCSH{AL
B, REAE 2 KiE#Host-A NICEE EIHost-B,

BER , #% Host-A E#EZ Host-B WERRERWIEE  KEBEKZFAENRE , BEXAERBN T F
BF A "This was an example.s , MIEATEZ This is an examples HEH,

EXHBREILIEER , EUUGTEEMNCRCE , ¥ ETEDIEBENER ., THBFTEMREMN
CRC{EAOXDEADKY +REM HIE |, iEEE 2 AMHAFCSHR{LF AIOXABCD CRCIEEFE, It CRC
ERENEER | BI45RF Host-B R RZABBAECER , MAAESHERZE Host-B, Hib ,
BEEZFETUH CAMENAR , A ATUERZE, FHBEFHEEHMBENEF(NIC) LEME
LEGEEAETEES , Bl Tinputerrors; . TCRC errorsy 3 "RX errorsy TE(ES,
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Window £#H CRC SR BEESERAIEE . "HINMNERE. S8 (BN "HRRERET

1 Znetstat-e M THEBEAS ). Windows iz "G TRTFT. WSz TEKRNERE
1 FTEESRE/IMT

<{froot>
>

netstat -e

Interface Statistics

Recei ved

Sent
Bytes 1116139893 3374201234
Unicast packets 101276400 49751195
Non-unicast packets 0 0

Discards 0 0



Errors 47294

0
Unknown protocols 0

NIC EEEHEMERENE LA E NIC U2 CRC SHBRBHKERE |, £ netstat -e W HEZ
MEWREREL SUERER, KBIMRA NIC EEHERAVESENXE NIC Uiz CRC i
REH EERE IR,

Linux =) RX $HE5 8L

Linux E## CRC SE:RBEESRETRAFETZ "RX SHRBL 5T8ER ( ETR ifconfig ar B H
WA )o Linux TH2FE RX SERBHVEHIUNT

<tfroot>

$

ifconfig ethO

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.0.2.10 netmask 255.255.255.128 broadcast 192.0.2.255
inet6 fe80::10 prefixlen 64 scopeid 0x20<Tink>
ether 08:62:66:be:48:9b txqueuelen 1000 (Ethernet)
RX packets 591511682 bytes 214790684016 (200.0 GiB)

RX errors 478920

dropped 0 overruns 0 frame O
TX packets 85495109 bytes 288004112030 (268.2 GiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Linux =#M CRC SHRBBESHETAIETZ "RX HFEEL FHEES ( ERR ip -s link show &
HEHAR ) . Linux THZIES RX SHRBWEHINOT -

<#root>

$

ip -s link show et hO

2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP mode DEFAULT group default glen 1
Tink/ether 08:62:66:84:8f:6d brd ff:ff:ff:ff:ff:ff
RX: bytes packets errors dropped overrun mcast

32246366102 444908978 478920 647 0 419445867
TX: bytes packets errors dropped carrier collsns
3352693923 30185715 0 0 0 0

altname enpllsO



NIC ERE ¥ FEREREFEN L AT NIC 2 Zz CRC HERBIMZEINEE |, £ ifconfig = ip -s link
show I HEZ "RX HERE, SUERER, AFI>HHEANIC BEEBENESHEXZE NIC
E 2z CRC SEER M R E IhEE,

Wk s BRY CRC #HERE

Bk &k EEMEE BRI APIET

- EERES
- EEE#HEN

MK EREWINCRCERN A ASHEREAME. LENFHRINMETEEEREANEE
175

REEAERRENRAEREY

ENRFERENETHRAREERINE , MREETUERIENCRCEZIERTRMEN ( 7
7. )  HRMEHEEORE  UREENESEEHS (| "E%, ). Ait, EURTFERENXE
ITHRBREREERENE L IRF EFHBRCRCENEREK , TS ERAESEENE L EM "
WASER FTRER.

BRAESR BN CABBIAETEEBURFEAEN EFNEREESE ; KEAESEAA
REE R

Cisco Nexus 7000 R %I R#EFH 7700 RIIR B[RS LURBEEAERE/E, Nexus 7000 = 7700 &
HIATHRBSHIIEE TEASEERE, STEESAIEE TCRC/FCS & FHEEMNEHNT

<#root>
switch#

show i nterface

<snip>
Ethernetl/1 1is up
RX

241052345 unicast packets 5236252 multicast packets 5 broadcast packets
245794858 input packets 17901276787 bytes
0 jumbo packets 0 storm suppression packets
0 runts 0 giants 579204 CRC/FCS 0 no buffer
579204 dinput error 0 short frame O overrun 0 underrun O qignored
0 watchdog O bad etype drop O bad proto drop 0 if down drop
0 input with dribble 0 input discard
0 Rx pause

CRC #5358 #17E show interface counters 8528 HEA RS , IRAIBAIEE "FCS-Erry FTEEB[ET. It
weEEHPH "Rev-Erry STHBHEAUNUERIETE , HEXRTNEKENAER AR (CRCHHE
ft ) 9B, UTR—ERH



<#root>
switch#

show i nterface counters errors

<snip>
Port Align-Err FCS-Err  Xmit-Err Rcv-Err UnderSize OutDiscards
Ethl/1 0 579204 0 579204 0 0

E B & B AV A H SRR

ENERERENETHERRERREBIER , ERRETUHIEHREMEHEERRTE , WEERK
FEMMEMEARNERRER I BIRARNEEE N, MRAENHTERVAAEFRE , A
KEBFSNETHEIRE  FSRRIIFENEE,

CRBBEFEN FCS MU MRARGE , BRERFEREINRS. it , FEEBERHKRKXTETH
Mk K BT EHMNCRCE , ARERRARS — B SR, NRAKREEHHTEFE
tH#Y CRC , 82 FCS MU H R CRC EFNE , BIRTEBXECKERNAEEEZFRK,
REERIENE , WEREE T LR MM E R BER

1. RYBWIERWAE N E LA "WAEREL FTHER
2. BHREMNFAEMENH LY "WHERY. FTHH. HREERE  ESBEREMNE-
BR , BRESE. ABRIRAERRE  EFUUR—EAXZENME.

SSRERT —EAIT , Hfshow interfaced & 808 5% B A ABRA BN Z AMB1/1 LINEI S HI8IH
1%, 3 L p FARERA 2 B 0 B I B R Tt Ethernet/2f8% H % -

<tfroot>

switch#

show i nterface

<snip>
Ethernetl/1 1is up
RX

46739903 unicast packets 29596632 multicast packets 0 broadcast packets
76336535 input packets 6743810714 bytes
15 jumbo packets 0 storm suppression bytes
0 runts 0 giants 47294 CRC 0 no buffer
47294 dinput error O short frame O overrun 0 underrun O dignored
0 watchdog O bad etype drop O bad proto drop 0 if down drop
0 input with dribble 0 {input discard
0 Rx pause

Ethernetl/2 1is up
X
46091721 unicast packets 2852390 multicast packets 102619 broadcast packets
49046730 output packets 3859955290 bytes
50230 jumbo packets



47294 output error 0 collision O deferred 0 Tate collision
0 lost carrier 0 no carrier 0 babble 0 output discard
0 Tx pause

CRC $EER81E show interface counters SEERMEBIHARH |, FAIEB A NE LELAIEE "FCS-Err,
SHEEEET , YEAENELUEST "Xmit-Erry STEBER. HPHERADNE LN "Rev-
Erry STRSRETUEEESTE  ZERRXNEARIINFEW AR (CRCHREM ) AR, UTR
— BB -

<tfroot>

switch#

show i nterface counters errors

<snip>

Xmt-Err

Rcv- Err

UnderSize OutDiscards

Ethl/1
0
47294
0
47294
0 0
Et hl/ 2
0 0
47294
0 0 0

MR EE T UL ES ERMEMFCSMUPRCRCE , MIER LMK EIIMEIEE, 11T
AR TETIEHRRL L CRC, BEHCRCUBEALSAREFAEME , BEERRT , cEREMEN
FCSHM T FHEMNERCRCHE. UTR—ERH :



Original CRC: OxABCD (1010101111001101)
Stomped CRC: 0x5432 (0101010000110010)

HRALLTA  MEBEEFXNEFNRKRRETEBMKEFEFNIAE. NRERETSSENE
BEAEXNEFENFEREE LR —ERRNAE  TRESERERASERKREENRAER
HET B ER e L SR R BT BB IV B 4R A0

EHEAEEE CRC $55R

ERENHACRCIERNBARE , F—FERBECRCERNTRBREIME +MEEE EIVEE
BEE%, BRI EERN —EREFNUEEATRTEENN A HERTHE , MEKRT RN
S—EXETUAIFEIEENNEHEAERTHE EXRTREAREZTFERBNNEREHIR
EXEERIEREERCHRE , YARER S —EARENAODNESEHTRBEARR,

HHARFEREXETHRAREEAXNBR PRI HERE —AEENER. R , REE
BENEBREREXNETHERRENFERPRDILERE  ARESEX RAFSHEBREETE
ERFFHANGHIERTER, LEKN—ERHITELRARFTER , DI GREE R
ZHE AEEBAERNRESZE, BRI "L XFHNNE , REATRESFRERAERY

; MERES "0y XFWNHE , AIRTETREAETHHERR.




AMENRBRENE SR LBEINBERTHBE(CRC)FEIR UK Cisco Nexus IR R ET E Ao

RSP A AR i iR R R R R MEM PR IR BRI M AR AR, EEUTHE

.etho Ethl/l .Ethl/Z Eth1/2 Eth1/1 ethO =
|| 0o

i ||
Host-1 Switch-1 Switch-2 Host-2

ELLHREAR | B A Switch-1 Z Nexus XM N M Ethernet1/1 &3EiB Host-1 P T HEF
(NIC) eth0 EAEER B Host-1 BEH, Switch-1 B9 T Ethernet1/2 &3&i8 Switch-2 BN
Ethernet1/2 , EiEE £ —{H®& A Switch-2 B9 Nexus 3X#:88, Switch-289Ethernet1/1/" EiEBHost-
2 NIC ethOE#RE|# AHost-2RY E#,

EiB Switch-1#9Ethernet1/1/ " E #YHost-1MSwitch-1 2 BRI SR 18T K EREBZERN REREER
HiEE, B 6 BT ERHEREREE, BXEEBIESHIES Y& A b H 85T B8R E
HHEFE WIS TE B P REBIAVER R | UEN MR P B SRR,

EARRGIF | EH2 NICEHRES HIEEZWCRCEES,



<tfroot>
Host-2$%

ip -s link show ethO

2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP mode DEFAULT group default gqlen 1
Tink/ether 00:50:56:84:8f:6d brd ff:ff:ff:ff:ff:ff

RX:
bytes packets

errors

dropped overrun mcast
32246366102 444908978

478920
647 0 419445867
TX: bytes packets errors dropped carrier collsns
3352693923 30185715 0 0 0 0

altname enpllsO

B EHost-2 NICIEIB /T E Ethernet1/1E 42 2|Switch-2, A A show interface 55 , AN M
Ethernet1/1 EE T i H R EETEER.

<#root>
Switch-2#

show i nterface

<snip>
Ethernetl/1 1is up
admin state is up, Dedicated Interface
RX
30184570 unicast packets 872 multicast packets 273 broadcast packets
30185715 input packets 3352693923 bytes
0 jumbo packets 0 storm suppression bytes

0 runts 0 giants 0 CRC 0 no buffer
0 input error 0 short frame O overrun 0 underrun O dignored
0 watchdog O bad etype drop 0 bad proto drop 0 if down drop
0 input with dribble 0 {input discard
0 Rx pause

TX

444907944 unicast packets 932 multicast packets 102 broadcast packets
444908978 output packets 32246366102 bytes

0 jumbo packets

478920 output error 0 collision O deferred 0 late collision

0 lost carrier 0 no carrier 0 babble 0 output discard

0 Tx pause

RN HE Ethernet1/1 i KRR EETEERIESE , Ht Switch-2 WE — BN HETEERTHESEH
ASEERBIETRIBE, & LAE A show interface counters errors non-zero a8 % , LA Bl Switch-2 #Y



FANEREERFETUAERIF R,

<#root>
Switch-2#
show i nterface counters errors non-zero

<snip>

Xmt-Err

Rcv- Err

UnderSize OutDiscards

Ethl/1 0 0
478920
0 0 0
Ethl/2 0
478920
0
478920
0 0
Port Single-Col Multi-Col Late-Col Exces-Col Carri-Sen Runts
Port Giants SQETest-Err Deferred-Tx IntMacTx-Er IntMacRx-Er Symbol-Err
Port InDiscards

&8I Switch-2 B Ethernet1/2 EFEZM AHREETEEE. MILRTR Switch-2 SN E L#
WEIESKWFRE, E1EIB Cisco Discovery Protocol (CDP) SiE#E BiRZREA W E (LLDP) ThHERE
SRMRE 2 B E 4R E Switch-2 2 Ethernet1/2, LA T EE/RfEF show cdp neighbors 54 1Y &4,

<tfroot>
Switch-2#

show cdp nei ghbors



<snip>
Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute

Device-ID Local Intrfce Hldtme Capability Platform Port ID
Swi tch-1

(FD012345678)

Et hl/2

125 RSIs N9K-C93180YC-

Et hl/2

BREHE |, RRES2IEEH 2 AMER1/270H LR 18 2 KHBEE1/297 EEH&EE‘QE’JME 8
EEARAE , RN AR/ 2HN O A B 122 B ER R R BRI EBIEHK

, RERBB1REEEFRENEER RS , ERNTHEXRRERE IEE?%LBITEEQE’JMEO ="
M\?E;’*)\ Switch-1 LAREFELL E1E R

O]/ show interfaces 8% , #E52 Switch-1 B Ethernet1/2 N HEE T H LR ETEEE,

<#root>
Switch-1#
show i nterface

<snip>
Ethernetl/2 is up
admin state is up, Dedicated Interface
RX
30581666 unicast packets 178 multicast packets 931 broadcast packets
30582775 1input packets 3352693923 bytes
0 jumbo packets 0 storm suppression bytes

0 runts 0 giants 0 CRC 0 no buffer

0 input error O short frame 0 overrun 0 underrun 0 ignored
0 watchdog O bad etype drop 0 bad proto drop 0 if down drop
0 1input with dribble 0 input discard

0 Rx pause

X

454301132 unicast packets 734 multicast packets 72 broadcast packets
454301938 output packets 32246366102 bytes
0 jumbo packets

478920 out put error

0 collision O deferred 0 late collision
0 Tost carrier 0 no carrier 0 babble 0 output discard
0 Tx pause



g Switch-1 By Ethernet1/2 EBET & HEERBFHER. ERTX#ER18Ethernet1/2]
Switch-28YEthernet1/2;2 BB R BIEXK ; M , Switch-1REBEX#R , B THEREHM
NTEILIWFERNVARE. EWNZEESwitch-2 E5ERAYFBER |, #& 7T LAE A show interface counters errors non-
zerofp & RFEFSwitch- IV ERIN EH R E E G T A ERTEER,

<#root>
Switch-1#
show i nterface counters errors non-zero

<snip>

Xmt-Err

Rcv- Err

UnderSize OutDiscards

Ethl/1 0
478920
0
478920
0 0
Ethl/2 0 0
478920
0 0 0
Port Single-Col Multi-Col Late-Col Exces-Col Carri-Sen Runts
Port Giants SQETest-Err Deferred-Tx IntMacTx-Er IntMacRx-Er Symbol-Err
Port InDiscards

EEBHE Switch-1 B9 Ethernetl/1 EA I T ASEREFHEE. MURR Switch-1 FELUNE LERIESZNFRE, SAEN N EE
#FE|Host-1A9ethO NIC, & AT LAk #R Host-189eth0 NIC/T EFAEETE , LR Hos- 12 SR N EEX B ENE,



<tfroot>
Host-1$

ip -s link show ethO

2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mgq state UP mode DEFAULT group default glen 1
Tink/ether 00:50:56:84:8f:6d brd ff:ff:ff:ff:ff:ff
RX: bytes packets errors dropped overrun mcast
73146816142 423112898 0 0 0 437368817

™

bytes packets

errors

dropped carrier collsns
3312398924 37942624

0 0 0
altname enpllsO

Host-1#89eth0 NICHRET E R R\ T M T EE@IBHARE, WMILR R Host-1 B9 eth0 F1 Switch-1 89 Ethernetl/1 2 FREEEERE , BA

HREBBHHNFR, CFEHIEFETRED R , USRS BHENRETFAERE,

CRC R R AR E

RE RN CRCERBAREAMBREM < ERERN THBERHIE, HOHEHE -

- MEFBEHENERER (HEILE ) REEEEER (DAC)

o HESREN KRR .

o WEBEENBRERERE,

- MEXEEBHE (IFERBEE. RFEAERERASC]. NEHBES[MAC], REEERE )

WAERNBERENEF.

—REZEREHEROEBE R TREINERMIEAN CRC #R, AP —EHEFRERTMERSBREZHHENEREM(MTU)A
EAEN  SRAENEOREREE. EAHRFEREEERER , ©1ETUEEMRTHCRCIER.

3R CRC $£38

S REIB PRI 7 R B4 E R R T At



o HEEEEE (ESSXE ) DAC, ERACHERZERERNERIER,

o BEA-ERENENKBERERAMERRNCHARIFKER. MRETHBACRCER  FAMBAERNEHIRY
HKERERAARCRENEA KRS,

« MREMABREEAREANBEERN -0 , FRRERRDENRER LCANEFNERE, & , MRTENE
, A BUEBEARR AR AR E R EGE IO RERERERBENREERR,

- BEZFNEEBHEREELHMCHERNERE, SARFEIERZSBATENE , UBBMAC, ASICEHRFHE.

- NMREEMNERSREIH  FHELBRDEIMEINEMNIC, HE , HEENERERISHARFNEH Ut
B,

e
B s

I P‘;':=

25 25

MRBEAHRBNER (HIMBAHEREER KRS )  YESARXIESHUNESE , IETUEERNTAC
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