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MEKREEASANHE , FEAELEEIPHU, NEHBBNEZERE

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
|
interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0
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, %iﬁ A crypto ikevl policy
b A,
BT

<#froot>

crypto i kevl policy 10

authentication pre-share
encryption aes

hash sha

group 2

Tifetime 86400

N e ERAMEYSENREERSSEENSARE. MBE, HEMDifie-Helmans| &
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crypto ikevl enable
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<ffroot>

crypto i kevl enabl e outside

L ERZEMH ( LANZILANEREERER )

HRMLANZILANBSRIE | EEREERTAAE ipseci2 . EEREIKEVIFEXRAEEE , F8H A wind-goup
ipsec-attributes Eﬂlﬁ*ﬁﬁ .

tunnel-group 172.17.1.1 type ipsec-121
tunnel-group 172.17.1.1 ipsec-attributes
ikevl pre-shared-key ciscol23

AMBARNVPNREE EACL

ASAE AR HEEACLRES HBFEAIPSecMZREBENFENTZERBNFRE, TREHE
permit Application Control Engine(ACE)CELAY i E R , W HEREEpermit ACE ITELAY A U4 & K}
BEERE,

<#root>
object-group network

| ocal - net wor k

network-object 10.10.10.0 255.255.255.0
object-group network

r enot e- net wor k

network-object 10.20.10.0 255.255.255.0

access-1list asa-router-vpn extended permit ip object-group

| ocal - net wor k

object-group

r enot e- net wor k
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<#root>
nat (inside,outside) source static
| ocal - networ k | ocal - net wor k

destination static

renot e- net wor k r enot e- net wor k

no-proxy-arp route-Tookup

fii EIKEV1E g

IKEVIBMERZ2MENEE ZNES , ARERASAREBERN AN, EIPSeck £ FEEH(SA)HH
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EfREIKEVIERE | B8 A cypoipsecikevl ransform-set  FE

<ffroot>

crypto ipsec ikevl transformset ESP-AES-SHA esp-aes esp-sha-hmac
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crypto map outside_map 10 match address asa-router-vpn
crypto map outside_map 10 set peer 172.17.1.1
crypto map outside_map 10 set ikevl transform-set ESP-AES-SHA

EEEUUENTEEARBRZFLE

<ffroot>

crypto map outside_map interface outside

ASABEE

BT RASARSRREE

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
!
interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0
!
object-group network Tocal-network
network-object 10.10.10.0 255.255.255.0
object-group network remote-network

network-object 10.20.10.0 255.255.255.0
!



access-1ist asa-router-vpn extended permit ip object-group local-network

object-group remote-network
|

nat (inside,outside) source static local-network Tocal-network destination

static remote-network remote-network no-proxy-arp route-lookup
|

crypto ipsec ikevl transform-set ESP-AES-SHA esp-aes esp-sha-hmac
!

crypto map outside_map 10 match address asa-router-vpn

crypto map outside_map 10 set peer 172.17.1.1

crypto map outside_map 10 set ikevl transform-set ESP-AES-SHA
crypto map outside_map interface outside

Cisco IOSEEHESCLIE &
BRENHE

MR AREECisco IOSEHRNTHE , AIXEELEELANFTIWANS T EH, AT R2EHA :

interface GigabitEthernet0/0
ip address 172.17.1.1 255.255.255.0

no shutdown
1

interface GigabitEthernet0/1
ip address 10.20.10.1 255.255.255.0
no shutdown

BREEERIAPMATERE , AHRERIAREL MBI LRVPNRENERHEEE, &
AJ LA A ping Bt 58 E AR EAR

i BISAKMP(IKEv1) 5 B

EAIKEVIELRE EISAKMPIREE | 558 A cryptoisskmp policy
W, UAT2#EH

<#root>
crypto i saknp policy 10
encr aes

authentication pre-share
group 2



N % AUESEIPScSENSE I RESEKER., SKEHEMHKE K CRERS
EMEHSE LRENAHERE  YEARERESE LEENGSELIEFRERE,

f&l!

BLE i ISAKMP £ 8

gﬁﬂlﬁﬁ%ﬁﬁ%ﬁ%ﬁ%ﬁﬁ? ) %ﬁl’i crypto isakmp key ﬁ%ﬁéﬁiﬁﬁdﬁﬁiﬁ? :

<tfroot>

crypto i saknp key ciscol23 address 172.16.1.1

AEBENVPNRER EACL

ERERGEFENNBHEAFEREELRBBNZREBENRE, LT 2EH

access-1ist 110 remark Interesting traffic access-1ist
access-1list 110 permit ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255

N B - BRAVPNARBAACLENAT 2 %6 FE R B EIPH it .
N B - BRVPNABRNACLAEEEVPNG 28 F ms,
RENAT R BR

N AN EHRERTEY.

BERRT , TEREVPNREHNITNAT, MREANATEE , AL AERAKBALER | RRERAR
BEVPNRE, AR , ERAHMPEANGEBTESD , L REEMEENVPNRE,

access-1list 111 remark NAT exemption access-1ist
access-1ist 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-1list 111 permit ip 10.20.10.0 0.0.0.255 any

route-map nonat permit 10
match ip address 111



ip nat inside source route-map nonat interface GigabitEthernet0/0 overload

BEERE

E;’E%IPSecEE‘e% ( i“z%’fz’:%i%ﬂ;?ii%"}fﬂ’ﬂ Eﬁrﬁgﬁ‘ﬂé ) ) E%iﬁf)k crypto ipsec transform-set ﬁl"%o J«){_F%
gl

<tfroot>

crypto i psec transform set ESP-AES-SHA esp-aes esp-sha-hnac

mode tunnel

REFRRREEHERISEEAFN@E

HEEVSRERIMBHREE WEANBHREEEN | FF@ Acrypto mapeHMRESRT. A7
SERIMEHRRE  SKBEELERATEEL®E :

- HAERKRZREREERINIPsecHFRARR, UTRANEVSAHNEEFRARF. BE
L ARK B PIEEIPSecHER |, FHA stper BT

- YAEHTRSRBKE—REAWERE, TIRTTERNBHREE —LEANERE | H
ﬁl A set transform-set }E“%o

- EAERMLEAREBENRE, EANZHMRKREIRSEERBEFBE , B8 A machaddress I 5o
AT 2 #H :

<#root>
crypto map outside_map 10 ipsec-isaknp
set peer 172.16.1.1

set transform-set ESP-AES-SHA
match address 110

%fﬁ—i%ﬂ%Zﬁﬁfﬁ%E’ﬂﬂﬂ@iﬁ%%@ﬁﬁEMTEO %g@ﬂqﬁtlﬂﬁg ) %iﬁlk crypto map interface
configuration®p & :



<{froot>

interface GigabitEthernet0/0

crypto map outside_map

Cisco |IOSEHXRBLE

THERHEMCisco IOSKEHESCLIEE

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key ciscol23 address 172.16.1.1

|

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel

|

crypto map outside_map 10 ipsec-isakmp

set peer 172.16.1.1

set transform-set ESP-AES-SHA

match address 110

|

interface GigabitEthernet0/0

ip address 172.17.1.1 255.255.255.0

ip nat outside

ip virtual-reassembly 1in

dupTex auto

speed auto

crypto map outside_map

|

interface GigabitEthernet0/1

ip address 10.20.10.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

dupTex auto

speed auto

|

ip nat inside source route-map nonat interface GigabitEthernet0/0 overload
|

route-map nonat permit 10

match ip address 111

|
access-1list 110 remark Interesting traffic access-1ist
access-1list 110 permit ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-1list 111 remark NAT exemption access-1ist
access-1ist 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255



access-1list 111 permit ip 10.20.10.0 0.0.0.255 any

i)

EREBRERTCHBIYBERESEERE 2 , X ARRIGHEIREMEEFASAZ Cisco IOSHE HaF

o

N srE . EASAL , TTLUE A ER ML T B ITE 4 Packet Tracer T & R EKE) I PSech2is (fil1n

packet-tracer input inside tcp 10.10.10.10 12345 10.20.10.10 80 detailed 51 40).

BIERERE

ERFBASALMIKEVIE 1B REEME , 588 Ashow crypto isakmp sa i S . TAH&E LT E

MM_ACTIVE AR EE:

<#root>
ciscoasa#

show crypto isaknmp sa

IKEv1l SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.17.1.1
Type : L2L Role : responder
Rekey I no State : MM_ACTIVE

There are no IKEv2 SAs
ciscoasa#

EERECisco IOSEWIKEVIE 1R RAERE , B8 A soveypoisskmpsa i8S, FEHIEHAEE

ACTIVE AREE:

<tfroot>

Router#



show crypto isaknmp sa

IPv4 Crypto ISAKMP SA
dst src state conn-id status
172.16.1.1 172.17.1.1 QM_IDLE 1005 ACTIVE

IPv6 Crypto ISAKMP SA

Router#

B2 B

ERFEASALMIKEVIE2RERREECRE , FBH#A sowcypoipscsa BT TAHAE H 2R AL L
WZ 258 ESI(SPl), RREEBREE , BN EEINHE/ MR ETHBWIEE,

N orE  WRSEACLIEE | HERY —EEBM A/ HIESA | EEE sowaypoipecs S
i ( BURAINZACLFACER B EE ) o

AT 2 &4 -

<#root>
ciscoasa#

show crypto ipsec sa peer 172.17.1.1

peer address: 172.17.1.1
Crypto map tag: outside_map, seq num: 10, Tocal addr: 172.16.1.1

access-1list asa-router-vpn extended permit ip 10.10.10.0 255.255.255.0
10.20.10.0 255.255.255.0
Tocal ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
current_peer: 172.17.1.1

#pkts encaps: 1005, #pkts encrypt: 1005, #pkts digest: 1005
#pkts decaps: 1014, #pkts decrypt: 1014, #pkts verify: 1014
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 1005, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O
#send errors: 0, #recv errors: O

Tocal crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.17.1.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled



current outbound spi: 8A9FE619
current inbound spi : D8639BD0O

inbound esp sas:
spi: 0xD8639BD0 (3630406608)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key Tifetime (kB/sec): (3914900/3519)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OxFFFFFFFF OxFFFFFFFF
outbound esp sas:
spi: Ox8A9FE619 (2325734937)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key 1lifetime (kB/sec): (3914901/3519)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ciscoasa#

EER T Cisco IOSEMIKEVIZE2REER 2R ERE |, BB A sowoypoipecsa BT, TAHH H 2R RBAR
ASFHIESPI, MNBEREFERRE , BN BEEIFE/ MR ETERNIEE,

AT 24 -

<tfroot>

Router#

show crypto ipsec sa peer 172.16.1.1

interface: GigabitEthernet0/0
Crypto map tag: outside_map, local addr 172.17.1.1

protected vrf: (none)

Tocal ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer 172.16.1.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 2024, #pkts encrypt: 2024, #pkts digest: 2024
#pkts decaps: 2015, #pkts decrypt: 2015, #pkts verify: 2015
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 26, #recv errors 0

Tocal crypto endpt.: 172.17.1.1, remote crypto endpt.: 172.16.1.1
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/0



current outbound spi: 0xD8639BD0(3630406608)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox8A9FE619(2325734937)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 2003, flow_id: Onboard VPN:3, sibling_flags 80000046,
crypto map: outside_map
sa timing: remaining key lifetime (k/sec): (4449870/3455)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: 0xD8639BD0(3630406608)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 2004, flow_id: Onboard VPN:4, sibling_flags 80000046,
crypto map: outside_map
sa timing: remaining key lifetime (k/sec): (4449868/3455)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:
Router#

B RN B2 RRE
AENHB A UIEASASCisco I0S L EAM T T , LSRR 1R R A B2 RN FBEA,

iﬂAIIA show vpn-sessiondb ﬁ%ﬁﬁ'%ﬁ% .

<#root>
ciscoasa#

show vpn-sessiondb detail 121 filter ipaddress 172.17.1.1

Session Type: LAN-to-LAN Detailed

Connection :172.17.1.1
Index : 2 IP Addr 1 172.17.1.1
Protocol : IKEvl IPsec

Encryption : IKEvl: (1)AES128 1IPsec: (1)AES128



Hashing : IKEvl: (1)SHA1 1IPsec: (1)SHAl1
Bytes Tx : 100500 Bytes Rx
Login Time : 18:06:02 UTC Wed Jul 22 2015
Duration : Oh:05m:07s

IKEvl Tunnels: 1
IPsec Tunnels: 1

IKEvV1:
Tunnel ID
UDP Src Port :
IKE Neg Mode :
Encryption
Rekey Int (T):
D/H Group
Filter Name

IPsec:

Tunnel ID

Local Addr
Remote Addr
Encryption
Encapsulation:
Rekey Int (T):
Rekey Int (D):
Idle Time Out:
Bytes Tx
Pkts Tx

NAC:
Reval Int (T):
SQ Int (M)
Hold Left (T):
Redirect URL :

ciscoasa#

A show crypto session we ) LAEERTE -

<#root>

Router#

2.1

500
Main

: AES128

86400 Seconds

2

2.2
: 10.10.10.0/255.255.255.
: 10.20.10.0/255.255.255.
: AES128

Tunnel

3600 Seconds
4608000 K-Bytes
30 Minutes

: 100500
: 1005

0 Seconds

: 0 Seconds

0 Seconds

UDP Dst Port :
: preSharedKeys
: SHAlL

Auth Mode
Hashing

Rekey Left(T):

0/0/0
0/0/0
Hashing

Rekey Left(T):
Rekey Left(D):
Idle TO Left :
: 101400
: 1014

Bytes Rx
Pkts Rx

Reval Left(T):
: 309 Seconds
Posture Token:

EoU Age(T)

show crypto session renote 172.16.1.1 detai

Crypto session current status

: 101400

500

86093 Seconds

: SHAlL

3293 Seconds
4607901 K-Bytes
26 Minutes

0 Seconds

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: GigabitEthernet0/0

Uptime: 00:03:36

Session status:

UP-ACTIVE

Peer: 172.16.1.1 port 500 fvrf: (none) ivrf: (none)

Phasel_id:

172.16.1.1



Desc: (none)
IKE SA: local 172.17.1.1/500 remote 172.16.1.1/500 Active
Capabilities: (none) connid:1005 1lifetime:23:56:23
IPSEC FLOW: permit ip 10.20.10.0/255.255.255.0 10.10.10.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 2015 drop 0 1ife (KB/Sec) 4449870/3383
Outbound: #pkts enc'ed 2024 drop 26 1ife (KB/Sec) 4449868/3383

Router#

5E SRR
AR E T T AR TR AR

N ERZYN | BSEAMDebugE S HIPR S M EERNESET — BRAEH
debug@n & Cisco3X & debug ¥

IPSec LANZILANZEESE T E

EBBHEFASAFICisco I0SZ EMIPSec LANFILANEERE BN , —IJ«,{{EFHIPSec LANZILAN#
E“IEO ZITERETAIEZ showtech B show running-config ASAE{ Cisco IOSEEHEEM T T. EEMER

WEAMIREERE TERNBZHEMALANEILAN IPSechsiE, MREEMKT , AW BHIT
%%Eilﬁé , WREERENENRREN T AR B RFERE,

ASAFE
= T ASABS A Y& EHIPSec IKEVIBE A THIESRR |, TTMEAUTHS doug 159

<tfroot>

debug crypto ipsec 127
debug crypto isaknp 127
debug i ke-comon 10

% AEE  WRASALHIVPNBREEER K , Bl debug crypto condition peer AB.CD TERNATE 28I , &4
Aff Acommandis T UARGIFER R H A TFEIEENHER

Cisco IOSEE s

& E¥iCisco IOSEEHEF LHIPSec IKEVIBIE R S HETEREEHERE , TUAEA L T debugdh  :
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<tfroot>

debug crypto ipsec
debug crypto isaknp

% EE  WRCisco IOSERVPNPREEER K , Bl debug crypto condition peeripva A.B.CD B TERKA
HRZAER , MEKAFRHRREAETEEENHER,

T

9 BR . BRI LR BVPNETHES RS , BFSRRE RN L2LF)
IPSec VPN FE HEBR#E R 75 R Cisco X #&E

L = Eﬁ

i

« BRE3Debugii T EEEFA

o IPEZEMEFEEEAE — BRI FHdebugii ©

- RERMIL2I FMiRIHZHRIPSec VPN EHEBREE R 5 =
« |PSec LANZ|LANH &5

- BfiZEEE W H - Cisco Systems
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