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GIG 0/1/0 GIG 0/0/0

=

ISR 1100 NAD ISE 3.2 with
WINDOWS ENDPOINT

AUTHENTICATING AUTHENTICATOR PSN Persona Enabled Node
MR Ex

HITTISERETEE !

S8 1.BEISR 110088 H 25,
SER 2 BES R EIZES.2,
HER 3.BLEBWindows A #7ER 5 o

$E 1 B EISR 110088 B8

REBDNBEDFENADS BEEdOtIX ERETHEREE,



aaa
aaa
!
aaa
aaa
aaa
aaa
!
aaa

EE  HNZHEISERNE  BEECBAPSNACKNTIENIP, REAdministration >
System > DeploymentE & T EM E/ISE , I LARA L IhEE.

new-model
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

SR 2.6ES R 51%3.2,
2. aFBYEMAREHERBNREBEE,
N4 9 BB INEISEREKREB I,

& —TAddR A,

Network Devices

|_] Dug te _'] Generate PAC

IP/Mask Profile Name Location

ISEfEBREE

BMAE , AZEIUMNNADIEERRE , Wi MBEKEE A RBEEISENIP,

Selected 0



Administration - Network Resources
Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers More

Network Devices
» ISR1100

Default Device

; . : Network Devices
Device Security Settings

Name ISR1100

Description

IF Address

Device Profile 8 Cisco
Model Name

Software Version

R —E+ , @ T RBLEMRadius Authentication Settings. #1T BT Ro

HINENADELE T EANLRAER.

v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret

(] Use Second Shared Secret

Second Shared
Secret

CoA Port

RadiusBt &
2. b.BEEARBELIRNS D,




AR RATHREFLEEEETE , BERBENISER LS HHE.

EmIEE>-5FREE-ERR. BYANS G , [WEREINERiseUsers.

Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

* New User Identity Group
Identity Groups

Eel Identity Group

* Name iseUsers|
Endpoint |dentity Groups

Description

User Identity Groups




HERFEEVER

#— T Submitizft,

AR#% , BfrElAdministration > Identity Management > Identity B &,
& —TAdd,

Administration - [dentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Latest Manual Network Scan Res... N Etwork Access Users

Selected 0 Total 0

Status Username -~ Description First Name LastName Email Address User Identity Groups Adr

Mo data avallable

EREEVEE

FERVERUN—ED , WERERBBHAE, A R6IH 6 FHE B Biseiscool,

> New Network Access User

v Network Access User

* Username iseiscool

Status ¥ Enabled

Account Name Alias

EEREREGBNER

T—IRA/EIUNEAERBIERR. VainillalSE97 AR LLE TR,



~ Passwords

Password Type: Internal Users

Password Lifetime:

With Expiration
Password will expire in 60 days

.’:;. Never Expires

Password Re-Enter Password

* Login Password ~ ssseeeee

Enable Password

ML

#&5E F & 9 Bt BlliseUsers#lo

~ User Groups

iseUsers

BEMAEEA
2.c.EEXRKE
B BISERE>F > RIEE,

ALAMERTER RS, ERARPIFRILT —EXRKEE  BARBR, BXRBEETIENED HE
REITHEHERR |

MREARE ", UM B, AIARE-TEARKKENERE R, BRNERET , RE
EH TELFRARSL .

Insert new row above

RRGIPE BN REZEIR021x , EREISEMEBFAELEN R, BT , RAEIE—TUse,



Conditions Studio
Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_»A
uthentication

Switch_Local_Web_Authentica
tion

Switeh_Web_Authentication
Wired_802.1X
Wired_MAB

Wireless B0O2.1X%

HRETHEE

5% , i#IEDefault Network AccessTEHL B/ /25t E IR #G -

Palicy - Policy Sets

Palicy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View

[ Wired_802.1% Default Network Access

S Default Default policy set

2. d. B E S ER R MR R,
RO M A2 AR E AR ETER,

(] Wired Wired_802.1X




B & 17 B R SR
B—T+E o

< Authentication Policy (1)

Status  Rule Name Conditions Hits  Actions

#  Options

10 5 17 BR % SRk

AERRERBIEERE , flN , FRARBSHRE.
BT S RBREN TEEL JEHN+ER.

A LABR A BBt B TR B i f + Wired Dot 1x ISE,

B, EEASNT , RTABEFIRE "RIHEASES

v Authentication Policy (1)

Status  Rule Name Conditions L Hits Actions

Internal Users

“ QOptions

If Auth fail

] Internal Authentication
If User not found

If Procass fail

SOREER
R RS

Authorization PolicyZf 7 VR EEEZ. RETILIE—T+ER.



Policy - Policy Sets

» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

< Authorization Paolicy (1)

Results

Status Rule Name Conditions Profilas Sacurity Groups Hits Actions

REXRRE

AERENNRERES S , EHEERAF , £HEBInternal ISE Users.
ERNRERBEIRY |, FHERAYTH+ER.

Z B2 EAE RIseUsersiB — &5,

w82 & — T Click to add an attribute#B 5.

Bl THORE) B

#eEAse A | #HUdentity Group B BERT#Y InternalUserzd £,



Library

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPvZ

EAP-TLS

21 X B& Y Condition Studio

ENERNEHE T

#User Identity Groups FHLEEF |, iEiFfHIseUsers,

Library

PEDOae IEREFEAECLOETF

5G

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPv2

EAP-TLS

RERBIRMG 25K

Internallser-ldentityGroup

e B @2 F

Dictionary Attribute

All Dictionaries Attribute

AD ExternalGroups

CWA CWa_ExternalGroups

IdentityGroup Description

IdentityGroup Narme

InternalUser IdentityGroup

PassivelD PassivelD_Groups

InternalUser-ldentityGroup

Equals User ldentity Groups:iseUsers =




¥ — T Use,
&%, IBEENL S BEN B 559 BIResult Authorization Profile,

EEEEE  FEISERFENEHFEDIXKEEN S NRBTBREREFHA
ISEUsers , REFEFRRIRERR., BEERBER ADenyAccess.

ISEEZBAHRREERETHEE, BEE,



Authorization Paolicy (1)

Results

Status Rule Namea Conditions Profilas Security Groups

Interna|lUsar:-lden

-] Intarnal ISE Users A dentity ParmitAccess

o

RERBKETK

#&— T Save,

ISERVELE E T o

$E# 3.WindowsF 4 Supplicant® F ix Bt &

3. a.#£Windows Lt Bt AWired dot1x,

#EWindowsi2 S8 4T B Services,

Hits

Actions




All Apps Documents Web More «
Best match
(| = Services q’
I System :

Micre
Search the web

Services
L service - See more search results System

ServiceNow - American technology

company
Open

services e
Run as administrator

service titan login Open file location

L service fusion login Pin to Start
Apps Pin to taskbar
% Component Services

Settings

) Do not allow Microsoft to use your
voice to improve speech services

&9 Use online services with Narrator

O service

Windows#E 2
1EServices/EEMEZD , #EIWired Autoconfigs.

B —TH# "Wired AutoConfig, MiEEBH,



Wired AutoConfig Properties (Local Computer) X

General LogOn Recovery Dependencies

Service name:  dot3svc
Display name: Wired AutoConfig

Description: sponsible for performing |IEEE 802.1X A

uthentication on Ethemet interfaces. f your cument ~
srad natuads Aarlrvmard arfarmae BNT 1Y

Path to executable:
CAWINDOW Shsystem32\svchost .exe Kk LocalSystemNetwork Restricted p

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

5 e [

BHRE



AE . AREHEEDOTISVO)RBEEE ZARNE LHITIEEE 802.1XH A58 FE.

2iZZEManual B EE 5l
X A& BR 5 ik B8 B Stopped. % — T Start,



Service Control X

Windows is attempting to start the following service on Local Computer...

Wired AutoConfig

Cloge

R A +2 l

%'fﬁ , E_-FOKO

AR 2 B IE BT,
x*:'f;. Windows Update Enablesthe.. Running Manual (Trig... Local Syste...
&1 Windows Update Medic Service Enables rem... Manual Local Syste...
'-f,;'f-_. WinHTTP Web Proxy Auto-Discovery Service WinHTTPi..  Running Manual Local Service
=*1Wired AutoConfig The Wired A... Running Manual Local Syste...
E:\r‘ WLAN AutoCenfig The WLANS... Manual Local Syste...
'-53;;_‘; WMI Performance Adapter Provides pe... Manual Local Syste...
-f.;‘f:. Work Folders This service .., Manual Local Service

BRBEERERS

3. b.BEEFEINAD B BB FEEZ(ISR 1100)BIWindows E2 BN H -
RIEYHRIAERS K AREEAEKE T,
EWTEKE R,

i#E1EOpen Network & Internet Settings,

Troubleshoot problems

Open Network & Internet settings

NN 3082004




HEMBERENE  R—TAEERZDISR Gig 0/1/08 Z KM . #— TPropertiesiZI&,

2 — T AuthenticationBE % .



@ Ethernet Properties

Newoting [ubetston | s
Connect using:
& Intel(R) Ethemet Connection (4) 1219-LM

| Configure... |

This connection uses the following tems:

a Client for Microsoft Networks

43 File and Printer Sharing for Microsoft Networks
4P QoS Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

L] 4 Microsoft Network Adapter Muttiplexor Protocol
2. Microsoft LLDP Protocol Driver

4. Intemet Protocol Version 6 (TCP/IPv6)

<

>

Description

network .

Install...  Uninstal Properties

Allows your computer to access resources on a Microsoft

| Cancel

NHZABBEAR

iE R Enable IEEE 802.1X authenticationEBREX 5 1.,



Y Ethernet Properties

Networking Authentication Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

/| Enable |EEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v|| | Ssetings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

BECAKEBAR



RIEZREHNEAP (PEAP),
BUHEHREXE ARG E L EEN BIRIZE,
E‘i_—ltgﬁlrio



Protected EAP Properties X

When connecting:

[ ] verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:
] AAA Certificate Services A
Baltimore CyberTrust Root

Class 3 Public Primary Certification Authority

COMODO RSA Certification Authority

DigiCert Assured ID Root CA

DigiCert Global Root CA

DigiCert Global Root G2 v
< >

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

‘Secured password (EAP-MSCHAP v2) |[ configure... |

/| Enable Fast Reconnect
Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy

OK | | Cancel

PEAPEB M



Interface:
ITF-ID:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

GigabitEthernet0/1/0
0x08767COD
8c16.450d.f42b
Unknown

Unknown

iseiscool <---------
Authorized <---------
DATA

multi-auth

both

N/A
22781F0A0000000C83E28
0x00000003

0xc6000002

POLICY_Gi0/1/0

The username configured for Windows Native Supplicant

An indication that this session was authorized by the PSN

461

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Security Policy:

Server Policies:

Method status Tist:
Method

dotlx

Should Secure

State

Authc Success <------

An indication that dotlx is used for this authenticati



E 7 F)ig/E> Radius >ENE A E R,

REAELABERBRE , EATREIG , £/ EHEERBiseiscool,
Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops

Refresh
Naver

Status Details Repea... | ldentity Endpoint ID
iseiscool ¥ Endpoint ID
Mar 28, 2024 07:04:35.4..,

Mar 28, 2024 07:04:35.3...
Last Updated: Thu Mar 28 2024 01:29:12 GMT-0600 (Central Standard Time)

ISEENEF B §

Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops

Authorization Policy Authoriz... IP Address Network De... Device Port
IP Addrass
Wired »> Internal ISE Uzers ParmitAce...

Wired >> Intérnal ISE Users PermitAce.., ISR1100

Last Updated: Thu Mar 28 2024 01:34:18 GMT-0600 (Central Standard Time)

ISEENBE A 5%

Cliant Stopped Responding Repeat Counter

Show Within
' Latest 20 records - Last 3 hours

Endpoint... @ Authentication Policy Authc

Endpoint Pr Authentication Policy Autho

Wired >> Internal Authentication Wired

Unknown Wired == Internal Authentlcation Wirad

Records Shown: 2

Client Stopped Responding Repeat Counter

Show Within
e Latest 20 records - Last 3 hours

Identity Group Posture .. Saerver

User ldentity Groups:is

Records Shown: 2




nlh+

AR, REMARERR , N EHREUHEEEN

- BORBOFEEH,

- ERNS 5 YE.

« RIBFMACHEHE,

- FRRIEMaPAEREREAl

- REENMDWFHRERE,

- REREERER,

- BISEEXRADIUSEHERIVMEREE,

o HIRFTIEMRH N E,

- BBEMRENEAENEMHE,

- RESMEENREEFRESEH B (PSN),

e FEHF AR
1 -MENSERNE B R ME

B B /E> Radius > Live logsB % , #ZAuth status : Failed#1TiBIE , RIRFEHANWEAEZRER
BMACHb i HEITIBIE |, SIRERANBERFIBEELETIRIE,

Sh R YE> Radius >ENBF B 56>F 5 B DB >EN 8 B 5555 E A
ER—EBL , BEEMRERL , #—TSearchBERo
F—EER  FRERAHEFREERETEMARENSE,

Operations - RADIUS

Misconfigured Supplicants Misconflgured Network Davices RADIUS Drops

s Repea... en!

B Live Loga¥ &

ITHRENG BSHMEAR  LEFINGNRIBARART  LEESHHEANERERR,



Overview

Event

Username iseiscoool

Endpoint Id <ENDPOINT MAC ADDRESS>®
Endpoint Profile

Authentication Policy Wired == Internal Authentication
Authorization Policy Wired

Authorization Result

B
Rk, AR R ABFHEEAT , BUNE "HORIFEET . PORIERNEARER, B
RERMBRT R

Event
Failure Reason

Check whether the subject is present in any one of the chosen
identity stores. Note that some identity stores may have been
skipped due to identity resoultion settings or if they do not
support the current authentication protocol.

Resolution

Root cause Subject not found in the applicable identity store(s).

Username iseiscooonl

SOBRBFHMAER

EERP , SORFAMNERRRAEAERBEHRER , B2 , IREMAEFTREISESR
By, REISEREZRBEAEFENEMSOE ( SIMLDAPHAD ) 1 , b B HREKRAVER.

STREBUE




Evaluating Identity Policy
Selected Identity Source - Internal Users
Looking up User in Internal Users IDStore = iseiscoool

The user is not found in the internal users identity store

Subject not found in the applicable identity store(s)

The advanced option that is configured for an unknown
user is used

The 'Reject’ advanced option is configured in case of a
failed authentication request

Inner EAP-MSCHAP authentication failed
Prepared EAP-Failure for inner EAP method

Authentication failed and the advanced options are
ignored

Frepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge-
response

Open secure connection with TLS peer
PEAP authentication failed

Prepared EAP-Failure

Returned RADIUS Access-Reject

HERER 0 MR T ISEEERADIUSE A I EIETHIBE.




A EER B LT EA

- BFEERWMFEBE,.
- SSLEFIBRE.

- EREAPT .
- EAPI R,

FEHRGIF , TAERISERIBIZAT LB MRENATS 6. RAERE , @it , ISEERERE
3% 7 Access-Reject,

E_{E%= : ISEEEEEH T Policy Set Allowed protocolsFHIPEAP,
2 -2 HPEAP

ITHEEAMMWENR BEFFMENR |, BERIEERHE TPEAP is not allowed in the Allowed
Protocols. »

Event

Failure Reason

Ensure that the PEAP protocol is allowed by ISE in Allowed

Resaolution
Protocols.

The client's supplicant sent an EAP-Response/NAK packet
rejecting the previously-proposed EAP-based protocol, and
regquesting to use PEAP instead. However, PEAP is not allowed
in Allowed Protocols.

Root cause

Username Iseiscool

BNEF A RS RF A E RS

LEHRBRRZHER , BRI EREMIRM>RBE TR>FHRE>AFNHE. RERESERT
Allow PEAPEIH,



Policy « Policy Elements

Dictionaries Conditions Results

it Allow EAP-TLS

Authenticatlon |_| Allow Authenti i ired certificates to allow certificate renewal in Authorization Policy

'_' =3 55 Sessin 5
Allowed Protocols |_J Enable Stateless Session Resume

Session ticket time to live
Hours

Authorization » Proactive session ticket update will occur after 90 % of Time To Live has expired

:| Allow LEAP

Profill
L | Allow PEAP

Posturs PEAP Inner Methods
Allow EAP-MS-CHA|

SantExorie oDy Allow Password Change Retries 1 (Valid Range 0 to 3)
Allow EAP-GTC
Allow Password Change Retries 1 (Valid Range 0 to 3)

Allow EAP-TLS

| ,| Allow Authentication of expi certificates to allow certificate renewal in Authoriza

ryptobinding TLV

[ Allow PEAPYO only for legacy clients

S EFHIPortocolsZp 2
E=FEN : S0BRIREY , AARIKETEEISERSE.
B ZEFARFHER. EHSPRBARAUNE KRS AFFHEER.



Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Failure Reason

Resolution

Root cause

Username

BNEF A SR ERA

2024-04-20 04:37:42.007
2024-04-20 04:37:42.007

ISE PSN

Check whether the proper server certificate is installed and
configured for EAP in the Local Certificates page (
Administration > System > Certificates > Local Certificates ).
Also ensure that the certificate authority that signed this server
certificate is correctly installed in client's supplicant. Check the
previous steps in the log for this EAP-TLS conversation for a
message indicating why the handshake failed. Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information.

PEAP failed SSL/TLS handshake because the client rejected
the ISE local-certificate

iseiscool

i F1EAE FIMPEAPBE R Y M BRE

BERRILEE  FEFERENWindowsRinHBEHBISERSNCARRREEEHEAERE
>SEEENERESRENENEEERIS>-ZEENEISHBREIT D P,

O] LAEWindowsig £ 51| 8 ZWindows 2 E F Y IL HHREE B,

& Manage computer certificates

@

Windows#E &5 R

“w Manage file encryption certificates




3-ISETCPE#IE (EXNIHE)

EROHBES T ESEHRIEEEER, EERISEEROHETEMAHMNBRNEMN EL

#To

ESBLKTE  FERIIRFE-ZETESERTE> TCPER,

Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

Ganeral Tools
RADIUS Authentication Troubl... TC P D um p

eacsioiietnen Belicu ol The TCP Dump utility page is to monitor the contents of packets on a network interface and troubleshoot problems on the network as they appear
Evaluate L:or-riguraﬁun Validat...

Rows/Page ’ Z > > Total Rows
Posture Troubleshooting ows/Page 0 b o o 0 Total Rows

Agentiess Posture Troublesho...

» Start
EndPoint Debug

TCP Dump Host Name Network Interface Filter File Name Repository File S... Number

Sassion Trace Tests

No data found.

TCPHEfF#ZB
& — T AddiZ R R Bl B pcap.
> New

Add TCP Dump

Add TCP Dump packet for monitoring on a network interface and troubleshoot problems on the network as they appear.

Host Name
ISE PSN

Metwork Interface

GigabitEthernet 0 [Up, Running]

Filter

E.g: ip host 10.77.122.123 and not
10.177.122.119

File Name
ISEPCAP




TCP{EENEE L

Repository

File Size

10

Limit to

1

Time Limit

5

[ ] Promiscuous Mode

TCPERES

ERISEREMpcap , BHLEBRALUTESR :

ERNEEEEHPESpcaphVETE:,

« BERAMpcapWVISEE BN HE.

c IRFEE/HERBERE , BEABIEE , ISESRMH LR,
« BpcapinB. EHBESRF , RFIFERISEPCAP,
 REGRTE, IRKEERFREE , ABERTEISERBRRER L
o WA, WBEMKE , FHiEHpcapfER AN,

- MEXE  BEATEULNER , T RpcapBiBER K/
« MRFEE  WLERpcaptRERERE,

R &

, -— T Savei&ii,

, W B AT BAfEGUIT #o

, CBREEN —EHER,



TCP Dump

The TCP Dump utility page Is to monitor the contents of packets on a network interface and troubleshoet problems on the network as they appear

Host Namae Network Interface Filter Flla Nama Repository Flle 5.. Number of ...

ISE PSN GigabliEthernet O [Up, Run... ISEPCAP

A&, EERREREFEpcap , ARER—THREHE.
RIERBR  NEIIRELSETRE,

Time Limit  Promiscuous M...

Status

HEW

AR EPCAPERETRER K SERAMIRIFTEMENITR. TAE , RADIUS,

ERENFHEFSEREPCAPH,

HEPCAPETHEMBEFMEERR , B MpcaplisE. BIGEEFEEIAIEZ— T Stop.



3 - 1{EISEX &

MRFEERANDN , ISEEREFANBREUHEBENEH,
ERINELHRE , FEMIRFE>|E>IRHMNERE

Operations . Reports

S — RADIUS Authentications

From 2024-04-14 00:00:00.0 To 2024-04-21 20:14:56.0
My Reports Reports exported in last 7 days O

Reports

Audit

Device Administration ? Logged At RADIUS Status Detalls Identity

Dlagnostics
Last 7 Days |dentity
Endpeints and Users

Guast 2024-04-20 05:10:59.176

Ui il L 2024-04-20 05:00:53.153

TrustSec
2024-04-20 04:50:59.135

- -5 . - 13,
Schadulsd Reports 2024-04-20 04:40:59.087

S

i
ok

ISE$R & B



Endpoints and Usars o

Agentless Posture

Authentication Summary

Cllent Provisioning
Current Active Sessions
Endpoint & Logical Profi...

Endpoint Scripts Prowvisl...

External Mobile Device ...
Manual Certificate Provi...

PassivelD



BB AR , BULLEERZ24/ N ENBEER. EREZEN SRR, EBEZETREFNG
DEBRARMBANE  BHELERARETHNEMNREEBEBZETHNENRBETLESE, &L
£ "RadiusBRFERE 1 FKEFLH I,

RB|EAFECERERRIOCRNEBHEE, B/, RESESDRENEE BFFAERARS

Operations « Reports

Device Adminisiration
Dlagnostics

Endpoints and Users

RADIUS Status Detalls Idantity Endpoint ID Endpoint Profile Authorization Rule

Idmntity Emdpaint ID

3-31EE AR B AV #E Ui

RREENRIENABERRME, EulinE B8, X "EBANKIR, |G, EISERE
HHFTAPSNET R L EMEAPEE , AR EBEARSBNWPEAPE DRMBMBAK. ATRELRE
, MA BRI BAFEER !&%%ﬂiﬁ%ﬁﬁ?ﬁﬁﬁﬂ’ﬂ%&lsﬁéé

Rejected OR Released Endpoints
From 2024-03-22 00:00:00.0 To 2024-04-21 20:30:41.0

Reports exported In last 7 days O

Changed At Endpoint ID Status Fallure Reason

X Last 30 Days Vv X

2024-04-10 21:17:00.64 8C:16:45:00:F4:28 Released

2024-04-10 21:11:34.05 8C:16:45:0D:F4:28 Rejected 12321 PEAP falled SSL/TLS handshake because the client rejected the ISE local-certlficate

2024-04-10 20:57:42.11 B8C:16:45:0D:F4:28 Rejected 12321 PEAP falled SSL/TLS handshake because the client rejected the ISE local-certificate

HEAB IO B AR
3-4 RADIUSEREIR# &

ERFBEFUEABEER  BECRALRER, EEEBRT , ISEFfEBHIR  BRATEER
BMESHEEETH. ISEEfAEBREESEANCIRERIRBEEE —H, REBKEDISEEREHLA
RORREF , BRWT -



Operations : Reports

RADIUS Accounting

From 2024-04-14 00:00:00.0 To 2024-04-21 20:28:47.0

Reports exported In last 7 days 0O

Logged At Details Account Status Type Identity Endpoint ID

Last 7 Days ™ X

2024-04-20 01:40:50.31

2024-04-20 01:37:25.22

2024-04-20 01:27:42.012

2024-04-20 01:24:38.128

2024-04-19 23:33:11.907

2024-04-19 23:24:51.744
RADIUSEEIR R &

5 MEMERERS

BLERISERENERANERASRE, SATBEERZIOKNEER, EHIHED | B AFETM
TE&EA :

- BERIHNBEBSHRENAMSHBRENE S L.

Authentication Summary

From 2024-04-21 00:00:00.0 To 2024-04-21 20:41:18.0

Filters:
Match All . of the following rules.

Tima Range - Is exactly (or equals). Last 30 Days

Chart: Passed Authentications By Day

2024-04-20 0..2024-04-19 0..2024-04-10 0..2024-04-00 0...2024-03-28 0..2024-03-27 0..2024-03-25 0...2024-03-22 0...

Failed Authessications Passed Authanticstions

Bx  RREBSHRE

- BRNENBRIBRR (EEXRD )  LARER-TECEREFEESR.




Authentications By Day and Quick Link

Day Passed Falled Total Falled (%) Avg Response Tima (ms) Peak Response Time (ms)

2024-04-20 00:00:00.0

BRMREEEET S ORE

- BREERETEORE  JNERSFEF , EEREES , ERRERYD,

Authentications By Failure Reason

Fallure Reason

BRABRRETH F 0 8E

- ARBRNESORENERS HENRE,

Authentications By ldentity Group

Identity Group Passed Fallad Falled (%) Avg Response Time (ms) Paak Response Time

RegisteredDevices -] 5171 171

REHHEETSHRE

- MEPSNEKRES S8R,



AR ERARANENIHES , REAT—MEPSN ; B , BREANHE , LERHR
BEAREEEZEIE T2 EH.

Authentications By ISE Server

Server assed Falled otal Falled (%) Avg Respanse Time (ms) Peak Response Time (ms)

4 - ISEEHR

T£ISE Dashboard T , AlarmsZB o B RSP EBRERE,
AT REBHEITHFEHEBRA L EISEE IR,

Unknown NAD —EFEMRBREERBRIGIEHBISER , SRERLER. B2 , ISEFEEE ., ©
2ERRADIUSER, ¥ RNERRMREEREY , NERBEEEANIPEISEEMHNIPAE



A Unknown NAD

REHINAD

Supplicant Stop Responding —EfE R A BAFERER , SR4ENER , RAKRSEE-ERA
BEHR K EEERRHRRENRASE,

:: ALARMS

supplicant stopped responding

FRAELELE

Active directory®2 i T E 238 R BE— £ Active DirectoryB@ B A& 508 , R BAERHEREM
B, EERTE  SKEILER. AR, Z2HEATEEADLFEZS NI HREB RN,

L

:: ALARMS

A Active diractory diagnostic tool found Issues

ADZ B < Bt

COA ( REEN ) XB— ISEFHNZERERCOA |, L EHRE BT EEMHERKEEITCoAR
BAHEREEREE,



A COA Falled

Coa%k B
5- ISEFREEM BFEWE

ERESOHRFBENGEMEN , X EARFADEBUGH B EmabFdotI xEB B E T -
fIRE : dot1x/mab
EREAREERNBM.

* runtime-AAA (prrt-server.log)
 nsf (ise-psc.log)
» nsf-session (ise-psc.log)

EETHERARRE K BEFEREMEPSNER T KBNS ORIXFELITAE, STURK
BIf S EHUMLER, <& , B4 RETISEZE>HIEHR>REBE>HE B HEE>ZEPSN
>R —TiREBRE,

FEENEER T —fEZhEER, B— TEEER :

Debug Level Configuration

Compenent Name #  Log Level Description Log file Name
INFO
WARN
INFO
INFO
INFO
INFO
INFO

INFO

INFO

INFO

INFO

A BB

Erxfra@ss , BSaEII LA BN, RIESEBFERBIESEEENR/DEBUG. MELEE,



Debug Level Configuration

Component Name ~  Log Level Description Log file Name

runtim

runtime-AAA AAA runtime messages (prrt) prrt-server.log

runtime-config AAA runtime configuration | “2Y¢ prrt-server.log
runtime-logging customer logs center messages (prrt) prrt-server.log

va-runtime Vulnerability Assessment Runtime messages varuntime.log

EBITRAAATTHERE

TAREERETHR , (EADEBUGHHETIBIR , LETUEIREME TAHE & ER,

Debug Level Configuration

Component Name Log Level Description Log file Name

debug

nsf DEBUG NSF related messages ise-psc.log

nsf-session DEBUG Session cache messages ise-psc.log

prri=JNI DEBUG prrt policy decision request processing layer related ... prrt-management.log

runtime-AAA DEBUG AAA runtime messages (prrt) prrt-server.log

A BB

MRAFEVHSHBF , IEBEMBRTISERERESRE>HEHR>THBR
PSNif B FIDEBUGS > Debug Logs2R T &iE £ H 5.

EEBBRT , BB Eprt-server.logHlise-psc.logd T Edot1xHmabfE, XETHNWH
2 LXAE B A,

REZ-TUEEPRRHCEEL THEA (UEBXFETR ).




Support Bundle Debug Logs

Debug Log Type Log File

v ise-psc (16) (111 MB)

ise-psc (all logs)

REPSNETRI AR B
Support Bundle Debug Logs
;:‘ Delete

Debug Log Type Log File

~ prrt-server (1) (7.8 MB)

prrt-server (all logs)

> pxcloud (4) (20 KB)

BREE HSERR

6 -FE IRAYISEFR

EES —EEEYARBEVMACH I RIPASEXIREIDEBUG A, & LAFEAKRARISET

Z=<o0

Description

Main ise debug log messages

Description

Protocol Runtime runtime configuration,
debug and customer logs messages

B RISEZE>RIE>HIEHR>ZH TE>ER T E>KinHEH.

7.8 MB




QOperations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

General Tools v Endpoint Debug
RADIUS Authentication Troubl...
Exgcute Natwork Davice Com...
Evaluate Configuration Validat...
Status: Stopped

Posture Troubleshooting

Agentless Posture Troublesho... ® MAC Address 8C:16:45:00:F4: 2B

EndPoint Debug

TCP Dump Automatic disable after 10 Minutes

Session Trace Tasts
Selected 0 Total 0

TrustSec Tools

File Name #  Host Name Modified Date Size (Bytes)

No data available
iy B 2 86

RERWMAFTENRIREA B RHEE R, B—TStart,

i
RE , EELEHEPIER— T Continue,

Endpoint Debug

Status: B Processing ...
MAC Address 8C:16:45:0D:F4:2B

Automatic disable after Minutes

Selected 0 Total 1
Delete Files
File Name Host Name Modified Date Size (Bytes)

ISE PSN Apr 22 21:15 40441

Uiy 2 R 85
—BHEIEH , 55— T Stop,
R—THEBPECETNERERE,




Selected 1 Total 1

File Name ~.  Host Name Modified Date Size (Bytes)

ISE PSN Apr 22 21:17 67959712

B ERRRRTEEDEBUGHFEN S MEBR B , MEFEIZEKDebug Log Configurationf A E
1o

AR HRALARTHREERERZAHTER LSRG —EETEN AFESR
, BEBHEEAREEERZER  UREFENEMERTHAELTN R, MEIEH
ISERRRAES B M B 55U E B 2 Pk

7 -#RZRADIUSE RIS



BR T user password#@fZ A%\ , RADIUSHBAEMNE, B , RFEERBEENEG, SIS
ZWireshark > Preferences > Protocols > RADIUS It 8 iNISER#FR &£ B F AW RADIUSH A& 88
RREAEEENERSE, 2% , RADIUSER ISR ZRE .

Wireshark - Preferences

ProtoBuf
PTP
PTP/IP
PULSE
PVFS
Q.931
Q932
QUAKE
QUAKE2
QUAKE3
QUAKEWORLD
Quic

R3
RADIUS
RANAP
RDP

RDT
RedbackLI
RELOAD
RELOAD FRA...
Riemann
RIP

RIPng

— e

RADIUS Protocol

Shared Secret ' YourSharedSecret]

Validate Accounting Request and Response Authenticator
Show AVP Lengths
Disable extended attribute space (RFC 6929)

UDP port(s) 1645,1646,1700,1812,1813,3799

Wireshark 8818

T—E$SEREERISR 1100HEHENADE B I HE,
8 — 1 fshow aaa servers®RAAARIIRESRISER B W] 1B R K ESHE MR,

Router>show aaa servers

RADIUS: 1id 1, priority 1, host 10.88.240.80, auth-port 1645, acct-port 1646, hostname
State: current UP, duration 2876s, previous duration Os
Dead: total time 0Os, count O

Platform State from SMD: current UP, duration 2876s, previous duration 0s
SMD Platform Dead: total time Os, count O

Platform State from WNCD (1) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (2) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (3) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (4) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (5) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (6) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (7) : current UP, duration 3015s, previous duration Os



Platform State from WNCD (8) : current UP, duration 3015s, previous duration Os
WNCD PTatform Dead: total time Os, count OUP

Quarantined: No

Authen: request 11, timeouts 0, failover 0, retransmission O

Response: accept 1, reject 0, challenge 10

Response: unexpected 0, server error 0, incorrect 0, time 33ms
Transaction: success 11, failure O

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0

Dotlx transactions:

Response: total responses: 11, avg response time: 33ms
Transaction: timeouts 0, failover 0
Transaction: total 1, success 1, failure O

MAC auth transactions:

Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0O

Transaction: total 0, success 0, failure O

Author: request 0, timeouts 0, failover 0, retransmission 0
Response: accept 0, reject 0, challenge 0
Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure 0

Throttled: transaction 0, timeout 0, failure O
Malformed responses: 0

Bad authenticators: 0

MAC author transactions:

Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0O
Transaction: total 0, success 0, failure O

Account: request 6, timeouts 4, failover 0, retransmission 3
Request: start 1, interim 0, stop O
Response: start 1, interim 0, stop O

Response: unexpected 0, server error 0, incorrect 0, time 27ms
Transaction: success 2, failure 1

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0

Elapsed time since counters last cleared: 47m
Estimated Outstanding Access Transactions: 0

Estimated Outstanding Accounting Transactions: 0
Estimated Throttled Access Transactions: 0

Estimated Throttled Accounting Transactions: 0

Maximum Throttled Transactions: access 0, accounting 0O

Consecutive Response Failures: total O
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O
IOSD Platform : max O, current O total O

Consecutive Timeouts: total 3
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O



IOSD Platform : max 3, current O total 3

Requests per minute past 24 hours:
high - 0 hours, 47 minutes ago: 4
Tow - 0 hours, 45 minutes ago: 0O
average: 0

Router>

S-2EMIRIBARAE, FHMEA. ERANSTENACL, BRBREF EZUREEEBNWENR ,
show authentication sessions interface < it R ERKFMEEN N HEH>FFMAEA.

Router#show authentication sessions interface gigabitEthernet 0/1/0 details
Interface: GigabitEthernet0/1/0

IIF-ID: Ox01D9BEFB

MAC Address: 8c16.450d.f42b

IPv6 Address: Unknown

IPv4 Address: Unknown

User-Name: 1iseiscool

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Common Session ID: 22781F0A0000000C0777AECD
Acct Session ID: 0x00000003

HandTe: 0x0a000002

Current Policy: POLICY_Gi0/1/0

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Server Policies:

Method status Tist:
Method State
dotlx Authc Success

Router#

8-3ERFLRNEFREFaaalVFiIBLEWT , FAIE{Tshow running-config aaa.

Router#sh run aaa

|

aaa authentication dotlx default group ISE-CLUSTER

aaa authorization network default group ISE-CLUSTER

aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
!

aaa server radius dynamic-author

client <A.B.C.D> server-key Cisc0123

==

E=1]
bl



|

i

radius server COHVSRADISEO1-NEW
address ipv4 <A.B.C.D> auth-port 1645 acct-port 1646
timeout 15

key Cisc0123

|

i

aaa group server radius ISE-CLUSTER
server name COHVSRADISEO1-NEW

|

|

|

!

aaa new-model

aaa session-id common

|

|

Router#

8-4% —1{E& A+ Rtest aaa group radius server <A.B.C.D> iseiscool VainillalSE97 legacy.

Router#test aaa group radius server <A.B.C.D> iseiscool VainillaISE97 Tlegacy
User was successfully authenticated.

Router#

9 - % &K BB

debug dot1x all - B/RPFTAEdot1x EAPEE

- debug aaa authentication -BRRBAAAEAERXN B BRBAFAEA

- debug aaa authorization -BRAAARERN AR EA

debug radius authentication - IR H{ERERAR S HREN R ERTENFHER
debug radius - IR E BB FHER

HEAEA
. BNEHTERTE


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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