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10001E 2 A BE(AP)F115,00018% Fir , # &ML & A1i¥20 GBsec,

WiSM-28) EtR B A S5508 B4R 12 Hl 88 F ARV ER AT WLANIRHIZ5 1% E (WCP)ZSupervisorflWiSM-
214 2 K TEEKESE L . WCPEUDP/IPLET , 310000 over Service Interface, —B
WiSM-212HIES A E) , BIE5|ZMWISM-212 HI25 < B 2 IR B U Bk sikeepalive, 1R HIZEFERE
Eo|ZBREEFEREREA. BHSESEEE P EIXIESupervisort&fl ( E BN b
, DB EEE B Supervisor ) » F12{@hello ( 2408 ) #& | B4R SFEREERF P HbiRFI8H0

EEEREET.

1. Cisco Catalyst 6500% FWiSM23% &l 8%



ERABRE—BIRBEN—RBxHt , LEFFERERZAR, $ﬂﬁ%?¢%‘%\%(NCSﬁumﬂ?§
BRESIZ(MSE)2 B ENRER , AREHEPXNLZ 2K, BRARERRK(PS)IIEE. BEK
HHWRFEEMREME(Q0S), FBiCleanAirkifiT , WiSM2i&EiB 12 it ¥1Eﬂﬂ%$ﬂlﬁi%ﬁﬁ$ﬁﬁﬁﬂﬂ’ﬂ
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%ﬁﬁiﬁ{égﬁ Eﬂ;&iﬁiﬁ%%i‘i%ﬁﬂijﬁdﬁd‘ FFERNGTENA R EHFERERESNAEER
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AXHREREER,
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MEXHESNFRENR , F2EEREMAIRETED.

WiSM-2Zh &g

WiSM-2 2DP4 M FMWLCEX BB A7 2. 103 M BEE T R,

SEEE | WiSM-2 2DPI 4221 IR EE B Sup 7208 BE AR AN 12.2.(33)SXJ2HISup 2TEX B AR A
15.0(1)SY1,

55005% [l 2 5| 2R AV ThAE T (B KR

ERHAPRAEER. WiSM-1FIWiSM-25 — R B EM
X %3E1000{EAP/15,0001E8 % 5 i #15,000BE &
AR 100{EAPFH R , HEH S WIE1000/EAP

20 GbpstV E ¥ F M ( /KR MNFR/ACL ) FHE
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TEEESERBENIEERT]

Sup 720k B8 iR 4~ 12.2(33)SXJ28R B T iR A

Sup 2TEEEMZA15.0(1)SY 1R E & iR A
—ERESRZAZE7TEIIS ; 14EVSSERXT
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Y #EOEAP

MEBR R E R

LU R Catalystt#fa H &R B WiSM-20F i B THHEE -

LR/ERE
-

Ly R

BRA720
Sup®y
Catalyst
650X ( &2T
Sup )

12.2(33)SXJ2H BB R A15.0(1)SY1RE

=R A

ZKMBIRF
— B
EAWiSM-24H

S
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6148, 6516, 6548, 6704-10Gb, 6708-

10Gb, 6716-10Gb, 674816724

WiSM-232 4l
BENCS

7.2.103.0 1.1.0.1114

MSE 33XX%
5

7.2.103.0.64fL 7T

WiSM-288Supervisor 720f12TR 5| —&2E1T , 25 :

- Supervisor VS-S2T-10G-XL — #& & PFC4XLH Supervisor5|Z2T-10GE
. Supervisor VS-S2T-10G — #PFC4#YSupervisor5|Z2T-10GE

FRHEMAZ BN ZENER
FS3 Supervisor 720(WS-SUP720) — 78 A& Supervisor 720-3a,

FS4 Supervisor 720-3B(WS-SUP720-3B) — i& 2 ¥ [R#aSupervisor 7209 #T , ©E M T HIZE
RIERMFINEE ( IMPLSHIACLETEIES ) T, (201218 ),

FS5 Supervisor 720-3BXL(WS-SUP720-3BXL) — 12t EdSupervisor 720-3B#H [2] 9 5 §8 Th 5E 3t 38 4N
TRFZIE100BRIPVARHEW

FS6 Supervisor 720-3C-10GE#MSupervisor 720-3CXL-10GE — & &1 E Ak L ¥ 2{E10GE L 17583
ERNXE , UXESEHMERINGE , SN EERBREHER(VSL),.

B : 2% 7 Cisco WiSM-2K Catalyst# %5 ESupervisor 720/2TH#8#8, KRR T Cisco WiSM-23%%

3=k oo

BE  BFSRELRARHA,

=]

k==

ENiEE, BETEBWiISM-2% £ F|Supervisorf@fE T,

M |6503-E |6504-E |6506-E |6509-V-E |6513-E
1 X X X X X
2 X X X X X
3 X X X X X
4 - X X X X
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56 |- - X
7-8 |- - -
9 - - -
10-13 |- - -

X\ X X
X X X[ >

B bR — EXFIMBEZEWISM-2,

&M [6506]6509(6509-NEB-A , HEHSEFR T 6513
1 X [X |X X
2 X [X |X X
3 X [x X X
4 X [X |X X
56 X |IX X X
78 [- [x [x X
9 - X X X
10-13]- - - X

"REE#S Supervisor B FEE BWISM-21E 8,
B ERFFERFIKFBE T EBWISM-2(s) , W HBHSEBEFEE,

HZAWiSM-2F1Cat6500F 3

A Cat 65KFIWiSM-2f& 43 R I AR B A {ERg i




Core 3750 Switch
CATESKk + WiSM-2 in VES

VSL

CATESK + WISM-2 in V33

i— i
Ser\flce port 192.168.2.21 e ————— |
.—__Sme VILAMN 22 192 1682 1 - 2 -~
o = —
LAPs LAPs LAPs

(1)) (tg2) (t9)

Wireless Clients

£ ASup 720 THMR KRR
BERATSR :

1. f A Cisco.com LRt HI Cisco IOS®ER B AR A 12.2(33)SXJ2F+ iR Cat 65XX, Bf : MR
WiSM-2 1DPH#REIWiSM-2 2 DP , B FEEMCat65XXH K EI12.2(33)SXJ2 , REBEA
WiSM2FH #&E17.2.103. 01X BE AR AAIDP2, B4 , IR A% Cat 65XXFEAREI12.2(33)SXI2A T

, BIEEEHWIiSM-2 2DPREEAR ZIWiSM - 2 1DPBR &,

2. AEHEF R Catalyst IOSE B2 & , R T 8EFBIWISM-2 2DPJ] /. Catalyst IOSHY#]# F 4k
ALUBIBTFTPAFIOSHBERIRARERMGER IR ERFRETR. MERFKE
TEE , YEFTREAXEE , bt LUEBIOS CLIN S TR R FA K. BB RUTRA : RET
ISR "Disk0 : 4 B

Directory of di=sk0:

2 142585604 -rw- 572033-adventerprise wan-mz.122-33.5%J2.bin
ronmon 3 > I

3. #frommon#E Hresetii & , HECat650XMIOSE Y Areload , EFHEREICat65XX, A%
, ERMGETREB RS , IR "boot image. EERFKEHEIFRE LA FCat IOSHRE




, T HIFTR. MRE-IRBEEERMRE , AIRLUEIBRIOS CLIIR RS A KB RTAER
E#%, AREIRERArommonfR RAFRREIEERRE FETHRER R E,

rotenon 3 }!huut diskD:s72033—adventerprise wan-mz. 122-33.534J2.bin I

Loading image, pléasSes walc ..

4. EFEAFTERER , show versioniE TERETRECCOL LN AR EEMRA, BREHAEEHE
§. il

CATESO4-NHAfshow version

Cisco 105 Software, 372033 rp Software (272033 rp-ADVENTERPRISE WAN-N), Version
127 2133VaXae,  RELEASE " SOF TWARE " 1LCc4) |

Terhnical SupporcT heeps/ /vew. clizco. com/ cechaupport

Copyright (c) 1986-2011 by Cisco System=, Inc.

Compiled Wed 14-Dec-11 19:51 by prod rel team

ROM: System Bootsatrap, Version 1Z.2(17r) 34, RELEASE SOFTWARE (fcl)

5. BEWiSM-2E # 1l A65XX-ET] g , AR ¥ Cat65XXiETshow moduledn & , B FFRo
BB AERBERWISM-21E 48,
CATES0D4=-HANSh module

Hod Ports Card Type MNode 1 Serial MNo.
1 £ Supervizeor Eagine TI0 (Astive) W3-3UPT720-3BXL SALLIODLICWTO
Z 4 WiSH 2 WLAN Service Hodule WS-SWVC-WISHZ-K9 SAL1SZ3FB2D
] 4 WisM 2 WLAN Service Module W5=-SVC-WISHZ-K9 SAL14Z1JDER

Hod HAC addresses=s Hu Fw =1 Status

1 0017.9568.72b4 ©o 0017.9568.72b7 5.3 g.4102) 12.2(33)3XJ2 Ok
2 e0S5f.b994.2620 to el5f.b994, 262 1.0 12.2(18c)51 12.2(33)5¥J2 Ok
3 0011.92£ff.=edi0 to 0011.592ff.ed2f 0.5 12.2(18x)51 12.2{33)5%J2 Ok

6. MRZBHETEFTES , FEREERR. NEZEEBEREFES , IEEITT . T
H 1B 20 B R £ Cate5XX RE P WiSM-25,WiSM-2 DPF £ & &/ H R M fic E# 8,

7. B BBRGSYNEHEAKE, HEELZBBWebUIETERE , RAREEEMRIEHELN
EENH. 2HREREAEENMERFERET  YEASITEFRANPbIETRE, &
AJLUBIB B #E R EIWiSM-212 Fil 85 £ Y 12 G IE 5 {E CatalystsT [ 5 R B2 6 B R A Ry 12 FI12
SEREERFEGESE  WTAR  BREUUEEBEBsessionis T EHEIWISM-2,
cat 650X#session slot 2 processor 1
AE RATHTHEGS , XAELEMEEBRRF THEIOSHE BR¥VLANFMDHCPER S
, MELESup720HSup2T FWiSM-2 2DPiE A — &I Fi 7Ro

The default escape character is Crl-", then x.
You can also type 'exit' at the renbte pronpt to end the session

CATeS04-MA>=ses=sion slot 2 proc 1

The default escape character is Ccrl-*, then x.

You can also type 'exit' at the remote prompt to end the session
Trying 192.168.2.22 ... Open

(WiSH-slot2-1)
User: |}

8. Bt EWiSM-212 #l25 Mshow sysinfoin % , BEZBIUATHE , EENMEIPHUE
10.70.0.10 , N : 5F : FS2EAWLCE EIEE.
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(ViSH-sloti-1) >show sysinfo

Hanufacturer's Hame. ... ccsssasssnsnsssansansasss Ci=zco Systems Inc.

Product HNameE........ocsersassossmnennsnannannmnns Cisco Controller

Product Ver2ion.....cceunsnsscasnnnsnsnasnnasnnnna T7.2.103.0

BOOULOGAHdEE WVEeESLIOM. o cuvsescessranassssssessssisn 1.0.16

Field Becovery Image Vermsion....seeevessssansnnns F.0.43,32

Firmware VerSioM. . c cs-cssssscsssssacssssscsssssss FPGAL 1.7, Env 0.0, USB console 2.2
Bulld ToPB...cuscusiassuisaoianssmmsuminasnnansmsss DATA + WPS

dystem N, i iasrscisastantassanssursasiasaanes WisHMZ-ZDP-HA

Svatem LOCAEioN. .. cvsvrnsesscassnnnnssrannannmsnm

Systerm CONCACT . - s s s sssssssssssssssanssssassnssssss

System CbjectID. ... s snn e n e 1.3.6.1.4.1.9.1.1293

IF Rddresma. oo e ssnsassansnsssssnnannnnsnnnssnmens 10.70.0. 12

[ < L Software ressc

System Up Tim®........iccccancsnasaanasssansansnnnn 0 days O hrs 1 mins 56 sscs
System Timezone LOCAC1ON. : cscesssssesaesssceassnss

Configured COURECEY: s+ s ssssssrsssssnanssssasnasnsss U5 = United Stcatces

State of B02.11b WNetworK.. oo oo snunnunnssnsnsnnna Enab led

State of BOZ:11a NeCWOXK: s s s s s s s saassnssssnsnsssss Enabled

9. MR BEEE CatalystF EEWISM-212 4188 | FEAUTH S :

(Config)# hw nodul e <#> reset

AR ERihresetth T2l , FRFEHNFREEEARBER. MREFESEHREESEK
TRRGRE , FHERIIWISM-22HIRNEFIERNEEEE  FEERERK , AEERT
<esc>#, HEIEHIZRNBERTP , BEEHIBLHRERALKRARE. ERAFRSFHMK
Catalyst#F P HYWISM-2ERRIEFIZR , FFEAUTH T ¢

(Confi g) #power enabl e nodul e <#>

{£ f Sup 2THY0%6 R #EH

MU TSR

1. £ A Cisco.com LRt #Y Cisco IOSE BB R A~15.0(1)SY1 H K Cat 65XX, FEXK : WIRER
WiSMA DS 1Z110008FEAAIVLAN , W BB RITEFH1R10 , FRALLTHS :

no wi smnodule x controller y allowed-vlan 11-1000

Bt : MBRHWISM-2 1DPHKEIWiISM-2 2 DP B A EEACate5XXFA#REI15.0(1)SY1 , A%
BAWISM2AH#KF7.2.103. 0L EELABMADP2, WR A& Cat 65X XAk EI15.0(1)SY 1 LABI Y MR A
, BIEZERWISM-2 2DPEREIWISM-2DPE R, R BEEH K Catalyst IOSEBZ & , RIS
BEFX BIWISM-2 2DPJ] Fr» Catalyst IOSHY#I R FHR @B TFTPAHTIOSEBER T RMKE , =
ERRGEERIRELERFREN. WRRRETERE , YEFREAEE , LA/ BB
IOS CLIGF T ERRFEFA K, FSEUATEHAl : "Disk0 : 4 KYIRBEIFCIER~ B 8%
Initializing ATA mwonitor library...

Directory of disk0:

4 91065760 -rw- s2tSd-adventerpr isek9-mz . SPA. 150-1.3Y¥1.2£c3

2. ftrommon# Hresetén © , HIECat650XHIIOSEHH fif Areload , EFAEICat65XX, ARE
, ERHBREETRRE R , IR "boot image. 5B RFEHEIFE LA Cat IOSHR &
, T —ERBIFIR. MRF-XREHLBERM , LA BRIOS CLIR RFEARE, ARRH
ZEArommoni2 RAF R EE F T RERBRE,




romumon 4 > boot dis IR Thd—-Aacventerprise ks -me- = = = o]
Version of monlibon CFis 25 1

Version of wmonlib on EPROM i= 3, 1

monlibh on device 1z not up to date. Using boot ROM monlib.

Initializing ATA monitor librarv...

FRAFRBEHRIMAR , show versionlE TEE RECCOL LN EBRA, BREEAERE
AR,

3. BWiSM-2F # ik A65XX-ET] Fif1E , AR ¥ Cat65XXE1Tshow moduledn &5 , M1 T FiRo
BE XA RWISM-21E48

CATGSD4-Mifsh module

Hod Port= Card Type Model Serial Ho.
1 5 SBupervisor Engine 2T 10GE w/ CTS (heoci VE-SUPZT-10G SAL1S3G6PEPE
2 4 WisH Jian Service Hodule WE-SVC-WISHZ-K9 SAL15Z3FEZD
3 4 WisSH Jian Service Module Wa-SVC-WISHZ-KS SAL1421JDER

Mod HAC addresses Hw Fius =1 Stacus

i 44d3.cab.cocl co 44d3.ca7bh.coc? 12.2({50c)5Y5 15.0(1)571 Ok

i.1
2 el5£f.b994.2620 to =05£.b994d.262% 1.0 Unknown Unknown Other
3 0011.92ff.ed20 to OOll.S2ff.ed2f 0.5 Unknown UInknown Other

4 MBZBETEFED  FENEBRK, NEZEEEEERER , IEERTT—F. T
H 4 A5 B R 1E Cate5XX R FEHWISM-2TWiSM-2-F |t 28/ FH 4% A fic B #x gg,

5. BT BEBSTSHNEERHEAKE, HLEELZEBWebUETEE K FAKREERFIEFIE
FHWEBNE. BHEEREAEERNARPETEST , YEAERIETFENIPHIETERE
o BULUEIBEESEAEIWISM-212 5185 LR IRFIEE | it Catalysts E B R E 12 HI 25 EAH /Y
BHEESEREERFIEGES , TR | BBREJUEREEBsession® = EHEWISM-2,

cat 650X#session slot 2 processor 1

X ATHTRSS , XAELEEEBRRETRAF TEIOSTE BE¥VLANFDHCP/EA R
, MNE ESup7205K Sup2TFMWiSM-2 2DPE A FI Ro

The default escape character is Crl-", then x.
You can also type 'exit' at the renbte pronpt to end the session

CATeS04-Mig=zes=ion =lot & processor 1

The default =scaps charscter 13 Ccorl-=", then x.

You can also type 'exit' ac the remote prompt to end the session
Trying 192.168.2.22 ... Open

(WiSM-slotz-1)
Taer: I
6. EEEWiSM-2 ( FELLDGH KRR ) 2 FI85 Mshow sysinfols ©#% , BEZBIEENHEIPH
1 A10.70.0. 1009 A T E . Bl : 5F : F2BEWLCEEHEE.
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{WiSH-=loc2-1) =>show =y=zinfo

Manufacturer's Hame. ... . cssssssnasnsssansnannnns Cizco Systems Inc.

Procuct MBI . o o o oo o o 5 6 5 b6 8 & 68 & 6 5 8 b8 8 ko 8 & ESE8E 886 Cisco Controller

Product Version.....cesiunsnsssnsnunmnnnssnnnnsnns T.2.103.0

Dootlosder VeESLOR. - csssesessssasassesassnansss l.0.186

Field Recovery Image Version....seesvcssssnnnnnnas T.0.43.32

Firmware WeES1loM. : cssscosersssassnansssnassnsssnns FPGA 1.7, Env 0.0, USE con=ole 2.2
Build Type®....civenrasrannsenssasmssmnsnennnnnnnns DATA + WPE

Zysters Noms. o cvsiecinvsiarsasiasiauiiasiass iaen WiSHE-2DP-HA

System LOCAEIiON. .. cetcasaansassnasmsssansannanns

SYSCEr CONTACT . - s s s sscrmcssssssssssnssssssassssss

Syvatem GbjectIl. .. oot ien s smnsmn e nannnnnn 1.3.6.1.4.1.9.1.1293

IF Addre=s. ..cvcascnacns f e s s s s E s s sasEas s s 10.70.0.12

Last RESeC......cccrmssenrsnmsssnamaamessrsmmnnmnrs Software resetc

Syatem Up Time.....cescasesssssssasnsnssssnnsnnns 0 days 0O hrs 1 mins 556 secsa
Syatem TiweEone LOCATION. s sssssssesssssasnssnss

Configured COURCEY . s s s sssssssssssssnssssasansesss U5 - United Scaces

State of S02.11b Metwork. . o oo cvvnsansnssnnannnas Enab led

Scate of SOZ2.11a NeCWorK. . cccosusiaavissnnansnnns Enabled

7. MREGFEEFBEWISM-212HIZF S A CatalystP 2 FIBRN VBB ERE , FEALEED D,

AR E¥Hresettv T 2Hl , FAREATFHZRHBFEENERXRIER

(Config)# hw nodul e <#> reset

MREFERRFREEALBERRE , FEERIIWISM-22HIZRNVIRFIRERRELER
, EFEEEERR , RBE T<esc>B, EERFIRIERPBEERESL , KIEFIHFERSHK
FEERE. ERMAZBRCatalystiBE P HWISM-2EREFIZ[NER , FFEAUTHS :

(Confi g) #power enabl e nodul e <#>

EC il Sup7203% Sup2T HMIWiSM-2 2DPi&ERA

SERA T S BREBLESup 720/2T - WiSM-21&3A :

1

. Cat65XX-E SUPHE#H A& EBWiSM-2F I AZ RIS IEN EEWISM-24 B . BEBUTE

ERIERERL B Cate5XX LT EFMVLAN |, SAMEEWISM-27] 5 #1T EFE@EA. WiSM-2+ L # R
BIBFER B ADHCPHb it HFEIPHIE, T : [RISIEIPHu FEEIR SIS EENEVRATE
48 L.

. #ESupervisor 72052THE I VLAN, LVLAN AR M | A Cisco WiSMEZCatalyst

Supervisor 7208,2T 2 &8 Supervisor kB Gigabit/* E FCisco WiSM A 9 FR # 18 1T @A
o XX : FTAVLANGRSE M P ut # 2 R~Fl, 6 -

!--- Assign an appropriate IP address and !--- subnet mask for VLAN 22 interface Vlan22 ip
address 192.168.2.1 255.255.254.0

IR EE B R A RIS EIRIZEDHCP 3L |, BI3RIN T S ERREE - £Supervisor 720/2TH

& 3 DHCP{AI AR 28 £ B Cisco WiSMI FR ISR I DHCPER ., i :
i pdhcp pool wi smservice-port

network 192.168.2.0 255.255.255.0

defaul t-router 192.168.2.1

REBAEVLANER RIS 2 BB Bl

! ---Configure this command to use vlan 22 !--- in order to communicate with the service-
port. W sm service-vlan 22

. B Hshow wism statusis 55 , UABE & Cisco WiSME S DHCPRIRSE W EIIP#it, Cat650X#

show wism



status

CATES04-Mif=how wis=m =cacus

Service Vien : 22, Service IF Svbnet : 19Z.168.2.1/255.255.155.0

WL AR
Hlot Controller Service IF Henagement IP SW Version Controller Type Statius
====df=== =——df————====—== =f=——————————————c= F==———== Fe———m=————===—= f=——— =—
2 1 192.168.2 .22 10.70.0. 12 T.2.103.0 W3-SVC-WISH-Z-F9 Opar-Tp
3 1 192.168.2.21 10.70.0. 10 T.0.121.2 W5=5SWC=WISH=-2=K9 Cper=Tn

Cisco IOSERER IR A12.2(33)SXIFMEFMMA T X EF BILAGHRE, REEEDHALELBEF
%, #fl

!--- Create the VLAN in the Supervisor 720/2T !--- in order to communicate with the

management port !--- Assign an appropriate IP address and subnet !--- mask for VLAN 70 !
interface MVl an70 descri pti on Managenent VLAN for WSM 2 ip address 10.70.0.5 255. 255.255.0
end !

. —BE#BI 2448 , Supervisorfi & &ECisco WiSM-2h BB 4SS BB RV EBEN N H. 8%
 BBENBEBEA , fIINTHEH405ME, Fl0 : Caté50X#showipsT EIMST

Port-channe L3 unassigned YES unset down daown
ort=channes 1403 una=signed YTES un=et up up
ort-channe 1405 unassigned TES unszet up up

Wilaml unas=igned YES WVEAE administratively down down

VianlD unassigned YES unset up g

Vianzz 192 .168.2.1 TES HVEAN up up

Vian70 10.70.0. 44 TES HWVEAHM up up

.Jtl:% : nﬁﬁﬁﬁéﬁﬁﬁ & a5 & A FFECisco WiSM-27 B & Y VLANE B port-channel # Gigabit /¢
o FERVLANZHEEDARBE,

Cat 6K(config)# wi smnodul e {#} controller {#} allowed-vlan {vlan range}

Cat - 6K(config)# wi smmnodul e {#} controller {#} native-vlan {vlan id}
Cat-6K(config)# wismmnodul e {#} controller {#} qos{trust/vl an-based}<dscp/cos/ip-
precedence> -

Trust state of theLAG nterface

AE  EANTRSRERSER , Fm

wism nodule 3 controller 1 allowed-vlan 10-120
wi sm nodul e 3 controller 1 native-vlan70
wi sm nodul e 3 controller 1 gosvlan-based

SER : ABICate50AE BN =R RH | BEBMHEA,
JERBAL TS RES|catbK LN EBGEIEHERE

Cat - 6K(confi g)#w sm nodul e {#} controller {#} gosvlan-based- VLAN Based QoS-

ERAU TR TRE LREEGTHHTER

#show wi sm nmodul e 3 controller 1 status



CAT6S02-MAFShOowW wWism module 3 CORCroller 1 scatus

WiSM Controller 1 in Slot 3 configured

Service Port Mac Address
Service IP Address
Management IF Address
Software Version

Cperaticonal S5tatus of the Controller : Oper-Up
Service VLAN : 22
Service Port 3

Port Channel Number 405%
Allowed-vlian lisac : 10=-100
Native VLAN ID : 70

WCP Eeep Alive Missed : 0

with auto-lag

0011.92ff.ecll
192.168.2.21
10.70.0.10
7.0.114.114

CaT6504-MAE])

FE:Cisco WiSM-22 £ ANMENEELTEE, TR ERTBETREARE, TREX
FE% , o LUBB R &#ECLIS & Cisco WiSM-212 4188 Web /" E &L i& Cisco WiSM-232 4
85, Efffsessionint , BN ARABCisco WiSM-2 LRI RIFIE D B T FEHDHCP 2 ELHY
IPHbit, SRFEEFECisco WiSM-21EEHFEBERBEWLC , BEMRCLIEE , ABREWeb M HEE

10. R , BALBBCUIRIZHESHEERIRHR[EENE , WEELREHERI AR

S EARE AR I A EE B

CISCO

MOMITOR.  WilANs CONTROLLER WIRELESS SECURITY MANAGEMENT CDMMARNDS
Manitor Summary
Summary 100 Accass Points Supported
b Access Polnts
F Cisco Cleansir
b Stafistics
 CDP
Controller Summany Roqgue Summary
b Rergues
Management [P 10.70.0,12
Clivnts Address T ictive Rogue APs a
Multicast E;:.r-:::?nrt " 192,158,222 Aptive Roguws Clisnts 5}
Eoftwars Version 7.2.103.0 Adhoc Rogusas 1]
Field Recovery Image 7.0.43.33 Rogues an Wirsd Netwark Q
WErgian T
System Name Wit - 2DP-MA
Up Tirme 0 daye, O hows, 17 mirutes  Top WLANS
System Time Tue Feb 14 2004437 20012
Profile Name z of Clients
[rtennal Temparature NA&
B02.11a Netwaork i
S Febe Most Recent Traps
S0Z.11b/g Network £ P
LA

M. MRHEBAS , FRERFSETANETE ,

12. (EAPIEIR 552/3 8 #8 B& 33 1 il AWiSM-2,

13. FEREFIHEREAP , Y REEEIABRAKRBMEGEREFiR , RE (HlW
ping ) AIEE(EMEFZEEB, EAMSup 7202THWism-2E BRI R, ATLUER
WebUINMEETHMEEER , BUAEAEMERIESEE. AWISM-2EBERmARMUERH
BRZFIRRENFHEN. FX . FHFHEESA , B2BWLCEREER.

EBHE T TRTACKEEMRIF TR,


//www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html

HENCSHLBWiSM-2

BRI E AR SIS0 |, A UAENCSHE BWiSM-212 4188, NCSEEFEANCSverl . 1HE SR
AR B A B EWiISM-2 2DP1EFIZR, T —EZ B EBERE T T NCSH{AEEWISMAWISM-212 #85
o THETNBEANBELUR CMERENAZE,

EE  WiISMBKEAREZRFIZEEHE | FTAOWISM-28 A — @2 #1858,

||I|||I e Lisoo Prime .
ciged Melwork Contral System wibusl Domain: BOCT DOMAIN - rost e Leglut | S v |
DMk onkpr v Coodgues Sanaces ¥ gports ¥ Adminsiedon T
@ H M ¥ Rgport: B
Contralkers BT
rige Conbrodis BT E———
Conigers ~ — Salarl 8 conung
|
1| » Addman Davice HNama ¥ | Devics Type | Location W Varsion | Mobilty Group Narme | Reachabilty Stabus *4° | Inventons Colection Status |
|
101 szable 2500 FE2D sabl mireacha aragesd e symchroneed
A e T 22 L habk H d h I
WEM2 (Glet < A TG I
F il o @sk-ma 3 __:E k TME Lab - Mies Back  7.0.421.2 moaadlsr Pagiliabie Hanaped avtl Hymchionized
r = |
Fl in7hmiz @ WEMz-ZDRMA -;F_,':'ﬂ- 720030 i Flaachatis Mamged avd symchionized |
2, 1] |
E1 1091183 Haome_¥WLT S50 7.1.91.0 [y Feachan Hanaped 2 synchroniged |
B 10700 i SE0E-HAT 5300 7.2.1.69 miadler Reachabiy Maraged and synchronoed
I_I 10L 7.0 & 4407-mad 25007 MikE's rack 7. 02200 oreah Reachabie Haraged and synchiongeg
A : .04 B 250¢-mal 2500 7.2.1.68 reria d bt Beschabie Mg v semichroneed

FEVSSH#E K T il 8 Sup720=k 2T WiSM-2iE A

VSSHEMNEREKRZRSMEXKEREE —ENRHKRER. EBRERIBIERL(VSL).
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Virtual Switch System (VSS) | s
defines two physical Catalyst 6500 switches joined I

special link called a Virtual Switch Link running special
:nm;:ldmﬂw:mﬂmumﬂnmtm“aMhmm

&

AR TEVSSERFEESupervisor 720-3C-10GE, 720-3CXL-10GE=k Supervisor VS-S2T-10G-
XL, VS-S2T-10G.

FEVSSIREH |, Cisco WISMREBNEXRFBMNEREHNF N, HCiscoERRIBRRREF
, AREEWISM-20FF Z i B B R EMBHID,

ﬁ?f‘eﬁ‘e%ﬁ’gmﬁa‘@%ﬁ , RN TRB 20 R ; BAMI3EEEA M2 |, HmER3I3HSBE
45H§Eo
Cat 650X# show nodul e switch {#} slot {#}

&3] : show module switch 2 slot 11

Cat650X#show wismstatus -#8 7RSSR #Hi# R A WiSM-2#E 48

| 3 Wism SLALLS
yservice vlan : &, service IP Subnet : 8.100.1.8/255.255.255.0
WL AN

slot controller service IP Managemsnt IP =W varsion controller Type sTatus
| e Fmm e T o m e o

18 1 B.100.1. 59 113.173.1.10 7.0.114, 62 WS-V -WISM-2-K9 oper-up
25 1 B.100.1.90 112.178.1.10 F.0.114, 62 WS-SVC-WISM-2-K9 Opar-up
34 1 B.100.1.65 113.172.1.10 F.0.114. 62 WS-SVC-WISM-2-K9 oper-up
|| 36 1 B.100.1.63 113.170.1.10 F.0.114. 62 WS-SVE-WIEM-2-K9 opar-up

1=

Cisco IOSEX x4~ 12.2(33)SXIMEHMMA TN X EF BILAGHRE, RMEA/LEEBBILERE.

Supervisor ModuleE #RI ZI & 48 - B B) AWiSM-289 VS S 3 # i A 9 i 1B 18 37 12 41 25 28 31 W B 1238 8
N, BEport-BHEFES. WiSM-28etherchannel#£689B8 #4 EI746%E X,



vES#show wism switch 2 module 4 controller 1 status
isM Controller 1 in STot 36 configured with auto-Tag

operational Status of the Controller : Oper-uUp

service WLAM H-!

service POFT HE

service Port Mac Address : 0022, bhdds. 0141

service IP Address : 8.100.1.63

|Management IF Address : %lg.};ﬂ.l.lﬂ
rt channel Number H ?5E'I?:::j

owed=vian 115L T LO0= c122-140,142-260,262-340, 348450, 459 471 -4 80 , 49N

Nartive wLAM ID : 420

WCP keep alive missed : 0

VSESF

Cat65XX-E VS-Module#éi&iB A &R R B VLANEEWISM-2 T #RBH , R MIRBVLANKEE RS
HIBMBERERM

(Cat-6K)# wism service-vian {vlan id}

Cat6500 Ly #EREET 5 -

interface vlan22
ip address 192.168.2.1 255.255.254.0
W sm service-vlan 22

£ Supervisor 720/2T =% 32 DHCP Bk 85 £ & Cisco WiSM-2# BR#§#8£ I DHCPEIE ., Hiin :

i pdhcp pool wi smservice-port
network 192.168.2.0 255. 255.255.0
default-router 192.168.2.1

£ LA R a5 A FFFECisco WiSM-2H B iE #9 VLANIE B port-channel Kl Gigabit /T H :

Cat-6K(config)# wism switch (#) nodule {#} controller 1 allowed-vlan {vlan range}

Cat-6K(config)# wismswitch (#) nodule {#} controller 1 native-vlan {vlan id}

Cat-6K(config)# wismswitch (#) nodule {#} controller 1 qos trust <dscp/cos/ip-precedence> -
!--- Trust state of the Interface Cat-6K(config)# wismswitch (#) nmodule {#} controller 1

gosvl an-based - !--- VLAN Based QoS should be enabled for policing the wireless to wired traffic

on Caté6k

EERVAEVSSEATRENEARSTIER , FREUATHS

show wism switch 2 module 4 controller 1 status

VESHS SMSWITC modute—4—controller-1-status
wism Ccontroller 1 in slot 36 configured with auto-lag
operational Status of the Controller : Oper-up
Service VLAM : B

Service Port H

Service Port Mac address : D022, bdd5. 0141
service IP address : 8.100.1.63
Management IP Address : 113.170.1.10
Software version : F.0.114. 62
Port Channel Number 1
allowed-vlan list : 100-120,122-140,142-260,262-340 ,345-450,459 471 -480 45959
Hative WiLaN ID s 420

WCP Keep alive Missed i

show interface status switch 2 module 4



spead pe

106 10GRase Swi
10G 10GBase SvC

STatus wlan Duplex
connected trunk‘ ull
notconnect wnassigned full
connected B

disabled

full 1000 1000Base Sv
full 1000 1000Base S

Cat6500#Show module switch all — B8 24 VSSK R AR,

Switch Number : 1 role: virtuwal switch Active
|Mod Ports Card Type Mode] serial wNo.
Eirewall Module WS-SVC -FaM-1 SADO948020X
|:-: WisSM 2 WLAN Service module WS-SVC -WISM2-K9 SAL14211DEF
WS=SVC-FiM-1 SAD14040272Z
5 8 Intrusion Detection System WS-SVC-IDSM-2 SAD100304TE|
@ 4 w15M 2 WLAN sarv1ce Module WS-SWVC-WISMZ-K9 SAL14481073
7 V5-5720-106 SAL13410X3Y|
a WS=-SVC -WISMZ-K9 SAL1421IEMZ
WS-X6748-GE-TX 5AD114900Y3
11 1E CEF?ED 15 port lDGE W5-xX6716-10GE SAD112908z2
12 4 CEF720 4 port 10-Gigabit Ethernet WS-X6704-10GE SALO9444NPS
Switch Number : 2 Role: wvirtual Switch Standby
[Mod Ports Card Type Mode] serial nNo.
- WISM 2 WLAN Service module WS-SVC -WISM2Z-K9 SAL14213DF)
: TEMm WS-SVC-IDSM-2 SAD103103TH|
Brv ce Modu e WS-SVC-WISMZ -KS SAL1412DAKI
! T UETE TSLE WS-SVC-IDSM-2 SADOS4902 X
[ 6 Firewall module WS=5VC-FaM-1 5AD1045G13!]|
B 5 Supervisor Engine 720 10GE (Hot) V5=-5720-10G SAL1332vPLQ|
11 48 CEF720 48 port 10,/100/1000mb Ethernet wS-X6748-GE-TX 5AL094335rP8
13 16 CEF720 16 port 10GE Ws-X6716-10GE SADL12504YY
BE , BBBGUISEHIESFEERIEFEEENE , WKELHERERT ZAPRNER

BiR , RREEERE



CIS5C0 MONITOR  WiaNs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
Maonitor Summary

Summary 100 Access Poinks Supporiad
F Access Polnts

F Cisco Cleandir

b Statistics
F CDP
controller Summary Rogue Sumimary
F Rogues
Management [P 10.70.0.12
Clients Address e dictihve Rogue AP a
Multicast :;:-r':::s?nrt " 19:2.186.2.22 drctive Rogue Clisnts Ja]
Eofiware Yersion 2.2.102.0 ddhoc Rogu=s 4]
Field Recovery Imags > 043 33 Rogues an Wired Netwark 0
Varsmn T
Sy stem Name WiSk2- 20P-MA
Uip Tirme 0 deys, B hours, 17 mirut=s  TOp WLANS
Systern Time Tue Feb 14 Z00dd 37 2012
Profile Mame & of Clients

Imternal Termparabure WOA&
BOZ.11a Metwork

Stata Enabled
502,110/ Network bl Most Recent Traps
State

MBHEAT K FREZFHSNLEUANGT IR , BEEETRTACK EEBRIFHEF 0,
EAPIEIR 55 2/3E #85& X 1k in AWiSM-2,

EERE FimERIAPY A REEEFNFARBNEMBRRET R , RE ( HlHping ) ATLAUER
BB, REEFAER,

EAHSup 720 Sup 2TFIWISM-2BL BRIt &R, ATLUBBWebUISTHETHMEEE XK , BT
MEMEREHESR LN ER—K, AWISM-2HBIEEETE #%ﬂiﬁ%”ﬂﬁ?‘“%‘]%ﬁﬁﬂlﬁo

iE 4% 5E X Catalyst VSSELE FWiSM-2 2DPH#EEVSSZE, A LAEBEWebUINHEETHMEEE
N, BOUAEME A EGIEFIES

AWiSM-288 B 5 ra R R R A BRI SR E BN FHAEA.

WiSMEIWiSM-2F+ 5 B2 8F

ERERUTTSE -

1. RWiSM1 L EE BRI 417, 2 Htransfer uploaddatatypeconfigin S ULIE ER KA B, 2
Iclf.transfer upload mode TFTPEET , EXEREBMNENR, (LRI AERFTP, tHEMENRSD
. )& titransfer upload serverip 'TFTP _server_IP_address'{E® , E&TFTPIARSFIP{LL,
Z% Hitransfer upload path 'TFTP_server_path'in © , AEXFE L EHEBENTFTPTERE &
3% &, 2 Hitransfer upload filename <filename> i T AEERE B . % titransfer upload starts
SULEERR, A LfEWebUIBTRRIVIRE,



MONITOR  WLANs CONTROLLER

Saye Cor

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEL

Commands Upload file from Controller
Dowrnload File File Typs Cenfguration o
Upload File
Configuration Fila Encryplisn O
bt
Transler Mode TFTE =
Conflg Boot
b Scheduled Reboot Sarver Detsils
Resel to Faclory
Delault IP Address 0.5 0.
Sel Time File Path v
Lagin Banner Fila Name 10_70_0_10_04161 2.0
TFTP Config vransfer starting.

2. EWiSM-2 L 1THI A EL B AR BN 12 HI2R . TR AT LUBIB ARG IR/ 0 B RIEER ELETFTP R AR
B

3. BEEBWISMHNEEERTHEIWISM-2, FREBELSB1WIERIRE | ¥ ditransfer
downloaddatatypeconfigis  SUIEEERE B, Z Hitransfer download mode tfitpfE < , E&HE
REHHENR, (BAIAERFTP, HEM{E NG S, )& Hitransfer download serverip
'"TFTP_server_IP_address'{s + , E&TFTP{RRESIP{Itit, 3 Hitransfer download path
'"TFTP_server_path'i§ % , E&F L EHEEBENTFTPTER B &K, % Htransfer download
filename<filename>is < , IS EER BB, & Hitransfer download startfs S LA L EER, BT
PAfEWebU I3 1T R 8k B9 R 4k,

lIIhIII: Saye Coi
CISCO MONITOR WLANs CONTROLLER (WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEI
Commands Download file to Controller
Download Fils: File Tyge Configuretion =
Ligpload File
Pl Configuration File Encrypbon |}
Rebool
Transfer Mode TFTFE W
Config Boot

b Scheduled Reboot
Resat to Factory

Server Detalls

Default IF Address 10.50,10.49
St Time Hacimaim retriss 10
Login Banner Timedgul [secands) .E-

Fil= Path W

File Mame 10_70_0_10_0£1812.0g

HARRERE T HBILRFIE5E | BHISSERI B,
4. FE#£ %28 £ % Hshow invalid-configin &, THRBNMEMENEE.

(WiSM-slot3-1l) >show invalid-config
This may take =2ome time....

FEE5R5a5858852

(WisM-slot3-1) >j

EE . BUAEEE FIRERNAP-managerfl BN ER DT, ERRBWISM-2 2R BEBEH
APEIEES,
5. REMANAPUREFIHEE W MEERE.




B A : Cat6504:Z{TELEBE RHI ( PiM )

CAT6504- MA#sh run
Bui | di ng configuration...

Current configuration : 4804 bytes

!

I Last configuration change at 20:34:02 UTC Tue Apr 12 2011
!

version 12.2

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

service counters max age 10

!

host nane CAT6504- MA

!

boot - st art - mar ker

boot system flash s72033-advent erpri sek9_wan_dbg- nz. SI ERRA | NTEG 100903
boot - end- mar ker

|

no | oggi ng consol e

!

noaaa new node

!

i pdhcp excl uded- address 192.168.1.1 192.168. 1. 10
i pdhcp excl uded- address 192.168.2.1 192. 168. 2. 20
i pdhcp excl uded- address 192.168.0.1 192. 168. 0. 20
!

i pdhcp pool wi smservice-port

network 192.168. 2.0 255. 255.255.0
default-router 192.168.2.1

!

nom sacl t cam shar e- gl oba

m snetflow interface

m scef error action freeze

!

spanni ng-tree node pvst

no spanni ng-tree optim ze bpdu transm ssion
spanni ng-tree extend systemid

wi sm service-vlan 22

wi sm nodule 3 controller 1 allowed-vlan 10-100
wi sm nodule 3 controller 1 native-vlian 70

wi sm nmodul e 3 controller 1 gosvlan-based

di agnosti cbootup I evel mininma

port-channel per-nodul e | oad-bal ance

|

r edundancy

mai n- cpu

aut o- sync runni ng-config

nodesso

!

vlan internal allocation policy ascending

vl an access-log ratelimt 2000

|

interface Port-channel 3

swi t chport

swi tchport trunk encapsul ati on dot 1q

swi tchport trunk native vlan 70

swi tchport node trunk

m sqos trust dscp



interface G gabitEthernetl/1
--Mre--

swi tchport node trunk

m sqos trust dscp

!

interface G gabitEthernetl/1

swi t chport

swi tchport trunk encapsul ati on dot 1q
swi tchport trunk native vlan 10
swi tchport node trunk

!

interface G gabitEthernetl/2

noi p address

|

Truncated ....

interface Wl an22

description comruni cati on VLAN btween Sup720 and W SM 2
i p address 192.168.2.1 255.255.254.0
|

interface WVl an70

i p address 10.70.0.5 255.255.255.0
!

ip classless

ip forward-protocol nd

!

noip http server

!

control - pl ane

!

di al - peercor custom

!

line con O

linevty 0 4

I ogin

linevty 5 15

I ogin

!

end

CAT6504- MA#

HHEE A

- WiSM-2 & F i

- WiSM-2/ R 558

.- _{ WiSM-28 45 3R B )

. Cisco WLAN# 28

. Cisco NCSEHE# M

. Cisco WLCHAREER EIE R

- Cisco MSE

. Cisco AP 4%

- H i Z EBE# - Cisco Systems
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