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EREES , PRIEBAB[BHES "centraly , BHEATPRAERES "remote. o

EHhOMIE | BEENEIEE A MInternet, IPHHBISPEIRED . NATARAZFHRLAN, &
WLANF A R — IRIEWANM PR B BB — BB e o Bl AV IP b 11t 35 B Internet, BA&IEMVISPRRER
BEENAT,

i RMEREE TPAPHICHAP , RAEEURARISPHEE (EREAESF—E ),

R

version 12.1

no parser cache

service timestanps debug dateti ne nsec

service timestanps | og datetime nsec

!

host nane centra

!

usernane renote password O renote

I -—— Username and shared secret password for the router
(remote) !--- (used for CHAP authentication). !---
Shared secret password must be the same on both sides. !
isdn switch-type basic-net3 ! ! interface EthernetO ip
address 10.1.0.1 255.255.255.0 ip nat inside /---
Ethernet 0 is an inside NAT interface. !--- All traffic
from this network will be translated. no cdp enable !
interface BRIO /--- If you have additional BRIs, copy
this BRI 0 configuration to the other BRIs. NO ip
address encapsul ati on ppp dial er pool -nenber 1 !---

Assign BRI0O as member of dialer pool 1. !--- Dialer pool
1 is specified in interface Dialer 1. dial er pool - menber
2 !--- Assign BRIO as member of dialer pool 2. !---

Dialer pool 2 1is specified in interface Dialer 2. isdn
switch-type basic-net3 /--- This depends on the country.
no cdp enabl e ppp authentication chap pap callin /---
Permit one-way CHAP and PAP authentication. !---
Configure authentication on both the physical and dialer
interface. ! interface Dialerl !--- Create a dialer
interface for every device to which you need to connect.
description CONNECTI ON TO | NTERNET i p address negoti at ed
!-—- This IP address 1is obtained from the ISP. If the
ISP permits a static !--- address, configure that
address instead. ip nat outside !--- The Outside NAT
interface. Because this interface only has one IP
address, !--- all traffic from the inside network will
be Port Address Translated (PAT). encapsul ation ppp
dialer pool 1 !--- Dialer profile 1. Remember that
interface BRI 0 is a member of this profile. dialer
renote-nane | SP dialer idle-timout 180 dialer string
6122 !--- The number used to dial the ISP. dial er-group
1l !/--- Apply interesting traffic definition from dialer-
Iist 1. no cdp enable ppp authentication chap pap callin
ppp chap hostname XXXXX !--- XXXXX is the username the
ISP expects 1in order to authenticate this router. !---
For more information, refer to the document on ppp chap
hostname. ppp chap password YYYYY /--- YYYYY is the
password the ISP expects in order to authenticate this
router. ppp pap sent-usernane XXXXX password YYYYY !/---
PAP username and password. !--- This is required only if
the ISP does not support CHAP. ! interface Dialer2
descripti on CONNECTI ON TO REMOTE OFFI CE i p address
192.168. 17. 2 255. 255. 255. 252 !--- IP address for the
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connection to the remote office. !--- The remote office
BRI interface is in the same subnet. ip hat inside !/---
Dialer 2 is an inside NAT interface. !--- With this
configuration, traffic from remote office is translated
!--- before it is sent to the ISP. encapsul ation ppp
dialer pool 2 !--- Dialer profile 2. Remember that
interface BRI 0 is a member of this profile. dial er
renote-nane renote !--- Specifies the remote router name
(remote). !--- This name must match that used by the
remote router to authenticate itself. !--- Remember that
we configured the router username and password earlier.
dialer idle-timeout 180 dialer string 6121 !--- Number
used to dial the remote office router. dialer-group 1 !-
-- Apply interesting traffic definition from dialer-list
1. no cdp enable ppp authentication chap callin ! ip nat
inside source list 101 interface Dialerl overload !---
Establishes dynamic source translation (with PAT) for
addresses that are !--- identified by the access 1list
101. no ip http server ip classless ip route 0.0.0.0
0.0.0.0 Dialerl !--- Default route. Such traffic will
use dialer 1 to the ISP. ip route 10.2.0.0 255.255.255.0
Di al er2 !--- Route to remote router network. Traffic for
10.2.0.0/24 uses Dialer2. ! access-list 101 permit ip
10.1.0.0 0.0.0.255 any access-list 101 pernit ip
10.2.0.0 0.0.0.255 any access-list 101 pernit ip

192.168.17.0 0.0.0.3 any !--- Defines an access list
that permits the addresses to be translated. !--- Note
that the Ethernet 0 network, the remote router network
and the !--- BRI network (between this router and the
remote one) will be translated. dialer-list 1 protoco

ip permt !--- Interesting traffic definition. !--- This
definition is applied to both connections. !--- If you

need to define different interesting traffic for each
connection, !--- create two dialer-lists and apply one
to each dialer profile with dialer-group. ho cdp run
line con O exec-timeout 3 0 line vty 0 4 exec-tinmeout 3
o! ! end

by

version 12.2

service tinmestanps debug dateti ne nsec

service tinmestanps | og datetime nsec

1

host nane renote

!

usernane central password O renote
! --- Username and shared secret password for the router
(central) !--- (used for CHAP authentication). !---
Shared secret must be the same on both sides. ! isdn
switch-type basic-net3 ! interface EthernetO i p address
10.2.0.1 255.255.255.0 /--- Remember that this network
is included in the NAT statements on central. nho cdp
enable ! interface BRIO no ip address encapsul ati on ppp
di al er pool -nenber 1 !--- Assign BRIO as member of
dialer pool 1. !--- Dialer pool 1 is specified in
interface Dialer 1. isdn switch-type basic-net3 no cdp
enabl e ppp authentication chap ! interface Dialerl ip
address 192.168. 17.1 255. 255. 255. 252 encapsul ati on ppp
dialer pool 1 !--- Dialer profile 1. Remember that
interface BRI 0 is a member of this profile. dial er
renot e-nane central /--- Specifies the name of the other
router (central). !--- This name must match that used by




the remote router to authenticate itself. !--- Remember
that we configured the router username and password
earlier. dialer string 6131 !--- The number used to dial
the central router. dialer-group 1 !--- Apply
interesting traffic definition from dialer-1ist 1.

pul se-time 0 no cdp enabl e ppp authentication chap
callin! ip classless ip route 0.0.0.0 0.0.0.0 Dialerl
!--- Default route. Such traffic will use dialer 1 to
the central router. no ip http server ! dialer-list 1
protocol ip permt !--- All IP traffic is interesting. !
line con O exec-timeout 3 0 line aux O line vty 0 4
exec-timeout 3 0! end

L i
AEHRHENEATRARERENEERE EEER.
WHEFFTIS(EHERTFER) XEE Eshowin T , It TEAJREM R showds & HHY 5 4.

. show isdn active — FRE AR 3 IR ISDNERES |, W5 RFEWUEAEER H ik,
- show caller ip — TR ARHEN IPH I FFILEEARE,
. show ip interface dialer 1 | include Internet — % i & 5RES N EHIPE AR BN FEE,

- show dialer [interface type number] — B R AZ FRERBDDR)EEN N HHN —RZEEHR

[ yug%ﬁ§%ﬁ%§IEﬁ€E&§%, %érbéggﬁﬁiﬁljtgﬂﬁé:

Dialer state is data link |ayer up

MREBMERRD , ARTREBERD , BRKEHHENCP)RME, BHERRNER

SRR A B A9 ut BURE RS R EITH . tshowin TIE S BURAT RSB B U R ERB

Z BT

4323,
AEHRENEATAREEEBET R,
BHRES
MHEESRTS(EHEMEFER)XER Lshow® , th T EAFEERRshowds S8 H Y 24,
EXE : ZHidebuglE T 2Bl , EAESMAERDebuglE TN EEEA,

- debug dialer — BREBEHENE LN ER TS S4NBRER,
- debug isdn q931 — R EEA MR ( EAE R ) EERKR ZERISDNEREELR ( 538
) By ST MR BRIV E A

. debug ppp negotiation — F T~ B R ¥ 215 E(PPP)RE A KR EPPP T4 1 i HA B RV & 7

, YEEEEMERZEFHHELCP)., BHBRBANNCPHENR . BIHWPPPIHEE SEMBLCPAR
BB, RAREITHSORE  KERBENCP,
- debug ppp authentication — ffdebug pppin TR T MERBIHEHEL , BECHAPER I
MPAPR i,
. debug ip peer — ZEHEBHNET,

5 i HH
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EREEETHEDR , FEAUTHAR

central #debug isdn q931
| SDN @31 packets debugging is on

central #debug dialer
Di al on demand events debugging is on

centr al #debug ppp negotiation
PPP protocol negotiation debugging is on

central #debug ppp authentication
PPP aut henti cation debugging is on

central #debug ip peer
| P peer address activity debugging is on

LAY BR R BR B e Winternetl LAY : 198.133.219.25  Internet L HYIPH#b 31t ,

central #ping 198.133.219.25

Success rate is 80 percent (4/5), round-trip mn/avg/ max = 40/ 41/ 44 s

*Mar 1 00:06:12.984: BRO DDR rotor dialout [priority]

*Mar 1 00:06:12.988: BRO DDR Dialing cause ip (s=172.17.243. 115,

d=198. 133. 219. 25)

*Mar 1 00:06:12.988: BRO DDR Attenpting to dial 6122

*Mar 1 00:06:12.996: |SDN BRO: TX -> SETUP pd = 8 callref = 0x01

!--- central initiates the call to ISDN number 6122. *Mar 1 00:06:13.000: Bearer Capability i =

0x8890 *Mar 1 00:06:13.008: Channel IDi = 0x83 *Mar 1 00:06:13.008: Called Party Nunber i =
0x80, '6122', Plan: Unknown, Type: Unknown *Mar 1 00: 06: 13.088: | SDN BRO: RX <- CALL_PROC pd = 8
callref = 0x81 *Mar 1 00: 06:13.092: Channel IDi = 0x89 *Mar 1 00:06: 13.244: |SDN BRO: RX <-
CONNECT pd = 8 callref = O0x81 !--- central receives a connect message : the ISDN B channel is
established. *Mar 1 00:06:13.252: |SDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x01 *Mar 1
00: 06: 13. 260: %1 NK- 3- UPDOMN: I nterface BRI 0:1, changed state to up *Mar 1 00:06: 13. 268: BRO: 1:
interface nmust be fifo queue, force FIFO *Mar 1 00: 06:13.272: % ALER-6-BIND: Interface BRO:1
bound to profile Dil *Mar 1 00: 06: 13.280: BRO:1 PPP: Treating connection as a callout *Mar 1
00: 06: 13. 280: BRO:1 PPP: Phase is ESTABLI SHI NG Active Open *Mar 1 00:06: 13.284: BRO:1 PPP: No
renote authentication for call-out *Mar 1 00: 06:13.284: BRO:1 LCP: O CONFREQ [Closed] id 1 len
10 *Mar 1 00: 06:13.284: BRO:1 LCP: Magi cNumber 0x108130DD (0x0506108130DD) *Mar 1 00: 06: 13. 300:
BRO: 1 LCP: | CONFREQ [ REQsent] id 132 Len 15 *Mar 1 00:06:13.300: BRO:1 LCP: Aut hProto CHAP
(0x0305C22305) !--- The ISP wants to use CHAP authentication. *Mar 1 00:06:13.304: BRO:1 LCP
Magi cNunber O0xE4225290 (0x0506E4225290) *Mar 1 00: 06:13. 304: BRO:1 LCP: O CONFACK [ REQsent] id
132 Len 15 *Mar 1 00: 06:13.308: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:06:13. 308:
BRO: 1 LCP: Magi cNunmber OxE4225290 (0x0506E4225290) *Mar 1 00:06:13.308: BRO:1 LCP: | CONFACK
[ACKsent] id 1 Len 10 *Mar 1 00:06:13.312: BRO:1 LCP: Magi cNunmber 0x108130DD (0x0506108130DD)
*Mar 1 00:06:13.312: BRO:1 LCP: State is Open *Mar 1 00:06:13.320: BRO:1 PPP: Phase is
AUTHENTI CATI NG by the peer *Mar 1 00:06:13.328: BR0:1 AUTH: Started process 0 pid 22 *Mar 1
00: 06: 13.328: BRO:1 CHAP: | CHALLENGE id 118 Len 27 from "posets"” *Mar 1 00:06:13.332: BRO:1
CHAP: Using alternate hostname XXXXX *Mar 1 00:06:13.332: BR0:1 CHAP: Usernanme posets not found
*Mar 1 00:06:13.336: BR0:1 CHAP: Using default password *Mar 1 00: 06: 13. 336: BRO: 1 CHAP: O
RESPONSE id 118 Len 26 from "XXXXX" *Mar 1 00:06:13.360: BRO:1 CHAP: | SUCCESS id 118 Len 4 !---
central receives a CHAP SUCCESS from ISP. *Mar 1 00:06:13.360: BRO:1 PPP: Phase is UP *Mar 1
00: 06: 13.364: BRO:1 I PCP: O CONFREQ [ Not negotiated] id 1 Len 10 *Mar 1 00:06:13.364: BRO:1
| PCP: Address 0.0.0.0 (0x030600000000) *Mar 1 00:06:13.368: BRO:1 | PCP: | CONFREQ [ REQsent] id
108 Len 10 *Mar 1 00: 06:13.368: BRO:1 | PCP: Address 194.183.201.1 (0x0306C2B7C901) *Mar 1
00: 06: 13.368: BRO: 1. |PPOOL: validate address = 194.183.201.1 *Mar 1 00:06: 13.372: BRO:1
set _ip_peer(3): new address 194.183.201.1 *Mar 1 00:06: 13.372: BRO:1 | PCP: O CONFACK [ REQsent]
id 108 Len 10 *Mar 1 00: 06:13.376: BRO:1 | PCP: Address 194.183.201.1 (0x0306C2B7C901) *Mar 1
00: 06:13.380: BRO:1 IPCP: | CONFNAK [ACKsent] id 1 Len 10 *Mar 1 00: 06:13. 380: BRO:1 | PCP:



Address 194.183.201. 3 (0x0306C2B7C903) /--- 194.183.201.3 is assigned by ISP to dialer 1 of
central. *Mar 1 00:06:13.384: BRO:1 I PCP: O CONFREQ [ ACKsent] id 2 Len 10 *Mar 1 00: 06: 13. 384:
BRO: 1 | PCP: Address 194.183.201.3 (0x0306C2B7C903) *Mar 1 00: 06: 13.396: BRO:1 I PCP: | CONFACK
[ACKsent] id 2 Len 10 *Mar 1 00:06:13.400: BRO:1 | PCP: Address 194.183.201.3 (0x0306C2B7C903)
*Mar 1 00:06:13.400: BRO:1 IPCP: State is OQpen *Mar 1 00:06:13.400: Dil IPCP: Install negotiated
IP interface address 194.183.201.3 *Mar 1 00: 06:13.412: BRO:1 DDR dialer protocol up *Mar 1

00: 06: 13.416: Dil1 IPCP: Install route to 194.183.201.1 *Mar 1 00: 06: 14. 360: 9% .| NEPROTO 5- UPDOMN:
Li ne protocol on Interface BRI 0:1, changed state to up *Mar 1 00:06: 19. 276: 9% SDN- 6- CONNECT:
Interface BRIO:1 is now connected to 6122 unknown
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