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. maui-nas-05 ( 2813640 )
. maui-nas-02 ( E&AS5200 )

maui-nas-05 ( 2%t3640 )

Current configuration:
!
version 12.1
service timestanps debug datetinme nsec |ocaltime show
tinmezone
service timestanps |og datetinme nmsec |ocaltime show
tinmezone
servi ce password-encryption
!
host nane maui - nas- 05
!
enabl e secret <del et ed>
!
user nane nmaui - nas-02 password <del et ed>

! -—- username and password of the remote router for !--
- Challenge Handshake Authentication Protocol (CHAP)
authenticationip subnet-zero no ip donain-1ookup !
i nterface LoopbackO ip address 172.22.63.5
255. 255. 255. 255 | interface Loopbackl ip address
172.22.69. 254 255.255.255.0 ! interface Ethernet0/0 no
i p address shutdown ! interface EthernetO/1 ip address
172.22.95.1 255.255.255.0 ! interface Serial3/0 !/---
Frame Relay interface no ip address encapsul ation frame-




relay frane-relay Im-type cisco ! interface Serial 3/0.1
poi nt-to-point !--- Frame Relay subinterface backup
delay 5 10 !--- Enable backup interface 5 seconds after
subinterface is down !--- Disable dialer interface 10
seconds after subinterface comes back up backup
interface Dialerl /--- Assigns dialer 1 as backup
interface i p address 192.168.10.1 255. 255. 255. 252 frane-
relay interface-dlci 46 ! interface Async33 /--- Async
Interface set aside for dial backup no ip address
encapsul ati on ppp !--- Set PPP as encapsulation
mechanism for interface dialer in-band !--- Enable DDR
on interface dial er pool-nenber 2 !--- Assign async
interface to dialer pool 2 async default routing !---
Allows interface to pass routing updates over an async
line no fair-queue no cdp enable ! interface Dialerl ip
unnunber ed Loopbackl !--- Use IP address of Loopback 1
interface for Dialer Interface encapsul ation ppp !---
Set PPP as encapsulation mechanism for interface dial er
pool 2 !--- Assign dialer interface to dialer pool 2
dialer idle-timout 300 !--- Set idle time in seconds
before call is disconnected dial er string 10001 !/---
Specify telephone number to be dialed (PRI on maui-nas-
03) dial er hold-queue 50 !--- Number of interesting
packets to hold in queue until !--- modem connection 1is
established dialer-group 1 !--- Assign dialer interface
to use dialer-list 1 to !--- determine interesting
traffic no peer default ip address !--- Disable peer
default IP address assignment to dialer interface no cdp
enabl e ppp authentication chap !/--- Enforce CHAP
authentication on dialer interface ppp chap hostname
maui - backup !--- Use maui-backup for CHAP hostname
instead of maui-nas-05 !--- This username and password
must be configured on the AS5200 ppp chap password

<del eted> !--- Create CHAP password for user Maui-backup
I router ospf 1 network 172.22.0.0 0.0.255.255 area O
network 192.168.10.0 0.0.0.3 area O ! ip classless no ip
http server ! dialer-list 1 protocol ip permt !---
Permit IP on dialer group 1 as interesting packets !
line con O transport input none line 33 !--- Physical
interface to be used for dialing !--- Matches with
interface Async 33 configured above script dialer nmca.*
!--- Assign default chat script for mica modems to line
modem I nQut transport input all line 34 40 nodem | nQut
transport input all line aux O line vty 0 4 login ! end

maui-nas-02 ( B2FAS5200 )

Current configuration:
!
version 12.0
service tinmestanps debug datetinme nsec |ocaltinme show
ti mezone
service timestanps |og datetinme nmsec |ocaltinme show
ti mezone
servi ce password-encryption
|
host nane maui - nas- 02
!
no | oggi ng consol e guar ant eed
enabl e secret <del et ed>
!
user nane maui - backup password <password>

! --- username and password used by dialin client !---




(configured on interface dialer 1 on the Cisco 3640)spe
2/0 2/3 firmvare |ocation

system /ucode/ m ca_port_firnnare ! resource-pool disable
! ip subnet-zero no ip donmain-lookup ! isdn switch-type
primary-ni ! controller T1 O !--- PRI used for dialin
users fram ng esf clock source line primary |inecode
b8zs pri-group tineslots 1-24 description "NAS Phone

Nurber: 10001" ! controller T1 1 clock source |line
secondary ! | interface LoopbackO ip address 172.22.87.2
255. 255. 255. 255 no ip directed-broadcast ! interface
Loopbackl !--- Loopback 1 summarizes addresses in the ip
address pool !--- Note that Loopback 1 and the address
pool are in the same subnet ip address 172.22.83.254
255.255.255.0 no ip directed-broadcast ! interface

Et hernetO i p address 172.22.80.2 255.255.255.0 no ip
directed-broadcast ! interface Serial0:23 !/--- D channel

for T1 0 no ip address no ip directed-broadcast isdn
switch-type primary-ni isdn inconm ng-voice nodem /---
This command is required to accept analog calls on the
PRI fair-queue 64 256 0 no cdp enable ! interface G oup-
Asyncl !--- Group-Async Interface for all dialin
connections !--- Note that this interface does not
distinguish between !--- a backup connection or a
regular dialup connection ip unnunbered Loopbackl !---
Use IP address of Loopback 1 interface for Dialer
Interface no ip directed-broadcast encapsul ation ppp !--
- Set PPP as encapsulation mechanism for interface ip
tcp header-conpression passive async default routing !--
- Allows interface to pass routing updates over an async
line async node interactive !--- Enable interactive mode
on async interface peer default ip address pool default
!--- Assign IP addresses for incoming calls from default
address pool no fair-queue no cdp enable ppp nmax-bad-
auth 3 ppp authentication chap !/--- Use CHAP
authentication group-range 1 24 ! router ospf 1 network
172.22.0.0 0.0.255.255 area 0! ip local pool default

172.22.83.2 172.22.83.254 !--- IP address pool for
dialin connection ip default-gateway 172.22.80.1 ip http
server ip classless ! ! line con O transport input none

line 1 24 exec-tineout 0 0 autosel ect during-login

aut osel ect ppp absol ute-tinmeout 240 refuse-nessage
ACCcecec !t Al lines are busy, try again |later ###°C
nodem I nQut international transport preferred none
transport input telnet transport output telnet |ine aux
0 line vty 0 4 password <deleted> login ! ntp cl ock-
period 17180069 ntp server 172.22.255.1 schedul er
interval 3000 end

B

AEHRHENEATRARERENEERE EEER.

BHEESRTIEXER shownn© , ZTEAHFEREshowin d

. show calller userid detailed — B8/~ FE A0 B9 SE3% 12 4 15 & (LCP) P 5 . &F :
show caIIerﬁ%E%ﬁ 8 FCisco IOSEEEH, WREBIVEBIMAT X Eshow callerin s , 5

show userin 5
- show dialer — EER A EHETYEF I,
. show ip route — EEREHERFTHAMEEKH.
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- show ip ospf database — B RER{FERK BN MR ER K EEL(OSPF)EREMENEREE

. show ip ospf interface [interface-name] — B /REEOSPFHHBMN N HEH . BREFMEENR , F2
Edshow ip ospf interfacedd T H T {1 ? &=,
- show ip ospf neighbor [interface-name] [neighbor-id] detail — 1%/t EI#8 ROSPF#E&EH. B
EAFFME A , 582 Bishow ip ospf neighborin TRETHAR ? 1BR

- show ip protocols — R EBE B EERNSIBME s RE., BEFMHENR , F2EIP
Routing Protocol-Independent Commands 3 #& A #9show ip protocolsZ #.

showii i 7R fi

TR T P EERER TERERmaui-nas-05M &R, FFIE , BIFNELETR
OSPFE&H.

maui - nas- O5#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - ISISlevel-1, L2 - ISISlevel-2, ia- ISISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of l|ast resort is not set

192. 168. 10. 0/ 30 i s subnetted, 1 subnets
C 192.168.10.0 is directly connected, Serial3/0.1

172.22.0.0/16 is variably subnetted, 7 subnets, 2 nasks
(0] 172.22.83.254/32 [110/50] via 192.168.10.2, 00:04:40, Serial3/0.1
(0] 172.22.255.6/32 [110/49] via 192.168.10.2, 00:04:40, Serial3/0.1
C 172.22.63.5/32 is directly connected, LoopbackO
C 172.22.95.0/24 is directly connected, Ethernet0O/1
(0] 172.22.80.0/24 [110/49] via 192.168.10.2, 00:04:40, Serial3/0.1
(0] 172.22.87.2/32 [110/50] via 192.168.10.2, 00:04:42, Serial3/0.1
C 172.22.69.0/24 is directly connected, Loopbackl
L=
==]

ETHRREHRER  RAEREKE  BEHRSWH, FEE , OSPFIEAMAERSRNE L,

maui - nas- 05#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISIS L1 - I1SISlevel-1, L2 - ISISlevel-2, |IA- ISISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

172.22.0.0/16 is variably subnetted, 7 subnets, 2 nasks
172.22.83.254/32 is directly connected, D alerl
172.22.255.6/32 [110/1796] via 172.22.83.254, 00:00:48, Dialerl
172.22.63.5/32 is directly connected, LoopbackO
172.22.95.0/ 24 is directly connected, Ethernet0O/1
172.22.80.0/24 [110/1795] via 172.22.83.254, 00:00:48, Dialerl

oOO0O0O0
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@] 172.22.87.2/32 [110/1786] via 172.22.83.254, 00:00:48, Dialerl
C 172.22.69.0/ 24 is directly connected, Loopbackl

LTEHERT BEREHREZEmaui-nas-02 ( PRILEEHRERMRES ) WEFMAER.

Maui - nas- 05#show caller user maui-nas-02 detail

User: naui-nas-02, line tty 33, service Async
Idle tinme 00:00:09
Ti meout s: Absolute Idle Idle
Sessi on Exec

Limts: - - 00: 10: 00

Di sconnect in: - - -
TTY: Line 33, running PPP on As33
Location: PPP: 172.22.83.254
Line: Baud rate (TX/RX) is 9600/9600, no parity, 2 stopbits, 8 databits

Status: Ready, Active, No Exit Banner, Async |Interface Active
HW PPP Support Active
Capabilities: Mddem Callout, Modem Rl is CD, |ntegrated Mddem
Modem St ate: Ready
User: maui-nas-02, line As33, service PPP
Active tinme 00:00:35, Idle tine 00:00:05

Ti meout s: Absolute Idle

Limts: - 00: 05: 00

Di sconnect in: - 00: 04: 54
PPP: LCP Open, CHAP (local <--> local), |PCP
LCP: -> peer, ACCM AuthProto, Mgi cNunmber, PConpression, ACConpression

<- peer, ACCM AuthProto, Mgi cNunmber, PConpression, ACConpression

!--- LCP Parameters negotiated NCP. Qpen |PCP | PCP. <- peer -> peer, Address !--- IPCP
Parameters negotiated Dial er: Connected 00:01: 07 to 10001, outbound Idle tinmer 300 secs, idle 7
secs Type is | NNBAND ASYNC, group Dialerl Cause: ip (s=172.22.63.5, d=224.0.0.5) !--- Reason for
Dialout | P: Local 172.22.63.5, renote 172.22.83.254 Counts: 23 packets input, 1204 bytes, 0 no
buffer 0 input errors, 0 CRC, 0 franme, 0 overrun 27 packets output, 1498 bytes, O underruns O
output errors, 0 collisions, O interface resets

a4 373,
AEIR ALY E AR T A A B AR AR 1T R AR
133203, 2 ko

HHEZERTIESER Lshowdn &,

XX : ¥idebugiE v 2hi , BESRMEEDebugiE T EEE A,

ZTEAFERBshowin T KA D4,

- debug dialer events — R EBERB/NEH L ERNERTINARERA. EEMEHLBARSE
BRI M(DDR)E , EEMAEBTARUERRE (BARKEERR ) WER. BEFMEN  #
2B Debugf £ X #& 1 #9debug dialerB# & ..

. debug dialer packets — BT BEEMHENEH LERNERINARAEA. L SHnoERE
RAARE L, WEFMEENR , 52 /MDebugis T E R+ Hdebug dialer packetsE .

- debug ppp — B RERPPPIREMMAER PN RENTRER. LHSHWnoEXZAFAHE L.
[no] debug ppp {packet |1H7] |$&ER | F P RB)NFFHMEF , F2BDebugm THERFH
debug ppp&E .

- debug isdn event — ZRISDNNEFEAEL ( BHAFL ) HEMNISDNEH, BTQ.931
ISDNE# ( P4 S MISDNAAMERER ) o ki SHnof XERARHW L.
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- debug isdn q931 — BT BRI HEE ( FHEW ) RBERKR 2 ENISDNRERER ( £3E
) BREOYZE ST IR BRVE . Lt TWnofERZARHAE, ERFHMEN , 2B Debugin
S X #EHHIdebug isdn q931E& .

5 i tH R B

maui - nas- 05#debug ppp negotiation
PPP protocol negotiation debugging is on
maui - nas- 05#debug ppp chap
PPP aut henti cati on debugging is on
maui - nas- 05#debug modem
Modem control / process activation debugging is on
maui - nas- 05#debug backup
Backup events debugging is on
maui - nas- 05#debug dialer
Di al on denmand events debugging is on
Maui - nas- 05#show debug
General OS:

Modem control/process activation debugging is on
Dial on demand:

Dial on demand events debugging is on
Backup:

Backup events debugging is on
PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
maui - nas- 05#
*Mar 1 00: 03:49.927 UTC. BACKUP(Serial 3/0.1): event = primary went down
*Mar 1 00: 03:49.927 UTC. BACKUP(Serial 3/0.1): changed state to "waiting to back up"
*NMar 1 00:03:51.859 UTC. %LINK-3-UPDOWN: Interface Serial3/0, changed state to down
*Mar 1 00: 03:52.863 UTC. %. NEPROTO 5- UPDOMN: Li ne protocol on Interface Serial 3/0, changed
state to down
!--- Primary Link is down *Mar 1 00:03:54.927 UTC. BACKUP(Serial 3/0.1): event = timer expired
*Mar 1 00:03:54.927 UTC. BACKUP(Serial 3/0.1): secondary interface (D alerl) nade active *Mar 1
00: 03: 54. 927 UTC. BACKUP(Serial 3/0.1): changed state to "backup node" *Mar 1 00: 03: 55. 663 UTC:
As33 DDR rotor dialout [priority] *Mar 1 00:03:55.663 UTC. As33 DDR Dialing cause ip
(s=172.22.63.5, d=224.0.0.5) !--- interesting traffic causes dialout *Mar 1 00:03:55.663 UTC
As33 DDR: Attempting to dial 10001
!--- Number to be dialed (PRI on maui-nas-02) *Mar 1 00:03:55.663 UTC. CHAT33: Attenpting async
line dialer script *Mar 1 00:03:55.663 UTC. CHAT33: no matching chat script found for 10001 *Mar
1 00:03:55.663 UTC. CHAT33: Dialing using Modem script: dOefaul t-dOial sOcript & System script:
none !--- using default modem chat script *Mar 1 00: 03:55.663 UTC. CHAT33: process started *Mar
1 00:03:55.663 UTC: CHAT33: Asserting DIR *Mar 1 00: 03:55.663 UTC. CHAT33: Chat script dOefault-
dOi al sOcript started *Mar 1 00: 03: 56. 927 UTC. %LINK-3-UPDOWN: Interface Dialerl, changed state
to up
!--- Dialer interface is brought up *Mar 1 00:03:56.927 UTC. Di1l LCP. Not allowed on a Dialer
Profile *Mar 1 00:03:56.927 UTC. BACKUP(Di alerl): event = primary cane up *Mar 1 00:03:57.271
UTC. Mbdem 1/0 Mcom in nodem state 'Dialing/Answering' *Mar 1 00:04:06.671 UTC. Mbdem 1/0 Mcom
in modem state 'Waiting for Carrier' *Mar 1 00:04:18.135 UTC. Mbdem 1/0 Mcom in nbdem state
' Connected' *Mar 1 00:04:18.543 UTC. Modem 1/0 Mcom CONNECT at 31200/ 33600( Tx/ Rx), V34, LAPM
V42bis, Originate *Mar 1 00: 04:18.599 UTC. CHAT33: Chat script dOefault-d0ial sOcript finished,
status = Success *Mar 1 00: 04: 18.599 UTC. Modem 1/0 Mcom switching to PPP node *Mar 1
00: 04:18.599 UTC: TTY33: no tiner type 1 to destroy *Mar 1 00:04:18.599 UTC: TTY33: no timer
type 0 to destroy *Mar 1 00:04:20.599 UTC. %1 NK-3- UPDOMN: I nterface Async33, changed state to
up Dialer statechange to up Async33 !--- Interface Async 33 is changed to state Up *Mar 1
00: 04: 20.599 UTC. %l ALER-6-BIND: Interface As33 bound to profile Dil Dialer call has been
pl aced Async33 *Mar 1 00:04: 20.599 UTC. As33 PPP: Treating connection as a callout *Mar 1
00: 04: 20. 599 UTC: As33 PPP: Phase is ESTABLI SHI NG Active Open *Mar 1 00: 04: 20. 599 UTC. Mdem
1/0 Mcom PPP escape map: TX map = FFFFFFFF, Rx map = 0 !/--- LCP Negotiation begins *Mar 1
00: 04: 20.599 UTC: As33 LCP: O CONFREQ [Closed] id 1 len 25 ... *Mar 1 00:04:22.599 UTC. As33
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LCP: O CONFREQ [REQsent] id 2 Len 25 *... *Mar 1 00:04:22.743 UTC: As33 LCP: | CONFACK [ REQsent]
id 2 Len 25 ... *Mar 1 00:04:24.599 UTC: As33 LCP: O CONFREQ [ACKrcvd] id 3 Len 25 ... *Mar 1
00: 04: 24. 787 UTC. As33 LCP: | CONFACK [REQsent] id 3 Len 25 ... *Mar 1 00:04:24.795 UTC. As33
LCP: | CONFREQ [ACKrcvd] id 4 Len 25 ... *Mar 1 00:04:24.795 UTC. As33 LCP: O CONFACK [ ACKrcvd]
id4 Len 25 ... *Mar 1 00:04:24.795 UTC. As33 LCP: State is Open !--- LCP negotiation complete
*Mar 1 00:04:24.795 UTC. Mbdem 1/0 Mcom PPP escape map: TX map = A0000, Rx map= 0 *Mar 1

00: 04: 24. 799 UTC. As33 PPP: Phase is AUTHENTI CATING by both *Mar 1 00:04:24.799 UTC. As33 CHAP:
Using alternate hostname Maui-backup

*Mar 1 00:04:24.799 UTC. As33 CHAP: O CHALLENGE id 1 Len 32 from "Maui - backup”

*Mar 1 00:04:24.799 UTC. As33 AUTH: Started process 0 pid 51

*Mar 1 00:04:24.939 UTC. As33 CHAP: | CHALLENCE id 2 Len 32 from "nmaui-nas-02"
*Mar 1 00:04:24.939 UTC. As33 CHAP: Using alternate hostnane Mui-backup

*Mar 1 00:04:24.939 UTC. As33 CHAP: O RESPONSE id 2 Len 32 from "Maui - backup"
*Mar 1 00:04:24.955 UTC: As33 CHAP: | RESPONSE id 1 Len 32 from "maui-nas-02"
*Mar 1 00: 04: 24. 955 UTC: As33 CHAP: O SUCCESS id 1 Len 4

*Mar 1 00:04:25.079 UTC. As33 CHAP: I SUCCESS id 2 Len 4

!-—- CHAP Authentication successful *Mar 1 00:04:25.079 UTC. As33 PPP: Phase is UP /--- IPCP
negotiation begins *Mar 1 00: 04:25.079 UTC. As33 | PCP: O CONFREQ [ Not negotiated] id 1 Len 10
*Mar 1 00:04:25.079 UTC. As33 | PCP: Address 172.22.63.5 (0x0306AC163F05) *Mar 1 00: 04: 25. 087
UTC: As33 IPCP: | CONFREQ [ REQsent] id 3 Len 16 *Mar 1 00:04: 25.091 UTC: As33 | PCP: ConpressType
VJ 15 slots (0x0206002D0F00) *Mar 1 00: 04: 25.091 UTC. As33 | PCP: Address 172.22.83.254
(O0x0306AC1653FE) *Mar 1 00: 04:25.091 UTC. As33 | PCP: O CONFREJ [ REQsent] id 3 Len 10 *Mar 1

00: 04: 25.091 UTC: As33 | PCP: CompressType VJ 15 slots (0x0206002DOF00) *Mar 1 00: 04: 25. 215 UTC:
As33 I PCP: | CONFNAK [REQsent] id 1 Len 10 *Mar 1 00: 04:25.215 UTC. As33 | PCP: Address
172.22.83.41 (0x0306AC165329)

!--- IP address assigned to the dialin client from the address pool *Mar 1 00:04: 25. 215 UTC:
As33 I PCP: O CONFREQ [ REQsent] id 2 Len 4 *Mar 1 00:04:25.219 UTC. As33 I PCP: | CONFREQ
[REQsent] id 4 Len 10 *Mar 1 00: 04: 25.219 UTC:. As33 | PCP: Address 172.22.83. 254 (0x0306ACl653FE)
*Mar 1 00:04:25.219 UTC. As33 | PCP: O CONFACK [REQsent] id 4 Len 10 *Mar 1 00:04: 25.223 UTC
As33 | PCP: Address 172.22.83.254 (0x0306AC1653FE) *Mar 1 00: 04:25.331 UTC. As33 | PCP: | CONFACK
[ACKsent] id 2 Len 4 *Mar 1 00:04:25.331 UTC. As33 IPCP: State is Open

*Mar 1 00:04:25.331 UTC. As33 DDR dialer protocol up

*Mar 1 00:04:25.331 UTC. As33 DDR Call connected, 3 packets unqueued, 3 transmitted, O

di scar ded

*Mar 1 00:04:25.331 UTC. Dil IPCP: Install route to 172.22.83.254

!-—-- Installing route to loopback address of maui-nas-02 *Mar 1 00:04:26.079 UTC. %LINEPROTO-5-
UPDOWN: Line protocol on Interface Async33, changed state to up

! --- Async connection 1s up
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