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AXHHNEARBRBREERERBEANKENREL. XHEAZNMERERRCER (R
) BVIERERE B, MRIEHVMREREET |, FERERBEMESTRERNTZE,
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TEERTEBRER OREFIUREFSESIPETHN Y, ERTHUEARRE , BXBBA
N#EEI=xCUBE , Kttt #ECUBE LR EZ £SIPELE, # TR , BLECVP., CVVBHCUCM,
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Inbound Voice - Secure SIP =
Ve CUCM &0 GED188
fi f : =
.- CHTTPS

Router

| CUBE or
\ Ingress GW

|
x"‘-u.\__ e f‘

£#%1.CUBER2E R
EHAERT  BECUBELUREESIPIGEN S,
VENEE :

. BSIPEAEREBUAEEBERETH
G ERES R RAERE L2 (TLS)
SR

1. FARKEECUBEM £ £ R /B (SSH)& .
2. BT EL MO LESIPHEFFACUBEN RS HER BB (CA)EE, CUBERIHE
CUCM(198.18.133.3)FICVP(198.18.133.13) Z B HISIP TLSIE4R

conf t sip-ua transport tcp tls v1.2 crypto signaling remote-addr 198.18.133.3 255.255.255.255 trustpoint ms-ca-name crypto
signaling remote-addr 198.18.133.13 255.255.255.255 trustpoint ms-ca-name exit




3. ETELM T UEELEREER ERACVP, HEILRAIF |, B EFEEE000 A RS 1Y

B HEICVP,
Conf t dial-peer voice 6000 voip session target ipv4:198.18.133.13:5061 session transport tcp tls exit
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-
L
§
fe

E¥2.CVPR2E R

EWEREF |, BEECVPIE IR ARES AR EZESIPHIE E E(SIP TLS).
SER

1. B A Fucce web Administration.
2. Zgﬂﬁ,:: Call Settings > Route Settings > SIP Server Group.

Media Routing Domain  Call Type Dialed Number Expanded Call Variables

RBEWEE , HACUCM, CVVBHICUBEELE T SIPRRESH, BEELFELZESIPERES
5061, ULt RFIHR | EHALLTSIPRERESAE

. cucm1.dcloud.cisco.com ¥ FACUCM
. wb1.dcloud.cisco.com 18 H R CVVB
. cubel.dcloud.cisco.com ¥R CUBE

3. ¥ — cucml.dcloud.cisco.com SREBTE Members B , HP B RSIPRIRSBEEENFMEN, %
E SecurePort Eﬁﬁfz 5061 ?)Sfﬁgi_T Save .

Media Routing Domain  Call Type Dialed Number Expanded Call Variables Routing Pattern

Edit cucm.dcloud.cisco.com

List of Group Members o
Hostname/IP Priority Weight Port SecurePort Site
198.18.133.3 10 10 5060 5061 Main

4. E_-F vvbl.dcloud.cisco.com %&E Members Eﬁo H%SecurePortEQEZ% 5061 %‘fé?ﬁ__lt Save.



Route Settings

Media Routing Domain  Call Type Dialed Number Expanded Call Variables | Sip Server Groups

Edit vwb1.dcloud.cisco.com

| Members |

List of Group Members o
Hostname/IP Priarity Weight Port SecurePort Site
vwb1.dcloud.cisco.c... 10 10 5060 5061 Main

£33.CVVBR2EE
FEHEBED , BELECVVBLURESIPIHEE S (SIP TLS).
S8

1. B AZF| cisco VB Administration B [Ho

2. B E system > System Parameters.

aliml,  Cisco Virtualized Voice Browser Administration
CISCO  For Cisco Unified Communications Solutions

System  Applications  Subsystems  Tools  Help

System Parameters

Logout

Cisco Virtualized Voice Browser Administration

System version: 12.5.1.10000-24

3. T:i_: Security Parameters %Bﬁ:)\ , 1%1% Enable %J'ﬁé TLS(SIP) . ﬁ%’a’ Supported TLS(SIP) version 1’[525_1

TLSv1.2.
Security Parameters
Parameter Name Parameter Value Suggested Value
TLS(SIP) O Disavlg ® Enable Disable
Supported TLS(SIF) Versions TLEV1.2 ~ TLSV1.2

¥ Cipher Configuration TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

SRTP  [Crypto Suite: AES_CM_128 HMAC_SHA1_32] ® pisable O Enable Allow RTP (Mixed mode) Disable

4. #%—T "Updates . #E—T ok BR REFHBECVVBIZHE,



alimli,  Cisco Virtualized Voi

vvb1.dcloud.cisco.com says
CISCO  ryr Cisco Unified Communications So

Please restart Cisco VVE Engine for the updates to take effect.
System  Applications  Subsystems  Tools He

System Parameters Configuration “

LB Update @ Clear

5. EEERFEEZEEHMRECisco VVB5IE, EEHREIVVB5|IZ , FEME ciscovvs
Serviceability AREZ—T co.

W ENDEN R Cisco VVE Administration
Cisco VVEB Administration
Cisco Unified Serviceability

Cisco VVB Sermviceability
Cisco Unified ©5 Administration

6. gﬂﬁ.fz Tools > Control Center — Network Services.
Tools H&lg

Control Center - Metwork Services

Farormance Configuration and Logging

7. 32 Engine AERIE—T Restart.



Control Center - Network Services

> start (@) Stop [}E Restart | (@ Refresh

— Select Server

Server * | vwhbi

System Services

Service Name

O Perfmon Counter Service

¥ (Cluster View Daemon

N er Manager
@) *Engine ‘I

rNanager Manager

kSubsystemn Manager

£34.CUCMEZ2E R
ERECUCMLHSIPHEE , FHTUTERE :
. BCUCMZ2ERREBEAER
. BCUBEMICVPELESIPH LR ERESE
- SIPHELR B EREREHE S ENSIPHE
. R RBECUCMMEEBH
BCUCMZELEAREABSHER
CUCMEMEZLER :
- EReER (FERER)
OBEERS (ReER)
SER

1. EEMLLBAREEESER , 5 AR cisco Unified CM Administration 7 TH].



VEWLEWGGE Cisco Unified CM Administration "

U=ername

FPaz=word

[ Login et

2. RIWEAZBICUCMEE , BfRE System > Enterprise Parameters.



il  Cisco Unified C

cisco For Cisco Unified Com

Call Routing  Media Resour

SEerver

Cizco Unified CM

Cizco Unified CH Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group

Region Information k
Device Pool

Device Mobility 4
DHCP 2
LDAP »

SAML Single Sign-0On

Cross-Origin Resource Sharing

(CORS)
Location Info L
KMLPP 3

Physical Location

SRST

| I Enterprize Parameters I

Enterprize Phone Configuration

3. T:I_:-FE Security Parameters %Bﬁ'l\ ) *ﬁﬁ%a\ Cluster Security Mode Eﬁi?j 0.

Security Parameters

ICIuster Security Mode * 0
Cluster SIPOAUth Mode Disabled

4. MRBELZLHEARTELR0 , AIRREELZLEARELEZE. BEERCLIBAERESER,
5. BIREECUCMAISSHEEE,
6. BIBSSHR I E ABICUCMEE |, FBEITLLT AT ; utils ctl set-cluster mixed-mode

7. 88y WERBRRTHE —TEnter, L THBERERARERBEEER,



8. EEEE&E;‘& ) %E%ﬁﬁ@] Cisco CallManager N cisco CTIManager HE;]’%o
9. EE%&E&@HE% , %%’Eﬁﬁjtﬁ)\ﬂ Cisco Unified Serviceability.

Username

Password

| Login 5

10. BRINBEAE , EfiiE Tools > Control Center — Feature Services.



alinl,  Cisco Unified Serviceability
CI5€O  Epr Cisco Unified Communications Solutions

Llarm * Trace - =znmp * CallHome *  Help -

SEFYICE
Activation

Cisco Un T eability
Feature Services
System versior Control Canter - B

Metwork
¥Mware Install Services {R) Xeon{R) CPU E5

serviceabilty
Reports Archive

Auddit Log

User admin last logg Configuration Monday, January 20, 20

Copyright © 1999 - Locations ¥ ne.

all rights reserved. Dialed Mumber

This product contain Bl =5 and Is subject to Unite

compliance with U5 CDR Analysis 5. By using this product »
and Reporting )

& surnrnary of U5, | ryptographic products m
COR Management

Frr infarmatinn ahn ——rrm—mmrer——eminicatinns Mananer nleas

1. ZZFRAR:R , ABRE—T co.

Select Server

Server* [cucm1.deloud. cisco.com--CUCM YoiceVideo *-*]| Go | |

12. ECMBERFE T , i##E Cisco CallManager AREIE—T Restart X,

| CM Services |

| Service Name
'@  Cisco CallManager |
Cisco Unified Mohile WVoice Access Service
Cisco IP Woice Media Streaming &pp
Cisco CTIManager
Cisco Extension Maohbility

Ol

SN Ne NS

13. HEESEHIER  RBE—T ok FERBHDEMBE.



Festarting Service. t may take a while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

14. RINEFEAED cisco calManager , IB3ZCisco CTIManager SARIZ— T Restart IR LLE FTEE

Cisco CTIManager Hﬁz%o

|CM Services

Service Name

Cisco CallManager

Cisco Unified Mobile Voice Access Service
Cisco IP Woice Media Streaming App
Cisco CTIManager
Cisco Extension Maobility

8] [0} S NS IS

15. BEREHHE , RBER—T ok FHEMBEDEHKLE,

Festarting Service. |k may take & while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

16. RERDEFHB R A BEHFEZLEIARETREAREGER , ARRBISBRSHNRASH
FICUCMEE, AREME Cluster Security Mode. RTE A ERES 1.

Security Parameters

I Cluster Security Mode * 1
Cluster SIPOAULh Mode T Cisabled

ACUBENCVPEESIPH#EZLEBER

SR

1. B AZE| cucM administration 77T .
2. RIh&E AZICUCME , B ZE system > Security > SIP Trunk Security Profile SA{EACUBERIEHELZ S
BREEZR,



Call Routing *  Media Rezources +»  Advanced Festures = Device -

SErver

Zizco Unified Ch

Cizco Unified CM Group
Prezence Redundancy Groups
Phone MTP Reference
DatelTime Group

BLF Prezence Group
Fegion Information
Device Poal

Device Mokility

DHCP

LDAP

&ML Single Sign-2On

Cross-0rigin Resource Sharing
[CORE)

Location Info

MLPP

Phyzical Location

SRST

Erterprize Parameters
Erterprize Phone Configuration

Service Parameters

iing: The system has not co
on within 88 days to avoid |

device is configured. This is

15 Paging is not configured,

wdministration

146

tel(R) Xeon{R) CPU E5-2660 v4 |

on Wednesday, December 25, 2019 3:
=, Inc,

ures and is subject to United States an
aws, By using this product you agree t
o cryptographic products may be founc

nmunications Manager please visit our |

I Security I

Application Server
Licenszing

Geolocation Configuration

I SIP Trunk Security Profile I

Cerificate

Phone Security Profile

CUME Server Securty Profile

™

3B.HEELS , EB—T addnew LAERIEHMEERR,



Svztem +  CallRouting *  Media Resourcez +  Advanced Festures

Find and List SIP Trunk Security Profiles

|:|']= Al Mewy Select Al Clear Al @ Delete Selected

4. 5% 7E SIP Trunk Security Profile 1 REIFTR , ARBIE—T sae MABEHLETA sae Bo

Swstem »  Call Rowting +  Media Resources +  Advanced Festures = Dewvice - Application +=  User Management = Bulk £

SIP Trunk Security Profile Configuration Related Links:
LH Save x Delete Copy % Reszet 52 Apply Config I::} Acddd Mewy
-Status

@ Aadd successful

@ Reset of the trunk is required to have changes take effect,

-SIP Trunk Security Profile Information

Mame* SecureSIPTLSforCube
Description

Device Security Mode |En|:r3rpted Vl
Incoming Transport T3r|:u3"c |TLS "’l
Qutgoing Transport Type TLE il

[_JEnable Digest Authentication
Monce Validity Tirme (rins)* G000

Secure Certificate Subject or Subject Alternate Name |s1p-cw

-
| Incorming Part® SO6l

[_Enable application level authorization

(] Accept presence subscription
(] Accept out-of-dialog refer®®
] Accept unsolicited notification
(] Accept replaces header
I Transrnit security status

L allow charging header
SIP 150 Outbound SDP Offer Filtering * |Llse Default Filter 1"*-"’|

5.REREHFTHKR Secure Certificate Subject or Subject Alternate Name CU BEEEWALHASE (CN) ) AT



AEEL,

6.3%—T Copy BRI F R Name R ZE SecureSipTLSforCVP FN secure Certificate Subject CVPH N ] B 25 2%
EMCN , RATHXARE, E—T sae ki,

G Save x Delete Copy % Reset z Apply Config EB_‘.I A Mesy

@ Reset of the trunk is required to have changes take effect,

SIP Trunk Security Profile Information

Mame* |SecureSIPTLSfDerp |
Description | |
Device Security Mode |En|:r1_.rpted Vl

Incaring Transpart Tvn,r|:u3"c |TLS Vl

Qutgaing Transport Type |TLS Vl
[|Enable Digest Authentication

Monce Validity Tirme (rnins)® 600

Secure Certificate Subject or Subject Alternate Name |cvp1.dcloud.cisca.com |

Incoming Port® SO61

[_JEnable application level authorization

[ Accept presence subscription
] Accept out-of-dialog refer**
] &coept unsolicited notification
] &cocept replaces header
[ Transmit security status

[ allow charging header
SIP Y150 Qutbound SDP Offer Filtering"c Use Default Filter b

BSIPRiZ e REEERERNIZENSIPHE
SER

1. ECUCMEEEHEHL , EfE Device > Trunk.



Device - Application - Uzar Managame

CTl Route Paint
Galekesper
Gl vy

PhiGre

I Trink

Remote Destirstion

Devios Setting=s L]

2. %S CUBEH#, EARH|IF , CUBEF#EBZTE R vcube. E—T Find.

Trunks (f -5o0f5)

Find Trunks where | Device Name v | begins with ~ fvCube | | Find || Clear Filker IE“E]
Select itern or enter search text V|
D Name = Description Calling Search Space Davice Pool Route Pattern Partition
0 & vCUBE dCloud CSS dCloud DP  cloudcherry.sip twilio.com i PT
O s vCUBE dCloud €SS dCloud DP 7aon PSTH Incoming_Mumbers
)] a wCUBE dCloud CSS dCloud DP 6016 ESTH Incoming_Rurmbers
0 é yCUBE dCloud CSS dCloud DP 7019 PSTM Incorning_Nurnbers
0 i vCUBE dCloud C55 dCloud DP 4441 3K Robot &gent Remote Destinations

3. #— T vCUBELABRIVCUBEHER B H,
4. Fﬂ'F?ﬁEbEIJ SIP Information %Bﬁ:l\ ) fﬂ?EE& Destination Port EEEE 5061.

5. gE SIP Trunk Security Profile EEEE SecureSIPTLSForCube.

rSIP Information

Destination
[ Destination address is an SRY
Destination Address Destination Address IPvE Destination Port
1* [198.18.133.226 || 5061
MTF Preferred Criginating Codec™ Flilulaw i
BLF Presence Group® | Standard Presence group V|
ISIP Trunk Security Profile® | SecureSIPTLSfarCube | |
Rerouting Calling Search Space |< Mone = v|

6. F-— T save A1 Rest LA save W HEFA F K,

Trunk Configuration

B Save x Delete % Rezet '::} Acled Mew

Status

@ Update successful




The configuration changes will not take sffect on the trunk urtil s resst iz performed. Uses the Resst button or Job Scheduler 1o sxeculs the reset.

7. BfZE Device > Trunk , W SCVPH#E, EARRHEIF  CVPHREZER cvp-siP-Tunk. IB—TF
Find.

Trunks (I -fofl)

Find Trunks where | Device Name ~ | begins with | cvp || Find || Clear Filter | qp || ==
| Select itern or enter search text ¥ |
(] MName Dezcription Calling Search Space Device Pool
-SIP-Trun -SIP-Trun ou ou
- CWP-SIP-Trunk CWP-SIP-Trunk dCloud C55 dcloud DP

8. #—T cvp-sip-Trunk LABBRACVPH R EE M,
9. @ TREIE! sIP information NEFFIFE X Destination Port T ZE 5061 .

10. 8% SIP Trunk Security Profile IR ZE  SecureSIPTLSForCvp.

r SIP Information

Destination
[ pestination address is an SRV
Destination Address Destination Address IPv6 Destnation Port

1* [198.18.133.13 || 5061

MTF Freferred Originating Codec® Fliulaw i
BLF Presence Group® Standard Presence group V|
ISIP Trunk Security Profile* SecureSIPTLSforCyp hd |

11. 38— T save A% Rest LA save WHERAFE X,

Trunk Configuration

LE Save x Delete % Reset |:|']= acled Mew

Status

@ Update successful

The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.

L2 RERCUCMI & EEHR

EAREMARL2YRE  LEZRIHEERE(LSC)AAZRRKEIBLZLMERR, LSCHERIRE



PR XL BBESEREREISE(CAPPHILAREE, BRERT , erLEEERF L,
SR

1. B AZF cisco Unified Serviceability Interface.
2. gﬂﬁ.fz Tools > Service Activation.

alial,  Cisco Unified Serviceability

cisco For Cisco Unified Communications Solutions

Alarm * Trace * | Tools * | Snmp ~ CalHome + Help -

Cervice
Activation

i Control Center -
Feature Services

3. EECUCMMAMRRIER —T co.

Server™

cucml.dcloud.cisco.com--CUCM Voice/Video ~ || Go

|'5|a-lect Server

4. E'ZET;% Cisco Certificate Authority Proxy Function %?ﬁﬁf—? Save Fuiﬁﬁ Hﬁﬁ%o E_-F Ok f@%ﬂuo
Security Services
| Service Name

Activation Status
Cisco Certificate Authornty Proxy Function Deactivated

[] Cisco Certificate Enrollment Service Deactivated

5. fﬁﬁﬂﬁ% E',Eﬂlﬁﬁ ) ?’Vﬁgﬂﬁi Cisco Unified CM Administration.

Cisco Unified Serviceability

Cisco Unified Reporting

Cizco Unified CM &dministration
Disaster Recovery System
- Cizen Linified Serviceahility m

6. RIhBEABICUCMEIRE , BfiZE system > Security > Phone Security Profile A{VEBEHEBRIHEER
2HEER,



ahmhe  Cisco Unified CM Administration

CISCO  ryur Cisco Unified Communications Solutions

Svztem )| Call Routing * Media Rezourcez +  Advanced Festurez +  Dewi

Cizco Unified Ch

Cizco Unified CM Groug device is configured. Th
Presence Redundancy Groups 15 Paging is not cnnfigur
Phone MTP Reference

DatelTime Group

BLF Prezence Group

Fegion Information k ld m i n iSt rﬂtiﬂ n
Device Pool

Device Mobility k

CHCP »

LDaP 2

SAML Single Sign-On

on Friday, Decernber 20, 2019 1(

Cross-0rigin Resource Sharing

feolus) s, Inc,

Location Info k

MLPP » fures and is subject to United =Stat

aws, By using this product vou ac
Phy=ical Location

SReT o cryptographic products may be

Erterprise Parameters nrmunications Manager please visi

Erterprize Phone Configuration our Technical Suppaort web site.

Service Parameters

Security k Certificate

Application Server I Phone Security Profile I

Licensing k SIP Trunk Security Profile

Geolocation Configuration CUME Server Security Profile
=

7. EHEANRERENNHENZLHRERR. ZHRAP , FANSKBESTE , HiIEE
Cisco Unified Client Services Framework - Standard SIP Non-Secure Profile . E‘z—-F Copy i W\E*E;ﬁi!:]lttﬁﬂlﬁ

S



Phone Security Profile (I-10f1) Rows per Pagel 50 vI

Find Phone Security Profile where I Marme ;I contains ;lclientl Find I Clear Filter I '{'Fl ='|

-

I_ Mame Description Copy

Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

8. %ﬁﬂﬁﬁﬁi%ﬁﬁ% ;ﬁ Cisco Unified Client Services Framework - Secure Profile , EE&JHS qﬂFJ?/T_\E’J §| %{
, ?K?ﬁiﬂ%—? Save EEEE"JEtﬂo

vstem *  CallRouting *  Media Resources +  Advanced Festures +  Device +  Application = User

Phone Security Profile Configuration

—Phone Security Profile Information

Product Type: Cisco Unified Client Services Frameworlk

Device Protocol: =IF

Narne* |Ci5n::n:| Unified Client Services Framework - Secure Profile
Description |Ci5n::n:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted -]
Transport Type™® |-|-|_5 -]

W TETP Encrypted Config

r Enable ©auth Authentication

—Phone Security Profile CAPF Information

Authentication Mode™® |E'!‘f Mull String -]
Key Order® [r=a only =]
RSA Key Size (Bits)* [z048 -]
EC Key Size (Bits) |.=_- None = -]

Mote: These fields are related to the CAPF Information settings on the Phone Confiquration page.

—Parameters used in Phone

SIP Phone Port™ [5ns1

Sawve | Delete | Zopy | Feset | apply Cl:unfigJ add Mew |

0. RWBIUEBHEBEHEERE , BfZE Device > Phone.



Device « | Application v User Manageme

CT Route Point
Gatekeeper

Gateway

Phone a

Trunk
Remote Destination L

Device Sellings k

10. #%—T Find EFIHFIETAEE , HR—TERESE.
1. EEEFEREBEBRM. S certification Authority Proxy Function (CAPF) Information 270 B %%
LSC , E‘EE&E Certificate Operation ﬁiﬁf: Install/Upgrade *ﬂ Operation Completes by EU’EE'TEJ*;KE"J HF,

— Certification Authority Proxy Function {CAPF) Information

Certificate Operation ¥ Install/Upgrade v |
Authentication Mode * By Mull String “ |

duthentication String

Key Order® RsA& Only v

RSA Key Size (Bits)® | 2043 v |

EC Key Size (Bits) "t
| Operation Completes By |zoz1 |04 |[16 ||12 | (rvvvimmDoiHH)

Certificate Dperation Status: Naone
Mote: Security Profile Contains Addition CAPF Settings,

12. %j& Protocol Specific Information %Bi’\o gE Device Security Profile EEEE Cisco Unified Client Services
Framework — Secure Profile.

-lPrutucuI Specitic Information i

Packet Capture Mode® | None v|
Packet Capture Duration ||:|

BLF Presence Group™® |Star||:lar|:| Presence group vl
SIF Dnal Rules |-=: Mone = vl

MTP Preferred Originating Codec® | 711ulaw

Device Security Profile® | Cisco Unified Client Services Framework - Secure Hvl

Ferouting Calling >earch Space Cisco Unified Client Services Framewaork - Secure Profile

13. Z—T sae EEHENE LA, BREXCHDIFREE  RBE—T Reset.




System + CallRouting  Media Resources = Advanced Features = Device v A

x Delete [3 Copy %' Reset | 47 Apply Config '::} Add New

Status

@ Update successful

14. WA —EEHRE , —T Reset IR

Device Reset

r Reset Information

15. REEKEBXBCUCMEME , FRIFMENEEABRELSCREREMR M. XFE Certification
Authority Proxy Function (CAPF) Information i , Certificate Operation PEFRES No Pending Operation,*l]
Certificate Operation Status Eﬁiﬁ Upgrade Success .

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® | Mo Pending Operation e

Authentication Mode © By Null String

Authentication String

Generate String
Key Order® RSA Only
RSA Key Size (Bits)* 048
EC Key Size (Bits)
Operation Completes By 2021 04 16 (12 (YYYY:MM:DD:HH)

I Certificate Operation Status: Upgrade Success
Mote: Security Profile Contains Addition CAPF Settings.

m

16. F2EI R, 7-13 , LRFEANEBCUCMRESIPHEMRERE,

B



ERFESIPETREERZE , FUTUTIR

1. BB EAVCUBERISSHEEE , iE{TH D show sip-ua connections tep tis detail , 0 i po i B A< B2
CVP(198.18.133.13)EZ M TLSE#R,

AR ;LB ECUCM(198.18.133.3) LEER A —EEBCUCMKSIPEIEMN EEBTLSE R, W
RARMASIPiEE , BIRFESIP TLSER,

2. B ABICVPI R EWireshark,
3. B A& A OB RS B ORI re Y,

4. BnEICVPEEE ; EWireshark t , E{TIHIBREAFEACUBERESIPES :
ip.addr == 198.18.133.226 && tIs && tcp.port==5061

. ge XE Res=Trsz[Faaqn
[ ||p.addr == 158.18.133.226 && ts && tep.port==5061]
Mo. Time Source Destination Protocol  Length Info
2489 63.188370 198.18.133.226 198.18.133.13 TLSv1.2 173 Client Hello
2411 63.183691 198.18.133.13 198.18.133.226 TLSv1.2 1153 Server Hello, Certificate, Server Hellc Done
2414 63.188871 198.18.133.226 198.18.133.13 TLSv1.2 396 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2415 63.282328 198.18.133.13 198.18.133.226 TLSv1.2 68 Change Cipher Spec
2416 63.2083863 198.18.133.13 198.18.133.226 TLSv1.2 123 Encrypted Handshake Message
2419 63.287388 198.18.133.226 1598.18.133.13 TLSv1.2 614 Application Data
2421 63.255349 198.18.133.13 198.18.133.226 TLSvl.2 635 Applicatien Data
2508 63.495588 198.18.133.13 198.18.133.226 TLSvl.2 1867 Application Data
2565 63.585088 198.18.133.226 198.18.133.13 TLSvl.2 587 Application Data



BE:  EECEVUSIPover TLSEZ ? IR R |, Rl B#EECVPAICUBEZ BHISIPIAR R R
éa'go

5. ECVPHICVVBZ EHISIP TLSE#R, TE[E—Wireshark& a5 , EITLLIBESS :

ip.addr == 198.18.133.143 && tIs && tcp.port==5061

File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help

L RE Re==sFass[EFaaaH

[ ] |i|:-.addr == 198, 13,133,143 && tls && tcp.port==5061|

Mo, Time Source Destination Protocol  Length Info
2498 63.358533 198.18.133.13 198.18.133.143 TLSv1.2 171 Client Hello
2494 §3.368224 198.18.133.143 198.18.133.13 TLSv1.2 1285 Serwver Hello, Certificate, Server Hello Done
2496 B3.365714 198.18.133.13 198.18.133.143 TLSv1.2 321 Client Key Exchange
2498 63.485567 198.18.1323.13 198.18.133.143 TLSw1.2 129 Change Cipher Spec, Encrypted Handshake Message
2581 63.434468 198.18.133.143 198.18.133.13 TLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
2583 63.442731 198.18.133.13 198.18.133.143 TLSv1.2 631 Application Data
2585 63.446286 198.18.133.143 198.18.133.13 TLSv1.2 539 Application Data
2586 63.472883 198.18.133.143 198.18.133.13 TLSv1.2 1883 Application Data
2566 63.512889 198.18.133.13 198.18.133.143 TLSv1.2 715 Application Data

BE  EECEVUSIPover TLSER ? IR R | Rl CVPRICVVBZ BWSIPAE R R
8,

6.2 W LUEIBCUBER R EECVPHISIP TLSER, EfnFIVCUBE SSHE , ARETHG TR
Etésmaﬂvﬁ‘i :

show sip-ua connections tcp tls detail
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: : @, Not Ready
Cleco Cisco Finesse A

B Agent Ready

]:‘ @® Break

Agent Mame State




O.EFMWRE , I BIFUAFEEIGM/ M. E—T Answer RIZEFE,

Incoming Call from 3227046971

Michael Littlefoot

Customer Name

michael.littlefoot@dcloud.cisco.com

Customer Email
Customer Address -
00:03 Call Reason

Mortgage Informat... - Adwvisor Services

Advisor Services

Answer

10. PP LEAR B B R
11.5% 7T BRECVPHMICUCMZ BRSIPFAM , FEMEICVPERE , AR EWireshark PiE{TILBIRER

ip.addr == 198.18.133.3 && tls && tcp.port==5061

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEZe BPRE QRes=FTIS[EFaaan

[ [ip.addr == 198.18.133.3 &8& ts && tcp.port==5061

Mo, Time Source Destination Protocol  Length Info

| 22087 657.375539 198.18.133.13 1198.18.133.3 j TLSv1.2 172 Client Hello

| 22889 B57.376159 198.18.133.3 198.18.133.13 TLSv1.2 1514 Server Hello
2209@ 657.376159 198.18.133.3 198.18.133.13 TLSw1.2 1242 Certificate, Certificate Request, Server Hello Done
22893 657.3808313 198.18.133.13 198.18.133.3 TLSv1.2 1330 Certificate, Client Key Exchange
22895 657.392428 198.18.133.13 198.18.133.3 TLSv1.2 323 Certificate Verify
22098 657.431871 198.18.133.13 198.18.133.3 TLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
22100 657.432498 198.18.133.3 198.18.133.13 TLSvi.2 129 Change Cipher Spec, Encrypted Handshake Message
22182 657.448345 198.18.133.13 198.18.133.3 TLSv1.2 583 Application Data
22184 B57.441387@ 198.18.133.3 198.18.133.13 TLSv1.2 sa7 ﬁpplication Data
22187 657.5@9253 198.18.133.3 198.18.133.13 TLSv1.2 1195 Application Data

®E  2EFEHECUCM(198.18.133.3) WSIP BRI EEBTLS? R 2 , Bl# HFSECVPH
CUCMZ BItSIPFAE R 22,

RER: AR

MRKRBITLS , FHECUBE LIBTU T o R AR A debug TLSHEITHFEHERR :

« Debug ssl openssl errors
« Debug ssl openssl msg
« Debug ssl openssl states
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