HCCERRE Bt NI SR B 5%
B &%

&

PDEHFG

=K

ERATH

5% 7E R Mt FN UK EEFinesse A 5%
Finessef# f & ifg

BB BB EEERRERER ik A&,
EIE2 5% TE KB B 55 R0 8%
Finessefrl AR 28

5% 7 BR Bt NP W EECVPHICVVB H &
CVPIB 5 A R 28
CVPEEXML(VXML)FEATER
CVPEEMEEEE A OHFI(OAMP)
Cisco Virtualized Voice Browser(CVVB)
£ACUBEFCUSPES E BR it M Uk &8 A 5%
CUBE(SIP)

CUSP

5% E IR Mt AU EEUCCE H 56
SetTracefR 5l

5% TE IR Mt N W EEPCCE H 5§

R EIR MG UREECUIC/BNBEERHIDS HEE
FRASSHT#H A

FRARTMTTH A

VoS_E /Y B #EE (Finesse. CUIC, VVB)

s

A HE RN B AT £ Cisco Unified Contact Center Enterprise(CCE) P & E MU B ML,
DB R

;R
SNEBCBMUTES

- Cisco Unified Contact Center Enterprise(UCCE)
- ERERPOBZER(PCCE)

- Cisco Finesse

- BEREFEZT AOMU(CVP)

. Cisco Virtualized Voice Browser(VVB)



- BRI ESBATH(CUBE)
- BRIESBEHP O (CUIC)
- BRIBSIEXREEBRBAERAEESIP)LE(CUSP)

BRA T
AERFNEARRIFA T REARA -

. Cisco Finessehx2~12.5
.- CVPfRIREFARA12.5
. UCCE/PCCERx#<12.5
. Cisco VVBiRZ~12.5
. CUICHRZA12.5
AXFHNEFRRBREEREREANNEEFMEIL, XCEF'{EFE FINWFrEREBERCIER ( FER
) WARRE R E), MRENBREEY  FRAREEBBITIESTRENNTE,

A% E BR Mt A Wi SR Finesse B &6

Finesseff Fi &%

BZEEETARKEFinesse® Fif A,

BEERMEERBERNEEFEBER.
1. BARE,

2. MREFEAFUREREFBREPEIEMEE , BHTREFE— TfinesseRBH L AN BIXE
REEER

.NREFIHFOHMIHEEE | HE,
4. & Fin A& EE BIFinessefl R85 . EfnFhttps://x.x.x.x/finesse/logsif £ A EEIRFE & A,
5. W& clientlogs/ B & T &Y H 5.



https://x.x.x.x/finesse/logs

Directory Listing For /logs/ - Up To /

Filename Size Last Modifi
3rdpartygadget/ Mon, 22 Feb 2021 23:06:32
pdmin/ Tue, 12 Jul 2022 18:52:%3

2.8 kb Mon, 22 Feb 2821 22:59:1@

gli.log

@ Wed, 17 Aug 2022 15:35:52
BE2: BB KM A RERC R

1. BB F https://x.x.x.x:8445/desktop/locallog.
2. ¥ — T Sign In With Persistent Logging.

Local Storage Logs

2022-08-17 10:58:06.332 -0580 6FBTZ1 : Browser Info: Mozilla/5.0 (Windows NT 18.9; WinBd; x54) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/183.0.506@.114 Safari/537.36
Finesse local logs : local storage is empty!

3. #BARKCisco FinesseREBEREEAH®H., EARE,

Cisco Finesse

sumchanr

PO

4. FiBAgent Desktop E BN &R G RE I EIE B A fEF A . EWERR , FEME
https://x.x.x.x:8445/desktop/locallog , ARG RN B EREIXAERP., sae BRUHE -T2

o



https://x.x.x.x:8445/desktop/locallog)
https://x.x.x.x:8445/desktop/locallog)

RIF3:WebBIRES 12 4I1E

1. REZE A% | RF12BRUBIE St 4118,
2. iZ#EConsoleE &,
3. E%Jﬁ%ﬁ?%%ﬂﬁqﬂ?lﬁé&ﬁ)i%o BARERIINAER | AR save Bo

Team Performance

Billing
A m i ime in 5 E
Jahn Cana & Ready 256:57:32 S000002
i = &
] L
116145,
1

4. i%ﬁNetworkE% , iEAPreserve logi&1E,
5. B— T AR MAMBEBEMLIRE save ABF LBEREHAR,
®o va

siluarln Cisen Elnsass Ty & Ready
e Cisco Finesse I_RL_/_

All | Feich¥HR 5 55 lmg Medis Foma [
i [ vl Fleg
Embe Time in State '
o
{“_,I
@ Re
My Histary
LL P eT] -

Dueus Data

Finessefd iR 2%
BE1OERERENEUI)- WebfR¥ ( 4B ) MEMBRE

1. B B https://xx.x.x/finesse/logs 3t f A EEIRF & A,
2. RBA #&webservices/

SERnfire)

)
Actions
o ] ®
@ =l
| 1

ue, B2 Asg 2822 BO:d45:53 @
Thu, 87 May 2920 ol:3E:30 O
, A7 Asg 2022 MA:8E:E1 @
Sat, 13 Asg 2822 @3:@1:81 @

un, 14 Aug I822 87:41:43 @

Apache Tomcat/7.0.94

3. WEKRZE —EAWeb R B, BERRE —EMRBHEER, flinDesktop-Webservices.201X-

.log.zip, R—TIERERE , LEEFT sae BXE,


https://x.x.x.x/finesse/logs

Size Last Modified
4732.1 kb Sun, 14 Aug 20212 @7:80:54 GMT

Filename

Deskiop-webseryvices 2022 -08-10TaS-48-22 95% 1eg.sip
Dasitop-webservices . 2922-08-14T00-48-54 953, log F2a73.1 kb Wed, 17 Aug 2822 15:26:44 GMT

4. WEREMFIEN AR (BUARE R ) . flun , ¥ BAREEENopenfire, ¥ 5175 FE R
BERyEE B 55X APIE I tomcatlogs.
BiEE : EERBIBR £/ R(SSH) MR £ R EH i £ (SFTP) Y EECisco Finessefil iR 27 H 5.
WA ETEAFFEWEWeb RIS BFS , EAFFEWERMATE B , WFippa. openfire,
Realm#Clientlogs.

IRIF2:EIBSSHAN R £ REEK 1% E(SFTP) — HWBE

1. EHSSHE A ElFinessefal R85
2. AT T UREMEN BT, X TRKNE2NEBNAR. RRSRRERBIKAF LE

IR SFTPfRIARSR.

file get activelog desktop recurs compress reltime hours 2

3. EX AFMEFHESFTPRIRESIKE L : <IP address>\<date time stamp>\active_nnn.tgz , E#

nnn2REXHEEE.
4. EWEHM A ( Wtomcat, E TR, BREMELERAFE ) , FFMACisco FinesseEEE

B12.5(1)RH " AR ) H.
RTE BRI W SRCVPFICVVB HEE

CVP3& 5% Rl Bk 3%

1. CVP CallServerfRMtH FEER R BI R U B K S BIERETHEHR. B2 K MRELFTEESEH
SREREHESIPEENESFHMENR , AIFERSIPHBRRRE ADEBUGHR S,

2. B E|CVP CallServeri2 Bif8 EURL http:/localhost:8000/cvp/diag.
BHRE | L ERMBRBICVP CallServerI RIFEA , B ES RETHEHRIFEERTHA.

3. #EfA PR 25 #iE ¥ com.dynamicsoft.DsLibs.DsUALibs. Z £ AMIMgr T HEE



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
http://cvp.cc.lab:8000/cvp/diag

=l Org springframewark

P O springframework,
SIF

arg.apache
N -t
SUBSYSTEN SIFIMOUT
P o namicsoft Dslibs DslUJALibs

L
Infrastructure
I"F
JETAIL: Frimca
— |
\GE_HANDLI 4 gp 4
bSGELS
4. ¥ — T SetiZ it
IMI:SH.-'—'-.GI:Z
|HPT_JDEIC:
|HF'T_C.&LL_HEG:
|HF'T_EI.ﬂ-.TCH:
oet
5 ZIRMMRE R M T RE , UERS ERZERMEL. ELERENTHAERE,
or gL R P i Trame yeork s, ] (i}
S CEBLG 41
org. apachs ERROR (4]
RPT DIEBLE 1
= LT U‘% (&}
&mﬁﬂﬂ Dl ks DELAL DS CIEBLCE 4]
lrastractres e (]
LA BB 44
T & IIF [n}
[ ] CiE B a1
MBS IMF O [}

6. EIREERE , FFEC:\Cisco\CVP\logs &£ H5F , AR BRBREERENKGEEZECVPHFER

» Local Disk (C:) » Cisco » CVP » logs » v [ : ] £

Marmne Date modified Type

” CVP.2022-02-17.00.log
1 CVP.2022-08-16.00.log
CVPEEXML(VXML)EAER

EBLBIEAT , ERERSVXMLARFEAREXNBREHRE. 5—7H , BREIZHIEMED
AR, BRITEZRE ML HE,

BEWEVXMLARSFEARERX B , FEMBIVXMLARSI TR EEAEXNB & |, flm
: C:\Cisco\CVP\VXMLServerapplications\{ & F & x{ % #}\logs\ActivityLog\Jf Yt & /& &) B 5%



< applications » BillingQueue » logs » Activitylog

acthty_log2021-07-29-16-29-46.b4

ST TN T L T

CVPE ENEEEHE A O (OAMP)

ERZHBERT , OAMPHIORMAY TR IR Mt 4k 5l R LA E RV R AR, BER , MRFEHEMR
HHRE , T RBITHIBENSE -

1. &7 %CVP_HOME%\confloamp.properties

2. fm& %CVP_HOME%\confloamp.properties

ongr.traceMask=-1

ongr . | ogLevel =DEBUG

org. hi bernat e. | ogLevel =DEBUG
or g. apache. | ogLevel =ERROR
net. sf. ehcache. | ogLevel =ERROR

3. B & EFHBEIOPSConsoleServer , IEFTRo

ERBLAR B R

BYMEE R AE4RE REEE

0 ERRERERE. BONEREVENTER). a7 2@
DEVICE_CONFIGURATION

= e 4k b B I\ =@ s +

1 FHENREEE | WG EEE, W TABASE MODIFY +
EIE=0x01011000
DEVICE_CONFIGURATION
+

2 SHEBEIN D Y HEE, Fet O SLVL CONFIGURATION

+

DATABASE_MODIFY +
& =0x05011000
DEVICE_CONFIGURATION
+
SYSLVL_CONFIGURATION
3 SRR IR B A R, S
BULK_OPERATIONS +
DATABASE_MODIFY +
& 1=0x05111000
FETR+
DEVICE_CONFIGURATION
+
ST_CONFIGURATION +
SYSLVL_CONFIGURATIO!
+
BULK_OPERATIONS +
BULK_EXCEPTION_STACH

4 AAIAVIRMEOE SR ML R IR ENRE,

EI!E"
g.lll’l



TRACE +
DATABASE_MODIFY +
DATABASE_SELECT +
DATABASE_PO_INFO +
BB+

TRACE_METHOD +
TRACE_PARAM=0x17371C
00

M+
DEVICE_CONFIGURATION
+

ST_CONFIGURATION +

SYSLVL_CONFIGURATION
+

BULK_OPERATIONS +

i - = BULK_EXCEPTION_STACH
= NTg=| SiH = — —
5 B 12 AF A BR HEH o ShE TRACE +

DATABASE_MODIFY +
DATABASE_SELECT +
DATABASE_PO_INFO +
EE+

TRACE_METHOD +
TRACE_PARAM=0x173710
06

Cisco Virtualized Voice Browser(CVVB)
HECVVBH |, Bt E R 2K ECisco VVBTHFRMHMNSBHEEMN ARER,
Cisco VVBERMBEXEEtH :

. BAMADMHBZHCisco VVB TE1E | Rt
. BAMIVRBZEMCisco VVB 5|2, IRMt
AL EERAHKREETAN THURBERENERARE,

AERBIEREE

. AR — EXRFHERT
- XDebugging 5 — i F #£ & & Mt 8 BF 09 ¥ A B 4



aliili.  Cisco Virtualized Voice Browser Serviceability (EENBETRY Cisco VWE Sendceability »
CISCO  For Cisco Virualized Voice Browser

Adminsstrator  About L

Aarn Trace Tools  Help
Trace Configuration - Cisco Virtualized Voice Browser Engine

B Save {j’ Resiore Defaults  [1]] CheckAll [ UnCheck Al
Status

@ resy

Selact Sence

Seled Sendce * 'Em;me w|| Go

Trace Ousput semngs

Maxmumn Mo, of Files * :301

WMasimum Fite Stz (KB) * [10485

| Traca Filter Setting
| Subfacility Debugging *Debuggingi HDebugging2 HDebuggingd #Debuggingd #Debuggings
WIBRARIES

LIB_CFG O (m] D O [m (m]
LIB_EVENT O (m] D %] a ]
LIB_IDBC O O O O [ O
LIB_NmI O a O O [ O
LIB_LICENSE O O O O O O
LIB_MEDIA [m] m] O O ] (m]
Lig_RuI [m] m] O O a a
LIB_SERVLET ] [m] O 0 [ ] (m]
uB_Te [m} ] O 0O [u] =]

WANAGERS

EBE . TRRELES AN RS LB Xdebugging5,.

BREBRENRER BFREIE, CVVBEIERBINFERRBRE ZABRASHEE, R , W
REFTETURELZVREERS , BRNEBLEARERN AR AREEER,

RitAREEE

-1 PAMALERERN SR
TaERVVB BAHBREBA.

AppAdminVVB BEEIBAppAdmin, Cisco VVBA#E MM HE MR EETWeb EERIRE
MediaVVB ARNERERINEERREE,

VoiceBrowserVVB AR EERE,

MRCPVVB FERAfEHCisco VVBEEHASR/TTSHI RERE,

CallControlVVB SIPEASR A BRI REAE1E H RSP 240,

1. BIRRCVVB & B (https://X.X.X.X/uccxservice/main.htm) , AEZ B ZECisco VVBH#EM EH
. FHAEEIREZEA

alwil,  Cisce Virtualized Veoice Browser Serviceability [IEREETE Cisco W Serdceasdity
€IS€0  For Cisco Vinualized Volce Browser

Adminisirator  Aboul  Logout

Marm  Trace Tools  Help

2. 124E Trace >EEMEE,

ahiali,  Cisco Virtualized Voice Browser Serviceability
Cisco For Cisco Virtualized Voice Browser

——
Alarmf Trace | Tools Help

Configuration



https://X.X.X.X/uccxservice/main.htm

. BFEAREHFRBMANGERER , A%RI%E—TEnableizfll, Hlin , BRASIPEERENEE
FEZ CallControlVVBE B By FE Z A BI M X A BIFEZ B E(ASR/TTS) B ) 1HBE RS RE /Y
MRCPVVB,

alinhi,  Cisco Virtualized Voice Browser Serviceability

CISCO  ry Cisco Virtualized Voice Browser

Alarm  Trace  Tools  Help

Log Profiles Management

_& Enable

Status
|7® Ready

— Profiles

O MediaVwB

O Defaultvve

O AppAdminyVB

O voiceBrowservve
_@ CallCaontralVWH
~ O MRCPWE

Enable

4. #—T Tenable (A ) J HABREBRIHIES

alimhy  Cisco Virtualized Voice Browser Serviceability

CIS€O  Fyr cisco Vitualized Voice Browser

Alarm Trace  Tools  Help

Log Profiles Management

_& Enable

Status
|7® CallControlVVB log profile configurations have been enabled successiully.




5. ERMEER , WERF. EACVVBHFHEIRER TERTMT)RE B,

6. & — T R¥E LA Cisco Unified Real-Time Monitoring Tool B~ ( 1R &
IE8),

 EBERCVVBT H It

Host IP Address: [10.10.10.30| |

| ok | | cancel | | centincates |

8. ESBBEY, (MRER )

Add the Cerkificate o Trust Store

The Certificate from the server is not trusted.

This could be hbecause the certificate is self-signed or
the certificate s coming from a malicious server.

Please view The CertifNcate 1o confirm s authemticity
before proceeding to add it.

Accept f Reject this Certificate ¢

| accept || Reject || view

9. RHUBE AR — THRE.

Authentication Reguired E

A username and password are being regquested by https:'cwh.cc.lab:8443
User Name: ladmin |

Password: |---------| |

| ok | | cancer |




10. IR YW EITimeZonedEzR , AlIZE—TYesizill#d , RTMTHLLER, BEFMMEBRTMTIE,

Timezone data version mismatch 1

% There is a mismatch between timezone version on this RTMT and the serneer you are irndng 1o connect.
Do you want 1o update the timezone tables on this RTMT 1o malch to that of the serwer now 7
This will need a restart of RTMT.

Note: Choosing “No™ would et you launch RTMT with curremt timezone version,
but you may face some issues related to mismatch in time.

Fesl | [ o |

11. fR$Fi8 e TDefault configuration ( FEERELE ) 4 , ABE—TOK,

Select Configuration E3d I

Configuration List:
Crarault

Description:

[ ok | | cancer |

12. i®#ETrace & Log Central , A% %M T Collect Files,

Real Time Monitoring Tool Fercisee Vidualized Voice Broms

| System |*I| ] Trace & Log Central

|E*,r5tam Surmmarnry

[ Remote Browse
Systeam Summary

[ collect Files

Barvar D Claery Wizard
CPU and Memaory gt D Schedule Collection
Fracess i [ Local Browse
4 m_ F 1 F .
Disk Usage [ Real Time Trace
i [™ colect Crash Dum
ﬁ Critical Services i [ collect Install Logs
IFermormance i ™ Audit Logs
Fermormance i
Fetfarmance Log Viewear
Tools
Alert Cantral
Trace & Log Ceantral
.l.-\ﬂ i b= 0=t 0=

13. EHFARNREDR , BEFEEngineZ—T "T—F. ,



Collect Files E3 I

[ BelactVwWwB Sarvicestapplications |
[] Selact all Services an all Sarvars
Maime Al Servars |1 el ce lak
Administration |1 ||
Cluster View Dagrmon 1 [
OB Perfmon Counter Service [1 [
Catabase [ (]
Endglhe ] [
SHMP Java Adapter 11 [
Yoice Subageant [ 1
| et = Cancel

14. &£ — R E F BXE— T Nexto
collectfiles ______________________________________________________________________________[Ei]

[ Belect System Serdcesipplications |

[ ] Select all Sarvices an all Servars

Marme Al Servers |1 evwbr e lak
Boot Logs [ || -
Cisco AMC Service H
Cisco AMT Sarvice alertLog
Cizco AMC Service CallLog
Clzco AT Service Devicelog
Cisco AMC Service PPRLOG
Cisco AMC Sarvice SarvarLog
Cizco AMC Service ServicelLog
Clsco AXL Wwelh Sarvice
Cisco Abort Transaction Spooling
Cisco Audil Evenl Servica
Cizco Audit Logs
Clsco CAR Weabk Service
Cisco CCh DEL YWeb Librans
Cisco S RS Weab Library
Cisco CCh FD Weh Service
Clgoco SCMADMIn Web Service
Cisco CChMRealim WYweb Saemvice
Cisco COMSarvice Wab Sarvica
Cisco CChUser Web Service
Zilzco CDF
Cisco COF Agent
Cisco CallManager Gisco IP Phone Services
Cisco Carlificate Change Motification
Cizco Cerdificate Change Motification Service
Cisco Change Credeantial Application
Clsco Comimon User Interdace

o S S PP 1Y o '

1 T
1 T

|4

| =pack | Noxt » | | Cance: |

15. iZ1¥Relative Range , YR EBIZRE B S HRTWUARRE,



Collrct File Opetbonms:
ColbEction Tirme

2 Absolute Ranges

| = Relatve Range |

Files Generated in the last | BO - IHInLﬂa-i - |

16. 7£ "Download File Options ( TE1ER#EHE ) J L , #—TBrowse , AR BIZFEFAHME &
save TE R ) %&B‘E—TOpeno

Look In: |[tracefiles - |II:I||1J‘1'I‘||I:||%|E:|

EMSLogFile

Folder name: |C.lUsers‘udne‘tannlaads‘tExerclsm _ 201 7-05-15_07-00-4 2tracefiles |

Files of Type: | All Files - |

I Open || Cancel |

17. BRAAERIERR , & —TFinishiZilt,



- Collect File Options:
- Collection Time

2 Absolute Range

Select Reference Serve ime 2 ||||-|l lient:{SM S:0)Eastern Davlight Time-America/New_York -

From DatesTime | SMMaM7T - 703 AM | -

To DatesTirme I"-.II-'.I" 7 - 8:03 AM [T

™ Relative Range

Files Generated in the last |80 ~ | Minutes ~ |

Download File Options
Select Partition | Active Partition ~ |

Download File Directary hadsii ' 4 2\tra | Browse

) Zip Files

‘@ Do Mot Zip Files

] Uncompress Log Files

[_1 Delete Collected Log Files from Server

Mote: The result file can be found in the directory named =MNode Name= created under
the user specified directory structure. The File Name is as specified by the user.

Iﬁ‘ Next = _l Cancel

18. EMRERFER, FF , EFEFIRTMT LAH#ERRI

Trace & Log Central

[ Trace & Log Central Collect Files in progress for node cwwh . co lab
D Remote Browse
D Collect Files Downloading results into CaillsersidoeiDownloadsiExercisel _2017-05-15_
D Query Wizard Completed downloading results into ... Cillsers\jdoe\Downloads\Exercise1_

Downloading files for node cwhb.cc.lab

Downloaded stdout.log frorm the node: cwh. co.lab
Downloaded Cisco001MWRO29 1og from the node: cwwhb.co. lab
Downloaded GC.log from the node: cwwb.cc.lab

[ Schedule Collectior
D Local Browse

@ [ Real Time Trace
D Zollect Crash Dum
[ Collect Install Logs
[y Audit Logs

Collection Summan™ ">
Hostkame: cwwhb cc. lab

MNo.of files Collected: 3

nCnmpleted downloading for node cwh.cc.labl

19. B E fEFREEHNERIK,

20. S| ZHRRMERIRFTREN . BETHELER , FEMB\<KHEB>\uccx\log\MIVRILHF 3K,
BIE2:EIBSSHRSFTP — #HMWER

1. ERAZ£RE(SSH)E AVVBRARES,
2. WAUT S AREMENBEE. REERER , LR TERHE B S L ESFTPRERSS.

file get activelog /uccx/log/MIVR/*



]

Ln
[ 3]

87402

3. EX AFMEESFTPRIRESIKE L - <IP address>\<date time stamp>\active_nnn.tgz , E
nnnREXHEEEH.

ACUBENICUSPR& E IR Bt NI SR H 5%

CUBE(SIP)

1. RE B BB LA B e EZTE,

#conf t

service tinestanps debug datetine nsec
service tinestanps |og datetine nsec
servi ce sequence-nunbers

no | oggi ng consol e

no | oggi ng nonitor

| oggi ng buffered 5000000 7

end

cl ear | ogging

B B4 ECisco I0SPH B GWHY A F P ] S & B B oh I,
2. ER—EFFEERANES , TN EARENFIUEEREZZNAR K MIAEHABE, ER
ERBEE S BRRDRMABARSE , MR AMETE.

| oggi ng <sysl og server ip>
| oggi ng trap debugs

—RFER —{Bdebugth & , Y EBEG T ZERECPURIAE,

show proc cpu hi st
BE . WMRCPURIAREZR70-80% , MeEHBARBLENAMAG A KEM, Rt , R
GWiEZI60% , s~ ERAH MR,

3. BMALUTHER :

debug voi p ccapi inout
debug ccsip ness
After you make the call and simulate the issue, stop the debuggi ng:

4. ERBEE,
5 ZRRHE,

#undebug al
6. L& B35,

termlen O
show ver
show run
show | og

CUSP

1. ECUSP LR A SIPER i,



(cusp)> config

(cusp-config)> sip | ogging

(cusp)> trace enable

(cusp)> trace | evel debug conponent sip-wire

2. Eiﬁrﬁ:ﬁ%o
3. EAREBAEAZ A
WEEARE

1. ®ECUSP LEC B/ & (fl4n : AE).
2. ECUSPR RATEATHEILEL &,

usernane <userid> create
user nane <userid> password <password>
user nane <userid> group pfs-privusers

3. FTPEICUSP IPithiit, FRAE—SHERNEAEER ((AH ) IEH.
4. 1% B $#% 58t B/cusp/log/trace.
5. #Hllog_<filename>,

AE IR BEM W ERUCCE H RS
B RIEZEBiBDiagnostis Framework PorticoZt System CLIT E5% % iR it 4k 551 3t Uk 58 2R it .

FiEE : EREPHEERMFEMRKCLINFMEN , 32 B Diagnostic tools ( ZEITE ) — &
, HEACisco Unified ICM/Contact Center Enterpriseix4<12.5(1)89iE A R

HARSBUCCER RETHEHERRR , MRBRBNFARMBRZERERZHANET , FEAMFETHF
A RBEAR BIRRE RS ( FRLEFIIMERERA ) o

BisE : MEHIAERA , HB B Cisco Unified ICM/ZBR O ¥/R12.5(1)E AR LR ER
BB —&,

Plan | NSRS H vk B R AR B REE AT FEHERR | R BERARIC , RBURBI L RRER2,

HHICTISVR(CTISVR) , 2R M BB AR E BRI E BB EERB . CTISVRAYHERE IR M=
%1 BOXF8,

1. FUCCEREPGL , BRZ % EmIERR (Regedit).

2. Bfin EHKLM\software\Cisco Systems , Inc\icm\<cust_inst>\CG1 ( aFl
b ) \EMS\CurrentVersion\library\Processes\ctisvr,


/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_01001.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_0110.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_0110.html

File Edit View Favorites Help
W Cizeo Systems, Ine.
W ICMA
125
» CerthMon
Cisca 551 Configuration
w citi
125
W CG1A
» CG
» DMP
w EMS
e CurrentVersion
w Library
~ Processes
ctisvr
nm

Name Type Data
| (Default) REG_SZ [vabue not set)
34 EMSAIILogFilesMax REG_DWORD 0xT7355400 (2000000000)
3] EMSBreakOnExit REG_DWORD 000000000 (0)
| 3% EMSBreakOninit REG_DWORD Ca00000000 (0
74 EMSDebugBreak REG_DWORD 00000001 (1)
74 EMSDisplayToScreen REG_D'WORD 00000000 (1)
74 EMSEnableGlobalExceptionHa..  REG_DWORD 00000001 (1)
74 EMSForwardLevel REG_DWORD 00000001 (1)
7 EMSGenerateSmallMemanyDu... REG_DWORD 020000001 (S36870913)
74 EMSLegFileCountMax REG_DWORD 00002710 (10000)
| | 35| EMSLogFileLocation REG_SZ logfiles
124 EMSLegFileMax REG_DWORD s e G380 (30000000)
14 EMSNTEventLogLevel REG_DWORD (0000002 (2)
[ 14 EMSTraceMask REG_DWORD (x0000COFE (248)

3. M FTEMSTraceMask , S{ERE Af8.

Value name:

|EMETmmMasH
Value data: Base
|fB| ‘) Hexadecimal

' Decimal

4. B —TOKILRIFAB BRI, UTRBECMUCCETIFRBN LS ( LARTRER BB
) o
SetTracefk Bl

1. EEELE IR HEAY 7 PR 25 BA B Diagnostic Framework Portico , WA BB EFAE S EA
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e

ihalis ynified ICM/CCE Diagnostic Framework Portico

CISCO
Hostname: 12UCCE-RA.chase.com Address: 221

2.1 "ol HoH , BfiElTraceili##2 SetTracelLevel,

3. £ "SetTracelLevel, REH , BIFETHMBKE,

€« ; x & Unified ICM/CCE Diagnosti...

—
TF::':._-/’/.

‘vl Unified ICM/CCE Diagnostic Framework Portico

CISCO

Hostname: 12UCCE-RA.chase.com Address: ::1




4. #%—T "Submit, ., % , B FEIOKEE.,
NI ey

disee Unified ICM/CCE Diagnostic Framework Portico

Hostname: 12UCCE-RA.chase.com Address: ::1

Wi EREREERSRRBIREARAC, ER[ER , ASRMRE

RERERME. B
EITAPIGWIRHER B4 B0, MAMBABBISRE T MBRE | ST e EHEREL

EFRLERBIEEREZREPREITAPIGWH I FE2ERNE3MR.
SE L ]

1. #£Diagnostic Framework PorticodyCommandsZ8% , EfinE|Trace , AR iE#EListTraceFile.

2. #ListTraceFileB A , i###Component, FromDatefIToDate, i#+Show URLIE , A& IR
_-FSmeito

€« &) e X @ Unified ICM-CCE-CCH Diag... ¥ fi x

il Unified ICM-CCE-CCH Diagnostic Framework Portico

Hostname: Sprawler115.PCCEMEA.cisco.com Address: ::1

3. EREMR , LB HHZIPEFERERNOKHEE,




il Unified ICM/CCE Diaqj;u-sfic Framework Portico

sl
CIscD

Hostname: 12UCCE-RA.chase.com  Address: ;1

4. B—TZIPEREFEIY save FMENVEFRHER,

AR TE BR Kt W SEPCCE B 5%

PCCE#A HCM T ERERERKMRE . ETEARUCCERE , EHZEIHERPorticosi RMCLIZ
BANMBERFSNERL %

1. £PCCE AW1AIBRES £ , BARtUnified CCE Web Administraton TE & A ZEEESRS,

Unified CCE Administration

Enter your password

1 2= a different user

Sign In

2. EfREIMR — >EREMEE — >ARWE , UFEK "RFERE. B



lllll Illl ' .
CI1SCO Unified antact Center Enterprise
Qverview

Inventory

Cerview

License Management
Device Configuration
Application Gateways
Peripheral Gateways
Log Collection

Deployment Settings

Infrastructure Command Execution Pane

3. # "HEMEL BL , B-TIREMRR , S4B "RURE . BIESR.

';ll';'l':!;' Unified Contact Center Enterprise Management O

Legg Collpction Schaduln®

—_—r] a1 Tived Ersdl Tis Dusritinie’s [72
1 AT 133 D1 P F0TT 12230 £ ]
« LT L] u u =
e L 5]

W P

4. FECCE L #4 iR Bt 4K Bl 5% € A Detailed , Y {R & ANo Change for CM and CVP , A&#ZE—T &
FTER AR B




' Trace Levels

Component Current Level Set Level To

CCE Marmal Mo Change j
i Marmal Mo Change j
WP Maormal Mo Change j

Lpdate Trace Levels Cancel

5. 3 —TYestEREL,

| Changing trace levals could allect the paerdormanca. Are youd sura you swanl 1o procaady

(i [s)
6. ERME% , BRUnified CCE Administrationit & [ESystem > B iU,
7. F£Components ( 7t ) B FEIZECCERCVP,
8. BEEEN BHKERRE (FEREABEIODE )
9. ##— T Collect LogsHMYes A REFE LR ES. MR BFRE, FEFEIERER,

10. e 1% , B — TR4EP I DownloadiZilt , TEHETEFTE AFNEBHEER. sae REEBE
B ziptE =R,

RRTE BRI W SECUIC/EN & #l/IDS B 5%

SSH
1. ZAZF|CUIC, LDFMIDSKISSHE5I(CLI),

2. BT LAKRECUICIEREN B S,

file get activelog /cuic/logs/cuic/*.* recurs compress reltime hours 1
file get activelog /cuic/logs/cuicsrvr/*.* recurs compress reltime hours 1
file get activelog tomcat/logs/*.* recurs compress

3. E{Tan B A EELDAREARY B 5.

file get activelog livedata/logs/*.*

4. B1Tan T LARERIdME B B 3.



file get activelog ids/log/*.* recurs compress reltime days 1

5. EL HEERFESFTPEREZH B L : <IP address>\<date time stamp>\active_nnn.tgz , &
nnn2REXHEEE,

RTMT

1. %#FOAMPEH T H/RTMT, & A Fhttps://<HOST ADDRESS>/oamp , EFHOST
ADDRESS = fal fR 88 #Y 1Pt it .

2. BB ZTools > RTMT plugin download. T &3 %28 544,
3. MBIRTMTAE A EE S RBEE AR RAREE.
4. 3™ T Trace and Log Central , A& 1% T Collect Files.

5. BWHUREKRERBHNELHE. BXARCUIC, LDMIDSEEFHE R/ [ RS,

CuIC:

Collect Files

| Select CUIC Senvices/Applications |

(vl Select all Senvices on all Servers

Mame | All Servers

| [Intelligence Center OAMP Service _ v
Intelligence Center Perfmon Senvice . v
Intelligence Center Reporting Sendce _ v
Intelligence Center SNMP Java Adapter Senice v
Intelligence Center Seniceability Senice v

LD:

Collect Files

| Selact LiveData Sendces/Applications |

[v] Select all Senices on all Servers

Name All Servers
CCE Live Data ActiveMQ Serdce [
CCE Live Data Cassandra Senvice [#]
CCE Live Data NGIMX Senvice [+
CCE Live Data Socket 10 Senvice %
CCE Live Data Storm Senices %
CCE Live Data Web Service %
CCE Live Dala Zookesper Sendce [#]

IDS:



Callect Files
| Select|dS Senvices/Applications |

[#1 Belect all Services on all Servers

Mame Bll Servers
Cisco Identity Senvice ' ¥
PlatformTomcat
Event viewer

Collect Files

| Select System Sendces/Applications
| Select 3ll Senices on all Servers

Mame All Servers
Cisco Sandceability Reporter CallddpdliesRepon ' |
Cizco Sandcaability Reponter DavicaRepon
Cisco Sendceability Reporier PPRReport
Cisco Sendceability Reporer ServerRepor
Cisco Sandceability Reporter ServiceRapont
Cisco Stored Procedure Trace
Cisoo Syslog Agent [
Cisco Tamcal %
Cigca Tamcat Sacurity Logs
Cisoco Tomecat Stats Sendet
Cisco Trace Collection Senvice
Cisco Trust Verification Sernice
Clsco UXL Web Sandce
Cison Unified Mobile Voice Access Senice
Cisco Unified OF Admin Web Senice
Cisco Unified OS Platiorm AFI
Cisco Unified Reporting Web Sendce
Cisco User Data Sendces
Cisco WebDialer Web Sernvice
Cisco WebDialerRedirector Web Sendca

Cron Logs J
Event Viewer-Application Log [#
Event Viewer-System Log ¥
FIPS Logs L]

6. iE#EDate and TimeLA KX BZEE R | LUE save BFSo

VoS L @B (Finesse, CUIC, VVB)

1. ARHEE EFRKHE  FEVIVOSHAMRIRNSSHERE , UEAFAEEBIRFETH MR
F, .
P@l“ﬂﬁﬂ:‘&-ﬁuﬂ"r ek

2.1



)

'%ZZU-F utils network capture%ﬂ:\yuT .

Synt ax:

utils network capture [Opti ons]

options optional

page, nuneric, file fname, count num si ze bytes, src addr, dest addr, port
num host protocol addr

options are:

page
- pause out put

nuneric - show hosts as dotted IP

addr esses

file fname - output the information to a file

Note: The file is saved in platfornmcli/fnane.cap

fname should not contain the "." character
count num - a
count of the nunber of packets to capture
Not e: The maxi mum count
for the screen is 1000, for a file is 100000
size bytes -
t he number of bytes of the packet to capture
Not e: The naxi num
number of bytes for the screen is 128
For a file it can be
any nunber or ALL

src addr - the source address of the

packet as a host name or |PV4 address

dest addr - the

destination address of the packet as a host nane or |PV4 address

port

num - the port nunber of the packet (either src or dest)
host

prot ocol addr - the protocol should be one of the follow ng:
ip/arp/rarp/all. The host address of the packet as a host nane or |PV4
address. This option w !l display all packets to and fromthat address.

Note: If "host" is provided, do not provide "src" or "dest"

1b. HEFRBERE

HREHWIHEE | ALUSIIE X/ PIRIALLM I 2 BRI FT A BRI 8 EE — 84 Spackets.caphy

HEERY, Alt, REEEEECLILHT utils network capture ethO file packets count 100000 size
all



. T . T s —_— 'L'ﬁ'--H1

£ 14486075 - PuTTY |
- 9

1c, RIFE
RiEE

ARTHRBEEERTNETTE , RIFEMBRBRBEER(8500)ETHE.
AEBLEREFEESER LEANFMAENR , F2ETCPMUDPEME RSN ESHE T
HYiE A AR AN

£ L44R.60.75 - PuTTY W L S—

1d. RIF
IR

EHBRVOSHBE M ME , K AMER "hosty BHBRE HEFEETHARE,

AR EHERBETH  EEERBRT ,BEHA "1 1o EIPEIE.  %/30 utils network capture
ethO file packets count 100000 size all hostip !'10.1.1.1
r._-;l-'.u.!c{-':---*.rrr - — —

3. BRI HERGN , SERREERTRR , AMEERETIFELENERT, MR
HEBSRELEE , ATRSEETRREENEE. IRBEEER , IRRARTGEER , E
MABHE AREBDHEFGEUNNEE  EERTEEXRUTNEHEE, MRFERKEH
BEN  FEAXEK ENERSRERBMRBIETHE,

4. FILHHTE BEILHE | FREControl@ WM FNC, ESERHEERERR , XYEFTEM
BEERP I EEMRERS.


http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

TERLLRER | BEERKBFEFEMRSSL Tactivelog platform/cli/y &

. eI BR R N R T E

HEEZRGBEEMRSE LA Tactivelog platform/cli/y LB, EAAFERRTMTEIBCLISHESR

EHEISFTPRIREBEH A MPC, 4a, BBCLIAHEREREHEISFTPRIAREE

T file get activelog platform/clifpackets.cap AFpackets.captd R E ZISFTPEIRES.

‘E% EWERARSFE LBENAE.caplER , 52 A file get activelog platform/cli/*.cap
&# , HESFTPEARETIP/FQDN, I8, {EFH%%@ &ﬁ%%ﬂﬁﬁ%ﬁnﬂ

" 2P 14486075 - PuTTY

CLHE RERE @ BISFTPRAR A A B

4b, FERARTMTHHEREREWEAHhPC,
BERTMT, WMREREAMPCLEZHE K BRVOSEEHERTEHEENIRA , BE|Applications-




>PluginsiE &,
% — T System , A% 1% — T Trace & Log Central , /A% &M T Collect Files, %Z— T 5% —{&i&
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Cisco WebDialerRedirector Web Senvice

IPT Platform CLI Created Reporis
IPT Platform CLI Logs
IFT Platform Cart Monitor Logs

IPT Platform CertMgr Logs

IPT Platform Cluster Manager Logs
IPT Platform GUI Logs

IPT Platform IPSecMgmt Logs
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Install File Signing
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