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State’ province | T |
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cd c:\icm\serviceability\diagnostics\bin

)
b

SRS MBRENREIDEFIFNES, BTl

DiagFwCertMgr /task:UnbindCert

tMgr /ftask:UnbindCert

cuting Task: '"UnbindC
t number from s
NG TO UNBIND CER
Addre

c:\icm\serviceability\diagnostics\bin>

TRAFBBLERELEREIRMUNBERNR (T2 ) .

AR BARMEABRHRENGEMBREMRRE T T, RILEAN++HERNMIERRTUEE)
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General | Detals | Certification Path
Show: | <all> i
Feld Vahe A
(&1, Autharity Key Identifier KeylD=03 2f 5102 27 8c c7 3...
(i CRL Distribution Points [1]CRL Destribution Poant: Distr...
@m&mw Information Access [ 1)Autherity Info Access: Ace...
Ii; Certificate Template Inform... Template=CC Web Server(l.3...
()| Apphication Policies [1]Appication Certificate Poic...
5. Key Usage Digital Signature, Key Encipher... |=
) Thumbprint ithen shal

97 93 74 00 99 19 53 dé 4e Ob c5 6= cd 4c bd
9% 36 dc 4b cb

Edcht Proparties. .. I Copy to Fie. ..

SERS BT TR EHERR.

DiagFwCertMgr /task:BindCertFromStore /certhash:<hash_value>



MRBEBRERY , AEREERE/VALIDEE.

SR MEEERERENY, BITUHSHT :

DiagFwCertMgr /task:ValidateCertBinding

JjalidateCert
om i

Attempting
a

look up
"~ Pe

SUCCESSFULLY

T = FERRIERT , DiagFwCertMgrf# #7890,

N4y

MRBERERY , AERSEERE/VALIDHEE.



SERT BB EERRY, EITUTSHS

net stop DiagFwSvc
net start DiagFwSvc

MRDEERKDEFED , IRBDEAEXRIEHREEERES,

6.REBENPEAREEANJavaTiRE

EE BBeE  BXEUEEE SN RN SRES RJavaT B #HETH T,

SR BfEJavaE HHER , SERJavae R T ENRMARE. SR IBBEES ZEHjava
home®& &,

#181: CLIa & :echo %CCE_JAVA_HOME%

_HOME®

:EUFuuFdn Flies (x86)\OpenlDK\jre-8.6.272.108-hotspot

BIE2 . BRSRARREFEERE , MTEAR

=

L o - 4+ E I Control Panel » System and Security » 'S,-s‘.erV\I w t =}

Control Panel Home

% Device Manager Computer Name  Hardware Femate
& Remote settings Envirgnment Variables W
You must bé logged on a3 8n Admiristrator to make mast of these changes

9 Advanced systern settings S
erfomance

~ User variables for Administrator
Visual effects, processor scheduling, memary usage, and virtual meemony

Variable Value
Settngs: i Path Co\Users\Adminastratod\AppData\Local\Micreseft\WindowsApps;
TEMP CAUsers\Administrates\ AppDatah Local Temp
User Profies ThP C:\Users\Administrator AppData\Local Temp
Desiciop settings related to your signn |
Settings.
Startup and Recovery
System startup. sysbeen fadure, and debugging information Mew... Edit... Delete
Settings..

System vanables

ComSpec C:AWindowshsystem32\cmd.exe

OK Cancel
COR_EMABLE_PROFILING 1
COR_PROFILER AppDynamicsAgentProfiler
CORECLR_ENABLE PROFILI.. 1
CORECLR PROFILER Agolvnamics.AgentProfiler e

New... Edit... Dedete

I




S ER2 £ICMA OpenDKEE R <ICMZ £ B #%>\ssI\ 1% CCE_JAVA_HOME %\lib\security\cacerts{i
cacertsiE R, B ELEERERIHMVE,

SR UEEEFNAMG TRELETUTRS

cd %CCE_JAVA_HOME%\bin
keytool.exe -keystore <ICM install directory>\ssl\cacerts -trustcacerts -import -file <path where the R
keytool.exe -keystore %CCE_JAVA_HOME%\1ib\security\cacerts -trustcacerts -import -file <path where the

FENRBERRIARZAREBRRENCA, EEBCAH (ERNHCAWHEF T

, Bt REBCAE LR L ) |, IFEEARBENPEEE. EREPEEBNEILCAY (BEE
EREYIEHENAINBCATES ) K RAEFZEARITE. REENTEIZELEEAR
ICMF1OpenJDK &8 EE , K ASystem CLHB{E A OpenJDKE R EE,

CVPERF %=
1.(EFAFQDNERKEE

LT IBRNE T I AFQDNAWeb R EIEER(WSM), FBEXML(VXML), FFEALHE iR 25 FIREE
¥ (OAMP) R I £ B RE &

AR RECVPH  BEAHECEARSFNEE , MA2HEFQDN , Bt , EEEREXRE

=3

Ho

EE  BRZE , XEITUTERE .

1 UEEESHHEMGSRE.

2.8M126.2, EEHBTRERT , FHEI%CVP_HOME%\binE £ R I E1T
DecryptKeystoreUtil.batfE %,

JEM126.1 , EEBRSMERE  FETHS , Hit
%CVP_HOME%\confisecurity.properties,

4.1B{Tkeytool i T RFE N R,

5.#£%CVP_HOME%\confisecurity\ B #iZ17 5 % copy .keystore backup.keystore.

CVPAIRZR

SEB1.EMBRCVPRIRSZES  HETUTHS :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a



HBRRREASRERR.

TE2 BEARWSMEE | BFETUTHS

X

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIRR R R A SRERR.

 FEERBERT , ERNEBESEERME, A — validity XXXXEREEFERZEFHEH A A
: n,\UaéiH’Jﬁx&EQ%QOEE WHEEELKEZAHCARSR, HRAXZSBHERSE , 3-5F
M\/, EE’JEﬁA%HTFﬂo

UTR-—EREFRMEEA

& 365
R 730
=% 1095
s 1460
HE 1895
+4 3650

EE 125 EH |, HBERSHA 256, £ AK/P2048MINBEEERSA |, BFEAUTEIE
EREIELE : -keyalg RSARI — keysize 2048, CVP&@EMm T X EBIE — storetype
JCEKSS| 8, METEHEM , AIRE, eRAFTENSRETESIEE,

EEMARSAIFQDN , EREEFEN B F MR E ?




EHEBEMRERMAE?

[RA]: <EEOU>
BRANBBRTE"?

[RA: <iEEEBHEE>
BHEH b ERERTE?
[RA: <iEEHW T/ E & >
EFEMNREDNRBRTE?
[RA: <iEER/MH/BRES B>
LRENERE (WEFST ) BTE?
[RA: <EELFFEFR/BEARH>
RET RO E@EAEEyes.

5 E83. ¥vxml_certificate M callserver_certificate Sl {THHRIHI L B -

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

CVP# & fal Bk 25

SRR EMBRWSMA R EARBFRE , FETUTHT

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

HBRR R R A SRERR.

TE2 BEARWSMEE | BFETUTHS

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai



HBRRREASRERR.
AEMEEMRBF[OFQDN(EN B FNERRME) , RARBEHTERCVPRIRSMEBN S,

S B3 ¥callserver_certificate Bl {THE B8 :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIRREREFE A SRERR,
CVP OAMP ( UCCEBE )

HREPCCEMRS RRA12.xH |, RBRS REATE THEMBASPOGEES , W HARLZEOAMP , &
LEHRRUCCERZERR T REBZUTELSR,

FR1.ERMBRWSMAMOAMPRIRZBREE , FETUTHT

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

HRR R R A SRERR.

TE2 BEAERWSMEE | BFETUTHS

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HREREWASRERR,
REAEERRFHFQDN(EN B ZNERZATE) , AREENITHECVPRIRERMARN S E,

H B3 ¥oamp_certificate TR HBR

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HBR R R A SRERR.

2.EB%CSR



EE : EERFCH280HAMBIESRERSEIEFPAMT S IR ENRBMW(SAN), EFELECSRE
, AT LAfE FISANEY — exts| BT R IR 4E,

THEEREE

-ext5| MAFFEAEEARENER. BTN ROKHE - BXEEREHB(SAN) , XBBTEHRAR
M ST BREE B (FQDN) A K localhost, HMSANE AL 0] LAETI8 B2 2 R E.

BHAISANE B BHE -

ip:192.168.0.1
dns:myserver.mydomain.com
email:name@nmydomain.com

Flan -

-ext san=dns:mycvp.mydomain.com,dns:localhost

CVP{RfRER
TR1IERBBHERERB R, BTGP USERBFIER ( HlWwsm_certificate ) :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRR R R A SRERR.

S B2 ¥vxml_certificate M callserver_certificate Bl {THHRIHI L BE -

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

H IR IR R A SR EFRE.
CVPIR & fAl AR5
TR ERBBNBER R, ETHPSAUBERFIER ( Hliwsmreport_certificate ) :



%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRERERASRERE,
HER2 Ycallserver_certificate 1 {TAHEI S ER -

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIER R ASBERE,
CVP OAMP ( #fRUCCEZE )

TRIERBBNEBER R, BTG SUEFERFERER ( Hliwsmoamp_certificate )

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIEBRREEASRERE,
H B2 ¥oamp_certificate TR HER

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HBRRE A SRERR.
SEBMCAERNES

SB1ECALEERE (CVPRIMREEMWSM, CallserverFIVXMLEMRES ; CVP OAMP{aE fRESHY
WSMFOAMP , CVP# & A lRBRFIWSMFCallserver ) o

TR RCARBHBETREAZARENREES,
TR BEENCAEENEEERIE A RRIZH %CVP_HOME%\confisecurity\E £ 52 #,

4 FEACAZEZRE

HELLREMNCVPERSRNAMAERRE. EFEEAZMARRBLTANIEENCARERSE

o

FERIEAREE. ETHSAT



%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIREREEW A SIBERNE, £ Trust this certificate2 REF T , B AYeso
MEEHERHRE , FETUTHD -

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIRIR R A S8 ERE, ETrust this certificatei2 R T , B AYes,

S B2 AZMAREEHEE ( CVP. ReportingfIOAMP ) E ACAZEBZKIWSM, ETLGS :

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIRE R A S ERIE, ETrust this certificatei2 REF T , B AYes,
S EB3.ECVPEIIRESMIRE MPRES® , E ACallserver CAZRBRE, ETHSD :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIRIE R A SIBERIE, ETrust this certificatei2 REF T , #AYes,
SB4 ECVPRIMBRBFEAVXMLAMRBECASKERE, ETHGS

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIRIER R A SEBERIE, £ Trust this certificate 2 REF T |, #AYes,
S EB5.1£CVP OAMPRIBRES ( EEAMUCCE ) FEAOAMPIIRESCAE B RE, BTG S :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIRE R A SERIE, ETrust this certificatei2 REF T , B AYes,



S ERC. EX R B ABRER.

2 : FUCCEZ & |, AR A £ R CSREFREAFQDNECVP OAMPH #7187 Bk 25
( CVP#R#, CVPEIREEZE ) .

VOSfal Bk &%
1.4£MCSREE

HREXRAMARERBREBZEERRK(VOS)HF A& EETomeat CSREBRH
HiBREEARERVOSHERRESR | #la

* Finesse

« CUIC \BNBER(LD)\5 17 a1 Bk 25 (IDS)
- EiRER

» Cisco VVB

S B 1.8 ZE Cisco Unified Communications Operating System Administration B &
. https://FQDN :<84435%443>/cmplatform,

$EB2 BE = Security > Certificate Management , A% i23£Generate CSR,

Paw v Iyfiem = Jeowly = abewrinyedsm * Soovom v Hel ¢

,j__'J#-l-HH-li-l-llu :famuw”‘lié Chieang: 1 |

| Cortdicabs Liv
Forad Caama'erbh Lail mbabrd | 871 ulit 8 | Espml et | Pl | Ohgae Bl | 9 | =

B aubeow graers. Masus srder peer ssanh irdercs sy tha spbaee abaeoe.
Gararhig Sl Eagfen]  UpMGEE AT TR R R SR

HER3. ELECSREFER , BEARBELRETHCSR,

Tow v Iaferge ~ Seowily v REsmniopeds v vom v Sep T

il ale Ling
Forad Corbfaain Lot wharg CarbAosty [bagema mits = Pirsl | Clgar Fpe | o ==

e e T e e e e Bl e W

Gorgrety Soifcpored | Uplieed CorbfoslelCorbifogly haey | Gorsprafp C5E | Cusmnbogad D59

S B4 RRBERIE Btomcat , A% L — TDownload CSR.



@ Download Certificate Signing Reguest - Mazills Farefox - O x

D & https/10.201.224.234 /cmplatformycertificateDownloadMewCsr.do e

Download Certificate Signing Reguest

Ctatux
|- .3 Cartthcate namas not Eted balow do net have a Eﬂl‘l‘-ﬁ!-ﬂ-tlrldir'lﬂ iCSR

Download Certificate Signing Reguest
Iil:-:rt'rﬁmt-: Furpose " | bomcat 1 -

Download CSR. || Close

@ Y. indicates required tam,

Z | »

SER5.3%—T "Save Filey . EBRMEFEDownloadE R R,



Opening tomcat.csr X

You have chosen to open:

| tomcat.csr

which is: CSR file
from: https://10.201.224.234

What should Firefox do with this file?
O Qpen with = Applications\notepad.exe (default) Pt

OK Cancel

2EMCARENES

HB1ECALE R tomcatEE L& R,
SER2 ECARB T HEREXNBRES
3.LERARANBRES

S BR1.Efn ECisco Unified Communications Operating System Administration B [
. https://FQDN:<84438443>/cmplatform,

$ B2 B E FSecurity > Certificate Management , A% #2312 Upload Certificate/Certificate chain,

Show = Seltings = Security » Software Upgrades = Services » Help

La..}:. Generate Seif-signed % Upload Certificale/Certificate chain E@L Generate CSR



https://FQDN

SFER3.7E "Upload certificate/Certificate chainy fR&E L , £ "certificate purpose. WL EE
tomcat-trust , A% L EREBE.

Upload Certilicate/Certificate chain

Eéw Eﬂ“‘""

~Status

@ warning: Uplsadang o duster-wede certficate will distnbite it 1o all servers in thes cluster

~Upload Certificate fCertificate chain

I;m-f-:r.t Purpese” | tamcat-trust Ll
ELarphdntinemdly name)
Upload File Choois File | Mo hile choden

iUiplaad Close

SRIBPEEE (WRE ) LEAtomcat-trust,

SFE85.7f "Upload certificate/Certificate chainy fR& L , £ "Certificate Purpose. ##{HiEEnow
tomcat , 3 - {EEACAZEBZNEFE.



Upload Certificate f Certificate chaln
EI:}] Upioes E'E Close

~Siatus

@h‘ammg: Uploading a duster-wsde certificate will distribute it to all servers in this cluster

= Uplead CertificatefCertificate chain

Certficate P'ufﬂ-nﬁti I_mm:_m_
Cescrmpbanifriendly name] EA-Eied cartricate
Lplaad File Browse... | Mo file selacied.

(Lot e

@ *. indicates requered item.

£ #

HER6. EX R B AR,

BRRE

ENMMEBARSIRE  BITUTIRUARBCARBNER
HER1 BRI Web B B 25 305 FR IR L

HER2.BARA I IR B RUBI E 25

B LLABIREFEURACAKENREE  YARAERAETERREEREHEAN , BT
ZEE, LARER.

Al 3
AR ERARFRCAE S B E RSN SHE,
FHEAE A

. CVPEEIEE — %2

- UCCEZ£ 5

- PCCEE®EIERE
« Exchange PCCEE% B && — PCCE 12.5



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_1/configuration/guide/pcce_b_admin_configuration_guide_12_6_1.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_1/configuration/guide/pcce_b_admin_configuration_guide_12_6_1.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html

« Exchange UCCEE % & &E — UCCE 12.5
- Exchange PCCEH# ¥ #E — PCCE 12.6
- Exchange UCCEE# & #%E — UCCE 12.6
- BREXBREARER

- Fifix 8 - Cisco Systems



https://www.cisco.com/c/zh_tw/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_tw/support/docs/contact-center/unified-contact-center-enterprise-1261/218324-exchange-certificates-with-contact-cente.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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