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- BRERBEEEED LEEIFinesse

- FRREFRE T EFH R BRES/BRTS

- BEESMEAHTTPS URLA/N T EFEEIFinessefi /9 , I BZURLATEHA
ERREEAZIFinesseFH =TSR

ME@E DB RERE LEEME, javax.net.ssl.SSLPeerUnverifiedException:peer not
authenticated"

ol | I ll I+ Agent Another User (another-user) - Extension 5000
Cisco Not Ready ¥ 00:19

‘ " Home My Statistics Manage Call Manage Chat and Email

b
RO . BEERABRBEARREMTLS

EFinesse Server[a it E A fR23 5% ) EARFEREF |, Finesse Tomcat@ B E X ENMZRZRGEE,
HRAGEZERE , RERBLAZXE
MBEFAERREPBIZUTE—FE , BIIEEER :

- TLS_DHE_RSA WITH_AES_256_CBC_SHA
- TLS_DHE_RSA_WITH_AES_128_CBC_SHA

BATEE | 18 L RS 17 B9 B AR B 3 F /2 E Diffie-Hellman£$8 , MLogjami®RAFESEL &8
TLSEFRRT 2 RFHIRE,
REBERSHEPNTLSEFBERIBHENZRE,

1. FinessefEClient Hello X BB B TRE Y BN RIFEE -



¥ TLSv1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (8x8381)

Length: &7

¥ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 63

Version: TLS 1.8 (@x8381)
Random: S5Scacb293bSefdbdctlbb34464d7de9t5060b00aSbeb81d29...
Session ID Length: @
Cipher Suites Length: 24
¥ Cipher Suites (12 suites)

Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:

TLS_RSA WITH_AES 256 CBC_SHA (@x8035)
TLS_DHE_RSA_WITH_AES_256 CBC_SHA (©x0839)
TLS_DHE_DSS_WITH_AES_256 CBC_SHA (©x08838)
TLS_RSA WITH_AES 128 CBC_SHA (@x802f)
TLS_DHE_RSA_WITH_AES_128 CBC_SHA (@x8833)
TLS_DHE_DSS_WITH_AES_128 CBC_SHA (©x08832)
TLS_RSA_WITH_RC4 128 SHA (©x0005)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (©6x@0@a)
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (©x8016)
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (@x8013)
TLS_RSA_WITH_RC4 128 MD5 (©6x0004)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (ex@eff)

Compression Methods Length: 1

Compression Methods (1 method)

2.5 A LERR | FEE RBAREFEServer HelloZ BB HIRIE T
TLS_DHE_RSA WITH_AES 256 CBC SHA , A EFRTHERZBEEF UNRSLE,



¥ TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.0 (8x8381)
Length: 2557
¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.8 (6x8301)
Random: 5cacb292c4d71836271620a0866T9bbcebd60dcb849b59cae..
Session ID Length: 32
Session ID: 4c2900808ce66898cc994a332193b0dal244chb9fB83T69c26..
Cipher Suite: TLS DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Compression Method: null (8)
Extensions Length: 5
Extension: renegotiation info (len=1)
Handshake Protocol: Certificate
¥ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 1832
Diffie-Hellman Server Params
¥ Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: ©

3. Finessef&iA Ban B R 0 4% REAR

¥ TLSv1l Record Layer: Alert (Level: Fatal, Description: Internal Error)
Content Type: Alert (21)
Version: TLS 1.8 (8x8381)

Length: 2
Alert Message
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RTMIEEAEEER  YRRTEABRFRERBTFEMNRELIEF , RELRREILETHER

BERTEMBR. &R BAFEWindowsfd] AR 8§ £ 58 FA Windows#E 5 B& 4R 88 85 (gpedit.msc) TE KXo
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Windows Server® BB BT UMEA BN BB RLERBEZTS, IFECRELSHAESNZ®
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Finesse Tomcat{k 5t Javafy SunMSCAPIZ £ 12 #7230 2R T EMicrosoftfE A MY Z- B2 B B E E M AN
FEN. PTEERMRANIava (1.7, 1.8H1.9) EXEUTHZEEL :

- MD5EERSA

. MD2EZRSA

- NONEwithRSA

. SHA1 withRSA

. B RSAKYSHA256

. TFRSARISHA384

. BRSARYSHA512

MEEFinessefil IREF LIETHJavalR AR AR AT EWLEE L , EREFEE. TLUER
LTS RIBEMEMRZA : java -version

i . BfJava SUnMSCAPIIREHERXWEMERN | EF2H
https://docs.oracle.com/javase/8/docs/technotes/quides/security/SunProviders.html#SunMS
CAPI

NRBERUNBEEFIRLEIIEMNESR |, RIFinesse\EFEAZRER Y HTE X RARBHTLSELR
. EEEEAXENSEARETSES CHESARMUBEBNETE  ELREHFACHTE
MRTE  ELEEHHMAREESR.

MREWREL T | FinesseRfEMA MFatal alert: BE RN, 838 , MEFFR.

Secure Sockets Layer
=] TLSvl.2 Record Layer: Alert (Level: Fatal, Description: Certificate unknown)
Content Type: Alert (21)
version: TLS 1.2 (0x0303)
Length: 2
-1 Alert Message
Level: Fatal (2)
Description: Certificate Unknown (46)

HRSAREREARFEHNEELEATZIZENEREE L. RSASSA-PSSEEHRARM
BNHERERL


https://docs.oracle.com/javase/8/docs/technotes/guides/security/SunProviders.html#SunMSCAPI
https://docs.oracle.com/javase/8/docs/technotes/guides/security/SunProviders.html#SunMSCAPI

Field Value "

Dﬂersiun V3
L serial nunber
[ DSignaturE algorithim RSASSA-PSS
Eﬁgnature hash algorithm shal
=] 1ssuer | e |
Dﬁ.l'aliu:l from Tuesday, June 2, 2015 3:41:1..,
|;_-__|1.-'a|il:| to Wednesday, June 1, 2016 3:4..,

MREHWEMESEARSASSA-PSSESR |, AlERAM, EEBFERT , ENETHERTR
CASRSASSA-PSSARECHESE .

- certificates (3906 bytes)
certificate Length: 1728
- Certificate: 308206bc308205a4a003020102021374000000243b805dag. .. (‘id-at-commonName_
# signedcertificate

# algorithmIdentifier (sha256withRSAEncryption)

padding: 0

encrypted: e6230df257be9d34c0f57bc2f88c081c4186aaad092c8155. ..
Certificate Length: 1114
certificate: 308204563082033ea0030201020213160000000a93cd17d6... (id-at-commonname=jlllllzssuing authority|
# signedcertificate
# algorithmIdentifier (sha256withRSAEncryption)

padding: 0

encrypted: 889be6all25c758cd0009b392d3b90a69b64546dcee09c84. ..
certificate Length: 1055
5 certificate: 3082041b308202cfa00302010202107b70dbb7c2760da74f. .. (id-at-commonName=Jjjfjroot ca |
i signedcertificate
- algorithmIdentifier (id-RSASSA-PSS)

Algorithm Id: 1.2.840.113549.1.1.10 (id-RSASSA-PSS)
# RSASSA-PSS-params
Padding: O
encrypted: d8e9l5ladc76bde55F9277fce916613ce26199e3b50dch54. ..

s ramliama 3 msae
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https://pkisolutions.com/pkcs1v2-1rsassa-pss/
https://pkisolutions.com/pkcs1v2-1rsassa-pss/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve79330
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