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POST fauth/ssotokenRequest with ‘'username’ in payload

__ Webbridge3 match S5O config and responds with 200 OK contains SAML address.

Authentication POST is sent to IdP with SAML Request
T
I
Aythentication token response after user authenticates
|
POST jauth/ssofidpResponse with token in body _‘I
Ll

verifies token and authenticationiD
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Send JWT to Webbridge3

Webbndged sends JWT i header (cookie) and refresh URL to '
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It ER 2 75 = fF FMicrosoft Active Directory Federation Services (ADFS){EA & R R HEX (1dP) ,
I, BERTEHEE 2 ZEMEITADFS (HEFIdP )

ECMSE A & LR E 5 5= 22K (1dP)
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ZIRENIRIE ZAPIRIdapMapping A BJauthenticationldMapping.

1. Z£CMS Web Admin GUI L BfrEIELE> API

Co



Status W

« return to u.

'apifvl,.l"ld;

telated object

——
Configuration &

General
Active Directory
Call settings
Outbound calls
Incoming calls

CDR settings
Spaces

2. fEapi/v1/ldapMappings/<GUID-of-Ldap-Mapping> FEHRER ( RIEEEILFH ) LDAPEH R



API objects

This page shows a list of the objects supported by the APIL. Where you see a P control, you can expand that section to either s
details of one specific section of configuration.

Filter‘ ldapmappings ‘ (2 of 129 nodes)

Japi/vl/ldapMappings

1-2(of 2) Create new able viey | XML view

iidMappina

458ad270-860b-4bac-9497-b74278ed2086 $sAMAccountNames@brhuff.com

3. FEiZE M IdapMappingf R & | #i&authenticationldMappingE # & IdPESEMLDAPEB £, EA
REIS | BE$SsAMAccountNameis FELDAPB M i 1T 48R,

/api/vl/ldapMappings/458ad270-860b-4bac-9497-b74278ed2086
jidMapping [ [$sAMAccountName$@brhuff com [[] |- present

nameMapping [_J |$cn$ |— present

cdrTagMapping ] | |

coSpaceUriMapping [ |$sAMAcc0untName$.space | - present
coSpaceSecondaryUriMapping [ | |
coSpaceNameMapping || |$cn$'s Space | - present
coSpaceCallldMapping (1 | |
authenticationIdMapping (] |$sAMﬁxccnuntName$ | - present
e

~ SEE : callbridge/¥& ¥l E & Fl authenticationldMapping 3R B¢ & SAMLResponse H IdPEIE Y B
&, WAEAERHE—EISON WebThHE(IWT),

4. BEL I 18 AV IdapMapping B35 f1dapSource#1TLDAPE 2 :

RPIZRER
/apifv1/ldapSyncs
tenant [ 1| || Choose |
|dapSource |UdeeBcd—ccce4ccb—BEaB—ﬂﬂbaﬁﬁe%ec? || Choose |
remove\WhenFinished | || <unset> v
[ Create |

5. 5ERXLDAPEIZ# , f£Configuration > api/v1/usersFEfiEICMS APl , RAZBIEBCEANFERE
, W ER ¥ R A B [EMELE Fauthenticationldo
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userdid jdoe@brhuff.com

doe, = sAMAccountName, name 31ohn Doe
T

authenticationId jdoe
use e cdalle ~4bab-bd17-7492h9baSeb3

#2317 [dPHYWebbridge 7 ## & £ XML

Microsoft ADFSAFFAS R RERXMLERIEAGEFEA , LEREEFANRKIEH®E, BYF
BERXMLERN T ZE4LE  ERERPHLAGEE—LEBM

BB ML EER Webbridge R & ¥ 254l

<?xml version="1.0"%

- <md: Ent|tyDescr|pto entitylD="https: //meet brhuff.local:443" ID="https://meet.brhuff_local:443" I

xmins:md="urn:ocasis:names:tc:

.O:metadata™ >

- «=md:SPSS0Descriptor prctocolSupportEnumeratlon— 'urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true"

AuthnRequestsSigned="false">
<md:NamelDFormat>urn:oasis:names:tc= = =
<md:AssertionConsumerService index="0"|Location=" https //meet brhuff.local: 443/ap|/auth/sso/|dpllesponse I

Binding="urn:oasis:names:tc:SAML:2.0: -
</md:5PS50Descriptor>

=< /md:EntityDescriptor>

1. entitylD -iE &Webbridge3fAARER b1k ( FQDN/EH#E ) w468 & %8 BB 2555 5 o B Bst
=7,



AE  MREZEWebbridgeff AE@URL , BiEXNBEREH S E it

. Location —iE &Webbridgeit it FFHTTP-POST AssertionConsumerServicefVfu &, E R AE
HIIPEERAREEQKBENRBNEAE, EXLERE AidpResponse
URL : https://<WebbrdgeFQDN> : <port>/api/auth/sso/idpResponse, 40

, https://join.example.com:443/api/auth/sso/idpResponse,

CAIER-AREENNR- ERANRSEZENLM (FE ) |, IPEAZXLREE R BWebbridge#y
AuthRequest, iEZEE F#EF|Webbridge EISSO 2 LHIFAS® "sso_sign.key. PTHEL

, LEIIPHAERA LR (BE ) BEBEER, BUNUFEASBFNRERE, EXAERSPIT
FRE A6 UiEABTERT WebbridgeRFRERERP, FRAEHsso xxxziplEBRPAEAZ
R £ Asso_sign keyiE =R,

ALR-F RN 88 S 2IdPA R INE 2 EWebbridge fISAMLE A 88 ( BE ) . EMLE
B2 & F|Webbridge EBYSSOMM#IE LV FAE® "sso_encrypt.keys PEEL , LA{EWebbridge 7] LA
BEZIAPREINAR, SAUEABERINRERE. EXFAERPITHEIRE , UBARE
SZFWebbridge R ERERP, FRHEMNsso xxxziplERPAEAZBENHETSBES


https://%3cWebbrdgeFQDN%3e:%3cport%3e/api/auth/sso/idpResponse
https://join.example.com:443/api/auth/sso/idpResponse

sso_encrypt.keyiE xR,

FRATENR (BE ) EREAIdPHIWebbridge & 5% & £ R4

=Taml version="1.0"7
<md: EntityDescriptor entity [D="https: [ /meet.brhuif.local: 443" [D="https: Hmeel brhuff.local: 443 omins :md="urn:oasis:names: tc:SAML 2. 0:me 1.:|:I<|t<| >
- «md:SPE500escripior Proferoi-uppo e = E == TOipraftocol” wantassortionsSigned ="true® AuthnReguestsSigned="true"
<md: KeyDescriptor use= -i-lgnmg =
.4 fa wmins: ds= "http: S S wweew 3.0 f 2000/ 09 S omildsige® >

«ds: X505 0ara >
<da:509Cortfcato- T 1w CCoKma Ao RN

< s XS0ICartificates

<fds:x5090atax
&, -'|J iKaylnfas

BSCTIptor use 'qll(f\'ption"n
<ds: KayInta omins: de="http:/ fwewerw d.org f 2000709 omldsige s

=da:N50Patas
<ds:xs09Carticate MITEwTCCRKmaavieaqr N

< fds: xS09Certificata™>
</ .Ia. H5090atas
Infas

Formatsurnzeasismames boSAML2 0oaoseld-f ket lande o Hame I0Earmat
< wd NC RS Erice irld\.-t='ll"ILvLJLiun='htlps:{Jll‘l{‘.-el.I.lrlldH.Mcal:44:lfbpi,’culllfis«b,"idpRtspl}nse‘l Binding ="urnioasisinames ICSAMLI2 hindingsiMTTR-POST/ >

< /mid:EntityDascr prnrs

1 Webbridge Ry 2 #& & £} & A IR H & (1dP)

FEAEENBHEIPEERXMLE | EZRENT E AMicrosoft ADFS{alREF LA EFEREHR A
1. IR iR R EE S T FEEADFS R I Windows Server
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Manage Tools LT N Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Component Senices

Computer Management
Defragment and Optimize Drives
DNS

Event Viewer

Group Policy Management
iISCS| Intiator

Local Secunty Policy
Microsoft Azure Services
ODEC Data Sources (32-bit)
ODEC Data Sources (64-bit)
Performance Monitor

[ JEE Rl e

3. A "TADFSEE , #ZHIER K EEABERTEMIIADFS >EEEHR>EEAEE.



G File Action View Window Help

*‘ ifll_d‘ aE
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[ l Service

4 || Trust Relationshig
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|| Authentication Policies

4.7 TADFSEEEZGIE, WEERSD  EFEMERAEE.... BE,



Add Nen-Claims-Aware Relying Party Trust...
View

Mew ‘Window fram Here

EH Hep

5. ETIERR |, STHREMEREAEEEBE, #EStart BIR,

Welcoma:
Steps Welcome Io the Add Relying Party Trust Wizard
. T wiard willl e you Sded & e rlgng party trust bs e AD F3 corfguraton datsbase. Flaling pates
@ Sdect Duts Sovene consuma claims in secrty tokerm that aen issusd by this Feslaration Servicas bo make suthertication ard
@ Corfigurn ulsipsor
Pugherieption hew? Thas rebyirsg oty ol thad this wizend creates defreg how thp Fecration Servics recogbes e g
- piety el s e bo £, Vi San defre msusras o rades for Beporsg clams 16 The miping pary
DI“I m““ after pou complele the witerd
i@ Readyto Add Trst
@ Finish

| cPmecus | [ @am || Cancel




6.7 NMEEERKRE, HL  BEREREAETHEREANERNERZS K REREZSEWEMRE
Webbridge & 2 ERHERMWLE,

Salect an option that this wizand vl use bo obtain data about this nehying pasty:

) lmpont daba it the rehing pavty publshed ondine of on a looal nebweodk:

Likea thim oplion Lo mmpord the nacesaany dais and ceriicslss fom & rehing pady oranizaton that pubkshes
s faderntion meladaba onlirs o an & local networdk.

Fadaration metadat addres host nass or URL):

Emmple: fs.contoso oom or hitps 2 fewr.contoso comapp

diata aboud the reling pasty from a file

thes cplion Lo impord tha necessany data and cerficales from & rehing padty organization thet hes
soporbed e fedarntion metadals bo & s, Ensurs that this fis is iom & tused source. Thes wizand vl nod

i Enter data about the nelying pasty manualy
Lksa Hris cplion Lo manually input The necessary dals abaout this relving pary arganization.

7. E}aiﬁf\%ﬁﬁﬁt , BADFSHIERWM A —EE8 (BETA BT EARADFSHEHK RS
y /\TE ﬁﬁﬂ )



Erter the dieplay name and amy optional notes for this rebang party.

This b5 the nelng tnest part for CM5 550 with Webfpp|

8. BEVEBMEZRZSMRMERL , REFRRE , AREET -,



Configure muliinchor authentication setinga for thes nelying party tsust, Mulli factor suthentication i seguined il
thaen ig & mabeh bor sy of e gpaciied requinements,

(obal Settings

@) |1 o ot wint b corfgre mukidactor Buthentacation setirgs fof s celyng ity tru Bt ths time.
) Configure mulifactor suthenticafion settings for this rebing party trust,

‘Yo can also configure multi-facior suthenticabion settings for this relying party trust by navigating to the
atomriiutice: Fokicins o For e ok e . s ;

0. EEFERRERURL , RE/AFAEERAEHRBILEELRENRE,



Choose Isseance Authonzation Rules

Seps Issuarce suthosration nies delemine whether & user is pemited to receie caims for the relng party.
@ Welcoms iCheece one of the folowing options for the indial beharvier of this selying pay's Bausnos suthorcstion nis

@ Select Diata Source ' p sy 10 Becess T reharg party |

@ Spechy Daplyy Mass =Thoe ripaaracn sutharzaton e wil be corfaured (o et ol users Lo Bocess ths ebimg paty. The rehng
a : : Mokt Eacior party sarsice o spphoation may 2l damy the user socaess

o Ngw? ) Derry all users access o this nelying party

- mhmummmmh Thes: exsceanice suthonzation nibes wil be configued 1o deny all esers acoess bo ths reling paty. You must
Lyt er echd] ki abngn Buthoniznton nais o eradle Bery weers [ BoDis this rehang panty.

@ Faady o Add Trus

Firish
o You can changs e issunice Buthodzation nes for s siying pasty ust By selecting the relving pady bt

e chcking Edit Qam Rules in the Actions pane.

10. EERBEMEEEE L , TUEBHEB®RIEWebbridge N EREEETFNEAFHEA. BE
Webbridge R At E Y URLFF M E A , FHME R B RF5f ML i



Thes nebying paty trust has been configured. Renview the folowing sefings. and then cick Meod fo add the
redying pasty tnest (o the AD F5S confipuration datshase.

|m|w|mm|wlmlm|m| [<]+]

Soacdy the endports 10 ube for SAML aed WS-Federstion Passe prolocoly,

LRL hides | Brdng  Defsut | Resporss UAL
SAML Assertion Consumer Endpaints
[itpa./imant el local 441l me... 0 FOST Rl

M EZKERL  EFERRAUERBESTEEREESRA,



T riskying gty rust wad successiully added to the AD FS configuration detsbase.
Yeu can moddy this relying pardy nast by uting the Propediss dislag B in te AD FS Managsmant snap-n.

[ Cipetrn the Exit Ol Flubess: ditdiog for this pelying pacty Ssust when the witer clies

f£1dP £ A Webbridge [R5 11 & & 1R Al

HE B BWebbridge B EEFEE , TUBRLESRALASEELDAPB M EELSAMLEE SR
4 WebbridgeVEHE & BIABTE .

1. EADFSERZHIEF , RIEFERWebbridgeMER S EE , RARELAERTEFRBESRAY

o



Add Redying Party Trast...
Audd Mon-Claims-Aware ..




lssuance Transfom Fules | lssuance Authorization Rules | Delegation Authorzation Rules |

The following transform rules specify the claims that will be sant to the relying party.

Order  Rule Name Issased Claimes
1 Webbrdge 3 usd

| Edt Rule... | | Remove FRue.

3. EEMBEMRELTRABEREL , & "EFRARR, BEREKLDAPEBHERESEE , AR
EE-F_Z'FO



Salacd the lamplate o the clam fulls thal vou wand 1o cresbe from ha Pallewing kst Tha descriotion providas
defnds about aach clam nds bempiate.

Claim nule iemplabe:
| Sand LDAP Aebutes as Clams v

© Claim nue template descrption:

Lising the Send LDAP ARsbute aa Claime nis lemplate you can select atirbubes feem an LDAP attrbute
sore such as Active Dinsctory i send 25 daims (o the relying party. Multiple atdhutes may be sert as
rrultipde clsims from A singhe fubs usng this rule hyss. For saample, you can uss this ruls bamplsls 1o creshs
& na that will eedenct aRsbide value for sushsnticabed Laerns from the deplmdlasme and felephonsthiumber
Active Directory aitshutes and then send thoss values as two diferent cutgoing dlaims:. This nule may also
bea urted] oy ] il of thes usmer's grown mamibershins. ¥ you wart bo anly send individusl grous
menbarsins, e the Send Group Membarship as & Claiss nus bemplate.

4 EREEERIEL  FAUATEREGESEENESRA

1. EFRAEB-LEBLARKEERADFSHERUNER (EHRABE )

2. B #1F= Active Directory
3. LDAPEB =247 EdCallbridge APIH fauthenticationldMapping P8, ( Hl40
, $sAMAccountName$, )
4. BHE SR B =4 BB Webbridge SSO config.json™ ByauthenticationldMapping &g, ( 540

uido )



e 1 send the valses of LDAF stirbotes s clsimes. Select an attrbate sbone fom
sirbiges. Speciy Fow the stinbes wil map B0 the cobgong clam bypses that vl be

Rude tarrplate: Send LOAP Atirbotes & (e

— ~,

Mapping of LOAP altrbules o oulpoing claim types-

Osm Type (Sefect ortype bo add maone)

| View Ride Langusge... | | ok || Cocel |

AWebbridge 2 SSOEHZIPER :

Webbridge5| AltE ERBEZ X ENE., SHRBEMEWSSOEE, HrEESHBEERUT
HA -

o ZIPHERMEsso BT , BERFEFE(Wsso_cmstest.zip).

o FELERE , WebbridgeEEREARRE , BRESSOTARE LEEM Webbridge,

- MRFEATZESHREMES  AIXACHATRNGEEB LEEBNZIPER(DAR MUsso_1E
AFHE)o

- BiZipERE  BELRBEBHEERAS , BOBAMENERBAER K I BREZER



®o

ZipE R A BT H2F4EEREX , RREBERANBEME,

=
Y B WHE
?
iER LA RiIdPEN MetaDatatg %R, fEADFSH |, AT EZ|
idp_config.xml |https://<ADFSFQDN>/FederationMetadata/2007- =
06/FederationMetadata.xml¥% BI& I & -
- IERJSONIERE , WebbridgefE AR ERBF BRI , SSONFHBMEBYH |
config.json Bt *)E
. EREHBRHEE LREN A FAEETCRNLETR, EREFZSERNML |
$so_sign.key = g A
sso_encrypt.key [EREHBEMELZEN L AMZSBNAZ SR, EARNKRENZER B
BY 18 3 5% Eidp_config.xml

1. EADFSfAIARRR ( B ATLAFEIADFSHIVE ) £ , BRI WebBIE R,

FQDN ) o

2. EWeb2IE 25 ¥ AURL : hitps://<ADFSFQDN>/FederationMetadata/2007-
06/FederationMetadata.xml ( 1R EFEADFSRIAREE LEITA4bEAR , th A LA Alocalhost{{ &
1E & T #H4E EFederationMetadata.xml,



https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml

C [1) adfs.brhuff.com/FederationMetadata/2007-06/FederationMetadataxml i1

=, Federationhetada...xm

I MTEHNERERIEETEVZpERNNE , XAEH B E Aidp_config.xml,



PO

b EJ

'
1mil,
v [ME

& configysan

= Federationhietadataxml

Chpen
Exint

Share with Skype
Eove to Onelimmee

T=-Zip

CRC SHA

Edit wath Motepad+ +
whare

Ohpeeeny wiith

Cisco AMP For Endpomts

Restore previous verssons
Send to

Cut
Copy

Create shortcut
Delete

Properises




Local Disk (D) » brentssoconfig » 550config

o
Mame

ﬂf cenfig.son
E" idp_config.xml

5 % B

F

B 8ERBENconfig.jsonfE R
config.jsonBE U T3IEEH , EMMXESEEFFIM}

1. supportedDomains -iE 2 RIRIIPEITSSOF B RERENENFE., SMEEITLAER
pall =

2. authenticationldMapping —E RERBEHESH Al ( BREADFS/IAP ) W —H o EEH 5|
B, EXEABEIIPLINELESEFINERBELE, E4RAA

3. ssoServiceProviderAddress -i& R 2@ R HE XA SAMLEEEIAFFFQDN URL, E&
78 = Webbridge FQDN,

Clam nde name:
[rrr——

Rubs template: Send LDAP Atrbutes as Caemg

Configured as ==
iuid»to, match
outgoing claimon |

ADES
[H conig jpan B /
= mauthenticationTdMapping™ @ "uid"

1 .
: *https://meet.brhuff. local:443%,
ff.com®]

\ responsejto
supported domain of

‘I:_)[huffcm' fQ_f §A§@ Sign in to web app AP
authentication = sed|in ADRSfomthe Elaim




FXEsso_sign.key (EEM)

LERLVATEANEAEARIIPHIWebbridge % 52 E RN B EHFAM. EADFSHEA
Webbridge & 5 &R R , 7] f F <KeyDescriptor use=signing>#f 9 THEEEAIEFR

X509Certificate , AFREFARBZBENES. BIULUEWebbridgeERBEEHFWADFS L , EBMH>%
BTHRRE (MEA ) LEA,

ET—RERHIs | &0 LLE B Callbridge?® & (CN=cmscb3.brhuff.local) , ZESHEEAADFSZH E
B inZEIWebbridge &% & ¥, A Flsso_sign.keyH #YFA8 2 Edcmscb3.brhuff.local 3% & LB 49 FA 88

o

ERBEMAAR , AEEENESAMLE B F

sign.key - Notepad <2 :ml version="1.0"%
tityD
File Edit Format View Help
----- BEGIN RSA PRIVATE KEY-----
MIIEogIBAAKCAQEASKRS jasviPqhwfpwupou93dYipVsnzYgsrMtrimB0zW3YADh

*https:/ /meet.brhuff.local: 443" 1D="https:// meet.brhuff.local:443" xmins:md="urn:0asis:names:tc:SAML:2.0:metadata’>
colSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true" AuthnRequestsSigned="true">
nin'

I
R ‘J"‘i "" Webbridge3 Properties -

Organization | Endpoints | Proxy Endpoints | Notes | Advanced
S4GInsncFVMIFeoyBBlakcf2CkHp] doTpkoll72rUfwkbl LX4br@x46Kulan3z8i Moritoing | Idertfiers | Encryption | [ Soneture ] Accepied Gaims
+m3MZ1EyFSNCmRt7980Kq2bKPHMWTQ1160pFZxjNV1rppm/ LKOFVDhFXsUbty O+ Specify the signature verfication certificates for requests from this rebing

ty.

Issuer Effective Date Expiratic

Subject
E=]CN=cmscb3b... CN=brhuf-AD20... | 8/9/2020 7:42:1... 8/9/20,

X Esso_encrypt.key ( A[iE )

LERXATEEAIIPZWebbridgeh #EERFARMZEZ BENILZ S8, FEFADFSHEA
Webbridge & & E R HARM | JEJ_TI:<KeyDescr|ptor use=encryption>E0 THEAEREEAER

X509Certificate , ATLARREARIMBNRE, BT LAIEWebbridgelS 85 EEHFHWADFSE | EEM
>IN TR (FBA ) &8,

ET—ERFIH | &0 LLE B Callbridge® & (CN=cmscb3.brhuff.local) , ZHEEEE A BADFSZ &I
© 18 iNE|Webbridge& 52 & ¥l. A "sso_encrypt.key. EIFAE®EEcmscb3.brhuff.local® & TEL,

ERBEAMERE , RAEELITEMESAMLEERF FEILHERE,

SFIU RSy UL >

1| sso_encryptikey - Notepad - Zmd:ke eyDescri pl or u:
Fie Edit Format View Help - «ds: K?ylnfz:;ll'ni S="Rtip:/ Jwww.w3.0rg/2000/09/xmidsig#">
- <d

a ds:X509Certificate> MIIFWTCCBKmgAwlBAgITPAAAAGB'IQC]VCaMSYWﬂCﬂAAAZZANBEkQhkiGDWUBAIiUFADBKMRUWEl
I: ZJa5 RSUOCETtcates

</ds:X509Data>
Wi

ateh ebbridge3 Properties ===
w I e . . -
ce\tﬂcate *orl Cly[: ionjonildi Organizaton | Endports _|_Proxy Endports | Notes | Advanced |
RelyinggTrust/Meta \mponcd into Honiog | lderkfes Sgnatse_ | hecepted Cams
Uit

Specify the encryption certficate for this relying party tfrust.

Encryption certficate

-+m3MZ1EyFSNCRRT/980K0 20KPHMW7Q1160pT ZXJNVLrppm/LKOTVDRFXSUbTYO+E Issuer. CH=brhudf-AD2012-CA, DC=briusf, DC-local
7Ldud3/5hcotFZYEhRSF\.‘K(b\.’c067mIF+d21nguECQyvaTUUq:kKAS]quan Subject: Checmsch3 bebulfJocal
...................................................................... Efective date:  /9/2020 7:4213 PM

Expiration date: 8/9/2022 7:42:13 PM

| Bowse.. | [ View.. || Remowe

7SSO ZIPHE R



1. REBTREANSSOR BREENFIERESR.

Mame

- config.son
E idp_config.xml

| || sso_encrypt.key

|| sso_sign.key




AR FABMESERNENRK , BRAERSEHSSOTEEM.

2. B—TARRHETHWER A RREEF "EEI, > "Bifi(zipped), BRI,



Mame

“ess )
L config.json

| .‘f idp_configxml

ade —
Move to OneDrive
7-Zip >
CRC SHA bl
Edit with Notepad++
share
Cisco AMP For Endpoints b

Cut i Compressed (zipped) folder I
Copy B Desktop (create shortcut)

5 Docurmnents

Create chorteut

. RERBETHKE , Flsso FEEAEEFGRANERR
Mame

H' config.son
& idp_configxml

| | sso_encrypt.key

4SSO Ziphs = L EZIWebbridge



BARKSFTP/SCPEA & if ( FEAEFIHEAMRWINSCP ) |, REELF B HWebbridge3#Y @ IR 25

o

1. BEEERTP , IERRIRESSO ZpERAMENME , RRE-—TEEAREWN " L&, 3k
HER,

--------

prere e

3. ERM AR , ELHEKRHASSOMARY :

& F17E=(CAC)

BRASBFCAC)R—EEEF , TEARKEEZAL., BN XBAENERATHAESNRE
B

LT REMCACKEMAENREEZABRE :

TBEPC |, 5 ACACF

BA(BREERE ) , AR APIn

FRBIERS

BREMAURLEBBEMASRZRNEAIER

B WABREAjidMappinglIEAEE M , Active DirectoryE ZEIBCACE A
ENEEA

ADFSEHgSREERTYB BB A

Nooabkowh=



8. FRESERRFEA

LV

ﬂ Sign in 10 web app

0SS0 340

S

FELdapmapping ¥ Et&jidMapping ( ERFEAEEAR ) , HADFSARCACFWEEAEE,
$userPrincipalName$#lin ( ExD K/NE )

B4, & HauthenticationldMappingsk EF EIHILDAPEB M , LLEEADFSHME SR AR FERNEBM
U

£iEE | EE BB R T SuserPrincipalName${EAUIDEIE [EICMS,



es{ Edlit Rule - webbridge w50 X !

1 You can configune the rule fo send the values of LDAF atinkndes a3 clarrg. Select an afinkete e freen which (7
wﬂﬂwﬁm.%ﬁh“ﬂmhhmmmﬁﬂhm |1‘

(H-n.ﬂr-l-a_-:
| webbrdge ssel ]
Rude template: Semd LOAP Atnhibes a Clarrns

Atrbute shore:
Futive Directony w
Mappng of LDAP atsbites bo oubgoing clam bypes:

ﬁmmhm[s.humqpm S S —

k Lser-PrincpaHlame = | uid -

BIEFEBWebAppHISSOE A

WEEERESSO , Ba LURIE @RS
1. B F|WebfE F H9Webbridge URL , ARZBZEE AR,



& EN(Us) (7

M

Cisco Meeting Server

Join meetngs, amiwheng, anytime

Join a meeting

NI
CISCD



2. ERESRIMARERESBNER (FESEELRE "8%, 28R ),



() Home @b EN (US) (B

M

Cisco Meeting Server

SN M O web app

=

-
SN in I

B 2020 Crsco andior B3 F™isies &) rights rederved

i ran]s
CISCO



3. 8%, HAEESRENEQEADFSHEE (W AEHEFMEAR ) , FRAELAELBASH
AL R 1TIdPERFE

adfs.briwtfoom/adfs s/ ¥

L ]
. __________________ =&

Brihwuff SSO

Sign in with your arganizational account

4. ERIPBIAAEBRFBER , EAESEATREINE R UFIMWeb AppEE :

meat brha bocalfen -5 \ports

I
\ &

E| Guest/Host Space

'GUES[JHﬂﬁiﬁﬂmeuﬂiﬂﬂﬂ. J{jhﬂ DDE.S HDIT'IE

Last login 2021-05-04 at 18:08. See details
' GuestiHostUniquelRland

in a i
John Doe’s Space



5 HE AR

EARHEHERR

HWIRMEISSOMBER E AN IEHER !

1. BREEEEEAREZEIIPTFEAREEEENWebbridge3W BERFZER , YHEEMN
URLE&config.json ¥ ByssoServiceProviderAddress & £ PL i .

2. T{RIdPIR LR Y B AE ZIWebbridge3 ssofii EfE RM AR E R REIIPHEHERER , &
GBrREEHRE, RESRETY K, EESHEFELYBREIREERF,

. MRFABAMMEFBRMEER , FRAREENCH 828 LB webbridge®y
SSO_XXxX.ZIpHE RN —Zp0 . WETRE , EREAEATELNBRNERL TETRE , SRR
SSORABHUERBHMFZRENER T EEIE,

4. FE{R Bconfig.jsonELiE 7 SSO1F,, Webbridge3 URLF#ESAMLResponse Pt #Y
EXPECTED & 17 Be 2 ST AR AV IEHERF MR E Ao

ERRARAEETHEL R BRER

1. BfnElWebbridge URLEF , BHEURLFKREMKE ? trace=true , LA{ETECMS SyslogH X A #H
HESEC 8%, (f130 : https:/join.example.com/en-US/home?trace=true).

2. FEWebbridge3al ik 85 L& 1Tsyslog follow A TE BB P AN FHE , REETRFHREURLE
B D0 BR 3418 | 3 Webbridge3FCMS Callbridgefal fR 85 W & logbundle.tar.gz, R
webbridgeFcallbridgefz AR — &R AREF L , AIRFE —@Elogbundle.tar.gzfE =R,

Microsoft ADFSH[E X 15

B, SSOERHRWE , TRERIPEERHEIIPHBALR. MREAADFS , BRFBRET
— {IE3E %5 LARE B3 FT 8% 31 1Y P 30 BRENA BUR/E

Microsoftik BE{X 1%

fHlan -

client_backend : ERROR : SamIManager : SAML Authentication request _e135ca12-
4b87-4443-abe1-30d396590d58 failed with reason :
urn : oasis : names : tc : SAML : 2.0 : status : Responder

IEERARTRBETNNRAER , AMERERIIPHADFSATER , Rt X HHBADFSHEE SRR
FREMEIR,


https://join.example.com/en-US/home?trace=true
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b

£ 5E 1B authenticationlD

EFEEBERT , ERIAPR#ESAMLResponselF | Webbridge FTAE S £ Bt EERILEEFSHE | BE
SEIBIBSSOE A -

client_backend : INFO : SamlManager : [57dff9e3-862e-4002-b4fa-683e4aa6922c]fEH
authenticationld % B

ERRERZ S HRE IR LIPEE K SAMLResponse E£HE | Webbridge37E & 5 # 3
Edauthenticationld& config.jsontl FLEL 19 5 R BB 1

MBBAREAZZFNMZABET NS ,JJ_IL)\JEJ_Web%Hﬁ%%fiEDeveloper Tools Network
Logging32EXSAML Response , I fff Fibase64#1T#ENE, MREECINE , B LA RIdPIRERE
RZHSAMLEE,

f£developer tools network logging#ai i ( B AHARE R ) & |, £name%l F&E#idpResponse , A&
#i#EPayload ARASAMLEE, MWATATA , iE T LA Fbasec4 i iSea HE1TAERS

Name

- 3 . . 3 i LURL -&ncos
llustratior.png?id=183 Form Data VIEW SOUnCe wview LRL-encoded

webclient-infield html SAMLResponse: PHNhbbbxw( N1IE ] o v ctN] WY ZEAN2T1TiRWE

idpResponse

meetbrhufflocal

EUWSAMLResponse & ¥ | S5 E<AttributeStatement>E 2 A EHBEINBHERZE , THE D
B, B UKRERIIPEENEEANESHA, BHIRER

<AttributeStatement>

<Attribute Name="<2 I B HJURL">
<AttributeValue>testuser1</AttributeValue>
</Attribute>

<Attribute Name="<NamelDAJURL">
<AttributeValue>testuser1</AttributeValue>



http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID

</Attribute>

<Attribute Name="uid">
<AttributeValue>testuser1</AttributeValue>
</Attribute>

</AttributeStatement>

BEMRELRNERE , B LU EAttribute StatementZB 4 T By <AttributeName> |, It /i 5 {E B 2
SSO config.json#Yauthenticationldmapping3h % # 5% & BV B 1T L 8L,

£ E—@RHIs | A LAE BlauthenticationldMapping By Bit B B EEM AR T2 TE |, H b ERE
3£ B PTEL AV authenticationld :

authenticationldMapping : http://example.com/claims/NamelD

ATERIEEE , JUERARMEL X

1. IdPEHESH BT LER , LEBEEWebbridge3 £ config.json#y
authenticationldMappingh Bl EN E£ EEN RS S, (EIdPLAB
http://example.com/claims/NamelD38 il & & 17 )

C7

2. config.json AT EWebbridge3 L #1TE# , LAfE MauthenticationldMapping. E2IdP L&
WEP—EAEHESERATLEE, (B TauthenticationldMapping. , AMEEBHERE
Z— (AR Tuidy . T<URL>/NamelDJ % "<URL>/CommonName. ) IEft)#{TE
o REFE (T2 ) BERCallbridge API EE B FEHIE)

REPAEELHES

AR | ERIdPX#SAMLResponse i , Webbridge 2 B RILEEER | #RICE B S kB , L BkiBER
ARBEETTENFIEES :

client_backend : 458 : SamIManager : R BT S EBEHH
client_backend : INFO : SamIManager : BtiBEiES A TEAHFNE RS

WEEERIE R R |, RIdPRIRSAMLResponseF , WebbridgefEZ R EEMIICE MBS | HitBiBET
CEAHE , RKEBBENSSOE A,

ATHRILEE , FHFRIIPRIESAMLResponse, MRBAKRFEHAEXZMNZFWINE | BITTE
iBWebBIE 25 #Developer Tools Network LoggingF 12 ERSAMLEFE | A& F Fbase64 1T iE 15,
MREEEME , BULURIIPRFERCERHSAMLESE,

£ R SAMLResponse BRI 85 | 1R R <AudienceRestriction>E8 % , R AT AKX B L E e Z PR %I
MWATEER :

<f&#NotBefore=2021-03-30T19:35:37.071Z NotOnOrAfter=2021-03-30T19:36:37.071Z>
<ZRRH>


http://example.com/claims/NameID
http://example.com/claims/NameID

<Audience>https://cisco.example.com</Audience>
</AudienceRestriction>
</Condition>

f# i <Audience>—#i(https://cisco.example.com) F)FHE , &0 LA H EEWebbridgefH R&#Y
config.json# KyssoServiceProviderAddress{THLE , WEREME R BT LMERF. HRLLRG , &
ANERARERR 2 REREFHRGREE U TR , KATHEMRMA : 443

[

ssoServiceProviderAddress : https://cisco.example.com:443

EERMECETEEE , ARERELERNHE. LEFNEESEZATIMES E2— !

1. : 4437 LA config.jsonfssoServiceProviderAddressEh 2 B stb ik AR I BR |, LA{E ER
SAMLResponse  #EIdPIZ Y Audience i ITEL
o,

2. Al LAEFTIdPHWebbridge3H FEE R L EHEBERA |, #§ : 443MMFIURL, (MMRFEEREE
¥, BIXBEEADFSEEHEAAEBREREA, B , IREZRIIPEBESHRERS , IEEFR
BAGER. )

Z AWeb Appk B :


https://cisco.example.com%3C/audience
https://cisco.example.com)%C2%A0
https://cisco.example.com)%C2%A0
https://cisco.example.com:443

(] Home @ En(us) @

a
o) |

Blahman Industries

Sign in to web app

darmckin@brhuff.com

() Sign in failed

W 2019-2023 Ceco andior its affilees. All nghits
resened.

MInir
CISCO

Chts Fads Crdes Welknd e



https://%3cjoinurl%3e?trace=true

WB3Cmgr : [d626bbaf-80c3-4286-8284-fac6f71eb140] AuthRequestReceived for
connection id=64004556-faea-479f-aabe-691e17783aa5zF flt=40a4026¢-0272-4 a1-b125-
136fdf5612a5 (user=darmckin@brhuff.com)

3 A18H15:08:52.399 user.warning cmscb3-1 host : server : Bt : {EEFHE
'darmckin@brhuff.com'#y & A E &l— authenticationld T [E#

3H18H15:08:52.412 user.info cmscb3-1 host : server : & : KB
darmckin@brhuff.comfy & A 553K %k BX

CMS Idapmapping# Y AuthenticationldMapping 2 2ADFSH AR E &R AN 2B BN LDAPB T
Bl., TME—1T "Successfully obtain authenticationID : darmckin@brhuff.com, F*R/RADFSEHE %
Active DirectoryfEEldarmckin@brhuff.comfy B ELE T ESHR Al , {ECMS API > Users HY
AuthenticationIDEE R E FEHi Adarmckin, #ECMS IdapMappings™ , Authentication|DE¢ & £
$sAMAccountName$ , EEADFSHIE SR AR E A EEEFEHibut , Rt FITE,

JnAa] % R L R RE
BT THME—EEE -
1. EICMS Idapmapping# #JAuthenticationIDEALEEADFS LW EERAIFFEANRE |, X #H

THHRE
2. EMADFSEHRAIFFEANLDAPE M , LAFCELCMS IdapmappingF Bt E#Y B 14

Related objects: fapl/vl/idapMappings

| XML view

Object configuration
jidMapping SsAMaccountMName$@brhuff.com
nameMapping $cns

cdrTagMapping

coSpaceNameMapping  $cn$'s Space
coSpaceUriMapping  $sAMAccountMNames.space
coSpaceSecondaryUriMapping  SextensionAttribute] 2§
coSpaceCallldMapping
authenticationldMapping  §sAMAccountName$

API LDAPMapping

Object configuration

userlid darmckin@brhuff.com
name Darren McKinnon

authenticationld darmckin
userProfile  dscd30ed-e423-4bab-bdl7-7492b%ba5eb3




APIfEE i & R

Edit Rude - Webbndgel x|

Tou can this nule to send the values of LDAF aitribwtes a3 caims. Seect an afirbwte store from wiech
mﬁh stirbutes Specdy how the strbotes wil map to the cutgong clar hpes that wil be issusd

Claim sl naame:
' abbndze ]
Fiuls teemplabe: Send LDAP Amsbutes s Claima
Aesbute shore:
Aetron Desiony w
Blapping of LOAF sttrbwbes {0 oulgoing daim tpes:
ﬁ@!ﬂuﬁ[ﬁﬁnnwn . Clim Type [Seleect of typs b3 add !
b EMadAddeeses | i »

Vierer Fiul Language. . oK Cancal

A B ADFSHIE 8 1 8
Webbridge 568 R TE R RGl. FEBIZEURLPERA ? trace=truet BRI R

3H18H14:24:01.096 user.info cmscb3-1 client_backend : &
: SamIManager : [7979f13c-d490-4f8b-899¢-0c82853369ba] ILBL B SSO sso_2024.zip in
SAML TokeniER

3H18H14:24:01.096 user.info cmscb3-1 client_backend : &
: SamIManager : [7979f13c-d490-4f8b-899¢-0c82853369ba] E A ESAML IDPEEHE
$§SSO



3H18H14:24:01.101 user.info cmscb3-1 client_backend : &&A
: SamlManager : [7979f13¢-d490-4f8b-899¢-0c82853369ba] & X T ER & 17 B 3%
ID : darmckin@brhuff.com

3H18H14:24:01.102 user.info cmscb3-1 host : server : E&A : WB3Cmgr : [7979f13c-
d490-4f8b-899¢-0c82853369ba] AuthRequest 2 Y EliE #Rid=64004556-faea-479f-aabe-
691e17783aa55F M=40a4026¢c-0272-42a1-b125-136fdf5612a5 (£ &
=darmckin@brhuff.com)

3H18H14:24:01.130 user.info cmscb3-1 host : server : E& : KB
darmckin@brhuff.comfy R Ih & A 55>

3H18H14:24:01.130 user.info cmscb3-1 host : server : INFO : WB3Cmgr : [7979f13c-
d490-4f8b-899¢c-0c82853369ba] & HJWT ID e2a860ef-f4ef-4391-b5d5-9abdfa89ba0f

3H18H14:24:01.132 user.info cmscb3-1 host : {AAR2F : EF : WB3Cmgr : [7979f13c-
d490-4f8b-899c-0c82853369ba{Fi% & 17 5% & & FE (jwt length=1064 ,
connection=64004556-faea-479f-aabe-691e17783aab)

3H18H14:24:01.133 local7.info cmscb3-1 56496041063b wb3_frontend :

[Auth : darmckin@brhuff.com , BER¥#t : 7979f13c-d490-4f8b-899¢-0c82853369ba] 14.0
25.247 - - [2024%F3A18H : 18:24:01 +0000] status 200 "POST
/api/auth/sso/idpResponse HTTP/1.1" bytes_sent 0 http_referer "https://adfs.brhuff.com/"
http_user_agent "Mozilla/5.0(Windows NT 10.0 ; Win64 ; x64) AppleWebKit/537.36

( KHTML , U R ) Chrome/122.0.0.0 Safari/537.36. F Lk

192.0.2.2:9000 : upstream_response_time 0.038 request_time 0.039 msec
1710786241.133 upstream_response_length 24 200

HEIE A
« BRI EETE



https://adfs.brhuff.com/
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE
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