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VPC - 10.16.0.0/16 5
Route Table - Public_

VPC Internet Gateway
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Awaiability Zone: \\ r/:valabil'rrr Zorw: \
LG::E[_E S ‘ us-west-2h
Fublic Interface ' Fublic Interface
eth0: 10.16.0.0/24 5 eth0: 10.16.1.0/24
g - VPN Tunnel / BFD, peering .
.. * ----- -"I‘- - - } e a
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PR 51
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®B7: BENFAERE (VPC, ME. ¥, BEAXE ) BEEEHE.

SR1BRES.

A RBIfEFHUS West(Oregon),

Services Resource Groups ~ *

LIS East (M. Virginia)
AWS services Helpful] g eont iohi

@ N US Weast (M. Califomnia)
L US West (Oregon)

v Recently visited services

SRR2.EBVVPC,
1. EAWSEZFI1E E | B ZVPC > VPC Dashboard > Start VPC Wizard,
ﬂ'ﬁ% Services ~  Resource Groups ~ %
VPC Dashboard Resources © /
|
Filter by VPC:

Q Select a VPC Start VPC Wizard Launch EC2 Instances

MNote: Your Instances will launch in the US West (Oregon) region.

2. BEEBERLAHRFHENVPC,



Step 1: Select a VPC Configuration

VPC with a Single Public .

Your instances run in a private, isolated section of the AWS cloud with

Subnet direct access to the Internet. Metwork access control lists and security Intamat, 53

) ) groups can be used to provide sirict control over inbound and outbound SHSE%CSNS
VPC with Public and netwaork traffic to your instances.
Private Subnets

Creoates:
3 K

VPG with Public and A 18 network with a /24 subnet, Fublic subnet instances use Elastic IPs or
Private Subnets and Public IPs to access the Internat.
Hardware VPN Access Salect
VPC with a Private Subnet /
Only and Hardware VPN Public Subnet
ACCess

\ Amazon Virtual Private Cloud _/

3. BMVPCH: , 8 R%8 0 E —fE/16/88 , fIEEEER,

4. RREGABHIE— @240 H T, NHETFHEGIEFEREEIPHARIPELNEEIHE
Internet,

Stap 2: VPC with a Single Public Subneat
Pwd CIDR bdock® 1000 000 BEEHT iP achdrossey awailabin)

P CODA bioci: 1D Mo IPE CIDR Biock
Ao v B CIDA bioci

VPG mamar  HA
Pubic submnats 1Pvd CIDAL™  POLEQDGM 5T P sodeeas il
Borilibilty Foda:® MO Prefrenca o

Bubned pama:  Plabdc bl

i ed e more subnels aflee AT creslss e WPC.

Servica raipoins
Assd Eresipaini

Crabls ONS hostnames:® 0¥ Mo
]

Cunoel and Exs Back m

5. vpc-b98d8ecOE E 1

%‘E"r__g Services ~  Resource Groups ~ %
VPC Dashboard L CN el Actions v
Filter by VPC: .

Q X
Name «~ VPCID = State = |Pv4 CIDR

HiA vpe-ba8dBecl available 10.16.0.0M186
Your VIPCs

$RW3.AVPCEIURLH,
R BELUA R RIEBFEMACL,

1. #ESecurity T , Bhi#Security GroupsHlCreate your Security Group ( 28 FHZEVHE A
HARMVPCHEMN Z £ ) .



Services Resource Groups > *

VPC Dashboard Security Group Actions v
4

2. £ Inbound Rules ( AU Al ) T , EREAFFsg-1cf47d6dMIRE. EXRBIF , BAFFMER

==Y
8q-1c147d6d | HA
S
Summary Inbound Rules Qutbound Rules Tags
Cancal m
Type Protocol Port Range  Source Description Remove
ALL Traffic ¢ [ALL $ ALL 0.0.0.0/0 (1] %)
Add anaother rule

SBIFERAEREVIAMAGYEIEEEBVPCEE,

IAM#Z F &9 CSREA B Amazon APIRYEF AT #E,

CSR1000vAERE , LAFMAWS APIGI S RIEWEEHEK. TERERT , TAFAMIGEREAPI, LB
BEEEIIAMAR  WHECSRAEMBHEFERALAR®, IAMACSRIZMFEHMIEKRAWS APIEFH
BRE.

1. BIUIAMA G, BBIAMEZFIER  AREMIAGSBYAS® N TEFR.

aw% Services v  Resource Groups v %
rra
Create role Delete role
Search |IAM 4

2. MMEFFR , AFFEC24EARIEFEILAWS,
Create role

Select type of trusteﬂéntity

."'i AWS service @ Another AWS account @ wﬂb Ed“"tfw_ _
ECZ, Lambda and others ‘ ] ] 10 Y W 20 [T h i o i

Allows AWS services to perform actions on your behalf, Learn more

Choose the service that will use this role

¢

EC2
Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.

3.EVABYMET—F : E , WTEMT.



Create role

o : B

Attach permissions policies

Choose ene or more policies to attach 1o your new role.

Create policy < Refresh

Filter: Policy type ~ Q, Search Showing 394 results
Policy nama ~ Attachments ~ Description

» B AdministratorAccess 7 Provides full access to AWS services and resources,
»  W¥ plexaForBusinessDeviceSetup 0 Provide device setup access 1o AlexaForBusiness services
» Wi AlexaForBusinessFullAccess 0 Grants full access to AlexaForBusiness resources and acces...
» ¥ AlexaForBus nessGatewayExecution 0 Provide gateway execution access to AlexaForBusiness serv...
» ¥ AlexaForBusinessReadOnlyAccess 0 Provide read only access to AlexaForBusiness services
»  BF AmazonAPiGatewayAdministrator 0 Provides full access to create/edit/delete APIs in Amazon AP...
b BF AmazonAPIGatewaylnvokeFullAccess 0 Provides full access to invoke APls in Amazon API Gateway.
» B AmazonAPIGatewayPushToCloudWatchLogs 0 Allows APl Gateway to push logs to user's account.
» 0¥ AmazonAppStreamFullAccess 0 Provides full aceess to Amazon AppStream via the AWS Ma...
» Bl AmazonAppStreamAsadOnlyAccess 0 Provides read only access to Amazen AppStream via the AW...
»  B¥ AmazonAppStreamServiceAccess 0 Default policy for Amazon AppStream service rols.
» B AmazonAthenaFulléccess 0 Provide full access to Amazon Athena and scoped access to...

* Required

Cancel Previous Maxt: Review

4. REEEACER. B4+ , mERR , A% B Hroutetablechange.

{

Create role

Review

Provide the required information below and review this role before you creats it. /

Search 1AM

"Version": "2012-10-17",
"Statenment": [

{

"Effect": "Alow',

"Acti
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1

on": [

Associ at eRout eTabl e",
Cr eat eRout e",

Cr eat eRout eTabl e",
Del et eRout e",

Del et eRout eTabl e",
Descri beRout eTabl es"”,
Descri beVpcs",

Repl aceRout e",

Role name* | routetablechange

Use alphanumenc and “+=,.&-_" charactors, Maximum 64 characiers.

5. TR, BGEEEV—AKK , WEEHKNI LERINA®, IAMRFIENR , ¥EREZHEK
>SE R,

Services v Resource Groups v *

Create policy Policy actions ¥

Di sassoci at eRout eTabl e",
Repl aceRout eTabl eAssoci ati on"



"Resource": "*"

}
]
}

Create policy o 2

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

This policy validation failed and might have errors converting to JSON : The pelicy must have at least one statement For more information about the IAM policy grammar, see AWS

IAM Policies

Visual aditor JSON Import managed policy

2 "Version": "2012-10-17",

3+ "Statement": [

4~ {

5 "Effect™: "Allow",

6= "Action": [

7 "ec2:AssociateRouteTable”,
"ec2:CreateRoute",
"gc2:CreateRouteTable",

10 "ec2:DeleteRoute”,

11 "ecZ:DeleteRouteTable”,

12 "ec2:DescribeRouteTables”,

13 "ec2:DescribeVpcs”,
"ecZ2:ReplaceRoute",

"ar? M ensenrinteRnuteTahl e . ;

6. BHIEE—RBXBEE  WEEHMMNIEEINAR, EATRHT  FREZBEBEAEEEES
SHREF AT A CSRHA , N T BT R

Search IAM ! & CSRHA has been created.

Dashboard
Qroups Create policy | Policy actions ~
Users
Filter: Policy typ
Roles
| Policies Polic Type

Identity providers ® » NI AdministratorAccess Job function

7. MEIFAR |, A& SR B BT N2 228 31 B9 & AroutetablechangefV A &,
Attach Policy

Attach the policy to users, groups, or rgles in your account.

Filter: Filter ~ Q routetablechange

Name -

adikaulroutetablechange

[+] routetablechange *_

8. WE.



Roles > routetablechange

Summary Delats role

Role ARM  smiswsiam: 93821028022 ole/routetablechangs £
Aole description Alcws ECZ instances 10 call AWS sendioes on your bphad!, | Edit
instance Profile ARMa  amawsiam: 93582102632 nstance-proflsroutetablechange 1
Path
Creation time  2016-06-02 10:20 FOT

Maximum CLIAP session duration 1 hour {3,600 seconds) Edit
" Permissions | Trust relationahi A Advisor Revoks sesslons
—
Policy name = Policy typa =
- CHRHA Managed polcy ®
Policy summary [}JB0ON Edit policy Simulate policy
O Fiter

Alkow [1 of 141 services) Show remaining 140

ER Limited: List, Writs All rescurces Mo

HBR5.6F A BB M AMI A B EICSR1000v 6 BRI 3/ A F#8.

ZECSR1000vEE HERE 2T E (1AL XN E , 1MEEANE ) , YYRBCHATAES, HAL
HEECSREA/NVRERBNERHOH,

1. EAWSHHIE I | ZBIEEC2 , A% — TLaunch Instance.

EC2 Dashboard ' Launch Instance Actions v
4

Events
2. EEAWS Marketplace,
1. Chooss AMI 2. Ghoose Instance Typa 3. Configum INStmnco: &, Ackd Shorages 5. Add Tags 6. Confipurd Security Groun I, R

Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a template that containg the software configuration {operating system, application server. and applications) required 1o launch your instar
the AWS Marketplace; or you can select one of your own AMIs.

| Quick Start
My AMIs Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-e251209a
AWS M olscs Amazon Linu  Tha Amazon Linux AMI is an EBS-backed, AWS-supported image, The delault image includes AWS

Jeva. The repasitories inclide Dockisr, PHE. MySOL, PostgreS0L, and other packages.

3. By ACSR1000v , =X &1+ , &EH BRI EIRREHEHEF(CSR)1000V - BYOLXKIERIHZEK
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1. Cheoke AMI 2. Dhoom bwimeeType 3 Gorfigum nstance i, Agd Siorage G Ak Tags & Gofig e Socursy G T Resirw

Step 1: Choose an Amazon Machine Image (AMI) LRy

An AM| in & tomploe That cortaios She softwan corfigurtion joperating systorm. application sener. 5d apslcators’ requined bo launch your metance. You can sslect an AR providsed By AW, our user community. o
i SIS Marketpiace; or pou Con ekt ord of your own AMIR

Gk Start { 1t of 4 Products
1 GRG0y

x

Py Al
Cizoo Cloud Sorvioos Router (CSF) 1000V - AX Pig. Max Performance m
AWSE Markowisos aliet]us
CIsCa UL L Pt sandis | Gokd Dy (D Seanni. v
Corririanity Ak B b P B a0 e LAY A e e e e« AT R
i ety Lorwslin, Ctbar Cisrn K02 KE | B4 Ay Muctre s ) | UpSces 27707
* Categorien Tha A2 Tochnotogy Package for Masimum Perieeranos wrsion of Cisoo’s Clowd Sendoss Rouior (CSREDIIV) dolieins fi Maimerm it
inbls in AWS doud for
. L] n b
Wi Frdce
e gz, re oMl 141 3
Cisco Cloud Sarvices Rouler |CSR) 1000V - Security Py, Max Perlormancs m
T Opsrwting Syslem afueifue
S w w0 1NLE T8 Pener srserm | S0 by Cate Spfern. b
Cinar Eitor CISCO
Diarbry froen SRS LS ar e E1_BLD00 (L meremy S mrfiagey o AR umme e
= Al Lnux/Usis e el LiFwayUnis, Ctbey Conon 06 XE | 6538 Arapa MBre g g | Lok 29V
Othet s 18 Trm Semaity Traivoiogy Prckags e Marirus Peroroerces veion of Gics Cloud Bervics Aot (G5R1000) delvers the mussus
VPR Trawall padfommanta b e SVE Sloud, by uiing
-
Boftwars Pracing Fens e i
Houty (@
Annual (3] | Cimoo Cloud Serveoss Rowler ([CSFA) 10000 - BYOL for Maoemum Parformanos m
Brirg Your Cnn L ';_llt!:é 5 ] TS Previos savain | Soid iy Ciste Bemona e

= g s O Loceryom + MV st b5

4. BEHIEER, EARET  BERE B Kt2.medium.

1. i Al 7. CEooms Ieciance Tivs 3 Dot gurs Tridifcd 4 Astel e B il Tends B G B Sxsurty Oralg 7. P
Step 2: Choose an Instance Type
Arrapon D07 proiia 8 wite sekction of iners B sofmded to M1 Jiferant uss caios. INslarcas an Wikus serers Fad can aun epploatons, They Poee viefing Sormbiradons of CPL, memory, Siormage. and
notwiMking capacty, and ghme you the fiexixilty to choose e soormprate mex of resounces for your appilcabions. Learn mom abowl instancos types and Siow they can meet your comauling reeds.

Fiterby: Al instance hpos ~ Curmed] generaSon =~ ShowHide Columng

Carvnnily nelecied: B mediam Maniebis ECUs, 2 vOPU, 7.3 QM. intel Beoschenl E5-388804, 4GB mamaory, EBS onlyh

Babec Tha vandor meommsnds using & cAlangs itanos jor e for e bast spanence wiih i product

Famdy = Ty E ol | = Mamary |08 - Instesoa Sonege (B8, | - T E War b= Support -
i
@ Gorens pumposs =F Al i o FAS ariy Likm tes Mt Wirk
L TR T e 1 1 BT - -
@ el DU T ERS oy Liopw to Modenis Yo
@ ol purposs = sl t ] EBSany Litwar iy M it Wik
| ] Chareral puiposs 2 madum 2 4 EBS arly - Lows to Moderte s

5. BERIEK , #FERREZFLEHEVINVPCIUR LENIAMAR®, I, BB —EEAEME
ERANENERTHE.

1. Choose AMI 2. Choosa Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Ganfigure Security Group 7. Review

Step 3: Configure Instance Details

No default VPC found. Select another VPC, or create a new default VPC. %

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance,
and more.

Number of instances (j 1 Launch into Auto Scaling Group (i
Purchasing option | Request Spot instances
Network (I vpc-abfefedt | HA 3 C Create new VPC
No default VPC found. Create a new default VPC.
Subnet (| | suhnéi:éeﬁéeiﬂ'b'u blic subnet | us-west-2a % Create new subnet
251 IP Addresses available \
Auto-assign Public IP “Use subnet setting (Disable) :
Placement group (i Add instance to placement grou;
AMrole @ fountetatischangs 41 C Create new 1AM role
Shutdown behavior (j | éio'p' :
Enable termination protsction |[j Protect against accidental termination
Monitoring Enable CloudWatch detailed monitoring

Additional charges apply.

6. Bii#Create new Subnet for Private Subnet, EARAEIF , NametZE EHA Private, HRE



HBAHFRNVNAR—TAESE,
Create Subnet x

Usa the CIDR format to specify your subnet's P address block (e.g., 10.0.0.0/24). Note that block sizes must be between a /16
netmask and /28 netmask. Alzo, note that a subnet can be the same size as your VPC. An IPvE CIDR block must be a /64 CIDR block.

Mame tag HA Private i ]
VPG  vpo-aBfefed! | HA : 8
VPC CIDR
CIDRs ¢ \pr Status Status Reason
10.16.0.0M6 o associated

"4

Availability Zone us-west-2a 3 @
IPva CIDA block | 10.16.4.0/24 i

Cancal Yes, Create

7. B ~RE , £ "Configure Instance Detailss T , ¥ — TAdd Device , 1T BIFf~o

1. Ghoose AMI 2. Choosa Instance Type 3. Configure Instance 4, Add Storage 5. Acdd Tags 6. Configure Security Group 7. Raviaw

Step 3: Configure Instance Details
* Metwork interfaces '

Device  Network Interface Subnet Primary IP Secondary IP addresses IPvE IPs

eihD MNenw nietwork inberfacs ¢ subnet-GETEA11 3 ALb3-AaEgn Add P

saavors L

8. B EBI N E®%E , BB EEMNNE AHA PrivatetfVE A F#8, EthORAHENTE , Eth12FAN
H. i EUTHEERRSERL-SEINFHE., BUESERFRNEUEZKE , RE
E%ﬁﬁ‘ﬁyﬁ?—ﬁb w/j_\%mo

~ Network interfaces
Device  Neotwork Interface Subnet Primary IP Secondary IP addresses IPvE [P
ath N Pt inirti & subngt-BE8TDaT! & ALrio fagigr And P

subnet-B8ITEXT (Public subnet) 10.76.0.0/24 us-wosl-2a

ath New notwornk irfedacs 2 || o subnet-88c5a110 (HA Private) 10.16.4.0/24 us-west-2a ‘ a
9. EELHEVPCTEUNZ 2 , WRRBAUERER.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6, Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow
Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing cne below. Learn more about Amazon EC2

security groups.
Assign a security group: = Create a new security group
©Select an existing sacurity group
Security Group ID Name Description Actions
sg-01880170 default default VPC security group Copy to new
B sg-1ci47d6d HA HA Copy to new

A t

10. EV N SMYPABETRLR, EUUABLREEEECA—EER, WE OREX
RTHW AEEBRBALHCSR, REFEREEER,



1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Storage 5. Add Tags 8. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private Key file that you store. Together,
they allow you to conneact to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to leg into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Create a new key pair
Key pair name
'CSRHA| |

i

Download Key Pair

You have to download the private key file (".pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file

again after it's created.
Cancel : | tance i|

1. ¥ ElastlcIPEE!@E.LE’J@JIEE’J"ﬁfl\EE’JENM‘EBEHﬁﬁ RE B ZEAWSHESIH> EC2EE>MA
B|E2> Elastic IP, M . AHMBAAMBAESEEEREER, EATRAS | AHNE
# EZ& 2 EthO | Enﬁnm@m%mﬁﬁo HAWSHAERE , ZANLHN Emﬂtﬂ’ﬁﬂ’m*ﬁ‘
1P,

EC2 Dashboard ‘* Allocate new address [[l-3e (01 - Iad
!

Events

Addrenss > AXIOCHN BOMEE

Associate address

Sarbpt, ool Ingtaracy DR narbwisry: vbaniana 1o witich you want o assccisle this Elssoe IP pocheas (5424410843

Rusource typs rastance ﬂ
_* O Networc imorface
Natwork inbarfase gl 25155330 - C
PrivataIP 10782215 - C 0

Reassociation Ao Elgmbio P 1o B reassockated i airsady attached ﬂ

F:Y Warning

¥ you assocate an Elastic I address with your imstance. your cument publc P addnoss s reensec. Lasm mons.

¥ AWSE Command Line Interface commend /

-

12. EfZIEC2 > Network InterfaceshF , 2 flSource/Dest Check. ¥ EEENILGEITR/B &
wmE, FERERT , FIEENIEBALF EERE, —ERKFENE , SEERBEEHERE



ZEIBMBENIRREN BN , EMERZENILRYFEEHHTCHRE. BRARBRIRE
HENEREN, XAEFMBCSREMENI EEALLTIE K BRTCEELERERT,

Change Source/Dest. Check X

Network Interface eni-10e3al18

Source/dest. check ~ Enabled /
© Disabled
cancel [l

13. BRFIEHCSR1000v, FEE : BIBSSHEARZEICSR1000vAIAWSIR Y {F F & & F8 1] AE 85
S5 Aroot, MNREE | HEHE R Bec2-user, MEE | ER L EREHYDNSHUH 1T
SSH#1TpingiRE. ILEE Bec2-54-208-234-64.compute-1.amazonaws.com, &R HEFH
NEFRIBRERBERAHKAREN., FEZTET|S RS , BN TR B RIEEH

o



Connect To Your Instance X

| would like to connect with D A standalone S5SH client
A Java S5H Client directly from my browser (Java required)
To access your instance:

1. Open an S5SH client. (find out how to connect using PuTTY)

2. Locate your private key file (HA.pem). The wizard automatically detects the key you used to
launch the instance.

3. Your key must not be publicly viewabla for S5SH to work. Use this command if needed:
chmod 49@ HA.pem
4. Connect to your instance using its Public DN3S:
ecd-54-208-234-64. compute-1. amazonaws . Com
Example:
ssh -1 "HA.pem" root@ec2-54-208-234-64.compute-1.omazonaws . com

Please note that in most cases the username above will be cormmect, however please ensure
that you read your AMI usage instructions to ensure that the AMI owner has not changed the !
default AMI| username, |

If you need any assistance connecting to your instance, please see our connection documentation .

SR6. EES M5 , RHAR Y E —fICSR1000vEh{T fE 18,
N$EFHB 0 10.16.1.0/24
HA T4 10.16.5.0/24

MR EZpingBE EBFAMIKEMEIPH It | FFEREISERS , WAL H FRELAKRHERE

o

SR7. EE S5 FEAMIFE A ' [E 2 L VM(Linux/Windows).

EARTRGIS | FFEMAUbuntu Server 14.04 LTS,
NHEFH - 10.16.2.0/24
EHAF# : 10.16.6.0/24

MREEpingBIE EFAMIBVESIPH It | FFEAEERILERS , WiRERLH FRRLRRERE
B,



1. BERERT , @A AENEENEN., AEAFRENRE —HAE Aeth1 N E,

o || (T
Comnect Actons
i a L

Evwvirts
Tags i, K ﬁ 11
Raparts

Hama = Instance 1D = Instance Typs - Avallablity Jose - Instasce State - Stafus Chacks
Limita

B Uiy Hifedel 1OBBADETECh Ml amal u-ae-1d & nening & 22 checks ...

iR wlHoioab-d FRHGE T2 2 maciyem wz-oast1a & munning & 22 chacks

Inastances

Lausmch Templaies Instancs: | i-08bde41088099Tbch (Uburtu]  Elastic IP; 52.6.211.67

St Fsguosts
Aesened Inslances Description Sawhus Chocks Monitoring Tags Linnge instructions

Dodicated Hosts rmtance 1D -0BEcksd | 0RAUGToCD Public D8NS (IPed] el -52-E-211-E7.00m

a Inat
S INGLENDES st

|natara dkaks

Inafancs Type

Abdla s Faerinoe I0 eni-39674288
Elastic IPs PCID e — 1 B 1300 il
Ly ]
Bundin Tasks Buniztaldy rore i P RR—— b 5.131_ 10.0E.3.9
Ml.ﬂ':l T Wy el N e
Sacurity grouns -
Vol Attachment Time  Tha May 31 220614 GMT-T00
el 2018
Snapahts i
Dwoigto on Torminagtn  isise § 4
Schaciuiad ety N 585350
Privais IF Addn TLTEETN
AN b — w1 pl- 727 1
Sacurity Groups " Privits DMNG Mamg  ip-10-18-8-131 a2 intemnal
Elaatic IPa Elashi IF Addmss
B srenTaat. Chisi
Placamant Growps e
Kiry Paira Seziaity Grouga

aitt
Matw ok Ird o et

2. BEUbuntuF Bl BRI IPHb it RAWS 2 Bl B eth 1B A N E.
ubunt u@ p- 10- 16- 2-139: ~$ cd /etc/ network/interfaces. d/

ubunt u@ p- 10- 16- 2- 139: /et c/ network/i nterfaces. d$ sudo vi ethl.cfg

auto ethl
iface ethl inet static
address 10.16.6. 131
net mask 255. 255. 255.0
network 10.16.6.0
up route add -host 8.8.8.8 gw 10.16.6.1 dev ethl

3. BN EREFMEVM,
ubunt u@ p- 10- 16- 2-139: /et c/ network/ i nterfaces. d$ sudo i fdown ethl && sudo ifup ethl
ubunt u@ p- 10- 16- 2-139: /et c/ network/i nterfaces. d$ sudo reboot

4. Ping 8.8.8.8# TRl . MREBESBE7HH I 78.8.8.8%H,
ubunt u@ p- 10- 16-2-139: ~$ route -n
Kernel |P routing table
Destination CGateway Cenmask Flags Metric Ref Use Iface
0.0.0.0 10.16.2.1 0.0.0.0 UG 0 0 O eth0
8.8.8.8 10.16.6.1 255.255.255.255 UGH 0 0 0 ethl Semmmmmmmmmmme -
10.16.3.0 0.0.0.0 255.255.255.0 U 0O 0 O ethO
10.16.6.0 0.0.0.0 255.255.255.0 U0 0 O ethl

WMRARERDHB.8.8.8, FFE#TE !

ubunt u@ p- 10- 16- 2- 139: ~$ sudo route add -host 8.8.8.8 gw 10.16.6.1 dev ethl

SR ERVDARBRANLHABREAR,

1. BBSRPNBERYVPCH , #EBRVMERKRBAR. IRIAF—ERKEX,
RFREN S —EEEEK , MTERR.
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VPC Dashboard
Filter by VPC:
Q) Select a VPG

Virtual Private Cloud
Your VPCs
Subnets
| Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs
Endpaints

Endpoint Services
MAT Gateways
Poering Connections

Security

Create Route Table

A route table specifies how packets are forwarded between the subnets within your VPC, the Internat,
and your VPN connection.

HA PRIVATE i)

Name tag
VPC  vpc-b98dBecO |[HA | €

omen

Create Route Table Delete Route Table

, Search Route Tables and thei X

Name =~ Route TablelD - Explicilly Associai~ Main - VPC
HA PUBLIC rb-27524151 1 Subnet Mo Vpe-39222140 | HA
B HAPRIVATE rib-ca5340b2 0 Subnets Yes VpC-39222f40 | HA
rtb-ca5340b2 | HA PRIVATE
Summary Routes Subnet Associations Route Propagation Tags
Edit
J View: | Al rules s
Destination Target Status  Propagated
10.16.0.0/16 local Active  No

2. LT RMERBAXRNEERE, AHEAHARE BBERInterneti@BI(igw-95377973), FHEHEMA
EMERTEEZER, PRIVATEXRTEEG KR,



VPC Dashboard (e -5 LT AR S Delete Route Table  Set As Main Table
q

Filter by VPC:
Q Select 8 VPG (, Search Route Tables and theil X

Name = Route Table ID = Explicitly Associal~ Main -~ VPC
Virtual Private Cloud

] HA PUBLIC rtb-2752415f 1 Subnet MNo vpe-38222f40 | HA

Your VPCs

HA PRIVATE rtb-ca5340b2 0 Subnats Yas vpe-39222140 | HA
Subnets /
Route Tables
Internet Gateways
Egress Only Internet
Gateways
DHCP Options Sets
Elastic IPs rth-2752415f | HA PUBLIC
Endpoints Summary Routes Subnet Associations Route Propagation Tags
Endpoint Services m
MNAT Gateways

View:  All rules

Peering Connections
g : Destination Target Status  Propagated

Security 10.16.0.018 local Active Mo

Network ACLs 0.0.0.0/0 ‘ igw-95377913 Active  No

3. T A6E T REME EMANIAR SELARNEELA L KARER . 2H T8
: 10.16.0.0/24, 10.16.1.0/24, 10.16.2.0/24 IEEANT HREARH KRN : SR FHE
: 10.16.4.0/24, 10.16.5.0/24,

10.16.6.0/24
rtb-ec081d94 | HA PRIVATE /
Summary Routes Subnet Associations Route Propagation Tags
Subnet IPv4 CIDR IPvé CIDR

You do not have any subnet associations.
The following subnets have not bean explicitly
associated with any route tables and are
tharefore associated with the main route table:

B8RO, 6E FIBFD AT 2% E tfh 2 e R 48 3% 1t 1t W (NAT) MIGREBRIE .

SEBCSR 1000vA9 B IPERTE 8 FA 28 Fi 51 2(GRE) B3 ( B2 338 % Mlfalse 2k B DHCPRRA0MBA

M, ) MRBEEERGKH, A AERRAEFO)ETHAREA LA RAFM MEERE, B2

TR RSN MRS R BN SREM B, YRR HEE 5P RIS SN
. EHTAWS APIB DI BAVPCHE B AU ERNEBMZE , FEANLDH TR,

. CSRHA LB E
GREMBFD — AREEHABEE B/ R4

interface Tunnel 1
ip address 192.168.1.1 255.255.255.0



bfd interval 500 min_rx 500 nmultiplier 3

tunnel source G gabitEthernetl

tunnel destination 52.10.183.185 /* Elastic |IP of the peer CSR */
1
router eigrp 1

bfd interface Tunnel 1

network 192.168.1.0

passive-interface G gabitEthernetl

NATHIERH — ARBERERAN HEERE R RRENR hEN

interface G gabitEthernetl
i p address dhcp
ip nat outside
no shut down
!
interface G gabitEthernet2
i p address dhcp
ip nat inside
no shut down
!
ip nat inside source list 10 interface G gabitEthernetl overl oad
|
access-list 10 permt 10.16.6.0 0.0.0.255
!
ip route 10.16.6.0 255.255.255.0 G gabitEthernet2 10.16.4.1
. CSRHAT LW EL &

GRE#MBFD — ARBIERHAREE BV RH

interface Tunnel 1

ip address 192.168. 1.2 255.255.255.0

bfd interval 500 min_rx 500 nultiplier 3

tunnel source G gabitEthernetl

tunnel destination 50.112.227.77 /* Elastic IP of the peer CSR */
|
router eigrp 1

bfd interface Tunnel 1

network 192.168.1.0

passive-interface G gabitEthernetl

NATHIERH — ARBRBERAN MBS EFERRARENR hEN

interface G gabitEthernetl
i p address dhcp
ip nat outside
no shut down
!
interface G gabitEthernet2
i p address dhcp
ip nat inside
no shut down
!
ip nat inside source list 10 interface G gabitEthernetl overl oad
!
access-list 10 permt 10.16.6.0 0.0.0.255
!
ip route 10.16.6.0 255.255.255.0 G gabitEthernet2 10.16.5.1



SB10.HE®E T A ( Cisco 10S XE Denali 16.3.1aRE&EARAE ) -

FATEEENERHBawsm FEESECSR 1000v , EEBFDY S MEEIAEH. EMRRBIRIAWS
HASEER ( HIAIBFDEERER ) & , AT EZE (VPC)Route-table-id, Network-interface-
idMCIDRIVEE R E X,

CSR(confi g)# redundancy

CSR(config-red)# cloud provider [aws | azure] node-id
# bfd peer ipaddr

# route-tabl e tabl e-nane

# cidr ip ipaddr/prefix

# eni el astic-network-intf-nanme

# regi on regi on-nane

1. SB#bfd¥f Fipaddr2 ¥ F&EiEIPHb it

CSRHA#show bf d nei ghbors

| Pv4 Sessi ons
Nei ghAddr LDYRD RH RS State Int
192.168. 1.2 4097/4097 Up Up Tul

2. EAWSH#route-table®| & T ZIR AKX EZE , FEMEVPC > Route Tables, HIREFEERE
=E

VPC Dashboard ol BB Delete Route Table
4

Filter by VPC:

Q Select a VPC Q Search Route Tables and theii X

_ Name « Route Table ID
Virtual Private Cloud
rtb-7b746303

Your VPCs
HA PUBLIC rtb-ab091cd3
Subnets
‘ rtb-a4495edc
Route Tables @ HAPRIVATE rtb-ec081d94

3. #cidrip ipaddr/F B REARPEEFNNVEAN EEtbit, FAWSEFHET , EfMEIVPC >B&
H&RX. O TEE , —TEdit, A% 1% —TAdd another route, ¥E&EFIABIE B Atk
8.8.8.8 FICSRHAMEFHEN!I,

rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags

Bl ¢



rib-ec081d984 | HA PRIVATE

Summary

..

Destination

19.1B.D.Df1ﬁ/
8.8.8.8/32

Add another route

Routes Subnet Associations Route Propagation Tags
View: All rules
Target Status Propagated Remove
local Active Mo
eni-10e3a018 Active Mo (3¢

-

4. TE#enifi] 1B F % Flelastic-network-intf-name., & — T E{EHECSRIWEA N Heth1 , LEAN
HID,

il

Lawnch Templates
Spot Regueats
Regsarved Inslances
Dodicated Hosts
Scheduled Instances

Ahig
Burdle Tasks

Volumas

Snapshols

=| METWOHK &

Secunty Groups
Elastic [P3
Placemant Groups
Ky Pairs

Network Intertaces

Load Balancors

I T HUErMSca ToBUEE42S o4 large us-wiEt-da @ running @ 2lchocks... A
CERHAY a2 hob Ddiead 2 madium us-wasi-2b @ running & 22 chocks .., B
WINDOWS HiTallecded6302cta 12 small ug-wosl-dv & running & dchacks... A

Instance: | -02235ca1 JBOBEA24 (CSRHA)

Description Status Checks

Irstonce 1D

Irgiance slate
InstaEnce type
Elastic 1Pe

ArilakiBty Tone
Security groups
Schaduled avents
AMI D

Platform

HEE  Network interface oth1

Mipmtoring Intortace 1D
VPG ID
s Attachment Crwner
: Attschment Stalus  atiached
[aF g plp) -
Atlachment Tems  Thu bay 31 215741 GMT-700 2018
cdlarge -
Dedsls on Terminate  troe

S0 1122

10,165,419
=10 184 1 88, us-wust-

Privata IP Address
Privals DNS Nama

B-wat-3
e 2.compule.iniermal
s Elastic IP Address
EREACCLI SourcaDest. Check  false
Cisoo-CER-, 16.08 ke i
Hvi-atobizeid :
s Security Groups  HARALIL
BoeTT0Ge0EdE-0 -

(ami-2c3al554)
Metwork intarfaces  athd

LA f

5. AWSHregion B R EAWS T KB KBS B, LEETHEEAREA. EEHRFER
FEHRBAmazoniy [EIE A 7] A [E 318 .


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Code Name

us-east-1 US East (N. Virginia)
us-east-2 US East (Ohio)
us-west-1 US West (N. California)
us-west-2 US West (Oregon)

ca-central-1  Canada (Central)

eu-central-1  EU (Frankfurt)

eu-west-1 EU (Ireland)
eu-west-2 EU (London)
eu-west-3 EU (Paris)

ap-northeast-1 Asia Pacific (Tokyo)
ap-northeast-2 Asia Pacific (Seoul)
ap-northeast-3 Asia Pacific (Osaka-Local)
ap-southeast-1 Asia Pacific (Singapore)

ap-southeast-2 Asia Pacific (Sydney)

ap-south-1 Asia Pacific (Mumbai)
sa-east-1 South America (S3o Paulo)
CSRHA LK) TUEAEL & R4

r edundancy

cloud provider aws 1
bfd peer 192.168.1.2
route-table rtb-ec081d94
cidr ip 8.8.8.8/32
eni eni -90b500a8
regi on us-west-2

CSRHA1 LK e EL & R

redundancy

cloud provider aws 1
bfd peer 192.168.1.1
route-table rtb-ec081d94
cidr ip 8.8.8.8/32
eni eni-10e3a018
regi on us-west-2



B T A

1. @EBFDMERE.

CSRHA#show bf d

| Pv4 Sessions

nei

Nei ghAddr LD/ RD RH/ RS State Int
192.168. 1.2 4097/ 4097 Up Up Tul

CSRHA#show i p ei grp nei ghbors
El GRP- | Pv4 Nei ghbors for AS(1)
H Address Interface Hold Uptine SRTT RTO Q Seq

(sec) (nms) Cnt

Num

0 192.168.1.2 Tul 12 00:11:57 1 1470 0 2

CSRHA#show r edundancy cl oud provider aws 1

Cl oud HA: work_i n_progress=FALSE

Provi der : AWS
State : idle

BFD peer =
BFD intf
route-table =
cidr =
eni =
regi on =

2. feVME B 2B 1TiEBping. HERpingBiIBEHeth1 /M H,
ethl 8.8.8.8

node 1

192.168.1.2

= Tunnel 1

rtb-ec081d94
8.8.8.8/32
eni - 90b500a8
us-west - 2

ubunt u@ p- 10- 16- 3-139: ~$ ping - |
PING 8.8.8.8 (8.8.8.8) from 10.16.6. 131 ethl: 56(84) bytes of data.

64 bytes from 8. 8.8.8:
64 bytes from 8. 8.8.8:
64 bytes from 8. 8.8.8:

rtb-ec081d94 | HA PRIVATE

Summary

Destination

10.16.0.0M16

B.8.8.8/32

Routes

View:

icnp_seq=1 ttl=50 tine=1.60 ns
icnp_seq=2 ttl=50 tine=1.62 ns
icnp_seq=3 ttl=50 tinme=1.57 ns

3. mEHEAKBAEK. EniBsIRCSRHANEAN®E , kM ER

Subnet Associations

All rules ~|
Target

local

eni-90b500a8 [
i-0fcfceb4f929f681a

4. BAEACSRHARI Tunnel1 SAE EEHA M BE 4] 32,
CSRHA( confi g) #i nt Tunl
CSRHA( confi g-i f) #shut

5. X% , AXRIEMFAKIENI , EICSRHATMEANE,

=1
;ﬁlio

Route Propagation

Status Propagated

Active Mo

Active Mo

Tags



rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags
=3
View:  All rules s
Destination Target Status Propagated
10.16.0.016 local Active Mo
8.8.8.8/32 eni-10e3a018 / Active Mo
i-Ofcfcabdfa29681a

RER: AR

- BRERMEEB, BMYVPC, M. NH. MEAXREE , APHFSNEFTSEDHEERE, i
IR T RR AR

- FE{RElastic IPAMEMEAIPEIEMN N EREE , WA ERHN FRMED ERNIRHARD , ER
FEFEMIRASRURERNVPCHIESE , YERIAMAGMZ £HREB,

ZHASEENINF/ EERE,
- ¥17Cisco |I0S XE 16.3. 1aiES A , iER A A H B3

ad
)
dp

show redundancy cl oud provider [aws | azure] node-id
debug redundancy cloud [all | trace | detail | error]
debug ip http all

- UTRARDPERHHE -
BIfE : httpc_send_requestsk B

FRMTE - Hitp AR CSRMAWSEIAAPIN L, HERDNSA AR HIEH S| HDNSE B, AR
httpit & R4 FE Lk,

*May 30 20: 08: 06.922: %WXE_CLOUD HA- 3-FAILED: VXE O oud HA BFD state transitioned, AW node 1
event httpc_send_request failed

*May 30 20: 08:06.922: CLOUD-HA : AWS node 1 httpc_send_request failed (0x12)

URL=htt p://ec2. us-east-2b. amazonaws. com

B : B& I Rrtb-9c0000f4 F1 4t Heni-32791318 A R M @&
BE . TRMABTHEREBNENIRBERER, EBESMENERRHEMRAR—ES,

*May 30 23:38:09.141: CLOUD-HA : res content iov_|len=284 iov_base=<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Response><Err or s><Err or ><Code>| nval i dPar anet er Val ue</ Code><Message>route tabl e rtb-9c0000f4 and
interface eni-32791318 bel ong to different

net wor ks</ Message></ Er r or ></ Err or s><Request | D>af 3f 228c- d5d8- 4b23- b22c-



f 6ad999e70bd</ Request | D></ Response>

BE : SMABTIRE. WWRMEBHER.

FRNTE : IAM JSONBB/FKREE T SRR R EANCSR, IAMAERECSREITAPIFEL,

*May 30 22:22:46.437: CLOUD-HA : res content iov_|len=895 iov_base=<?xnl version="1.0"

encodi ng="UTF- 8" ?>

<Response><Err or s><Err or ><Code>Unaut hori zedOper at i on</ Code><Message>You are not authorized to
performthis operation. Encoded

aut hori zation failure nmessage: qYvEB4MJJOB8nRit St eRgnQusl AaxhAbDph5qGRIkj Jbr ESaj bnF5HWIR-
MrHYeRAl pKZ3Jg_y-

_tM Yel 51 _ws8J3d9q2WBYDXBI 3uXQqf W.cj j r gy9j hnGYOnCaNu65alpf qui 8kS_4RPOpnbgr RFf 099-
8uv_N3nmYaBgKFPn3vUc SYKBnkFI | kJKcj Y9esCelLl OADcnYGGU6AGGEVD Mk VDL kOK8Nnwk41 j LDcnd2c DXe ENS45wl Pqz KGPsH
v3wD28TS5xRj | r PXYr T18UpV6EIl LA_09Ch4737VncQKf zbz4t PpnAkoW)mJ LQLv DpPrmi\v HUpEng8Kr GAYNF bf enmroDt Wyl d ABf
aLLLmh4saNt nQ_OVBoTi 4t oBLEb2BNdMk| 1UVBI xqTqdFUVRS* * M5SG 00041 TRUNCATED** **MSG 00041

CONTI NUATI ON

#01** qLosAb5Yx0Dr GsLSQuz S95VGr QM n87LBHYbAWMqW 3Uf P_zm ak7dl mBP41nFCucEB3Cs4FRsFt b-

90944Vt yQlaS2sU2nhGe3x4uGEs| 7F1pNv5vhVeYQZB3t bOF bV1_Y4t r ZwYPFgLKgBShZp- WNmMUKUJ s Kc 1-
6KGgnmp7519i mvh66JgwgmJIDT_gqAZ- j Ej kqW Br xg6kr w</ Message></ Err or ></ Err or s><Request | D>4cf 31249-
2abe- 4414- ae8d- 6f b825b0f 398</ Request | D></ Response>

HBER

. VPCHiE{#§# — Cisco

. 18 B/ AAmazon Web Services#Cisco CSR 1000vF I 2 IR 158 R S P B i FO
- AR BIEH 5

- EC2%1VPC

. AEC2EAFM) Fi "EHERNE, SESELIER B NENIBE

. MR LinuxiBER IR ERAA ERANERER

- B {578 /3H S ER BA M IR YEER BA

. —fiREC23C ¥
. —RVPCX 1§
- B A B

- CSR1000v & 7] A fE MR 23



/content/en/us/td/docs/solutions/Hybrid_Cloud/Intercloud/CSR/AWS/CSRAWS/CSRAWS_4.html
/content/en/us/td/docs/routers/csr1000/software/aws/b_csraws/b_csraws_chapter_0100.html
http://aws.amazon.com/ec2/instance-types/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-vpc.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#AvailableIpPerENI
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/dedicated-instance.html
https://aws.amazon.com/documentation/ec2/
https://aws.amazon.com/documentation/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
/content/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010111.html#id_107028
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