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[j edepuyd@JK- SRVI OT- 10 si gni ng]l$ openssl genrsa -out rootca-key. pem 2048
Generating RSA private key, 2048 bit |ong nodul us
+++

e is 65537 (0x10001)

EEELECARE :

[j edepuyd@JK- SRVI OT- 10 si gning]l$ openssl req -x509 -new -nodes -key rootca-key. pem -sha256 -
days 4096 -out rootca-cert.pem

You are about to be asked to enter information that is incorporated

into your certificate request.

VWhat you are about to enter is what is called a Distingui shed Name (DN).

There are quite a few fields but you can | eave some bl ank

For sone fields there can be a default val ue,

If you enter '.', the field can be |left blank.



Country Nanme (2 letter code) [XX]:BE

State or Province Nane (full nane) []:W.L

Locality Name (eg, city) [Default Cty]:Kortrijk

Organi zati on Name (eg, company) [Default Company Ltd]:C sco

Organi zational Unit Name (eg, section) []:10T

Conmmon Nane (eg, your nanme or your server's hostnanme) []:ioxrootca
Emai | Address []:

WATHRECARE B R 19 {E LB 1249 58 A 41,
T2 £ A RIOXK F1ES#

R, CEREE T EMNCAFENERMMNES , THUEY —EAREHNIOXREN EEHRMEHE
. EEHERAENESS TRNCAES N ( METHBERANES ) MARREMY (BEERX ) &
RE B Winfo.txtiE R

B, BYinfotxtiER , YEHPHE - LRFER

[j edepuyd@JIK- SRVI OT- 10 signing]l$ echo "iox app root ca v1">info.txt

RE K MREBEZECABE , BEXKCATRERE , FEREMBE—E.pem :

cat first_cert.pem second_cert.pem > conbi ned_cert. pem

e HREFCAREEANEERES A FAUAXFTFTELTSR K BRIFTESHRARLEE
, S BRCAS SRS LRI K BER R

CABRENEEEMR Aca-chain.cert.pem , RItFEEBUTER -

[j edepuyd@XJIK- SRVI OT- 10 signing]$ cp rootca-cert.pem ca-chain.cert.pem

&% , &1 LA ca-chain.cert.pemHlinfo.txt& ff Elgzipped tar¥ :

[j edepuyd@XJIK- SRVI OT- 10 signing]$ tar -czf trustanchorvl.tar.gz ca-chain.cert.peminfo.txt

SR EIOXKRR LEAGEEN

£ E—HE I Wtrustanchorvi.tar.gzEEEAFIOXEEFR, EHEESTNERARBRIERAER
%E?E',Ejun’wtzt%zZﬁu%Eﬁﬂ’]CAﬁFﬁCAﬁ%E’JE%ﬁio

ST EHBHHY E A ] LAUBiBioxlicent5E R :

[j edepuyd@JIK- SRVI OT- 10 si gning]$ ioxclient platform signedpackages trustanchor set
trustanchorvl.tar.gz

Currently active profile : default
Conmmand Nane: plt-sign-pkg-ta-set
Response fromthe server: |Inported trust anchor file successfully

[j edepuyd@JIK- SRVI OT- 10 signing]$ ioxclient platform signedpackages enabl e



Currently active profile : default
Conmmand Nane: plt-sign-pkg-enable
Successful |y updated the signed package depl oyment capability on the device to true

S—EHERERAMEEREACSERE

B 'E ZSystem Setting > Import Trust Anchor , 1~ BFfRo

» Trust Anchor

Checksum

d57926f6b210162c270961c48836b9bef2104dd6

© Import Trust Anchor 7 Refresh

BEESB2RAEMBNESR. RARE—TOK, MTEMR.

Import Trust Anchor Bt

Trust Anchor | Choose File | trustan...tar.gz
Lo« IR

RINEAEEHE R , 5&+PEnabledif {TApplication Signing Validation , A% 1% — T Save
Configuration , 21 N EFTR :

L

+ Application Signature Validation

+ Configuration

Application Signature Validation Enzabled

M Save Configuration
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[j edepuyd@JIK- SRVI OT- 10 si gni ng]l$ openssl genrsa -out app-key.pem 2048
Generating RSA private key, 2048 bit | ong nodul us

=
e is 65537 (0x10001)

EEELCSR:

[j edepuyd@JK- SRVI OT- 10 signing]$ openssl req -new -key app-key.pem -out app.csr
You are about to be asked to enter infornation that is incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Name (DN).
There are quite a few fields but you can | eave sone bl ank.

For sone fields there can be a default val ue,

If you enter '.', the field can be left blank.

Country Nane (2 letter code) [XX]:BE

State or Province Nane (full name) []: WL

Locality Name (eg, city) [Default Cty]:Kortrijk

Organi zati on Nane (eg, conpany) [Default Conpany Ltd]:C sco

Organi zational Unit Name (eg, section) []:10T

Conmon Nane (eg, your name or your server's hostnane) []:ioxapp

Emai | Address []:

Pl ease enter the following '"extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

HRCA , X ARHBERAREEPHEN TR EHRS.

SRS ERACAERRARKER R

B, REKERTENCANBACSRIER , RLERUERHCAZRECSR, BFRREZANEE
RERRINEE :

[j edepuyd@JK- SRVI OT- 10 si gning]$ openssl x509 -req -in app.csr -CA rootca-cert.pem - CAkey
root ca- key. pem - CAcreat eseri al -out app-cert.pem -days 4096 -sha256

Si gnat ure ok

subj ect =/ C=BE/ ST=WV/L/ L=Kor trij k/ O=Ci sco/ OU=I OT/ CN=i oxapp

Getting CA Private Key

SREBIOXBABRITBYAFERARENRBARINEBREHLETER

LehF | BEREERRBE , T SENIOERER  XEASRIPERNSREEEETES.
SR 125 5 EHCAE T A -

A AR Isourceflpackage.yamlf H{BRRRFTE,
FRESREHEIOERAER !

[j edepuyd@XJIK- SRVI OT- 10 i ox_docker _pyt honsl eep] $ i oxcl i ent package --rsa-key ../signing/app-
key. pem --certificate ../signing/app-cert.pem.

Currently active profile : default

Command Nane: package

Using rsa key and cert provided via command line to sign the package

Checking if package descriptor file is present..

Val i dating descriptor file /home/jedepuyd/iox/iox_docker_pythonsl eep/ package. yaml with package



schema definitions

Parsi ng descriptor file..

Found schema version 2.2

Loadi ng schema file for version 2.2

Val i dati ng package descriptor file..

File /home/jedepuyd/iox/iox_docker_pythonsl eep/ package.yam is valid under schema version 2.2
Created Staging directory at : /tnp/ 666018803

Copying contents to staging directory

Checking for application runtinme type

Coul dn't detect application runtime type

Creating an inner envel ope for application artifacts

Excluding .DS Store

Generated /tnp/ 666018803/artifacts.tar.gz

Cal cul ating SHA1 checksum for package contents..

Package MetaData file was not found at /tnp/666018803/. package. netadat a
Wote package netadata file : /tnp/666018803/. package. net adat a

Root Directory : /tnp/ 666018803

Qutput file: /tnp/ 096960694

Pat h: . package. nmet adat a

SHALl : 2a64461a921c2d5e8f 45e92f e203127cf 8a06146

Path: artifacts.tar.gz

SHA1l : 63da3eb3d81e13249h799bf 57845f 3f c9f 6f 2f 94

Pat h: package. yanl

SHA1l : 0e6259e49ff22d6d38e6d1913759c5674c5cec6d

Gener at ed package mani fest at package. nf

Si gned the package and the signature is avail able at package.cert
Generating | Ox Package. .

Package generated at /hone/jedepuyd/i ox/iox_docker_pythonsl eep/ package. t ar

SR REZBNIOXTHBIBAREBNEEL
ZBRNRE—SRKEARKNEIOME. RAFANEARKEBML  REEH

[j edepuyd@JIK- SRVI OT- 10 i ox_docker _pyt honsl eep] $ ioxclient app install test package.tar
Currently active profile : default

Conmand Nane: application-install

Savi ng current configuration

Installation Successful. App is available at

https://10.50. 215. 248: 8443/ i ox/ api / v2/ host i ng/ apps/ t est

Successful |y depl oyed

R
ERAXEHAR , BEEENEERE EEER.
RTRECRAEXNSRESTERECAESR , BUNIMTUTERME

[j edepuyd@JIK- SRVI OT- 10 si gning]$ openssl verify -CAfile rootca-cert.pem app-cert.pem
app-cert.pem OK

REREGE
AR L0 T R AR RS 1T R AR
HBHEARXBEMER  ATEEEINTHES —



[j edepuyd@JIK- SRVI OT- 10 i ox_docker _pyt honsl eep] $ ioxclient app install test package.tar
Currently active profile : default

Conmand Nane: application-instal

Savi ng current configuration

Coul d not conpl ete your command : Error. Server returned 500
{

"description": "Invalid Archive file: Certificate verification failed: [18, 0, 'self signed
certificate' ]"

"errorcode": -1,

"nessage"' “Invalid Archive file"

ﬁﬁCAﬁﬁﬂgﬁﬁ BRFHEBEHER K NEEZIEENMEBEFPNBETTE.
£/ "RE) BoPRINVES  REENREIURSEENHEEBRAZ,
ELEHERRTENEXNTREERESR , BUUBRRLERG,

[j edepuyd@JK- SRVI OT- 10 i ox_docker _pythonsl eep]$ ioxclient app install test2 package.tar
Currently active profile : default

Command Nane: application-instal

Savi ng current configuration

Coul d not conpl ete your command : Error. Server returned 500

{

"description": "Package signature file package.cert or package.sign not found in package",
"errorcode": -1009
"message": "Error during app installation"

}
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