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Details ldentity IPva IPv6

IPv4 Method () Automatic (DHCP)
(®) Manual
Addresses
Address MEtimask

10.48.43.231 255,255,2556.192
DNS
Separate IP addresses with commas
Routes
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Security

() Link-Local Only
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ip dhcp pool pnp_pool

network 192.168.10.0 255.255.255.248
default-router 192.168.10.1
dns-server 8.8.8.8

option 43 ascii "5A;K4;B2;I10.48.43.231;J9125"
1

R Linux - #9DHCPd:

[jedepuyd@KJIK-SRVIOT-10 ~]$ cat /etc/dhcp/dhcpd.conf
subnet 192.168.100.0 netmask 255.255.255.0 {

option routers 192.168.100.1;

range 192.168.100.100 192.168.100.199;

option domain-name-servers 192.168.100.1;

option domain-name "test.dom";

option vendor-encapsulated-options "5A;K4;B2;I110.48.43.231;J9125";

}
EEFEASHBEAHRRANMEES , FEEENUTASCIFES !

"5A;K4;B2;I110.50.215.252;39125"
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[root@iot-fnd ~]# cat /opt/fnd/data/cgms.properties
cgms-keystore-password-hidden=dD5KmzJHa640yvpgdu8SCg==
use-router-ip-from-db=true

rabbit-broker-ip=

rabbit-broker-port=

rabbit-broker-username=

rabbit-broker-password=

fogd-ip=192.68.5.3

enable-reverse-dns-lookup=false

enableApiAuth=false

fnd-router-mgmt-mode=1
enable-bootstrap-service=true
proxy-bootstrap-ip=10.48.43.231
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[root@iot-fnd ~1# /opt/fnd/scripts/fnd-container.sh restart
Stopping FND container...

fnd-container

[root@iot-fnd ~]# Starting FND container...

fnd-container
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deviceType, eid, adminUsername, adminPassword, ip
ir800, IR809G-LTE-GA-K9+JMX2022X04S, fndadmin, Clsc0123!,10.48.43.250

CSVA Ry 24E

- deviceType:ir800
- eid:PIDF & 5| B2+



- EERFERES  LEAEEBKMEIRAEEREDR  BRKARTHEMAR

. EE BB : adminUsernamely 275

- ip: BB R EEHERE P B IPH 3t
EEFIEEE , FEREIGUI , REEE ZDevices > Field Devices > Inventory > Add
Devices , 21 T EIPf To

DASHBOARD LDEVICES + I

Q I
Map Inventory

MHame Meter 1D Stat Last Heard Categ

EHFERRTD , BEECSVERNME , REE—TAIIEEFEEIFND , M TEAM R,

Upload File

Browse
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File:
Download sample .csv template for Router, Gateway, Endpoint and Extender, IR500
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ADMIN > SYSTEM MANAGEMENT = PROVISIONING SETTINGS

Provisioning Process

[0T-FND URL: | hitp://10.48.43.231:9121

Field Area Router uses this URL to register with loT-FMD after the tunnel is configured
Feriodic Metrics URL

Field Area Router uses this URL for reporting periodic metrics with loT-FMND
#1oT-FND URLEE X Ahttp://<FND IP>:9121
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<#if isBootstrapping = true>

<#assign mgmtintf = "GigabitEthernetO">
<#assign fndserver = "10.48.43.231">
<#assign sublist=far.eid?split("+")[0..1]>

<#assign pid=sublist[0]>
<#assign sn=sublist[1]>

<#-- General parameters -->
hostname ${sn}BS
ip domain-name ${sn}
ip host fndserver.fnd.iot ${fndserver}
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
!
<#-- Users -->
username backup privilege 15 password Clsc0123!
username ${far.adminUsername} privilege 15 password ${far.adminPassword}
!
<#-- Interfaces -->
interface ${mgmtintf}
ip address S${far.ip} 255.255.255.192
exit
!
<#-- Clock -->
clock timezone UTC +2
!
<#-- Archive -->
file prompt quiet
do mkdir flash:archive
archive
path flash:/archive



maximum 8
exit
!
<#-- HTTP -->
ip http server
ip http client connection retry 5
ip http client connection timeout 5
ip http client source-interface ${mgmtintf}
ip http authentication local
ip http timeout-policy idle 600 life 86400 requests 3
ip http max-connections 2
!
<#-- WSMA -->
wsma profile listener exec
transport http path /wsma/exec
exit
!
wsma profile listener config
transport http path /wsma/config
exit
!
wsma agent exec
profile exec
exit
!
wsma agent config
profile config
exit
!
<#-- CGNA -->
cgna gzip
1
cgna profile cg-nms-register
add-command show hosts | format flash:/managed/odm/cg-nms.odm
add-command show interfaces | format flash:/managed/odm/cg-nms.odm
add-command show ipvé dhcp | format flash:/managed/odm/cg-nms.odm
add-command show ipvé interface | format flash:/managed/odm/cg-nms.odm
add-command show platform hypervisor | format flash:/managed/odm/cg-nms.odm
add-command show snmp mib ifmib ifindex | format flash:/managed/odm/cg-nms.odm
add-command show iox host list detail | format flash:/managed/odm/cg-nms.odm
add-command show version | format flash:/managed/odm/cg-nms.odm
interval 10
url http://fndserver.fnd.iot:9121/cgna/ios/registration
gzip
active
exit
!
<#-- Script to generate RSA for SSH -->
event manager applet genkeys
event timer watchdog name genkeys time 30 maxrun 60
action 10 cli command "enable"
action 20 cli command "configure terminal"
action 30 cli command "crypto key generate rsa modulus 2048"
action 80 cli command "no event manager applet genkeys"
action 90 cli command "exit"
action 99 cli command "end"
exit

end
</#if>
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<#-- Enable periodic inventory notification every 1 hour to report metrics. -->
cgna profile cg-nms-periodic
interval 60
exit
<#-- Enable periodic configuration (heartbeat) notification every 15 min. -->
cgna heart-beat interval 15

<#-- Enable SSH access -->
line vty 0 4
transport input ssh
login local
exit
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ir809kjk#write erase

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

*Oct 18 11:42:54.367 UTC: %$SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
ir809kjk#reload

System configuration has been modified. Save? [yes/nol: no
Proceed with reload? [confirm]

Starting File System integrity check
NOTE: File System will be deinited and later rebuilt

BT —BRIEE®R , IRSOVEEREETR , LETHREEHWEGHR

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no

Press RETURN to get started!

ARARTBRELUSNPNP/ZTDER , RFENEVEEERNE & , WERK AR LM ERbefore-

registration-config:

IR800#delete /f before-*
IR800#delete /f /r archive*
IR800#mkdir archive

Create directory filename [archive]?



Created dir flash:/archive

IR800#conf t

Enter configuration commands, one per line. End with CNTL/Z.
IR800 (config) #archive

IR800
IR800
IR800 conflg archive) #end

BiE , Bt —EAFELES—EAREATENEE  FEit , MREE | WEBETLETHRIRE
E%EH%%EIJ $FNDo
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config-archive) #path flash:/archive
config-archive) #maximum 8

(
(
(
(

IR800>enable

IR800#conf t

Enter configuration commands, one per line. End with CNTL/Z.

IR800 (config) #int giol

IR800 (config-if) #ip addr dhcp

IR800 (config-if) #no shut

IR800 (config-if) #end

*Aug 1 12:02:02.887: %$SYS-5-CONFIG_I: Configured from console by console

IR800#ping 10.48.43.231

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.48.43.231, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
IR800#

WEFT R, BT REping ARG EE 1 25 R 5 AE 50818 FE A M IPEL B E15ZFND,

FIBCIR800kE 1 2%
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BTEFEFADHCPHER FTEIRSOLFHEEPNP , £EERERZRWERE , BIFNDME RS,
BREENT

IR800 (config) #pnp profile pnp-zero-touch
IR800 (config-pnp-init) #transport http ipv4 10.48.43.231 port 9125
IR800 (config-pnp-init) #end

—B & ALL Ttransport BISEAVARES , BRHESMEREPNPER | W EKBRIEEIPHE LK
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. [COLLECTING_INVENTORY]: £ X 3B B ML B E T

- [COLLECTED_INVENTORY]

. [VALIDATING_CONFIGURATION]: & 52 /& F 8 A IR IR & rh A9 2 B (X B9 Router Factory
Reprovisiont& 1)

- [VALIDATED_CONFIGURATION]

. [PUSING_BOOTSTRAP_CONFIG_FILE]:lEf DB BINE B

- [PUSING_BOOTSTRAP_CONFIG_VERIFY_HASH]:® EEANE E 2

- [PUSED_BOOTSTRAP_CONFIG_FILE]

. [CONFIGURING_STARTUP_CONFIG] : 4% & 5 A B EE &

- [CONFIGURED_STARTUP_CONFIG]

- [APPLYING_CONFIG]:FE A BB Bl &

- [APPLIED_CONFIG]
. [TERMINATING_BS_PROFILE]:fZ1:5| &,
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JMX2022X04SBS#sh cgna profile-state all

Profile 1:

Profile Name: cg-nms-register

Activated at: Thu Aug 1 15:31:14 2019

URL: http://fndserver.fnd.iot:9121/cgna/ios/registration

Payload content type: xml

Interval: 10 minutes

gzip: activated

Profile command:
show hosts | format flash:/managed/odm/cg-nms.odm
show interfaces | format flash:/managed/odm/cg-nms.odm
show ipv6 dhcp | format flash:/managed/odm/cg-nms.odm
show ipv6 interface | format flash:/managed/odm/cg-nms.odm
show platform hypervisor | format flash:/managed/odm/cg-nms.odm
show snmp mib ifmib ifindex | format flash:/managed/odm/cg-nms.odm
show iox host list detail | format flash:/managed/odm/cg-nms.odm
show version | format flash:/managed/odm/cg-nms.odm

State: Wait for timer for next action

Timer started at Thu Aug 1 15:31:14 2019

Next update will be sent in 9 minutes 30 seconds

Last successful response not found

Last failed response not found
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IR800-Bootstrap#cgna exec profile cg-nms-register
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RETLFNDHEBRBEIUPHRE , I TE T
Device Info Events Config Properties Running Config  Router Files  Raw Sockets Work Order A
Time Event Mame Severity Message
2018-10-18 14:01:03:535 Up INFO Device is up.
2018-10-18 14:00:58:380 Registration Success IMFO Registration successful.
2018-10-18 14:00:58:377  Reqgistration Request INFO Reqgistration request from device.
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- FNDfalfR28 2 A : Jopt/find/logs/server.log

- EINE AMEEMFEE - Admin > Logging > Log Level Settings > Router Bootstrapping > Debug
- 7£IR800#% %1 £ : show pnp ?ER&&pnp ?

- 7EFND GUI# : Devices > Inventory > Select Device > Events

I B ER P B K 2 B R B BERouter Factory Reprovisiont& i 89 ( 585% ) $EREH
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- FNDfalfR2§ & A : Jopt/fnd/logs/server.log
. FEIR800#:HIE £ -

show cgna profile-state alldebug cgna logging ?debug wsma agent

- 7EFND GUI# : Devices > Inventory > Select Device > Events
- BMEBBHTTPHFNDE & # 35 2/ IRS00KI WSMAE 7

FNDfE A I URI:http://10.48.43.231:80/wsmalexec5 3% : POSTEZ : EX B RE



http://10.50.215.241:80/wsma/exec
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