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FREEMEHL FAMEENEE , ATSUISONEXMLER B,
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FAFREBERT , ERNEFERHNERZAMRE, BERMATCM , BFE X resconf-config.properties IE R ( #EE
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/opt/CSCOTumos/conf/restconf/restconf-config.properties

epnm.restconf.inventory.notifications.enabled=true
epnm.restconf.alarm.notifications.enabled=true
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iE1TWebSockets Python% F i

Python By WebSocket-clientE& 7] Fi A 1E & 5 i & i 7 22 1L WebSocket,

import websocket
import time
import ssi
import base64



def on_message(ws, message):
print(message)

def on_error(ws, error):
print(error)

def on_close(ws, close_status_code, close_msg):
print("### closed \###")

def on_open(ws):
ws.send("Hello, Server!™)

if _name__ == "_main__":
username = "username"
password = "password"

credentials = base64.b64encode(f"{username}: {password}".encode("utf-8")).decode("utf-8")
headers = {"Authorization": f"Basic {credentials}"}
websocket.enableTrace(True)
ws = websocket.WebSocketApp("wss://10.122.28.3/restconf/streams/v1l/inventory.json",
on_message=on_message,
on_error=on_error,
on_close=on_close,
header=headers)
wS.on_open = on_open
ws.run_forever(sslopt={"cert_reqs": ss1.CERT_NONE})
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HARIEERE —fBWebSocket®E Fif , B Fin Al EA T EFTREPNM:
wss://10.122.28 3/r estconf/streamsivi/inventory.json. 'S {8 FIPython websocket/E , AR ERENEEEANE T
HE. FTRETUR (BEBETENEMNEE ) -

* /restconf/streams/vl/alarm{ .xml | .json}
* /restconf/streams/vl/service-activation{ .xml | .json}
* /restconf/streams/v1/template-execution{ .xml | .json}

* /restconf/streams/vl/all{ .xml | .json}

H on messaged , on_error Fl on_close AN R EIEE BT , EWebSocketiE#R 7 B EEE., BEIFHR
AP EMLEL RN, H on_open BT 2 EWebSocketiB AR 28 37 M % s 52 A BF I AL 1Y [B] 438

,H\ username *ﬂ password g%%ﬁi%%ﬁ'ﬂﬁﬁﬁﬁﬂﬁ%ﬁﬁﬁ%ﬂg%lﬁ%o %?ﬁ ) E‘%ﬁﬁ%ﬂgﬁﬁﬁ
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HE., H sopt BIBAREBELZWNSSLTLSIZE, H cert NoNE EBREZABEHHE,

ETRIBLLEWebSocket B IFIZWEA -

(env) devasc@labvm:~/epnm$ python conn-oriented.py
--- request header ---
GET /restconf/streams/v1/inventory.json HTTP/1.1



Upgrade: websocket

Host: 10.122.28.3

Origin: https://10.122.28.3
Sec-WebSocket-Key: YYYYYYYYYYY
Sec-WebSocket-Version: 13
Connection: Upgrade
Authorization: Basic XXXXXXXXXXXX

--- response header ---

HTTP/1.1 101

Set-Cookie: JSESSIONID=5BFB68B0126226A0A13ABE595DC63AC9; Path=/restconf; Secure; HttpOnly
Strict-Transport-Security: max-age=31536000;incTudeSubDomains
X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=bTlock

Upgrade: websocket

Connection: upgrade

Sec-WebSocket-Accept: 0zns7PGgHjrXjOnAgnlhbyVKPjc=

Date: Thu, 30 Mar 2023 16:18:19 GMT

Server: Prime

Websocket connected

++Sent raw: b'\x81\x8es\x99ry;\xfc\xle\x15\x1c\xb5R*\x16\xeb\x04\x1c\x01\xbh8"'
++Sent decoded: fin=1 opcode=1 data=b'Hello, Server!'

++Rcv raw: b'\x81\x0OeHello, Server!'

++Rcv decoded: fin=1 opcode=1 data=b'Hello, Server!'

Hello, Server!

BRMERNTER EEHREMRIFNERTE

ade # ./sql_execution.sh "SELECT * from RstcnfNtfctnsSbscrptnMngr WHERE CONNECTIONTYPE = 'connection-or

BT EHFHAE comorientedixt TR ( BNERESHANGER ) , EUUFEABELIEKHERA
HTML aha ( LLEETEUbuntulésSREREB T HAR )

devasc@labvm:~/tmp$ sudo apt-get install aha
devasc@labvm:~/tmp$ cat conn-oriented.txt | aha > conn-oriented.html

%?ﬁ (3] Eﬂ( conn-oriented.html }gljif.%% ':F' 3 ﬁ 75‘% :

SUBSCRIBEDUSER SUBSCRIFTIONCREA
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MRBAREERR , FEEMERISERTR , BIET LUEE HrTppELETE 85K suBscriPTIONID TE
URLAIEE nttpss/
BBIRER -

devasc@labvm:~/tmp$ curl --Tocation --insecure --request DELETE 'https://10.122.28.3/restconf/data/vl/c

BEHS., WEMKE. showlog, EAMNES , SQLEH

AT HREAEERNEHENEFREE EREWBANRR  TUETEENDBEALRETHREFE. MRKRE , FER
BERmAAEERAB TR,

REF , BRI E TN ERAFEMRE] com.cisco.nms.nbi.epnm.restconf.notifications.handler.NotificationsHandlerAdapter SAE & &i%

FTRRHEET !

ade # sudo /opt/CSCOTumos/bin/setlLoglLevel.sh com.cisco.nms.nbi.epnm.restconf.notifications.handler.Noti

EIXETE% |, B E R RS E RS EWebSocketE F | Pt it #9445 B localhost_access log.txt:

ade # zgrep -h '""GET /restconf/streams/.* HTTP/1.1" 101" $(1s -1t /opt/CSCOTumos/Togs/localhost_access

B , BIXREDB (FEREBETHHRECE ) locahost_access |og.txt).

H CONNECTIONTYPE ENDPOINTURL ISENDPOINTREACHABLE NOTIFICATIONFORMAT SUBSCRIBEDUSER SUBSCRIPTIONCREATIONTIME SUBSCRIPTIONID SUBSCRIPTIOI
connection-oriented B852a674a-e3d0-decc-8eal-787af30f1305 0 json root Mon &ug 28 22:17:06 BRT 2023  8743327441517764088 inventory

T— {8 B SRR TREXFTEHPOSTAER !

ade # grep -Eh 'DEBUG com.cisco.nms.nbi.epnm.restconf.notifications.handler.NotificationsHandlerAdapter

AEERRETEMNE  REREPN-MARECFTEEANNFIEEFIREEHEAENENEBNELN, ROIBERENCSKH S
FHNEBEPNMEEN —EEH :

{ "push.push-change-update":{ "push.notification-id":2052931975556780123, "push.topic":"inventory", "pu



EERBEA

T—{ERIT{EFHRFE , 7 connectionless BA :

Connectionless

POST (subscription)

https://<fqdn-epnm>/restconf/data/v1/cisco-notifications:subscription

—data{
"push.endpoint-url":"http://10.122.28.2:8080/api/posts",

i ——

POST
http://10.122.28.2:8080/api/posts EPNM

EPNM issues alarm or
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""" o subscription informed in
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payloads as a
POST request.

M

Client running a
REST webservice
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alarm, all)
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EREEERREAIESXMLI/EISONE HIEAPOSTE RMREST WebfR#. HWRESTARFERE Cisco EPNM restconf i HI4E 42 3% 4 & &1
o ER ERRIFEM ERENREST WebfRTE RAI

from flask import Flask, request, jsonify app = Flask(__name__) @ app.route('/api/posts', methods=['POS

s

E 2 —fBPython Flask WebERER , AR EHEEIKE /api/posts #EF HTTP POST 88K, & create post) BE—1E HTTP POST

R Japi/posts. 1E create post() B , EABRRRBEABRHWER request.get_json() , IREIISONEB BN FH, A& , AFFIHE
print(post_data) AR EEEE M, K& , FRASBEIEEHEE message F{EE Post created successfully ( SAFIEEMER ) . REZUE

FEEERERHTTRIREEATER201 ( ERI ) NEF iR,

E T

H if _name__=='_main_" block2E%Pythonig & , REETHRETERAERENENT , MAREAEBHEEAN, WRESHIEAE

BRET , e BFakERARRLEEEN PbuFIE EETHEARER. H debug=True SIBMARERR | R RHEFEN
HERER  YEHRRETERRBDENRA GRS



BT UEE REST webfRT :

(venv) [apinelli@centos8_cxlabs_spo appl$ python connectionless.py * Serving Flask app 'connectionless'

FTREERE PR

EAETREA . RESTRBMREMETE—BEXRNETR, £EEERT , TER al.

[apineTlTli@centos8_cxlabs_spo ~]$ curl --location -X POST --insecure 'https://10.122.28.3/restconf/data/

AHEER20MENEE , UREEEXPFTENARE

{ "push.notification-subscription": { "push.subscription-id": 7969974728822328535, "push.subscribed-use

A LUBIBGETRHEREERFEAEFTENBMEE

curl --location --insecure 'https://10.122.28.3/restconf/data/vl/cisco-notifications:subscription' \ --

EEWNT :

{ "com.response-message": { "com.header": { "com.firstIndex": 0, "com.lastIndex": 1 }, "com.data": { "p

BREHE., BFAMKB. showlog, EAMESR , SQLEL

REEDEE  FEMETET . —EAR al ("push.topic': "al") —EARETR (" push.topic”: "inventory") EA LUBIBERE R E
RERCGFEEE , AITREB S THEELR, , H SUBSCRIPTIONID #{u £ GET s R UL EEBRHEER):

ade # ./sql_execution.sh "SELECT * from RstcnfNtfctnsSbscrptnMngr WHERE CONNECTIONTYPE = 'connection-le

(s} INSTAMCE_VERSION CL CONNECTIONTYPE ENDPOINTURL SUBSCRIBEDUSER SUBSCRIPTIOMNCREATIONTIME SUBSCRIPTIONID SUBSCRTPTIONTORIC
eenn T i ieeersings ez tion- 1oy raot Tue fug 29 10:02:05 BRT 2023 T9A99T4TI6020326935 mil
337837630 @ cnfhtFctnssbacrptitingrd  ConAection-1cis root Fri Mar 31 17:45:47 BRT 2023  20855078c0l/eie/isl Laveitary




MR FEMBREERITE , TAEIE HTTPDELETE R , @2 EEMBRIOEIBNID. BEREEMBR subscription-
id 2985507860170167151:

curl --location --insecure --request DELETE '"https://10.122.28.3/restconf/data/vl/cisco-notifications:s

W7E , MRBXEHDB , BREFEFH SUBSCRIPTIONID F A 7969974728822328535.

EEFRERE , EEIHSIMEMEREBIE connection-oriented — B BERAVE HER connected-oriented B F i) , A% R
2014RPE -

(venv) [apinelli@centos8_cxTabs_spo appl$ python connectionless.py * Serving Flask app 'connectionless'

EAERT , EMEERAPIKIE X 7] LAFEEPNM (connectionlessHl connection-oriented X #& i 7 B EE FixH =l , ELFFiwa L
ERBERN AR,

A

e https://www.cisco.com/c/dam/en/us/td/docs/net_mgmt/epn manager/REST Conf/Cisco_Evolved Programmable Network_Manager 5 1 2 F

. i - Cisco Systems


/content/dam/en/us/td/docs/net_mgmt/epn_manager/RESTConf/Cisco_Evolved_Programmable_Network_Manager_5_1_2_REST_API_Guide.zip
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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