ERFECX Cloud Agentliiv2.2E
XX E

H &%

BERCXEREMFHWE
CXEREOVA i

Cisco DNA Centerz 8RR 2

BECXERE
CX Cloud Agent JE#£% CX Cloud

P33 1 5t B
fmEP
puris
ERE AR 4R A8
OVA #pE

ThickClient ESXi 5.5/6.0% %
WebClient ESXi 6.0% %
WebClient vCenter® &
OracleVirtual Box 5.2.30% %
MicrosoftHyper-V % #

& Cisco DNA Center A Syslo ICXERE

3



&I

AXEMEENNEFERCOERE,

AR

CX Cloud Agent LA # 2T (VM) WER BT , W B T HABKNEREEE (OVA) ERBEIR
(VHD) T &,

EEEX :

« LA fEfIHypervisor :
- VMware ESXi 5.55,F & iR 4
- Oracle Virtual Box 5.2.305 & & iR 4~
- Windows HypervisorixZ4<2012%2022
- EREREREXTUREERUTERNESHER
- 8 #&1» CPU
- 16 GB 18 E/RAM
- 200 GB ®W#xZ=[E
- HRERAEEXEERPUOMEATEERNESRFBAFCXEERNEF , CXERE L HREHE
RELRFT R RIARES , AT REEE (FQDN) , WETCPIE443 L EAHTTPS :
- FQDN : agent.us.csco.cloud
- FQDN : ng.acs.agent.us.csco.cloud
- FQDN : cloudsso.cisco.com
- FQDN : api-cx.cisco.com
- HREAEEBRNERF MEATEEHEIARBRECXEENNEF | CXERBLHREHE
FAFQDNHETCP#E443 L FAHTTPSEAR 2 bt R # R B Wy 18 2l AR 25



- FQDN :
- FQDN :
- FQDN :
- FQDN :

- FQDN :

agent.us.csco.cloud

cloudsso.cisco.com
api-cx.cisco.com

agent.emea.csco.cloud
ng.acs.agent.emea.csco.cloud

. ﬁ#ﬁmi‘aiaﬁki&In‘_uﬁalﬁmﬂ/Mﬁﬁzgﬁﬂln‘_uﬁmﬁﬁcx*ﬁﬂﬂﬁgﬁ CXEREAFRE
zﬂﬁ}ﬂ FQDNFI#ETCP£443 £ AHTTPSE AR 2 itk BZ 7 71 K 7y 18l {71 BR 25

- FQDN :
- FQDN :
- FQDN :
- FQDN :

- FQDN :

agent.us.csco.cloud
agent.apjc.csco.cloud

cloudsso.cisco.com
api-cx.cisco.com

ng.acs.agent.apjc.csco.cloud

. ﬁ#ﬁﬁﬁ?‘éiﬂﬁ@uﬂ‘l%ﬂﬂij&i&Eﬁﬂ%b\fﬁ?‘%ﬁ!f%ﬁﬂlﬁﬁﬂﬁ%ﬁ EENBRERED

CXEZMCXERER?

Cloud#& , MTBFERIELR,
- HRCXERENAMERE , KA UFHBE22,

- TREETLATHNBMACXERESRLER

BITHRANEE :

Required for both Cisco DNA Center an d Other
Assrts collected by Of Cloud Agent suppart
Mandatary TCP(7 Echa [ICMP) port must be
combined with one of the ather two ports (for
device discovery process)

EEEFEIFQDN : agent.us.csco.cloud. A IIBCX CloudsFMCX

Mandatory for other assets collected by CX Cloud
CX Cloud Agent Traffic Sgurt sigpeat
| Dastination |
Source — Pratocol Port Purpase Type
1P Address Hestname
Data Collection and Transfer
For All regions,
FODN: doudsio.cisea. com
FODN: api-ox cisco.com
Dynamic|Ps | QON; agent.us,ssco.cloud Qutbound connection ta
Cisco DMNA DNAC Servers Data collection via DNAC servers, Data trarsferto | DNAC servers + Outbound
peetlh s Sarves TS | IR X Cloud, inchuding upgrade functionality to Cisoo AWS regional
P Additionally, data centers
For Americas region, FODM: ng.acs. agent.us. csco.cloud
For EMEA region, FODN: agent.emea.csco.choud, and FODN: ng-acs.agent.emea. csco.cloud
For APIC region, FODN: agent. apjc. csco.doud, and FODN: ng.acs. agent apjc. cico. coud
Agent 1P Custorner Device sMMP  |uDPf161 = M:';d T Outbounsd to LAN
Devices Agent P SYSLOG | uDR/514 Stream messages from Device to Agent | Inbound from LAN
Agent IP Custamr Device S5H TCR/22 Collect CLI commands Outbound to LAN
Agent IP Lustomer Device Echa TCR/7 Check the device reachability Outbound to LAN
Agent IP (Customar Device Teinet | TCP/23 Collect CLI commands Outbound to LAN
Agent Administration Access
Support VM Agent [P 55H TCR/22 Agent Maintenance Inbound from LAN
ETEN=) ﬁ §;:|
B> Hn

,U\H(CX)':'“PCIE;E—{IHE—IEEE’J F

o CX Cloud Agent B R E)iE

B(Al/BBREE (ML),

AIEREHHCX Cloud Agent v2.2 % & BRR AN,

E-E
ABZ

 REFRBRZEWEENER K AFEFRHETITHRE
Eaﬁﬁﬂﬁ?ﬁz:%&cx Cloud BN EBMERERENATE

2@ Cisco CX Cloud AgentE LAGH R LABIBY AR AN o


https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html

Customer Network

Catalyst Center

CX Cloud Architecture

CX Cloud Backend

N/

O
v

CX Agent |

Al/ML Engine

N

DatalLake

~

_— 9

gy
Microservices

CX Cloud

-

~

Pit

*

Telemetry

AP| Gateway

Case Management/RMA
Inventory Coverage
Security Advisories

Lifecycle/Learning
Insights




fEE : ARG (URRBOAR ) ERSE, REARTEEFN TR,

- MREVMREFMATEBRIBEEHEDHCP) , MIgaasRZIP ; B8 , XERHETH
BIIPvAsbIE, FHBEHES, FTEERABREIIP 1 M8 & BRI (DNS) AR5 Pk it

- EXEIPV4,

- RENEHIHMNS A AMHA)EBE Cisco DNAF DA E2.1.2.x512.2.3.x, 2.3.3.x, 2.3.5x
Cisco Catalyst CenterfE & 45 & #Cisco DNA Centerf E# & &,

- MRPEEESSLRE , A AFFEECXEREWNIPH L,

- HRMAEEERNERE , FESSHFU#EKAI5,

- EFERARMHNEIHE  TRERFREIPHIL,

RS2 4RI 7N
ERHCXEZIR , EAERESMELE, EEARENINE | TEABEPHIL,

BERCXEREMFE



FERE H a1
cisco.com mixpanel.com
csco.cloud cloudfront.net
eum-appdynamics.com
appdynamics.com
split.io
tigcdn.com
jquery.com
CXEREOVABENE
| B, R EEIEM i [ DAME, ARRPE
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.us.csco.cloud agent.us.csco.cloud
agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.us.csco.cloud
ng.acs.agent.emea.csco.cloud ng.acs.agent.apjc.csco.cloud

N B BREEEMILE BEENFODNBAEEANERT | A5 5.,

Cisco DNA Centerz B iR 4~

S BB B MHASLE B Cisco DNAFRUMRA£2.1.2.xF2.2.3.x, 2.3.3.x, 2.3.5.xFCisco Catalyst
Center Virtual Appliance#ICisco DNA Center Virtual Appliance.




DNA Center Cluster

DNA Appliance

Node 1

IP Addrt

DNA Appliance Virtual IP
Node 2 Address

IP Addr2

DNA Appliance ——
Node 3 ]

.*. e e
1P Adar3 | d e L

Cisco® Cloud
AWS, NTP
DNS, etc

REST APIs
and
DNA Center Ul

Metwork
Devices

ZHi 25 HA # £ Cisco DNA i

XEMNBIES
E¥ESCisco.com L ERERER K EEFRAUTAERNRHERRE

* Google Chrome
* Microsoft Edge
* Mozilla Firefox

TENEMBE

EMBCX Cloud AgentX BN EMFE , BRI ENEREE,
B AR E R RR

EEEBRERRR

1. 3 — T cx.cisco.com® A FICX Cloud,



https://www.cisco.com/c/en/us/support/docs/cx/cx-cloud/cx217693-supported-product-list.html
https://cx.cisco.com/

CX Cloud

sl
cisco

G My Portfolio: Select =

Today Assets & Coverage Adoption Lifecycle Advisories Cases
SO% covennd 41% adopted 3 active 1101

a
: ) ]
Last Date of Suppont Telemetry Not Connected [ Wiew Al Detalls = 9 e
' ) 3
123 5697 Assats with Telarnatry Not Connocted
Less than & months
AssetName Product I Product Type - Location
Contracts Exgiring
01027472484 C5-DESKPRO-KI Collaboration Endpoints FREMONT.CA,LISA
3 0 01027472485 CS-DESKPRO-K9 Collaboration Endpoints FREMONT,CA LS
Lena than & marhs Last 7 daps
03073621595 CH9407R Switches FREMONT,CA USA
Crashed Assets High Grash Risk Assets
03073621665 CH407R Switches FREMONT,CA USA
03073621735 CB407R Switches FREMONT,CA USA
03073621805 CH407R Switches FREMONT,CA USA
Crtical Security Assets Mot Covered
Advisorios 03073621875 CO407R Switches FREMONT.CA USA

0 584 030736271945 CO407R

Switches FREMOMNT,CA USA

CXERBEE

2. BEEEARLOER. E%ITRData Sources® O,

il CX Cloud

£I5€0

Data Sources D Stoage ReglondUniod States

E Asset Groups &

Search diula SHETeS Q m

§ data sources

&, 1oentity & Access

U50 Puiner Access Hama Type Diata Last Updated Snatus

@ Daw Sources Contracy Covered Assets B2 days bgo & Last collection succesded

1 nsghes Cloud Netwerk Inarsaght - * First colaction pending )
Data Center Compute Inntor saght ® First colaction pending i)
Maraki araki 33 days ago & Collection compleled
Collsboration Wiebex 2 days ago & Last collection succeoded

3. ¥ —TAdd Data Source. ItBE#EFTHAdd Data SourceEB N, BERHBESEBEFITEM
BARE,



Add Data Source

Search data sources Q

Cisco DNA Center

Uses CX Cloud Agent to support the Success Tracks for Campus Network and WAN (supported assat types)

{  Add Data Source )

— Contracts Y "
0= | Add Data Source )
Suppaorts all Success Tracks and offers -

Intersight
. ; P—— ol Motk Suaeamas Track | Add Data Source )
Suppaorts the Data Center Compute and Clowd MNetwork Success Tracks

i Add Data Source |

Eb Uses CX Cloud Agent to support Success Tracks

n Smart Accounts
LQ | Add Data Source )

Supparts licensing

Webex _
w | Add Data Source )

Supports the Success Track for Collaboration

Cisco Catalyst SD-WAN Manager

ITIT] Supports the Success Track for WAN

1 1

(|  Add Data Source )

FEERRR

4. ¥ — T Add Data Source SUEBBAMNER KR, MR ZHIRFZECX Cloud Agent , BIZ3TH
EXECX Cloud AgentB O , X EATEZEOPTERRE. MRBETH , ERGEE. F2HE
DTEfiz—LRE -

HRECXERE
18 10 B RIDNA R WME & B B 3RKR
B HMEEEAERRIE

NonE . EEMNARBEREEERE | THER THbEE, B,

RECXERE
MRZBIARTHER , AIEERERRFEFERRCXERERE.
ERECXERE , FOITUTHRAE



@ Halp

Set Up CX Cloud Agent

Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT

o5 CX Cloud Agent gathers. telemetry data from the desices on your network, allowing you to take
sdvantage of ol the hypor-relewant insights and trusted expertise that CX Cloud has to offer.

Review Deployment Requirements

Aecept Srong Encryption gresment

P — Review deployment requirements

Dieploy and Pair with Virtual Machine Pripare your network for CX Cloud Agent

CX Cloud Agent runs &5 a virual machine (VM), 30 you'll need a hypervisor to host i,

_ Barans you owniosd 3Hd INEM M Irdge he, mdks tane CX Cloud Agen B able 15 Sonfect 1o the desipnstod Lervei(s) via HTTPS of pon 441 uting Bath th
-
-
[=]

FOIDM and the P addwass

For AWS US daia centers

- quN. agent.us cscocioud

= FODN: ry.acs.age

L ¢ = FODMN: cloudsso.cleco.com
- FODN: 3pi-ex clica.com

sco.cloud

P
\H Roerviow the CX Cloud Agent Ovendow for completo Pandwane and softwans proreguisites

( 0 § CX Cloud takes security serously, Review the Security section of the CX Clowd Agent Owenview B learm how CX Cloud Agent handles and stores
your data.

1 541 up this confguration on port 443

BEHERR

1. RBRMIREPBER | W& set up this configuration on port 443 BREL A .,
2. #%—T TContinues (##& ). SetUp CX Cloud Agent - Accept the strong encryption
agreement® O #4547 Bd,



Set Up CX Cloud Agent X

Accept the strong encryption agreement
SET LP X CLOUD AGENT hen you can download the mage file for the CX Cloud Agent virtual mact

— 25%

Pt tions
@ Redew Do ployment Requirements

To apply for eligibility 1o downlosd strong encryption soltware imasges:
Accept Strong Ercryption Agreemant
1, Erriurg Bhe addrost Btted in your Citco.com Usor Prodle it comect aad campleto
Dovrload mage Fila
2. Read each of the conditiors: below carafully prior 1o selecting your asmwer.
Daploy and Pakr with Virtual Machine

-
O p——
i N aedit
g a Mltary ontity of Dofente Conlractcr

w, Gerrnany, Gresce. Hungery, inland,
u'\:n-u.' Pl Jln tugal, Slovakia, Slovenis, Spain,

mEEK

3. B¥EFirst Name, Last Name. E-mail#Cisco User |d#8{ P TECIEZHEF -

4. BEBEENEKIBFIMINEE,

5.1&H "Confirmation, ( #E&2 ) EBENA I , AREFERAHEME

6. % —T "Continue ( ## ). Set Up CX Cloud Agent - Download image file& Q3T B,



Set Up CX Cloud Agent X

Download image file
SET UP CX CLOUD AGENT

For usg with Widwane vSphere, Wiwaro vConwr. or Oraclo VinualBo
@ Roview Dopoyment Recuinements 0 -DNA - Canier =202 ] -rikas- | B0

VHD
e
Cisco End User License Agreement
o]
oy
THEE

7. BREENERERRARTRREMENEZHER,
8. 1EF | acceptBM AR E BB KIRFERAEFTAIHE,
9. #&—T "Download and Continue . Set Up CX Cloud Agent - Deploy and pair with your
virtual machine& O 3T B,
10. EEN T —8BoPAENEHNE , F2RBRAEE.

# CX Cloud Agent iE# = CX Cloud

FRIEERINEFTBERCXEREERIICXE , MEALUEHRUITHNEANBRENEEN RS, &
B AT OB AR R PR HEBR B R RV S B Lo

E % CX Cloud AgentiZ#RZICX Cloud :

1. WAEERFEHFES RIEBAgentERIE MRS TN E(CL)FREMN BB,

N B BB TROHOVARZANIRYRE.



Set Up CX Cloud Agent X

Deploy and pair with your virtual machine

SET U £ CLOUD AGEMT
I T L
o
Prairineg Lo
[ S S AR
@ oot g lreryphon Agrreee-t

ﬂ Coraricusd rags Tla

Cogdery sarvd P v sl Wi

*

[k SpEan

2. I — T Continue AFEMCXENRE, FEBHERIIWMERRRE AT , RECXERE-FTHM
RINE O SR,

Set Up CX Cloud Agent *
Registration successful
SET UP X CLOUD AGENT

—_— %

B vavaw Dby reeed Mg imearis,

B Aroep Svong Frorpeon g o
@ Downiosd brage 1 * ®
Dy ot Pat mmdth Wil Wi stk [
; B et wpc a0d your dats SoUrces

T

MR

1 fiCisco DNA CentertfE 5 & ¥ KR



B R RFEAR E O HIZIZCisco DNA Center ( B2 REKE R RFEIT 2P HEEER RS
), WEOAITHE -

£ Back To Data Sources

Connect to CX Cloud

Connect a Cisco DNA Center
P Address or FODN City

Username Password

Run the frst colliecion now (this may take up to 75 minutes)

HEFEFCXE
E 8 NCisco DNA CenterfEBE R IR |, SBHITUTIRE :

1. 8 A Cisco DNA Center IP Address=k EE #IP AddressEFQDN, City ( Cisco DNA Centerf{i &
) « Username#FIPassword.

N e BreREREETRP,

2. B ASERMEE LB RCX Cloud AgentfEiEMRAVR B L TR FH M EREFARER
, RIEZHEERE,

N B g NEENERSEESHE,

3. #&#—TConnect, RFASER—IFEIREF , EHEECisco DNA Center P,



4. ¥ — T~ Add Another Cisco DNA Center, DoneB{Back to Data Sources:A & fii [ElData
Sources& O,

MEHMEEERERER
B

EAWECERZHEERDNAROLEENEE K FEFEARGENTENRBM D MINEELEE
BEE , *MESEEZNEE, EHRWERECX Cloud Agent#® , £ & 15Z1Z#$CX Cloud Agentit
B AEREICX CloudEEZ ) B2 i FY 20/8 H fttCisco DNAF L, fEA EIE A LA CX Cloud
AgentBEEEMRBHRBEINHMEREE , S WER10,000EEEEE,

ERETUEBEAE FERE - RBLEEETIEEIPEE ( CX Cloud Agent ] LA ELETT IR H#
) RIEEBESHECXERNEKE, EMEL LK BB ERREEHESNMP)EITERE
(SNMP) , I RFEL SR (SSH)EITIER. L LA IEREES RERIIETIERKRE,

~ MIEE -
ALERABEFRERRIPEE, YRR ERELSTINRIE,

~ BEE -
VHBEFRERTUAZS —EAETERER  MURIPEELREAFTNIPEER,

RERRRERE IPBEHMEER , STRANUTED :



Connect to CX Cloud

How would you like to connect these assets?

Uplaad a seed fila (recommended})

EEMEHEMEEFERABERNR , BT THIEME

- FRAEFERERLBEFER,
o BAIPHHEETE,

ERETEENERRERFANENIPEHERN RRBKBERSNMPEARRBE, FETEMRAN
SNMP , fECX Cloud AgentZ BSNMPV2cHISNMP V3 , I EA[El B H A E— A R REEME
o ERELARMTEHTEFMNBNARER , TTHEELMASNMPER K ER

SNMP R 15 & 25 2 B RV ELR

SNMPV2cHISNMPV3EZ 2 M MBREEEE S ERE. SNMPV3E A X ESHAMZR K 18 E T in
RESRRRBFEEIRARELEF, BREMEE B2 AR MERANERE EFEHASNMPY3 | )
i s ERMEE, £CX Cloudt , FFEESNMPV3IMAR2SNMPv2c , BEMEBRZAE
FISNMPV3Z BRI . MR MEMAHSNMPEIRERAEEE , FEFRBERT , CX Cloud Agent™] LA
EXFEASNMPVIERELBER , WRBAE LK INHE , AlIREBSNMPv2c,

BRI E

ERERREERREN— , ERELAEERBEERBENFMES : SSH ( H&telnet ) o

AJLAfEASSHV2 @ﬁk’l‘ﬁ"“mﬁfiﬁﬂﬁﬁﬂﬁléﬁélﬁﬂo AR, SSHVIBEBSERFE, &£
RFESSHV1E , MR RBENNLZ LMY  RENERNEEEETRERELRAZE, Telnetﬂz

2%, EBtelnetRXWBREF (HEAERBINER ) T1E8NE , RERESZZERE , ¥AR
RBENNLZ 2,

EREFERENEE



FRETFESR

BEFERRERIBECYER  HPE-—TARRKERNRZR, EBETERY , SEAETERE
HHMHER—EE—RE , CXEREBETRZEEFREER, REEANETERTENESEARE
ERNMBHERINEAAL , FRITFREFEETAN—BH. EFERPNARERERHELR
ERE , IEREEVREERTTHE. MREELBFNEFERUBRIUGNEFER £
R EHE B BB RECXER,

CX Cloud AgentAl AERHERIIRE , BEEZEEPIDRFIHNBERT , BERESEERET
i TEE) EPNERE, BETERPUDRRABNEMTEREK, BEFERPNERERSIUD R
R, TERUEFETREERRRERE ( BHEE ) SMBk.

BHETFEENEN ( BRREE ) XEATFEEMEE, B-TRHANEFZUREPDFENET
ER, PDFEHSE K TAREBEUFTEN csviRXRBENEFIER

B—THEETRRATAREIL csvIERBEFREEZNEFER,

N Wi HPDFERSE TARBYEEN covBREENETEE.

hREFTELENEFERIURMSASHEESEIPHER.

BETERE BT/ YRS FIEy &
A |P 3 31k 5% F 12 RUHEZEENEM. H—HIPHhutHIFHS,

SNMPI#EECX Cloud AgentFf %4 EH | F
REFHEEPNEERE, AR
snmpv2cEsnmpv3 , EHREZEEE , &
ZfEAsnmpv3,

B SNMP1 % hig 24~

MRARBERERETSNMPV2HESEE
snmpRo : MR Gcol#=3EER " |, AIXERELEESNMPEEEE

N
¢

snmpv2c. , BlBAIEE snmpRO ( RE ) BF. /Al , RETLUA

snmpv3UserName : IR

] E ﬂ:%‘ £ |l\\5
D Co|#=3i§k' rSnmpV?)J ’ /E\IJ#JAZ\ yu%@ESNMPVSEﬁﬁE%Lﬁnﬂ y E\J«Z/E

oo N 1. T ey
L |SNMPV3E A HiEBMD5HSHAE B L 3,
E snmpv3AuthAlgorithm : ERIAR |- g npem messms T ne 5H0E

MDS5=LSHA , Bl X AR GUEREN B DREEE L,



https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/cx-cloud-agent/seed-file-template.pdf

BEFERE WS PR Sy AR
EE  MDSHRARTREEMN
, SHATTARZEEMMERE L
MRAELEE LEE T MDSsSHANZE & 3%
| snmpv3AuthPassword : password| , RIEEA X BEHRREMEEBEN S HRER
5.
WMRELBHE 7T SNMPVIBFAEE X (LE
EEARMEBEE ) , AIFSERMUMBEENE
g%,
5 snmpv3PrivAlgorithm : BT LA 2

DES., 3DES

% : DESFEM 56 S| AKE
 ERRMBMELZ £ ; SDESHA
RXEECHNABRE L.




EFERWE WIZE YA 589 A&
MREHEE FEE TSNMPVIEBIEE E
H snmpv3PrivPassword : password | , AIEEA# B EREHER BNEBAZREE
SNMPV3E|ZIDRRKRSEEEHHE—ID,
snmpv3Engineld : enginelD , & |[TEWECX Cloud AgentfI SNMPE £} &L B
I TEENHE—ID, MRFHERE |, EEAUSIZIDIEASE, IREFFH
FEE , FFEESIZID ElEEnginelD , I EERHEEERN
EnginelD,
CLIHRAE#EEERE, CX Cloud
. _ e , AgentfE At T E R ERBEITCLIKE,
J O T amne gz [CLI SRR FACXE S 6 E AR 2
n “R:FEJJ«F"‘OE% rssthZ T EEE, BEMERASSHY2 MR REHME
R A 1 B2, SSHVI MTelnetlh &4 & 5%
RURHANERZE M,
MRBETEMCLIEBE , IEFEREES
K cliPort : CLI%EEE HEVIESE, Hln | 22/AKRSSH , 23K K
telnet,
: } NE=p
Cliuser : CLURAEEM(TARE | opi0 w1 e @ o tmmECLIE A BB . CX
CLIE & B B/ZRIE R e 7ol s
L i Cloud AgentfECLIWEE HA B ELR T 2 B B 5
BOTH , {E®i%| ( col#=12H b Th A
col=13 ) FHEBZE, RS
e or i I ST s ey B BAAICLIE, CX Clouc
M B ( col#=12Fcol#=13 ) T ﬁ\gentECLIH&%Eﬁ BEREIEEREA LT
BERZE, ) Aee
- . NREEELEETRA 6 AIEERMEE
A cliEnableUser
KenableUsernamefg.,
o . NREZELREETRHA  AEERMUEE
cliEnablePassword
KenablePasswordfE
P ARZE (EBEF@WA) REHRRMEEA




BT ERM RS/ PR TS BIE A&

Q AREXE (ETF@A) PR E SRR AE A
R ARRZE (EF@A) RE SRR AE A
S ARZE (EBF@A) R B2 AR 2R fE A
KERERNRERS

UTREEREENERFRE :

- RERENREVERETRETATHE , BECXEEERATAAIR, KETERH/IMHEL
RENEEREER,

- HRTEREREXRBNEE |

ERBETRTERNECXEEEREPRK.

- MBEEFRERENRIPEEES T E B ECisco DNA Center&E/ — 284 , BIEE ACisco
DNA Centerff B HE—XZEE, TERESLREEETRER/ IPEERKRE , LBRESE,

ERHEFEREMEE
ERFMHNEFERMEEE
1. ERARNERTRANER (F2EEARETER ) REBRERACXENEREDNTRERT
BT EREMR(PDF),

N s TRORETE=S REECXENESEOTNERETETR.




Conhigure connaction to CX Cloud

Upload your seed fle

&

Dy @md Dirop Niboes or browess Bles

Caliint thtnss Frvguas ety Tim
VET
o the S colbetian farer [Thi mun ke S W TS et
i EEMREICXEE O

2. FMEXcelAE R ( WEMARFNHRER ) , RBWAHARPARHRE,
3. FRMABNIMERHEAER,
4. TRE  BERZEFR csVER , MEREREAICXERER,



Configure connection to CX Cloud

LI Geid] e nr deiinid Ji

L
Wil | B ¥
Sehisthaly Invienlery Collaclion
I |
Vo r
N
tEEFERAE

E TEEBENETER, BOF , ERFERIN.csVER IR —TRBERERLERT,
csviER,

ERFTEEEWRER MR —TER, "ERRE RENEHEE , YETERHAR.
ETERCXEMNMBEECR , CXEREXV EZRREEFERTHEMERENEERLER
RHFITEIERKRE, WERMMURERS , T URBLEEEZNFTTEET. FAETLE
BEPELETE —EESRINAHAREITE —@ENER. REEFERPEENKRE &M
HRAE  HBETEFEHERNKRE,



Q (@ Dota source added (alow up 10 10 minutes 10 appear] X

Data Sources %

Data Storage Region: United States

- a

()

J 5 Total Data Sources
o
Name Type Data Last Updated Status
CX Clowd Agert CX Clowd Agent v2 2.0 158 days ago @ Not nning
L g
w 10,127 249,145 Cinco DNA Center 159 days ago @ Not Avsslabie
Contract Covered Assets 27 days ago @ Last Colection Succeeded
- Dats Center Compute Intersight ® First Collection Pending @
L
Cloud Netwark Intersight - ® First Collection Pending @
-
=
anll
¢4}

AR

ERERHET ERLMEE
ERBNNETRERE. BURMBEE .
1| ERCHRYMNETRE  #AXENET  AeREIEE.
N g AERERFRTETHES  ESBLERR M AR NET EEY R

AZER, ERLEWN , IALEFNETERSRRBEINETER. RAGRNLE
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5. 3#1ZCopy the virtual machine (create a new unique ID) &% , A% IR — T Nexto
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/P | choose Folders for Virtual Machine Files
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Chovse Folders to Store Virtual Hard Disks
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1. ¥ — T Set Password &cxcadmini8 iNF O % , 2% — T Auto Generate PasswordBEUFT A

o

REER

2. (IR E2#E "Set Passwordy (

k3
Fit
B4
E

FEE A cxcadmin IS | WHERRRXZRS, & —




T TSetPassword, (EXEHWE ) , WaIFES R 3,
Set Password

Inm the Pasoword and Cowl irs Password §ields. ewter and conf irs & new passuord for
cucadmin. When gou are (inizshed. select Set Fassword

(llee the Up frrou amd Down frrow keys to nawigate betwoem Ficlds.
Presz the Tab oy to select Set Faszword )

1B name - crxcadmin

=L Patiward

SR i#EE Auto Generate Password , BIERERN OS TS EHBEUEERER, B—T
Save Password, ( BEZWE ) , XAIET R 4.
futogrnerated Pavruord

Fassuord | 300 XOONIOGT
Hake mare to store thiz passuord i a zafe place. Thiz pazseord (= required to log
inte Cisoo O Cloud Agent.

Micr yos hawe ztored the pazsword in a zafc place, zelect Sawe Password, To returs
to the previoms screen. select Cancel.

¢ Camcel >

BEELRS

3. #&—T "Save Password, (@#7FHEE ) , UEHBIBREA,

Paszuord Stremgth

The sireegih of the neu pasgword iz Aediun,

To zave the password, select Save Password. To configure a differest passvord,
select Cancel to return to the Set Fassword screen.

LiehE  Fds s i Lamnce |

RERR

4. BWAIPHHE, FHEBE. WEAMDNSHMARER , A% KL — T Continue,




Network Conf iguration .

Flease enter an IFvd address amnd corresponding network conf iguration
for the appliance.

(Use UpsDown keys to navigate to next Field. Press Tab to jump to
Cont inue button)

IF Address: =
Subnet Hask: e e e
Gateway: 7 1
DHS Servers: [T e e e e
wHaximum 3 IPs with comma separator,

Lok | maed

BT
5. FEFRIEAB , ¥KE—T "Yes, Continues (=2 , B ).
Coml’ irma’t | om

fire these eniries correct?

IF Address:
Submeil Mask:

-I.'.'.-t.“i"!
1, WS

iYes, Cont i mies £ Ho; o Back ¥

6. ERREREBHMEN , B —TYes, SetUp Proxy , 53— TNo, Continue to
Configuration AASE X EL & , AEREE|SER8,
Froxy Set Up Confl irmat lom

Do pou want to add proooy detalls?

Mo, Contimee Lo Cond fgurat |omd

Proxy

7.8 A Proxy fuilt, EHEERE, FRAERBNERR,



Froxy Conf iguration
Pleaze enter proxy details for the network.
(Use UpsDown keys to mavigate to next field. Press Tab to jump to Sctup

Proxy buttom)

Proxy fddress: e
Fort Hunber: I
Usernane : |
Password : e ———

- <Begin Conf igurat ion) ¢ Mo, Go Back »

Proxy #H#E

8. #&—T "Begin Configuration, ( BIZAERE )

Cleco X Closd fgent Conl |garation

Ualldate the donains connectivity. Please press Continee
andl waltl Mor & while. ..

R E

9. #%—TF "Continues (##&).



Followieg iz the sumsary of CX Clond Comwmectivity

werification results.

Eezure all the commections aro successful for tho
“opted in™ regiom before proceeding .

s&:
clowdzzo.clisco.com: o

apl-cx.cisco.comuccess
agent .us.cxeo.clond 2
B . AcE . agent . us cxco.cloud 1 led

Ardc:

cloudszo.cisco.com:urce
apl-cx.cisco.com: uccess

agewt .us.csco.cloud 2000

agewt ap jc.csco.olond s ce o

B . acs . agent . ap jo.csco .o loud 21 led
| 7 Fi H

cloudsso.cisco.com: cceas

api-cx.cisoo.com: e

agewt . us.csco.cloud 2o
agewt  emea . cxco . Cloud socoe oo
B aCs . agewt . emea . cxco .o loud 2o

ACkeck fgpalne

e i

BB E

10. ¥ — T Continuef£BIETHE & , SAMERKIhEIIE

B, EREETREREL ST ENKRE.

N MBEEERDBE | BESEEBE KT BRI A T EE
, AREREI A EARE . SR EREMEESIEIRER , E— T Check Again.

Conf iguration iz in progress...

Cisco CX Cloud fApent Setup

Thiz zlep will take B-10 mimic: Lo complois,

o not power of [ the machine enti]l thiz procesz in compleoted

= |

1. EREHERE |, WRE CX Cloud &R



Cleca X Cloed Agent Sctap

The eeiuork conf iguration kas bees seccesslully conpleied .

ir

sabaet Raik

(L P PETY]

M5 Seruep

The pairing code iz

Flease go to Of Closd and eater thiz pairing code,
The Code will b= walid for & mimites.

Time left in secomds. ..

_"f_]

BLEEAE

12. MR EERBBE , 55— TRegister to CX Cloud ABXBEZ KB,

Falring Code Dopired

The meiuork conl iguration ks boon sstocaifully compleied .
IF

Sulbnetl Rask

et ot

S Srrerr

To rogeecrals the pairing code FRESS key Register Lo OX Clomdd

BB

13.#%—T "OKy (HTE ),

Regiztration Successful

X Cloud ngent zetup iz complete. Pleaze go to O Cloud to start using the
wvaluable data provided by CX Cloud fAgent.
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1. {£ Fcxcadminf f & B FE EBSSHE A E|Cloud Agent,
2. £ cxcli agent generatePalrlngCode e ELERHENE,

1§ excll gt gensratePalringleds

EEEHENXLE CLI

3. EREHENN , WiRE CX Cloud #E3LE.
Bl ECisco DNA CenterBA i R B EZR FCXERE
RDERHF

ZEHICisco DNA Centerfi A8 &2.1.2.0%12.2.3.5, 2.3.3.4%2.3.3.6, 2.3.5.081Cisco DNA Center
Virtual Appliance

B R HREERRE

E7£Cisco DNA Centerd &g B Syslog Forwarding to CX Cloud Agent , 583 {TA T HEE -
1. B & Cisco DNA Ay,

2. BIf¥ "Designi ( %5t ) > "Network Settingsy ( #88&E%E ) > "Network,y ( #88).
3. I¥\]‘H’$§1ﬁ£’ﬁ‘ , 3118 CX Cloud Agent IP 5 % B & @RS,

Rif BEEMARER

N oma



N mEEAE BRI EESEREANCXEREELEIS TR, NRAA
o REMAMBBILE  TEMARKEICXERENRKBFER, FHisyslogfR:R
RER  EZRUGHEABNFIERER BBREARRBRRI.

REHMEENERREARERIICXENRE

EREBERBBSRERFEEEERICX Cloud Agent , BUfEFCX Cloud i HIFEE IR N AL,

&

N g AEEERDBRREMREET HEREELAEENERRMEE.

BERERDRENERA RN A FEARS

PITRKEBEARFRBOEERA , WAACXEREIPHE I8 I A% B Fo

N o & sysloghy , FERERRE RifsyslogH BRIRIPHb L,

REERIDENERE RE B FEMARIRTURE R B RARSE
BEAREREAKRKBFEREEIICXERE P, MFHEHEEIR , F2RELER
Cisco |I0S® XEFL B {5

Aire OS#E R 1722 | 25 it & 15 B

X P B AR B R 5t B FSRE

E R R Syslog Informationfik Bl , FEHITATHER

1. BRE TE>ER.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
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Image Repository
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Template Editor
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B R
3. REFMBRUNIEREERBENARBEMARE,
4. RRBETHREPRERE TR,

Adidraen Ty Farruty Wernaon Profls

B
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EERFEARBIYEEISEREBRECX Cloud Agent VMIYAREEM E R, L THEE AI{EECXE E HR 4
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1. B— T AEVMAIRIZRE>IERIB, Take Virtual Machine Snapshot & 0 3T B
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i CXLIOUGAQENT_2.2_bUNla-35_1U.12b.77.229 || EnVIINImEnt, you can use virual macnines as uesKwop or
CXCloudAgent_2.2 5_12 F—— , pents, as testing environments, or to
I CXCloudAgent_2.2_Build-35_Ac pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CXCloudAgent_2.2_Build-4_Bok| Snapshot » \ Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console Z
I CXCloudAgent_2.2_Build-7_Chz E = RERSEED CHIEI Snogstiof
I CXCloudAgent_2.2_Build-7_Chz @ Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
) CxCloudAgent_2.2_Build-7_Niti S iPemasie CRlsP
I CXCloudAgent_2.2_Build-8_Bok Report Performance... . i
) CXCloudAgent_2.2_Build-8_Ch: virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename o -
-8 niti rirtual machine
 CXCloudAgent_2.2_Build-8_nt{ ¢ i New Window...  Ctrl+AltsN
I CXCloudAgent_2.2_Build-8_n)_ ) .
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
I CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11
EE VM

—MName
[Snapshot_Name <Provide_Snapshot_name >

—Description

<Description for "ef>

[ Snapshot the virtual machine's memory
I Quiesce guest file system (Needs VMware Tools installed)

‘ oK | Cancel

HEERERRRR

2. # AName#IDescription,
N osE . REETEER TRECEASSWREN, RIS,

3. B—THE., BN ERMBRENREE "RICNER., BFEFETRIETH.



—_
File Edit View Inventory Administraticn Plug-ins Help

n n g Home b g Inventory 0 (3 Bwentory
B0y 00 Ghee e

51 CkClowdAgent_2.2_Buid-21_Bob_10.126.77.130_fresh - 0 - 6.77.227_Chaitra

@ cxCloudgent_2.2_Buid-22_10.126.77.227_Chaitra :

B CXCloudAgent_2.2_Build-24_Bob_10.126.77.131 PP, camemary | Resaurce Allocation | Performane c 8

5 CxCloudAgent_2.2_Bulld-26_10.126.77.227_Chaitra close tab (X

L]
[ CxCloudAgent_2.2_Buld-27_10.126.77.227_Chaitra What is a Virtual Machine?

[ CxCloudAgent_2.2_Build-27_10.126.77.227_D

Eh CxCloudAgent_2.2_Buid-27_beb_10.126.77.130 A virtual maching is a software computer that, like a Virtual Machines

[ cxcloudAgent_2.2_Build-28_10.126.77.227_Chaitra physical computer. runs an operating system and

(1 CxCloudagent_2.2_Buid-26_bob_10.125.77.131_esxids applications, An operating system installed on a virual

(B CXCloudAgent_2.2_Buid-29_Bob_10.126.77.131 machine Is called a guest operating system

3 CXCloudAgent_2.2_Buid-3_bob_101.126.77.130

(h cxcloudhgent_2.2_Buid-31_10.126.77.227_Chaitra Because every virlual maching is an isolated compufing

& CxCloudhgent_2.2_Buid-31_aditya_10.126.77.122 environment, you ¢an use virtual machines as deskiop or y
(3 CxCloudAgent_2.2_Buid-33_bob_10.126.77.131 workstation environments, as testing environments, or to = Fos:
(B CxCloudAgent_2.2_Buid-35 consolidate server applications.

ffy CxCloudagent_2.2_Buid-35_10.126.77.124_Chardan

{5 CXCloudAgent_2.2_Baild-35_10. 77.222 Virtual machines run on hosts. The same hos! can run %

B gent_2.2_8 5_10.126.77.227_Chaltra many virtual machines. = >

@y CxCloudagent_2.2_Buid-35_10.120.77.229 EV :
CxCloudAgent_2.2_Buid-35_122_Aditys_tast &

g CiCloudhgent_2.2_Buid-35_Aditya_10.126.77.122

(. cxcCloudagent_2.2_Buid-35_Bob_10.126.77.131 Basic Tasks

1 CxCloudaAgent_2.2_Build-4_Bob10.126.77.130

51 CXCloudAgent 2.2 Buid-4_Chaitra_10.126.77.227_Chaitra

( CxCloudhgent_2.2_Buid-7_Chaitra_10.126.77.227 : _

) CXCloudagent_2.2_Build-7_Chaitra_10.126.77.228 Il Suspend the virtual machine

B CxCloudAgent_2.2_Buld-7_Witin_10.126.77.118 I o ) .

@ CitloudAgent_2.2_Buld-7_Hitin_10,126.77.118 @ Edit virtual machine settings

R CxXCloudAgent_2.2_Bulld-8_Bob_10.126.77.131

Gh CxCloudAgent_2.2_Buld-8_Chaitra_10.126.77.227

(h CiCloudhgent_2.2_Buid-8_Mitin_10.126.77.119 v

Recent Tasks Name, Target or Status containg: = I Clear !
N | Target ECT |Detalk | Tritstedby | Requested Start Time

Q Download VM configuration © Complaad vpuuse 11/3/2022 10:55:31 AM
ﬂ Revert snapshot & Oidoudagent_2.2_Build-35_122_Adiya test & complesd rock 11/3f2022 10:59:20 AM
# Download YM canfigurtion @ Compleed vpRse 11/3f2022 10:58:491 AM
# Createvirtual mathing snapshot G ouloudbgens 2.2 Build-35_122_Adkya test @ Completed roct 11/3/2022 10:58:31 AM

wSphere Client

@ Power Off the virtual machine

BIEWERS
=R
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