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interface Loopback0

ip address 1.1.1.1 255.255.255.255
!

interface GigabitEthernet0/1

ip address 172.16.1.1 255.255.255.0
L BNk
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!

ip route 0.0.0.0 0.0.0.0 172.16.1.2
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interface GigabitEthernet0/0/0
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ip address 172.16.2.2 255.255.255.0
B
!
interface GigabitEthernet0/0/1
ip address 172.16.1.2 255.255.255.0
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interface GigabitEthernet0/0

ip address 172.16.2.1 255.255.255.0
gTe9

EBEBE

ip route 0.0.0.0 0.0.0.0 172.16.2.2
!
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ip access-list extended IPSec_Match
permit ip any host 172.16.2.1

!

crypto isakmp policy 1

encr aes 256

hash md5
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crypto isakmp key cisco123 address 172.16.1.2

crypto ipsec transform-set2 esp-aes 256 esp-sha-hmac
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crypto map VPN 10 ipsec-isakmp
set peer 172.16.1.2
set transform-set set2

match address IPSec_Match

interface GigabitEthernet0/1

ip address 172.16.1.1 255.255.255.0
L M=)
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ip access-list extended IPSec_Match

permit ip host 172.16.2.1 any

crypto isakmp policy 1



encr aes 256
hash md5
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crypto isakmp key cisco123 address 172.16.1.1

crypto ipsec transform-set2 esp-aes 256 esp-sha-hmac
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crypto map VPN 10 ipsec-isakmp
set peer 172.16.1.1
set transform-set set2

match address IPSec_Match
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interface GigabitEthernet0/0/1

ip address 172.16.1.2 255.255.255.0
BEIXS

cdp enable

ZiEMmEH EVPN

ERFIPSecE ERBIRFEH IE , FEEshow crypto isakmp saf i

Rl#show crypto isakmp sa
IPv4ISAKMP SA

dst src state conn-id status



IPv6ISAKMP SA
ATEULZLEE , 55%®R1 ping[EH83(R3, 172.16.2.1),

Rl#ping 172.16.2.1

172.16.2.15100ICMP2
100%(5/5)//= 1/1/4

R1#

2

RE, RHBREERTHELAN  BRFER1EENEAELI[NRERESPHEN.
Rl#show crypto isakmp sa
IPv4ISAKMP SA

dst src state conn-id status
172.16.1.2 172.16.1.1 QM IDLE 1002

IPV6ISAKMP SA
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class-map match-all perf-mon-acl
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match protocol ip

!

performance monitor context Performance-Monitor profile application-experience
FE 25 B £172.16.2.1/RGigabitEthernet0/1E#udp #9991

traffic-monitor application-traffic-stats

traffic-monitor conversation-traffic-stats ipv4



traffic-monitor application-response-time ipv4

traffic-monitor media ipv4 ingress

traffic-monitor media ipv4 egress

traffic-monitor url ipv4 class-replace perf-mon-acl

!
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interface Loopback0

ip address 1.1.1.1 255.255.255.255

performance monitor context Performance-Monitor
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Rl#show performance monitor context Performance-Monitor




flow exporter Performance-Monitor-1
description performance monitor context Performance-Monitor
172.16.2.1

GigabitEthernet0/1

udp 9991

export-protocol ipfix

300

option interface-table timeout 300
vrf-table timeout 300

c3pl-class-table timeout 300
c3pl-policy-table timeout 300

300

option application-table timeout 300
option application-attributes timeout 300

300

Hl2

TERIE i 2R B BB R T B X #ifoutput-featuresiBIH, B HIhELEE®R K REHRLEERE
WTRAR,

flow exporter Performance-Monitor-1

description performance monitor context Performance-Monitorf& H 723X
BEY1172.16.2.1

JRGigabitEthernet0/1

E#iudp 9991

export-protocol ipfix

BARE R EF300



output-features

option interface-table timeout 300
E1Hvrf-table timeout 300
1EIHc3pl-class-table timeout 300

iE 18 c3pl-policy-table timeout 300
1B I1E Bk 2R /B FF300

option application-table timeout 300

option application-attributes timeout 300

BI1E 7 RARN KBR300
REGHHOESH s  FTEER@AHPNEAHMERE,
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!

Interface loopback 0

no performance monitor context Performance-Monitor

exit

I

I

no performance monitor context Performance-Monitor profile application-experience
!
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$IPSEC-3-RECVD PKT NOT IPSEC:IPSECdest addr= 172.16.2.1,src_addr=



172.16.1.1= 17

EER2HEWREI B 5172.16.2. 1MESPHEER T , BEREINERN I EFUDPERZ
(prot=17) , ERELEHINTAREHN,. TEANERIHERT , ER2ZUINVER TR
UDPEHRIE , M RESPHENERE , ERAVCHERITR.

Internet Protocol Version 4, Src: 172.16.1.1 (172.16.1.1), Dst: 172.16.2.1 (172.16.2.1)
version: 4
Header Length: 20 bytes
+ Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 1348
Identification: Ox9%96la (38426)
+# Flags: Ox00
Fragment offset: 0O
Time to Tive: 255
Protocol: UDP (17)
+ Header checksum: Oxc56b [validation disabled]
Source: 172.16.1.1 (172.16.1.1)
Destination: 172.16.2.1 (172.16.2.1)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]
User Datagram Protocol, Src Port: 50208 (50208), Dst pPort: 9991 (9991)
source Port: 50208 (50208)
Destination Port: 9991 (9991)
Length: 1328
4 Checksum: 0Oxb7ec [validation disabled]
[stream index: 0]
pata (1320 bytes)

ERALBARG E2R  RTEANENSHEREE®ES , FR2 EIRFIMAVCE R S RESPH
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Internet Protocol Version 4, Src: 172.16.1.1 (172.16.1.1), Dst: 172.16.1.2 (172.16.1.2)
version: 4
Header Length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: 0Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 1448
Identification: 0x0114 (276)
# Flags: 0Ox00
Fragment offset: 0
Time to Tive: 255
Protocol: Encap Security Payload (50)
# Header checksum: Ox5aec [validation disabled]
Source: 172.16.1.1 (172.16.1.1)
Destination: 172.16.1.2 (172.16.1.2)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Encapsulating Security Payload
ESP SPI: 0Ox804c46a3 (2152482467)
ESP Sequence: 203
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