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1. BAIRXKAPIC Graphical User Interface(GUI) , Efin ZSystemH % T #Integrations B &

aleals APIC (fabe

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers | System Settings | SmartLlicensing | Faults | ConfigZones | Events | Auditlog | Active Sessions

System Health K 0

zoom [TH] 10 [ Al |

50

score

25

2. BUEEGH



System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL GROUPS | Create Group | SDWAN1

Integrations Create Integration Group (2 1]
Mame IE.': WANZ I 1
Hame Secuntly Domains l -
SOWAT 2 I {la]
'%

3. B RFEINESIHE "SDWAN2, , R#%EE—T A#vManage

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL GROUPS |

Create Group | SDWAN1 | SDWAN2

Group SDWAN2

Integrations

. . 4
B sowanz

Device IP/FQDN

4. & — T HvManage , A& EECreate Integration Manager

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL GROUPS | Create Group | SDWAN1 | SDWAN2

Group SDWAN2 e
Integrations

B sowanz

B ucsm

I vManag:
Create Integration Manager

Name Device IPfFQDN

Save as

Post

Share

Open In Object Store Browser

5 EREENFMES  NBESEEREH. KEIP/FQDN, £RAESHE, Bl



System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL GROUPS | Create Group | SDWANT | SDWAN2
Group SDWAN2 Create Integration (2T
B sowanz Name: |vManage
B UCSM Device IP/FODN: | 1¢ 10!
E vManage Username: | admin 7

Password: | ...

Confirm Password: | ...

came'

6. AR BRI, WRARKDHERIEMER , FRBRUENEARET LR, 64
22 IDRvManageiZ $122 0B RIS . 18 A LLE MR Bl integrations -><Group Name>->vManage -> <Integration
Manager Name> -> R % & AR FAREE,

Integration - viManage1 0 0
System Info Policy Faults History
N
o *

Name

B&#f4% : WAN SLAKK A E
YafLE WWAN SLAEL & 48 52 7] /£ Tenants->common->Policies->Protocols->WAN SLAT # 2
EEFAWAN SLARBE B S/ , WEEMIE S PEALLINEE.

BLRABEMNSLA , TREEN

Syste Tenants Fabric Irtua ( L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | Add Tensnt | Tenant TR | comeon | bhasstke | infra | waseeakr-tenant-1 | wasesakr-tenant
common . c
Wan SLA Policies 0 0
o ¢
Name DSCP Acceptable Jitter (ms) Acceptable Delay (ms) Acceptable Loss (%)

¥R 2 Lk ACIZ A I SD-WAN IR £ B iE B VPNt & [ B #£ Tenants->common->Policies->Protocols-
>WAN SLAT




Systemn Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search:| common | bharatke |

commaon

infra | waseeakr-tenant-1 | waseeakr-tenant

WAN VPN Entries
B WAN VPN

B o

= Troubleshooting

MName Description

= Host Protection
= Monitaring

1. EEHBRWANREHESF/VRFFTEIEH.

QoS Priority{H % Hz% E #AUnspecified ANV {E. 21RQoS Priority{B 3% E A& Unspecified, WAN
SLAEKEEA TEEMERM,

BEHIAE — ><HFEB>AK — >E%

afua]n APIC

CIsSCO

]|
SISGuM Tenants Fabric Virtual Networking La] Create Contract 99
ALL TENANTS | AddTenant | Tenant Search: [ETREReIas =00 Name: WAN_SLA_Contract]
Alias:
bharatke Cont
ontre Scope: VRF
(C» Quick Start QoS Class: Levels
bharatke
i ~ Nar Target DSCP: | Unspecified
Application Profiles
E PIFICERON -TOMRe: Description:  optional
= Networking SDWA
B Contracts )
VEB_ Tags:
3 SDWAN_allow_utility Subjects: o
@@ WEB_SLA Marna Description
B WEB-Traffic
4
= Taboos
B Imported
= Filters
- 5
B Policies

= Services

2. BYARNETEXHEEHNEE TIEEWAN SLAKE,

QoS PriorityfH %4 25% & A Unspecified ASANYEAI{E, 1R QoS PriorityfE 3% & 4 Unspecified, WAN
SLAKRRE TR,
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00

CIsCco
Create Contract Subject
System Tenants Fabric Virtuzs
ALL TENANTS | AddTenant | Tenant Searc I\larnL-.
Alias:

bharatkc

Description

Target DSCP:

Apply Both Directions:

Unspecified

B4

Reverse Filter Pors:

|
Wan SLA Policy:

Transactional-Data
Bulk-Data
common/sdwanpolcont

Filter Chain

Default
common/sdwanpolcont

Transactional-Data
common/sdwanpolcont

Voice-And-Video

QoS Priority

Filters common/sdwanpolcont -+
MName Decies Action Priority
10
3. RMHEPGHI &Y,
==
AEMERF —><FER>>EARERR — >EREPG>EH
Tenants Fabric Admin Operations Apps Integrations
ALL TENANTS | Add Tenant | Tenan! Search: I mon | bharatke | infra | waseeakr-tenant-1 | waseeakr-tenant
il Contracts
Contracts
|Add Provided Contract f——13 00 ———
> Tena Gontract: | WAN_SLA_Contract] — 14 S Class el Label
Mame =] -

QoS I evels

F——1s

Contract Label

Subject Label

16

4. £ 5SD-WANEL BRI L3out R FERAEH

FEMRMEAE —><fAFE & #E>->L3outs->AEPEPG->FE A E#J. HL3out External EPGiR {3 H
EPGHEN SNt R TREEE R



System

Name

5. #WAN VPNEZHH 5 VRF B #f

External EPG Instance Profile

21

Admin Operations Apps ntegrations

SDWAN_Branch
Policy Operational

General

Ceonsumed Contracts
———————————

Provided Contracts | I Contract Interfaces

Type QoS Class

22

FEMBELF — ><iHFE#W>->VRF->%F K — >WAN VPN

bharatkc

~ [ Application Profiles
@ SDWAN1_AppProfile
= Application EPGs
. [ uSeg EPGs
= Networking
» [ Bridge Domains
= VRFs
ol SOWANI1
B Multicast IPvE
= Multicast

=2 EPG Collection for VRF

[ External Bridged Networks
- [ L30uts
& bharat_SOWAN_|3out
. [ Dot1Q Tunnels

= Contracts
= Standard

Ba s

E=H :BE
1. BCiEBR R

VRF - SDWANT

Summary

@ Healthy

Create SNMP Context:
Create Route Target Profile:
DNS labels:

ood

Transit Route Tag Policy:  select a value

=
IP Data-plane Leamning: ( Disabled Enabled

WAN VPN: 10

Enable GOLF-OF m

common/sdwanvpncont

Stats

Contracts

Health

Subject Lab

Taboo Contracts

State

Paolicy

RIBACIFP Y BB AS AL B #E 1A B M EISDWANE B

DCif ( E#EZIL3out ) SDWANEE H

<ffroot>

ASR1001-X-DC#show sdwan policy from-vsmart
-->>> SLA Policy (parameters)



fromvsmart sl a-class Bul k-Dat a

Toss 10
Tatency 300
jitter 100

from-vsmart sla-class Default

Toss 25
Tatency 300
jitter 100

from-vsmart sla-class Transactional-Data
Toss 5

Tatency 50

jitter 100

from-vsmart sla-class Voice-And-Video

Toss 2
Tatency 45
jitter 100

from-vsmart data-policy _vpn-10_data_policy
direction from-service

vpn-1list vpn-10

default-action accept

-->>> DSCP to SLA Mapping
from-vsmart app-route-policy _412898115_vpn_412898115
vpn-1ist 412898115_vpn

sequence 10

mat ch

dscp 14

action

sl a-cl ass Default

no sla-class strict

sequence 20

mat ch

dscp 18



action

sl a-cl ass Voi ce- And- Vi deo

no sla-class strict

sequence 30

mat ch

dscp 12

action

sl a-cl ass Transacti onal - Dat a

no sla-class strict

sequence 40

mat ch

dscp 10

action

sl a-cl ass Bul k- Dat a

no sla-class strict

from-vsmart 1lists vpn-1list 412898115_vpn
vpn 10

from-vsmart 1ists vpn-1list vpn-10
vpn 10

ASR1001-X-DC#
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<{froot>

ASR1001-X-Branch#show sdwan policy from-vsmart
-->>> SLA Policy (parameters)
from-vsmart sla-class Bulk-Data

Toss 10
Tatency 300
jitter 100

from-vsmart sla-class Default

Toss 25
Tatency 300
jitter 100

from-vsmart sla-class Transactional-Data
Toss 5

Tatency 50

jitter 100

from-vsmart sla-class Voice-And-Video

Toss 2
Tatency 45
jitter 100

-->>> DSCP to SLA Mapping
from-vsmart app-route-policy _412898115_vpn_412898115
vpn-1ist 412898115_vpn

sequence 10

mat ch

dscp 14

action

sl a-cl ass Default

no sla-class strict

sequence 20

mat ch

dscp 18



action

sl a-cl ass Voi ce- And- Vi deo

no sla-class strict

sequence 30

mat ch

dscp 12

action

sl a-cl ass Transacti onal - Dat a

no sla-class strict

sequence 40

mat ch

dscp 10

action

sl a-cl ass Bul k- Dat a

no sla-class strict

from-vsmart 1lists vpn-list 412898115_vpn
vpn 10

ASR1001-X-Branch#
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WAN SLAKH; "EBMHER, . FEMBEF —><HFEB>>EN —>B¥ — ><ENEW>-

><EHEB>->FEHR — WAN SLAKHEE

Reverse Filter Ports: [#]
Filters:
Name Tenant Action

default commeon Permit

L4-L7 Service Graph
QoS Priority:  LevelS

Target DSCP: Unspecified

Wan SLA Policy: Transactional-Dat:

<ffroot>

sequence 30
match

dscp 12
action
sla-class

Transacti onal - Dat a

no sla-class strict

Direction:

1.#¢DCE|SDWANH R &,

WTEKNHEER R , IREDCHRERAdscp 00 , EEIESDWANKREEBDSCP 12 ( +A#EMBIOXO0C ) -

ERTIBBWAN SLAZKEXRDSCPE,

EIR(DC)RHMITHE R S HEARRIEDSCPERBRA00,

Internett#E , IR : 192.168.10.2(192.168.10.2) , BHY : 172.16.20.2(172.16.20.2)



WA ;4

HWERE : 20f7THH

£ E2{LIRISWAL : 0x00(DSCP 0x00 : FEF%{E ; ECN:0x00)
0000 00.. =7 IR I 2 : FEFR{E(0x00)
...... 0. =X IBECNK E#I(ECT):0
....... 0 = ECN-CE:0

BRE : 84

3 : 0xa0d5(41173)

5 - 0x00
0. =REf : RFEE
0. =T : RRE
LO=ESZHER  RERE

FERRBE: 0

ETFEFR ;255

B E : ICMP(0x01)

SRIBRERN : 0x9016 [IEHE
(% . ER]
[#53R : $RRR]

HR : 192.168.10.2(192.168.10.2)

Bé9Ht : 172.16.20.2(172.16.20.2)

Internet% &35 5. 1 E

B E - 8([EFE(ping)FE K)

KR : 0()

RERF : Oxc16a [1E#E]

BB FFEE - 0x4158

F5l8% : 768(0x0300)

&R (567t )



RIZFWAN SLAKE, , B (SDWANZ X UE 8 ) M E R OIHE R TDSCP 12(+ <EMLH
OxOc)EM E K,

InternettHE , IR : 192.168.10.2(192.168.10.2) , B#Y : 172.16.20.2(172.16.20.2)
RR7S : 4
HRERE : 20wt
= R{LRISEAL - 0x30(DSCP 0x0c : R FHE 2% 12;ECN:0x00)
0011 00.. =£ % RIEAEL : RBEE12(0x0c)
...... 0. =X HEECNKIE# (ECT):0
....... 0 =ECN-CE:0
BRE 84
Zi : 0xa0d1(41169)
&5 : 0x00
0.. =fREB1L : RERE
0. =R : RRE
O=BEZRE  RRE
FEBFEBE: 0
£ FIRRE 251
5 : ICMP(0x01)
$REARERA : 0x93ea [EHE]
[&F : [E7]
[$5ER : $53R]
B : 192.168.10.2(192.168.10.2)
BEYH © 172.16.20.2(172.16.20.2)
InternetiZ &l 5H B 15 E
7 : 8([E FE(ping)FE3K)
REE : 0()



RERF : 0x6e30 [IEFE]
B RFER © Oxc057
535 : 1024(0x0400)
BEH (5607 ThE )

2. fESDWANE|ERHRE

WTHEHAVEER , R ESDWANS X U5 RV RE EHBdscp 00 , BEEDCH R EEBDSCP
2 (TAREMHIOX0c ) , REBIRERAAIWAN SLAKBERIDSCPERYE X,

IR ( SDWAND X ) RETHE R BB R DSCPER B 400,
Internett# E , R : 172.16.20.2(172.16.20.2) , B#9 : 192.168.10.2(192.168.10.2)
RRZs : 4
HERE : 20fzTi
£ ELIRISWAL : 0x00(DSCP 0x00 : FEF%{E ; ECN:0x00)
0000 00.. =7 BRI IE 2 : FEF%{E(0x00)
...... 0. =X BECNH & (ECT):0
....... 0 = ECN-CE:0
BMRE : 84
1= - 0xa0c8(41160)
5% : 0x00
0. =REf : RFEE
0. =T : REE
LO=EZHER | RERE
FERRBE: 0
EFIFRE ;255
BE : ICMP(0x01)
IRIERERF : 0x9023 [[EFE]
(% . ERE]
[#53% : $RRE]



BB 1 172.16.20.2(172.16.20.2)
&9t : 192.168.10.2(192.168.10.2)
InternetiZ2 &H B 1 E
HF : 8([EFE(ping)FER)
KR : 0()
RERAN © Oxd3ff [IE ]
2 BIRFEE - 0x5¢79
F58% : 1(0x0001)
&R (56t )
RIFWAN SLAKE, , BE(DC) LMER THERBDSCP 12(1+ <HEALH0x0c) B/ E XK.
Internet# i , ] : 172.16.20.2(172.16.20.2) , B#Y : 192.168.10.2(192.168.10.2)
WA ;4
HWERE : 20f7THH
ZELIRISWAL : 0x30(DSCP 0x0c : 4R &3 12;ECN:0x00)
0011 00.. == IR IFE : RBJEE12(0x0c)
...... 0. =X BECNK E#i(ECT):0
....... 0 = ECN-CE:0
BRE : 84
3 : 0xa073(41075)
BR# : 0x00
0. =fREL : REE
0. =T : RRE
L0=EZHER  RERE
FERFEEBE: 0
H1FHEE - 251
#%E : ICMP(0x01)

HEERERF : 0x9448 [IEHE)



[&F : [E7]
[$5ER : $53R]
IR - 172.16.20.2(172.16.20.2)
B &Y : 192.168.10.2(192.168.10.2)
InternetiZ2 5 B 15 E
7 : 8([E FE(ping)FEK)
REE : 0()
RERF . Ox741a [EFE]
% Bl RFa% : 0x5¢79
B 5% - 43776(0xab00)
B (561l )
gpl 2

WAN SLA Policy "Voice-And-Video" 55E i F Tenants-><tenant name>->Contracts->Standard-
><Contract Name>-><Contract Subject>->General- WAN SLA Policy

Contract Subject - WEB-Traffic

Reverse Filter Pons: ]
Filters:
MName Tenant

default COMMOon

L4-L7 Service Graph:
QoS Priority: | LevelS

Target DSCP: | Unspecified

| Wan SLA Policy: Veice-And-Video I

<tfroot>

sequence 20
match

dscp 18

Action

Permit

Policy Faults Histor
—
General Subject Exception Labe
————
o) s o
O aF
Prionty Directives State
default level formed



action

sl a-cl ass Voi ce- And- Vi deo

no sla-class strict

1.#¢DCEISDWANK R £,

MTENEEFT , REDCHREMEADSCP 00 , {EFZSDWANKREFEADSCP 18 ( +
#l0x12 ) o

IERTIBIZWAN SLAKEEE HDSCP{E,
TR (DC) R ETH & K T S RIADSCPE R ML 500,
Internet# % , JR : 192.168.10.2(192.168.10.2) , B# : 172.16.20.2(172.16.20.2)
WRZS : 4
HWERE : 201zt
£ ELIRISHAL . 0x00(DSCP 0x00 : FEF%{E ; ECN:0x00)
0000 00.. =7 BRI U5 B : FAERE(0x00)
...... 0. =X BECNHYEH&i(ECT):0
....... 0 = ECN-CE:0
BRE : 84
3 : 0xa2b6(41654)
256 : 0x00
0. =REB{ : RFEE
=RD B RERE
O=ESHEB  RRE
FBRBE: 0
ETFIFRE ;255
BE : ICMP(0x01)
RBERERA : 0x8e35 [IE7E]
[ : IEHE]

L
/N

it

fu



[$53R © #6358

FRIR : 192.168.10.2(192.168.10.2)

BEYH © 172.16.20.2(172.16.20.2)
Internet2 &l H B 1 E

7 : 8([El FE(ping)FE3K)

REE : 0()

RERF : 0x3614 [ERE]

a8 5l #F % : 0x8c5f

F5I% : 512(0x0200)

&8 (56futil )

H1Z(SDWANZ U B L E RSB R B T DSCPE18(0x12)M &1t , ZEEWAN SLAKESHE
PtEL.,

InternettE , IR : 172.16.20.2(172.16.20.2) , B : 192.168.10.2(192.168.10.2)
RR7S : 4
HwWEARE : 2017w
= R{LRISEAL - 0x48(DSCP 0x12 : {RFHEEE21;ECN:0x00)
0100 10.. = 7 FRIER TR : FEBER21(0x12)
...... 0. =X BECNHI E#i(ECT):0
....... 0 = ECN-CE:0
BRE 84
3 : 0xa2b8(41656)
56 : 0x00
0. =fREL : REE
0. =T : RERE
O=EZHEB  RRE
FBRFRBE: 0



E1FERE ;255
BE : ICMP(0x01)
SRIERERF : Ox8deb [ERE]
[ : IEHE]
[#RER : #HRR]
BB : 172.16.20.2(172.16.20.2)
B9t : 192.168.10.2(192.168.10.2)
InternetiZ2 5 B 1# E
A : O([E FE(ping)E &)
K85 : 0()
RERF : 0x8a13 [IEFE]
% B FF5% © 0x8c5f
F515% : 1024(0x0400)
E¥ (56fzTil )
2. #¢SDWANZ|DCHIR &,
HRJRIBDSCP{E(00)RYR(SDWAN S %) E N E R I TE.
InternetiBE , IR : 172.16.20.2(172.16.20.2) , B# : 192.168.10.2(192.168.10.2)
W7 : 4
HERE : 20zl
EZE{LIRBEMAL . 0x00(DSCP 0x00 : FEE%{E ; ECN:0x00)
0000 00.. == IR IR - FEEX{E(0x00)
...... 0. =X IMECNH & (ECT):0
....... 0 =ECN-CE:0
BRE : 84
5 - Oxal1bb(41403)
&5 : 0x00
0.. =fRE{ : RFRE



0. =T : RRE
LO=ESZHER  RERE
FERRBE: 0
ETFEFRE ;255
BE : ICMP(0x01)
$RIBARERA : 0x8f30 [IE 7]
(% . ER]
[#53R  $RRR]
HR : 172.16.20.2(172.16.20.2)
Bé9# : 192.168.10.2(192.168.10.2)
Internet% &35 5. 1
B E - 8([EFE(ping)FE K)
KR : 0()
RERF : 0x68e5 [IEHE]
B 7FER - 0x1d03
F5l8% : 2048(0x0800)
&R (56t )

RIBWAN SLAKES , B#E(DC) L RMDSCPE18(0x12) E WM BRI I,
InternettHE , IR : 172.16.20.2(172.16.20.2) , B : 192.168.10.2(192.168.10.2)
WA ;4
HWERE : 2017 THH
Z 2R - 0x48(DSCP 0x12 : R EE21;ECN:0x00)
0100 10.. == fRIE K IF R . REEF21(0x12)
...... 0. =X IBECNK E#I(ECT):0
....... 0 = ECN-CE:0

BRE : 84



1= - Oxa1bb(41403)
&6 1 0x00
0. R8BI : RERE
0. =FD B : RRE
O0=EZRER  RERE
FEBFEZE : 0
EIFRER : 251
#E : ICMP(0x01)
RIEMERA . 0x92e8 [IEHE]
[&F : E#]
[$53R © #R5R]
IR - 172.16.20.2(172.16.20.2)
B#YH : 192.168.10.2(192.168.10.2)
Internet2 &l JH B 1 E
B 7 : 8(1EFE(ping)7ER)
REE : 0()
RERF : 0x68e5 [ERE]
% 5l #F 5% : 0x1d03
FF55% : 2048(0x0800)
B (561l )
5E B AR
RBEHRNAERE , UTEFERIEEFTA. .

b bR

APICE il X BIE S
PolicyDistributor Logs. PolicyManager Logs. PolicyElementFEdmgr B 5% 7 SAR B B S AE BA B
BHATRENETHRNENA,

ERREEHRR
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