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H/EEEANBERZLEREEASAVER XBEHERFI-TEBREE , LB ILEFFinE [ RS
RV B

&R

BRIEBRECEBLUT EE

- CECERLAERE | IR R 7 AR iR
- EBLEEPG, 51 (BD) M E &5 B F 5= 5% (VRF)

BH T4
AXHHEARBIFEATEEMFERA
T BE AN Hh B -

- UCS C220 - 2.0(6d)

- ESXi/vCenter - 5.5

- ASAv - asa-device-pkg-1.2.4.8
- AVS -5.2.1.8V3.1.10

- APIC - 1.2(1i)

CRE/ER —11.2(1)
ij. ETE:EELRE I zip
IhEE

- AVS



- ASAv
- EPG, BD., VRF
- FEURHIEE(ACL)
- L4-L7IRFEE
. vCenter
ANFHEARBBEEERETREANREMEL., XWHEAZNFEREBRRDER (AR
) BVAHRER BB, MRENBREEER , FRACEEFRTMETTREKNEE,

RE

WMEFR ,
213 214

E ! 1/5 1/6 1/33-44 1/33-44 1/5 1/6

1 2 1 2

P 25-26 37-48

L [ ESXi2)

P18 : Nexus1 {219

| 216CIMC % {217 CIMC
L | i

Management (10.201.35.0)

AVS#NIAEREE I VMware vCenterid ( VMME S ) 2
BYRE -

RO EEESTEYIZEERD O Mo BNERRBEE(DVS)KE., ER , BREASEE
# A0 5 B —{ECisco AVS,

. Cisco ACIERZS1.2(1i)FICisco AVSKRAR5.2(1)SV3(1.10) X EE A Cisco AVSHERKEE., /@
REEEREREIDRERARKEREZEHZRZERAPIC) EHITH.



- EEEAEEESM(VLAN)HEE X E RS EE R (VMM)IE L X B A Cisco AVSH AR5
EREB VMR, B2 , FTEVM (1 REENERAEVM ) JUREEERTER
LAN(VXLAN)ZRVLANH £ 89 VMMIZ B — 2B 56

CBEEE  NMRFEAAHRE | IFAEEMAB/ A, MERBEAIHR | IS EREAE
Bt , WBAVSRIRAE RS E R E it TR REE NN —3 2. REAVSHWATEREMKA
VLANZRVXLANE 2,

BB ZVM Networking > VMWare > Create vCenter Domain , 21 T~ EIFf R :

Create vCenter Domain i

Specify vCenter domain users and controllers
Virtual Switch Name: AVS

Virtual Switch: | VMware vSphere Distributed Switch [S#{EI AT
Switching Preference: | No Local Switching Local Switching

Encapsulation: g VLAN

| VXLAN
Associated Attachable Entity Profile: AEP-AVS - P
VLAN Pool: VianPool-AVS(dynamic) - @
Security Domains: +
Name Description
vCenter Credentials: X +
Profile Name Username Description

vCenterCredentials  root

vCenter: X +

Name P Type Stats Collection
vCenterController 10.201.35.9 vCenter Disabled

MREERRBERVPC ( EFHREEE ) , BEHEvSwitchRIERE A EAMackE E.

2% , APICFEASAVS R i it E#E X BlvCenter , N TNEFTR :



Becge-mee W "
File Edit View lwentory Administration Plgeins Help

B B & rome o g ventory b @ hetworing B = . q
L

B

Summary  Networks Ports

€ ftab (¥

i ik What is a vSphere Distributed Switeh?
quaranting
& viep A vSphere Disinbuied Swilch acls as a single virtual swilch
"
@[ ovs across all associated Nosts. This aBows virual machines 1o
B VM Network

maentain consistent network configuration as they migrate
across hosts

Distribubed virtual networking configuration consists. of
three parts. The first par takes place at the datacenter
evel where vSphere Distnbaned Swilches are created
and hosts and distn

med por groups ane added 1o
vphere Distribuled Swilches. The second parn lakes
place at the host level. where host poris and networking
senvices ane associated with vSphere Distribuled Switches
| either through individual host networking confguraton of
using host profiles. The third part akes place al he virual
machine level. where viriual maching NICs are connecied
10 GEtributed podt Groups either throwugh NGAIOUAl virtual
machine MC configuration or by migrating virtual mac hine
networking from the w3phere Destnbuted Swich itselt

Basic Tasks
Learn more about vSphere Distributed
I Add a host Suiiches
& Manage this vSphere distributed switch Learn how to sei up a network with a

viphere Distributed Switch
& Create a new port group

-
Hecemt Tasks Mame. Taigel o Status conlmns = [7 o L
Hame Target Batus [F T Ikisted by | wCanker Sarw Mequested Sark T~ | Stast Tima Completed Time a
¥ Reconfigun vSphere buted fed.  gm 4 & Co=plast root () C 14016 131129 AM L2018 B:0020 &M (A0 B0 AM

£ Reconfiguin vSohare Buted vd. 4 @ Complend roat [} 1A0LE 1051 AM 018 9200051 AM 18 Hid0:80 AM

‘j Add buted Pod Group -, A @ Covplmes root g 142018 $:30:50 AM L2018 $:00:50 AM L2018 9:00:50 AM

FAPICE | B LUEEBIVXLANEE % B (VTEP) L it B MG AVSHIVTEPEIFIEEH, EREH
MR EREN ( VLANSVXLAN ) |, #BE 20 B it it 1k

L) ortgroup - viep i

|
Proparties
HuTes wviep
Ercag: vien-JMET
mlm e LT S Satwn Tl e
MALE e k] -] OO0 58 B82S BI0ESS
L Ll ] il i OS5 1 5 Dl B30 VB
N | —
¥ '- el
¥ Tl vep
T T
[ L

fEvCenterF Z8tCisco AVSE ¥

. EALEZECCOT HvSphereZ £ E#(VIB)
X EARHIF | BRMERHESX 55, &1 , /R TESXi 6.0, 5.5, 5.1H5.009 8B M XK

%1 - ESXi 6.0, 5.5, 5.1H75.000 T M MREEEHE


https://software.cisco.com/download/type.html?mdfid=286025832&catid=268438038

iiwrirn L] VEM Bundia Wirdows W inmtulier Limey wlarmir Sareer
1 3 "

]
S0 croen_cicn-vee- w3508 10,0801 v
—_— | ——
ES0as CToes_n-vee 213 32108
S | i——
BEE1 [ = 3 3
ESN S0 cross_ccn-vers wIB0-E2 1.0 1052019

FEZIPHERT , B3EVIBER ( SEESXiEMRAEZ—HE ) , HEE—MEBEHARESX 5.5MER
, MBI :

CiscoAVS_1.10-5.2.1.8V3.1.10

E & v

Name Date Modified Date Created Size Kind
i License_Copyright_Document.pdf
README.txt
M cross_cisco-vem-v250-5.2.1.3.1.10.0-3.1.1.vib
«'.‘,'f_-___c-ross cisco-vem-v250-5.2.1.3.1.10.0-3.2 ‘-wb
B cross_cisco-vem-v250-5.2.13.1.10.0-6.0.1.vib
' VEM510-201512250107-BG-release.zip
"' VEM550-201512250113-BG-release.zip
' VEMB00-201512250119-BG-release.zip

. #BVIBEEEERIFIESX Datastore — EEATLUEIBCLISER , th A LAEERvCenterTE &K
FiisE : MR FH EFHEVIBIESE | 758 Hesxcli software vib removein S HS E MR

esxcli software vib remove -n cross_cisco-vem-v197-5.2.1.3.1.5.0-3.2.1.vib

=& B %8| ¥Datastore,

. FESXiF# EFERUT TS REAVSEE -
esxcli software vib install -v /vmfs/volumes/datastore1/cross_cisco-vem-v250-5.2.1.3.1.10.0-
3.2.1.vib —maintenance-mode —no-sig-check

~ # esxucli software vib install -v /vmfs/volumes/datastorel/cross_cisco-vem-v258-5.2.1.3.1.10.0-3.2.1.vib --maintenance-mode --no-sig-check
Installation Result

Message: Operation finished successfully.

Reboot Reguired: false

VIBs Installed co_bootbank_cisco-vem-v25@-esx_5.2.1.3.1.10.0-3

VIBs Remowved: Cisco_bootbank_cisco-vem-v197-esx_5.2.1.3.1.5.8-3.2.

VIBs Skipped:
=~ # vem status

VEM modules are loaded

Switch Name Num Ports Used Ports Configured Ports MTU Uplinks
viwitch@ 5632 ] 128 1560 vmni c
DVS Name Num Ports Used Ports Configured Ports MTU Uplinks
ovs 5632 18 512 9900 vmnics, vmnicd

VEM Agent (vemdpa) is running

- I

- BE KRB ERAVEM)BE R , AJEUE EHHERIAVSH

F£Add Host to vSphere Distributed Switch¥i5E 5 , BIFERII B ER BB ERNICE (£
Rl EEEvmnice ) , MTEF® :



Select Hosts and Physical Adapters

Seect hodts and physcal adapiers 1o &dd b0 this vSphers deiributed Switch.

Select Host and Physical Adapters Settings View [ncompabibie Hosts
e bavorh - Host/Physical adapters In use by switch Settings Ugplink port group
= J 1020035218 P —_—
Select physical adapters

D B il whwitchd i e Dl up |

Om wmnict - ew Details up |k

Om wmaicic : i Detaily uplink

O vmnicia - Jieve D etails e

Omm w#mnicz - v Diataile ik

D B vmaicd - e Diatails _—

D B vmnicd DYs. Ji o DIt mile uplie

D B vmnich VS v Dretails uplink

E B emnich - fiew Dietails ap| i

D B =maic? - Jimve Dt mile upline

O wmeice - P Details uplink

D B vmnict aa o Ciat mile ap ek

Help I Banch Mt > Cancel

- B-TF—%

- TREERERR, BEART  EB-TTF—%

T TERMESER, BEART BT "TT—-F.
T TERITRL BEARP BT TR

Fist . MRFERAZEESXiEH | FTE T HEEZIEITAVS/VEM , LUETI Al A RRIE T i
& E|DVSHAVS,

B, AVSESEREMR , R JLUEEZIEL4-L7 ASAv:
ASAVEIIAERE

- T#ECisco ASAvE BT IS H [E AAPIC:
BB ZF|4-L7 Services > Packages > Import Device Package , 20 T EIFf 7 :



Fabric VM Networking L4-L7 Services Admin Operations

Inventory | Packages

Quick Start

HELP

The Packages menu allows you to import L4-L7 device packages, which are used to define, configure, and monitor a network senvice
balancer, context switch, S5L termination device, or intrusion prevention system (IPS). Device packages contain descriptions of the h
and network connactivity information for each function. A network service device is deployed in the network by adding it 1o a service ¢

You can use the Import a Device Package wizard to import a device package for a function that you want to manage with APIC. We

configuring a service graph,
Import Device Package oL

Quick Start

Import a Device Package dol Ll BROWSE... Device Types

susmIT CLOSE

MR —AIEE | B UEREANEESEERBLL-L7 Service Device TypesERI R , 1T H
PR
L4-L7 Service Device Type - CISCO-ASA-1.2 i

Ganaral Operatonal Faiilts History

E] ACTIONS -

Properties

Vendor: ¢18C0 il
Cisco

Model: ASA
Capabilifies: GaThraugh,GoTo
Major Version: 1.2
Minar Version: 4.8
Mirimum Required Controiar Viersion: 1.1
Logging Level: DEBUG -
Package Mama: dovice_scriptpy
Supparted Prolacols:

Intartace Labale: o

cluster_ctrl_lk
axiornal
lilgrver_lan
fabover_link

utiley



BEzn  ERITEBRNU-L7TESZH  SERERENEESE

EMEEEME  FTREENFINOOB) , EMTHAREETBRELRUERAAPONERR
(ACHHEE ( £RE., EHIapiciZHIZR ) , BEASAv, EFERSE,

HEEBIERT , ASAVIWOOB R A R ZEvSwitchZRE R . HRREASAT H A R 75 & B M/ A AR =R
, FEASOOBE B EMR T OOBR M ML , W T EFTR.

Connect Out-Of-Band Management network
for service appliances and other servers,

Use Virtual switch (Standard vSwitch or vDS -
irtual switch ( yawiigh.or vi3) which need to communicate with APIC.

connecting to non-ACI network.

Server

Management
netwark

cisco

ASAv OOBEBIEEEEHRFEEMFHAESXi L1THKIEFEBOOBEAPICER. £HBRVNICAH HEE
, BEAEF1RKTEASAVENEEO/ONE , HEANERFENERMER N N EF28E.

R2BUR T MR HFIDMASAVSTHIDR — Bt -

&2

Network Adapter ID ASAv Interface ID
Network Adapter 1 Management0/0
Network Adapter 2 GigabitEthemet0/0
Network Adapter 3 GigabitEthemet0/1
Network Adapter 4 GigabitEthemeat0/2
Network Adapter 5 GigabitEthermet0/3
Network Adapter 6 GigabitEthemet0/4
Network Adapter 7 GigabitEthemet0/5
Network Adapter 8 GigabitEthemet0/6
Network Adapter 9 GigabitEthemetd/7
Network Adapter 10 |GigabitEﬂ19me10.|'s

. #&@iFile>Deploy OVF(Open Virtualization Format)Template s §9 # M RASAv VM
- R EAEE I ESX Serverslasav-vi for vCenter , 55:&{Zasav-esxio. EEEERT , FH

vCenter,




v [0l asav952

asav-esxi.mf
asav-vi.mf
day0.iso
asav-esxi.ovf
asav-vi.ovf
boot.vmdk
disk0.vmdk

I (N

BBREBE | ERERRANGE. EEENTE  SUNRESEEE , IEHE, 8,
iptthib, BAAKAEEXFHEASAVERN I EER. BLEHASAVERAOOBERE | RAEE
BEERT , EEAVMEKR (2EHRE ) K EEERENEEE0, MAME
GigabitEthernet0-8 2 FA X ER 18,

& Dogioy OVF Terned B B

Source
I Select e source ecaton, l

"'-‘.:l-.'.-\_..'l'ljf'l_' m‘r*ﬂlhﬁ'ﬂ
[2: Doauments G5P \ACTUMAGE esan 952 san .ol =] eowse... |
Enter 5 UL o dowrinsd and instal the O6F pacage from the Interret, or

mpecfy a locaton acoesable from your computer, such a8 a local haed drive, 8
network share, o & CO/OND drive.




Mag the networis used 0 the OV template b networks o reentory

m
W Mt

Gegabalithemam-d W Matwdd

Gogabutithernad- W Metwdd

Gagabitithermed) WM Metwod

gt ithemil:) P AL UMBEER | AR M- b g
e o N oA LMEF-E5: el \+4-smres
Gagabifrhpmgdf W Mgtwo
(st e P o i, kel By
Deesarpiuon:

Garetr ol Purpose Netaark Interface

Warrrg: Multple tource nefeorks e mapped B T oot neteoric WM Metwork




Deployment Type

Type ol deployment

Sect B fype of ke Foat to ratall Ve A trpe depioement 8 selected, S wddboral HAL
Propertes below thoukd aiis be fled n.

[sendaiore =l

M“Hl‘.“lwuﬂlﬂﬂﬂu“i“ﬂlﬂ-“
char sy only ietier, dota, o & hyphen,

A A

Firewall Propertes
Tirrerall Hode
Lt Tt Frpwal Mods

fonses =

Manasgrment Interiace Settings
Hanagrmurnl bnierlsor D P mssde

Craage wia T B Lt DHCP oy Maracisenl Pt (sos confour ston.
r

Hamsgemrnl [F Kddres

Erter S Maragesert Bl bddres, For bl -fype deployserits, Ba roper ty sorotes Sw
Marwgerearst Iy-4 aciness of T ASen HA Pogl

| .20 .8 .0
Hanasgemenl [F usbart Mauk




Remdy to [ omplete
dre P Pur oplors you want io use?
EaELE
W Tospiate Caby e you chick Fresh, S Aepioysen? task will be pharted.
frl e Lcere Aressert  Cploymnt settngs:
= = & o BT Sire pa dalic L3 GH -
Doyt Corfear alor AS kA VS
srex :;: act
ik Format,
Hetegrs Macorg Caploymeed Cosfopunionn H s TER =]
Frope tey Ll DRI
Ready 1o L omphete Gatsiton st Eatoeed
Dl prervemomng: Theck Previpios Lasy Demed
el Mg bt D 1 R R
Mattari MUEDoET "Gl abe Tt Rarmat -0 ED "M Mo
iz B "ol et 1 £ VM Mptnork™
Mitwegert Manoag agab it et t-I" 1o "M Maptwok™
Hetwrnrh Mo Gttt hrrati- 1 to Podi-kl UMBEER LA S-AIP- v gharbrariii =
L gt hrrgf-d . Troi-AL UMBETR [Tt prol AP - b
Migferger Mpgeg “Eegabithpragtio LT Eo M Mptagh™
Nteh Mapoeg “Cogabitharmati-4" b “VM Metnork”
Ll “CagabaaiEhpragtt- T bo "M Mokwok™
Mg ME g bRt T Ed "M Mot
| RN Foagd P
Prapty LR S = T2 plre I
Fropety: LT L Y B P N
Property Fiiiads = rooied
Fropeiy DeslF = Falga
Prapen Manpgemant et « 18.241.98.223 I
Pty Mg gt e it = 13I8 0900
Propery” Bt et T ey Bl DD
L m n-l‘-hnlal- N |
[ o or afee i vmert

- ¥B— TFlnlshjE%ﬁ EHZASAVERE T &K

- FRKASAY VML BB FIEE AR BB &



interface ManagementB-H
Management-only

namMeif management

security-level @

ip address 18.281.35.223 255.255.255.8

ftp Hode ive

pager lin 3

1tu management 1568

1w failover

icMp unreachable rate-limit 1 burst-size 1

10 asdm history enable

arp timeout 14488

w0 arp permit-nonconnected

‘oute managedent B.8.8.8 8.8.8.8 18.281.35.1 1

timeout xlate 3:88:88

imeout pat-xlate B:88:38

imeout conn 1:88:88 half-closed 8:18:88 udp B:82:88 sctp B:82:88 icvp B:88:82
timeout sunrpc B:18:88 h323 B:85:88 1:88:88 mgcp B:85:88 mgcp-pat B:B5:88
timeout sip B:: Al =ip_media B:82:88 p—invite B:83:88 sip-disconnect B:82:848
iMmeout sip-provisional-media B:82:88 wauth 8:85:88 absolute

timeout tcp-p reassembly B:81:88

tiMeout floating-conn B:806:88

(--— More --->_

- MERR  REEERECHIEFIASAVEI AR, KEEESFEAEZBMNER. APICEAL
ERAEEBANEREALEBEASA, ASAFEREERIIOOBHEE , WEESIFARAPIC,
username admin password <device_password> encrypted privilege 15

H AU 1gJ# username adMin passHOrc sc 3 privi
SAv-W-AVS (config)# wr MeH

Building configuration...

.ryptochecksum: d491b988 86fa522f 6f937baf bSbifb318

7977 bytes copied in B.258 secs
[OR1
NSAv-W-AVUS (config)# ping 168.2081.35.211
ype escape sequence to abort.
ending 5, 188-byte ICHMP Echos to 18.281.35.211, timeout is 2 seconds:

success rate is 188 percent (5/5), round-trip min/avg/max = 172718 ms
ASAVv—-W-AUS (config)# _

ek, fe2E i ER XA http A RS :
http server enable
http 0.0.0.0 0.0.0.0& &

L4-L7 , FATRAPICHIJASAVES:

- BAFACIGUI , BhESHERBENESE, BREEMBERKDBHLL-L7TRE , Z—THEL4-
L7 E , A% — T Create L4-L7E BFRAREE

- HRILERE  SEANUTRE :
— FEERN



— B KRS

— EREE

— BB B {8 B E AR BIAVS I

-ASAVHIEE

— BB (GoTo)

— Byt ( AAEEZ B BLAEMgmt0/07 ) E #Y b1k PTHR )

- FEEREAHTTPSERAPIC , £H KT £/ EHLASAVEA

reate L4-L 7 Devices
STEP 1 > General

Please select device package and enter connectivity information.

General Device 1

Managed: [/ Management IP Address: 10,201,35.3
Name: ASAv-AVS-Routed
VM: vCenterController/ASAv-in-AVS  ~ (3

Service Type: Flrewall
Device Interfaces:

Device Type: | PHYSICAL WVIRTUAL Nerms VNIC

VMM Domain:  AVS - @ GigabitEthemetl'D MNatwork adapter 2
. GigatstEthemaet0r Netwiork adapter
Mode: g Single Node HA Clustar 3
Device Package: CISCO-ASA-1.2 b @

Model: ASAw

Function Type: | GoTheough m Cluster

Managamaent IP Address: 10,201.35.3

Cluster Interfaces:

Typa Nama
provider Serverint
Connectivity consumer Clianting

. nF'clgnlo Dovica @ Out-Of-Band
t petivity:
anagerman nsclivity in-Band

Credentials

Usarmame: admin

- ERERRENENEHNTEERKDBEZHER

HRE—o , EANERD FERINR2 , SEENEFIDEEZERMASAVITHEHIDERITE,

1. General

Management Port: hitps

Path [Only For Routa Pearing)
Modea-102MAC_Pinning
Noda-102MAC_Pinning

Management Port: hitps

Concrote Imorfacas
Davice 1 AGigabitEthamaid

Devica (GigabitEthamaesd/t

i]X

BREREAER BN EAYEE, BBEERVPC, EEERBRT , ASAMURESXE#SF , H

TRENENEANELEE, £WERESD , BHABEW)HRBMARERTENDEE,
EEZHoP , XERKERBENE (EREAREHA)  ERAR , HREREMIFTE

(RBILOTAE ). LIINE (ENE , WA, 138, AESF ) MCIf ( E8NEH ) 2EFER

Bf, YAGEREERREFTRBE4-L7ERKE  ZHRBABERE, EBERESAYRIIER

KEFMERNEHABRENE,
EARRGIF | SEER TR
Gi0/0 = vmnic2 = Serverlint/provider/server > EPG1

Gi0/1 = vmnic3 = Clientint/consumer/client > EPG2



L4-L7 Devices - ASAv-AVS-Routed

|£ ACTIONS =

General _ Device 1
Wi [ Managesment 1P Agdness: 10.201.35 273 Maragmment Ppf =
Hame: ASA-AYE-Rouied wienier Nema: wCanierCorroie: WM
Dvica Prckage: CISCO-ASAA 2 ——
Servon Type: Firevwall " v
Dervicn Tyrpsa: VINTUAL s e (£ Path ilor Brate Poaring]

WM Domain: 845 - @ —_— 3

A IR M- 102MAL Pisning,
Coortun Aars: Single

Hatwork adapier 4 Hede- 1028AL Pisnng
Furction Typs: | GoThrough GoTo

i Cluster
Cfﬂdﬂntlﬂim: Menageerant 10 Address: 10301 18 233 Msrnsgament Por 443 -
Chusles imierfason

Lasdniie Rlietalid

Tyas = by
e A A Pouied Davice 1
Configuration Stata
.- Sy B AR A Fouied Devics | D EGaDET Faenedl ]
>

BEE | WRBEYI#/HASZEE | GigabitEthernet 0/8E TR B A MBI H,

KERERA "RE. , WALRERTHEDREEERL RV RBEEER
G 24 I

B BASAVEVIIEEMBRER  BHEMZH K SEEEZSHRTEIERBERE K RER
SNL4-L7RRETIBEERERR , W TEM® :

Create L4-L7 Services Function Profile Group

Specify the information about the Function Profile Group

Hama: FuriProfGroug
Descriplion:

| SUBMIT | CANCEL |




La-L¥ Services Function Profile Group - FunProGroup i

g |

=h Ol

L Fropaertias
* I s tars Funraliong
T i Policis P i
v I Pk Sorvios Funciion Profies
o I L4 '

[ 4 Te P = e Aka'n’ ] Pl Ty [ ripcen
»
a Il F /
2 Furwiimag

b I AT Devioe Dvinin

- W Cremse a7 Serces Farchon o

v B s

v i ! H r=

b . .

. T $IiR E iR IZEWebPolicyForRoutedMode Profile , SAEBBEL B PS5 A LN E, ﬁﬁ’fi
2, EESBEMWEN , URUUBR/MENR. EELSRUUESENLETRRERT , B8
Hﬂikﬁ%ﬂﬁi%ﬁ’ﬂﬂi?ﬁﬁﬁﬁjﬁmiﬁﬁo

EARRED , BEBARE (EH2EX ) EXSENEHE —AHE—NIPtbit, BEASAREREER
qﬂg;%%&ﬂﬂ(%*ﬂ MHATRAARZE , ASNEERSE )., SHUUUEBEEEINERE, &R

- B BInterface Specific Configuration , ZServerint¥igIPit it M 4R B |, HAIPHiE
XXXXNY.Y.y.yExxxxlyy , ERUMTF. EClientint N EHELLIBRE,

Create Function Profile

MName: FunProf-ASA

Description:

Copy Existing Profile Parameters: [
Profile: CISCO-ASA-1.2/WebPolicyForRoutedMode > P
Features and Paramaters

In ordes 1o auto apply new values to the parameters of existing graph instance when users modity funclion profiles, the name of top fokder must be ended with -Default,

Folder/Param Nama Vaue Mandatory Locked Sharad
nterfaces B 4 ' Device Config Davica
O b Bridge Group Interface
=] 4 'F Interface Related Configuration  externallf talse falsa
=] b ) Access Group ExtAccassGroup talse
0 b L) IPv8 Enlerce EUI-84
=] 4 ' Inmerface Specific Configur... externalliClg false
0 4 ¥ |Pvd Address Configura...
O 7] IPv4 Address iovd_address 192.168.10.1/24
] 2] IPva Standby Addoess r
O 5 IPv8 Addross Configura... UPDATE I | CANCEL
| b 1Pvii Link Local Addrass,,,

SLLARAIT CANCEL I

B MBS WA FERESYE Y HEWERER, BARBERT , RoutedModet&
AT EHTTPMHTTPSR A, EAKEF , SSHMICMP#EHT1E B A SN BHEBE,



Create Function Profile
Name: FunProf-ASA
Description:

Copy Existing Profile Parameters: [
Profile: CISCO-ASA-1.2/WebPolicyForRoutedMode - @

Faalunes and Paramelirs

In order to auto apply new values o the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -Detault.

Features: Basic Parameters.
Folder/Param
=] 4 'V Destination Service destination_sedvice
Accesslista o = High Port
=] = Low Port law_port 2 false
=] = Oporator operator o falsy
a » I ICMP
a » ) Logging
(] ¥ [ Protocol
(] b ) Sounce Address
o b ) Source Service
= =] Aation action permit false
=] =1 Order arder 30 false
CIImAAT II ~AMSE
- REBEERX
- BAE , B REEER
Tenant Podé-ALUMERER B

L4-L7 Service |

B CQuick Stant
4 2 Tenant Pod6-ALUMBRER
» Il Application Profiles E"I

# Il Metworking
I Li-L7 Service Parametars

= Name

* Il Security Policies

» Il Troubleshoot Policies
* Il Monioring Policies
Bl L4-L7 Services

-uummm

¢+ Il Router configurations

s

Croate L4-L7 Service Graph Template

- BEEEFRERIAR , EBOEEENRHEBNER  EERHEXNEREMAIThE
BER,



Graph Name: Graph1-alumbrer

Provider

Graph Type: @ Create A New One Clone An Existing One
Consumer
i z-:-: IJ
ASAV-AVS-...
ASAv

Please drag a device from devices table and drop it here to create a service node.

ASAV-AVS-Routed Information
Firewall: @ Routed Transparent

Profile: Pod6-ALUMBRER/FunProfGroup/FunPro: « @

susMIT || CANCEL |

- MERRERTRENE. BREBEUKSTEEFER , ARLEBRHEARRBEEPGSE.

- BERARNR , FR-TARWZZFRALL-L7RBEER

Tenarnt Podé-ALUMBRER O . .
- 8 L4-L7 Service Graph Template - Graph1-alumbrer
Quick Star
4 A Torant PooS-ALUMBERER
» I Appication Profies =
.\.
v I Matworkrg

I L4.L7 Service Paamaters

Consumer
v I Security Polcios
» I Troutleshoot Pokicias

Provider

ASAV-AVS-...
I Monitoring Policies

k

I Li-L7 Services ASAV
4 Il L4L7 Senvice Graph Templates
4 %" Graphi-alumbrer

outed Inlommation
¥ 1] Function Node - AGa WF Apely LALT Service Graph Template

II: Routed
+ @l Fouter configurations [#]  Edit L&-L7 Barvice Gragh Template ¥ FunPro-ASA
4 I Function Profies El  Deleie
a I3 Fur up

El  Aemoen Asisted Objocts OF Graph Tompats
& FunPro-asa oy
4 Il L4-L7 Dovices

T
b Sl ASAv-AVE-Routed

b 1 asavovs

I imporied Devices

hittpac /10200352910

SHUWUSAGE] suBMIT l RESET I

- EREWEEPGRNUMEESNMREHREAl, EXKES , AVS-EPG2RHEEE (&FFiw ) , AVS-
EPG1RIZHRE ( AMRSR ) . FBrlE , RKEAFEMBERR , EMAFH ABRIRLBENGR

—#05 h EB W IR BT A IE .
 B—TF-%




STEP 1 > Contract 1. Contract

Config A Contract Between EPGs

EP(Gs Information

Consurmer EPG [ External Network: PodG-ALUMBRER/AVS-AEP-VMM - (] Provider EPG [ External Network: Pod6-ALUMBRER/AVS-AEP-VMM - 3 2
Podi-ALUMBRER/AVS-AEP-VMM-
alumbreriepg-AVS-EPG1

Cantract information .
Contract: @ Create A New Contract Choose An Existing Coniract Subject PodB-ALUMEBRER/Antemal AEP-
VMM-alumbrerepg-EPG-Intemal-
Contract Name: EPG2-to-EPGI alurmibrer

Pod8-ALUMBRERNVAF 1-alumbrer
TAnyEPG

Podi-ALUMBRERNVRF2/AnYEPG
Pod-ALUMBRER/ALIOuI-MNIK2/LINat

Mo Filter (Allow AN Traffic): [/

NEXT | CANCEL |

. RS EEPGHBDEH., TEEEEBRT , EPG12IntBD DB EMIR{RE , EPG22BD ExtBD E
FEEE. EPGIETER A& HServerint EiELR , EPG2A$E N T Clientint EiE#R, BMEFWAHA
HEKAZEEPGHIDG , HtRERKBUEEIBH AME.

- B—-TTF—%

Graph Template: Pod&-ALUMBRER/Graph1-Temp-alumbrer - @
Consumer Provider
¢l o= v
ASAV-AVS-...
AVS-EPG2 AVS-EPG1
ASAv

ASAv-AYS-Routed Information
Firewall: routed
Profile: FunPro-ASA
Consumar Connecior

Type: @ General Route Peering
BD: Pod6-ALUMBRER/ExtBD-alumbrer * P
Cluster Interface: Clientint -~ i

Provider Connecior

Type: @ General Route Peering
BD: Pod6-ALUMBRER/IntBD-alumbrer -
Cluster Interface: Serverint -«

‘ PREVIOUS I| NEXT ” CANCEL |

. £ Config ParametersZB% , # — TAll Parameters , Y5 & R B A EEEH/EEMNREDIE R E
o HHIHEH (WMER) , TUAREFEEE LWIEFER. EEMAEEEshow ip access-



list X & ZIRATIEFF -

STEFP 3 > ASAv-AVS-Routed Parameters 1. Contract 2. Geaph 3. ASAV-AVS-Routed Paramelars

conlig paramalans for the salachsd devica

e e FunPro-asa (3

— d F Aoopss L BLe-- b

=+ =] b Appess Gonfrol Endny e
(m| b 0 Aooess Control Eniry G
=] A B Costesl Brtry Cist

. [m] b Denivurben Addvass
=] ¥ | Deatination Bervios S el
[} L~
O b ) Loggng
B v 2 Pagiocnl eoionnl
O P Gource Addesss
[m} Bl Sourte Sarvice
2] E Assen ] prarrit
O oo - < :
[=] k Access Conmrol Erary r
J = b Areess oo e et I [{HHCE.. ]

FE D irciciond [t St femcdiind 10 B updated ind AEEN Fohoilen paiirmetecd sl b fumiried 1o T peoviced B

'munwal [ I CARGEL |

BB ERNIEEEERTIRNIPHEIL , MRFEE , EER—EEREA
e, REHFMESIBE , —T "Finishy , WTFEFR :

STEP 3 > ASAv-AVS-Routed Parameters 1. Contract 2. Graph 3. ASAv-AVS-Routed Parameters

config parameters for the selected device

Profile Name: FunProf-ASA (]

FoldariParam Nama Valus Write Diamain

B 4 ‘3 Device Conlig Davice
=] ¥ [ Accass List BECHEEIEE - nbound

O » [ Eridgo Group Interlace
=] 4 ‘3 insgriace Rolated Configuration autamalit

All B 4 ‘¥ Access Group ExtAcoessGroup

=] =/ inbound Access List nama
(] = Outbound Accoss List
O » I 1Pvé Enforce ELIHE4
=] 4 ' Intertace Specific Configuration wxtemaltCfg
= 4 ‘¥ |Pv4 Addross Configuration P Adrass
=] ]| IPvd Addross ipvd_address
O 21| 1P Standby Address

O » [/ IPv6 Address Configuration
O b [ IPv8 Link Local Address Configuration

. B L1 iR Pl e fchnsrtinsmante.

RED indicatorns: paramelers. needed 10 be updated and GREEN indicales paramalens will be summitied 1o tha provider EPG.

- MR—YIER , BERFNECHERENELAIE.



4 BB LaLT Bervices
* BB L4 (7 Bervee (Magh Templates
v B e orbgus mtone
v BB oo vohies
* BB LAL7 Devens

BB irooes Devons

» BB Devees Sewcton Pokces
2 BB Degioyes Graph nstances

P T EPGRA0-EPG 1 -Gragh | -ahumbier AL
4 M Deproyed Devces

B

CEY TR¥E BERATERZEN—EEEREE  BHEE/RHEERKMER T ERMN T
8%, #E Function Connector Properties ( TIREBHEZREE ) 1 THR,

BEE .
Function Connector - consumer i

I Cuick Start
4 & Tanan! Poté-ALUMBRER Faults  History

k

T 1] er
I Li-L7 Service Parameters Properties

» I Security Polcies Name: consumer

» I Troubleshoot Pokcles Atipchment Notihcation: ipise

¥ I Monnoring Polcies Filters: saloct an option

4 I LALT Sorvices Meta Connectar. Finwasd/imsmal - @
4 I L4-L7 Sanice Graph Templaias

4 " Graph-alumbner

4 T Function Node - ASAy

m.

MIEE : RAVSEIRE L ARL X BH S8 N E 2 & — Bencap-vian, BEREHE,



ALL TENANTS | Acd Tonant | Search: [EEERISEIRSIN | common | Podi-ALUMBRER | Podé-ALUMBRERZ | infm | mgmt
. AT AL AL —

Tanant Podt-ALUMBRER EE .

pricEn Fet O+ 100
Properties
Davicos: ASAv-AVS-Routed
Virtuial Davics 10: 26981
VAF: nans
ACHad Transactan I 10000

Currant Transactian i0: 10000
Clusbor Intartaces: | ..

ABA-AVS-Routed_ChartInt et

ARAy- VS FouledBarvoring N9

.

SAv-W-AVUSE show interface ip brief
nterface IP-Address ? Method Status

192. 168. 18. S Manual up
17 Manual up
y» unset admMinistratively down
iigabitEthernetd-3 ned unset administratively down
iigabitEthernetB 4 na igne u adMinistratively down
iigabitEthernetB” LNA S gned t administratively down
higabitEthernetB-/6 LN igned Y Th E administrati Yy down
iigabitEthernet8 . Y INE adMinistratively dowun
iigabitEthernet@-/0 nas unset administratively down
anagementd-ga ‘I .35.223 '3 CONFIG up
1ISAVv-W-AUS#H shoWw run access '
s—-list :cess—list-inbound extended permit tcp any any eq wHwWW
list ce list—inbound extended permit tcp any any eq https
list ce list=inbound extended permit tcp any any eq ssh
list cess—list-inbound extended permit icmp any any

- MIEMNHEEPGT o E. RRER , MREFEBSASBBEPINEARE , AILAERARMKE
NEPGHY54-7 & BRI 5| BITE R E o

iy . S| || s iy P Vit
4l F
« &
o TR e
4 tertn F ot (P e B Fortemt e T e ey e wan g B D
4 &

B iceriace EFeE w-EPOA Cwaph! Temg wignbergr Ay Claereior

I xS Coighieif cider (e el S} Ciraph | -Terp-dionbrer BS54y ExConig

[ T R P EFeE w-EPOA Cwaph! Temg wignbergr Ay

[ QEEEE P P Craph) - Terp- dimtrer  Aldy Eammie

B Aocess R i E PO Caphi Temp awmive Al B ]

¥

. fEvCentert |, BB LR X FEPGE 2 B RS @S X BN ME :



Hardware |Onm|Rm:m|Pfoﬁﬁ|v5ervm|

I | "@—Lietwork adapter3

™ Show Al Devices Add... | Remove
Hardware Summary
] MR Memory 2048 MB
i cpPus 1
Video card Video card
g & WVMCI device Restrictad
@ SCSI controller 0 LSI Logic Parallel
@5 cD/DVD drive 1 [datastore4] ASAv-in-A...
@5 CcD/DVD drive 2 [datastore4] ASAv-in-A...
M| & Harddisk1 Virtual Disk
& Hard disk2 Virtual Disk
B8 Network adapter1 VM Network
r.-"ﬂ_et_wurk adapter2

Pod6-ALUMBRER |ASAV..~
Pod6-ALUMBRER|A

Network adapter4
Network adapter5
Network adapter 6
Network adapter 7
Network adapter 8
Network adapter9
Network adapter 10

VM Network
VM Network
VM Network
VM Network
VM Network
VM Network
VM Network

Device Status
¥ Connected
¥ Connect at power on

Adapter Type
Current adapter:

[00:50:56:89:CA:89

& Aut -

common |default|dient (DVS)
common |default juolivei (DVS)
common jdefault|web (DVS)

E1000

I "6 -ALUMBRER [ASAv-AVS-RoutedctxnonelntBD-alumbrer [Server

_;I-_m'_—'_l'—_

Acknowli

Int [M’

b |

EAREP , RB2EEPCRFRESIETER |
ZRERECMENEBERR. EAARKER

IEL2EEPGHNRTRINEMFRHVRFH |, Fit

B0 A B2 {HEPG 2 RIS 24 B FIiB IR S

, IE AT LARE (L —Lei 4k, LXﬁﬁEEPG%ﬂBDTEEEE@DGEEEE@é.%’J BB, REL4-LTHITHE

WIEREEEPGT,

I Quick Stan
4 Xk Tenam Pods-ALUMBRER
4 B appication Profiles
4 & AVS-AEP-VMM-alumbrer
4 I Application EPGs
4 ®) EPG AVS-EPGY
I Domains (Wis and Bare-Me
I swtic Bindings (Paths)
I Sumiic Bindings (Leaves)
I Contracts
M Static EndPoint
M Subnats

E ACTIONS =
+ Tonont Mama  Conract Name Contract Type E:‘:ﬂ?e; QoS Class Lanel Subject Labal
= Contract Type: Contract
Pod-ALUMBR... EPG240-EPG1 Provided Unspaciied
REREEESHNE , BUUERRERERCASAY , BREFinE AR EEFERE , 9 Hshow

access-listfEFE R IR

BRAMGPETR , RTBISEE,



ASAV-W-AUS#

ASAv-H-AUSH# show access-list

access—1ist cached ACL log flows: total B, denied B (deny-flow-mMax 4896)
alert-interval 388

hccess—1list access-list-inbound; 4 elements; name hash: BxchS5hdbc?

access—list access-list-inbound line 1 extended permit tcp any any eq WwHH (hitcn

=A) Bxc873a747

hccess—1ist access-list-inbound line 2 extended permit tcp any any eq https (hit

nt=A) Bx48bedbdd

access—list access-list-inbound line 3 extended permit tcp any any eq ssh (hitcn

t=4) BxbH32fd57a

wccess—list access-list-inbound line extended permit icmp any any (hitcnt=4) A

xedh5a75d

ASAv-H-AUSHE _

EREL , BRABBEEFR. @ARERVMUKRASAVITHE K IR

leaf2# show endpoint

Legend:

0 - peer-gttached H - vtep a - lecally-aged 5 - static

V - vpc-gttached p - peer-aged L - local

5 - static-arp

L femmsmmmsssmn=s fm=mmmmssmssmssn=s jo=mmmmssmmae== fmmmmmmmmmsn== *
MAC Address MAC Info/ Interface

Pod6-ALUMBRER ; VRF1-alumbrer
14/Podo-ALUMERER : VRF1-alumbrer vxlan-14778359 5897 . bdad . fabc
38 wiah-98 2858 . 5689 . FdaE
Pod6-ALUMBRER : VRF1-alumbrer vlan-98 192.168.10.10
e vian-94 Bd50 . 5689 . codg
Podo-ALUMBRER ;: VRF1-alumbrer vian-94 192.168.18.1
192.168.2.11
Vian-97 2858 . 5689 . 3fca
Pod6-ALUMBRER ; VRF2 wlan=-97 172.16.1.18
26 vlan-93 2858 . 5689, eFdd
Podb-ALUMBRER : VRF2 vian-93 B [ I |
overlay-1 18.8.184 .93 ¢
overlay-1 19.9.96.67 L
13 vxlan-16777209 0950.5677.18a5 H unspecified
overlay-1 vxlan-16777289 18.8.32.92 H
13 vlan-16777289 89959, 5660 . ddab H unspecified
overlay-1 vxlan-16777289 18.8.32.64 H

ethl/13
ethl/7

po4

ethl/7

po4

rFrrEAB e T4

R E R EIVEMAY R &R K& T .

ESX-1

~ # vemond show port vlan
LTL VSM Port Admin Link State Couse PC-LTL 5GID Type Vem Port
22 Ethl/S ur  uP FWD 1848 4 vmnicd
23 Ethl/ 6 UF UP FWD 1248 3 vmnics
>0 UPr UP FWD L 4 vmil
51 FWD 4 ASAv-in-AVS, ethl
4 ASAv-in-AV5. ethZ

a
52 1 FWD L]
1848 U  LUP FWD L




-~ # wemcmd show port vlan
LTL V5d Port Admin Link Couse PC-LTL 5GID ORG swvcpath Type Vem Port
24 Ethl/7 UuP UP 140 4] @ vmnico
59 upP up ; wvmkl
51 : Clientl-AVS.ethd

T ur P ; ; Serverl-AvS.ethd
le4d UF  UP

.._#l

&% , WRAEREPGH B REPGHPCERE , th J BUERFER BB A EHRA

4 A " ¥
E—N
4 I
e o
e [T var EEET el . -"f"- Toa
Conera ) e J
- __.J.':'ill'____.- B Iraperdas] "‘.\'-_-{f
] 1INk sl whordsse gk Irapanliad T
"
'y |
=
# I
B
A
im
- =3
- =0
: | _i_
i i T; E "r-l_ |l\-I
£ Ipry— ! |
'\:.'.-'\-Flf.-,_-/' apphad Unapasited L
- silianer S
im
im
|
]
4
im
+ I
|
0
[

default enabled

defoult enabled
14
14

MiEE : EPG PCTags/Sclassit T E#EEH. BiBL4-L7TRFEER/AZRINE FEPGHENEAS
A B IR AR TE —

Client to Serveri @A 1EE



clscofcisco-UbuntuClient:~5% 1TconTig
eth1 Link encap:Ethernet HWaddr 00:50:56:89:3f:ca
inet addr:172.16.1.10 Bcast:172.16.1.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:feB89:3fca/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:346596 errors:0 dropped:97 overruns:0 frame:0
TX packets:533034 errors:0 dropped:® overruns:® carrier:0
collisions:® txqueuelen:1000
RX bytes:33670388 (33.6 MB) TX bytes:42734068 (42.7 MB)

Link encap:Local Loopback

inet addr:127.6.6.1 Mask:255.6.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:170350 errors:0 dropped:® overruns:0 frame:0
TX packets:170350 errors:® dropped:0 overruns:® carrier:0
collisions:® txqueuelen:®

RX bytes:18739044 (18.7 MB) TX bytes:18739044 (18.7 MB)

cisco@cisco-UbuntuClient:~S ssh 192.168.10.10
cisco@192.168.10.10's password:
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic x86_64)

* Documentation: https://help.ubuntu.com/f

4Last login: Mon Feb 1 18:14:11 2016 from 172.16.1.10
cisco@cisco-UbuntuClient:~$ 5.




Leaf 101

D

N
S

Server

192.168.10.10/24

EPG1/VRF1
PC Tag 5476

SE RO AR

A EVTEPH# 1t

AVS
&

&

Client

172.16.1.10/24

EPG2/VRF2
PCTag 17

BERACHEAEPTREEBEEVLAN:

E1/7,

Leaf 102
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Attachable Access Entity Profile - AEP-AVS

M Quick Start

» I Swiich Policies m Operational Faults History
» I Module Policies
odule Policie ACTIONS v

» I Interface Polic
4 M Global Policies Properties
4 I Attachable Access Entity Profiles Name: AEP-AVS
E AEP-AVS 8sm\mlm:
El Aer_Dvs
El Laout-Nakz-alumbrer T Enable Infrastructure VLAN: [ ?
[ Lsouma-aer Domains (VMM, Physical or External)
1 |, defaul Associated to Interfaces: +
» [ QOS Class Policies © Name sete
» B DHCP Relay Policies AVS (Vmm-VMware) formed

L L, MCP Instance Policy default

T. \ EP Loop Protection Policy

L Error Disabled Recovery Policy
L Rogue EP Control Policy

» I Monitoring Policies

» I Troubleshoot Policies VSwitch Policies
» M Pools Port Channel Policy: select 2 value - @
» I Physical and External Domains LLDP Policy: select a value - @
CDP Policy: CDP_ON - @
STP Policy: select a value - @
Firewall Policy: select a value - @

X WA
BEVEMIRA R T ERY X BREZNESXi VMWare R .

~ # vem version

Running esx version -1746974 x86_64

VEM Version: 5.2.1.3.1.10.0-3.2.1

OpFlex SDK Version: 1.2(11)

System Version: VMware ESXi 5.5.0 Releasebuild-1746974
ESX Version Update Level: 0

VEMAIZTHE RGBT iR A

- Check VEM status
vem status

- Try reloading or restating the VEM at the host:
vem reload
vem restart

- Check if there’s connectivity towards the Fabric. You can try pinging 10.0.0.30 which is
(infra:default) with 10.0.0.30 (shared address, for both Leafs)

~ # vmkping -I vmkl 10.0.0.30
PING 10.0.0.30 (10.0.0.30): 56 data bytes

--- 10.0.0.30 ping statistics ---
3 packets transmitted, 0 packets received, 100% packet loss

If ping fails, check:

- Check OpFlex status - The DPA (DataPathAgent) handles all the control traffic between AVS and
APIC (talks to the immediate Leaf switch that is connecting to) using OpFlex (opflex
client/agent) .

All EPG communication will go thru this opflex connection. ~ # vemcmd show opflex Status: 0
(Discovering) ChannelO: 0 (Discovering), Channell: 0 (Discovering) Dvs name: comp/prov-
VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129 Remote IP: 10.0.0.30 Port: 8000 Infra vlan: 3967
FTEP IP: 10.0.0.32 Switching Mode: unknown Encap Type: unknown NS GIPO: 0.0.0.0 you can also
check the status of the vmnics at the host level: ~ # esxcfg-vmknic -1 Interface Port
Group/DVPort IP Family IP Address Netmask Broadcast MAC Address MTU TSO MSS Enabled Type vmk0



Management Network IPv4 10.201.35.219 255.255.255.0 10.201.35.255 ed:aa:5d:ad:06:3e 1500 65535
true STATIC vmk(0 Management Network IPv6 fe80::ebaa:5dff:fead:63e 64 ed:aa:5d:ad:06:3e 1500
65535 true STATIC, PREFERRED vmkl 160 IPv4 10.0.32.65 255.255.0.0 10.0.255.255 00:50:56:6b:ca:25
1500 65535 true STATIC vmkl 160 IPv6 fe80::250:56ff:febb:ca25 64 00:50:56:6b:ca:25 1500 65535
true STATIC, PREFERRED ~ # - Also on the host, verify if DHCP requests are sent back and forth:
~ # tcpdump-uw -1 vmkl tcpdump-uw: verbose output suppressed, use -v or -vv for full protocol
decode listening on vmkl, link-type EN10OMB (Ethernet), capture size 96 bytes 12:46:08.818776 IP
truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHCP, Request
from 00:50:56:6b:ca:25 (oul Unknown), length 300 12:46:13.002342 IP truncated-ip - 246 bytes
missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHCP, Request from 00:50:56:6b:ca:25
(ouil Unknown), length 300 12:46:21.002532 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc >
255.255.255.255 . bootps: BOOTP/DHCP, Request from 00:50:56:6b:ca:25 (oul Unknown), length 300
12:46:30.002753 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps:
BOOTP/DHCP, Request from 00:50:56:6b:ca:25 (ouil Unknown), length 300

LR, ATLEESXiTMAMRE BN X IREMBEATEER TE, AUERERREL LRI D
TURERSEREE,

leaf2# show cdp ne

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute
Device-ID Local Intrfce Hldtme Capability Platform Port ID
AVS:localhost.localdomainmain
Ethl/5 169 S I s VMware ESXi vmnic4
AVS:localhost.localdomainmain
Ethl/6 169 S I s VMware ESXi vmnich
N3K-2 (FOC1938R02L)
Ethl/13 166 RSISs N3K-C3172PQ-1 Ethl/13

leaf2# show port-c sum
Flags: D - Down P - Up in port-channel (members)
Individual H - Hot-standby (LACP only)

r

H
!

s - Suspended - Module-removed
S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
F

- Configuration failed

Group Port- Type Protocol Member Ports
Channel
5 Pob5 (SU) Eth LACP Ethl/5(P) Ethl/6(P)

EIBPoSERMESXiHERA 7 2{HE

leaf2# show vlan extended

VLAN Name Status Ports

13 infra:default active Ethl/1, Ethl/20

19 - active Ethl/13

22 mgmt : inb active Ethl/1

26 - active Ethl/5, Ethl/6, Pob5
27 - active Ethl/1

28 ] active Ethl/5, Ethl/6, Po5

36 common : pod6_BD active Ethl/5, Ethl/6, Po5



VLAN Type Vlan-mode Encap

13 enet CE vxlan-16777209, vlan-3967
19 enet CE vxlan-14680064, vlan-150
22 enet CE vxlan-16383902

26 enet CE vxlan-15531929, vlan-200
27 enet CE vlian-11

28 enet CE vlian-14

36 enet CE vxlan-15662984

R EENEEPALAEE , Infra VianFTAFFEIR , bt BB IEEESXiE#MAY £ 1THEK IR (1/5-6).
ERREAPICLEE 7 N HE RIS R IR B B 8555,
BEWE :
Access Policies > Interface Policies > Profiles Access Policies > Switch Policies > Profiles
EEBERT , NHEEEREFIEIZMWAEP ( ARDVSHEAEP ) , ITEFR :

Access Port Policy Group - AVS-102_1-ports-7_PolGrp

Properties

Nams: AVS-102_1-ports-T_Poltp

Dascription:

Labet-

Link Lzl Policy:
COP Paolicy:

MCP Palicy

LLOR Policy:

STP Interface Policy
Storm Control Interface Policy:
L2 Interface Policy:
Monitaring Policy:
Anached Entity ProShe:
Connactiity Filters:

1GigAutn - @
£0P_ON - @
SaC] B valug -

LLBP_ON - @

AFhC] B valud -

sefect a value -

S b valua -

selecl a valug -

AEP_CVS -

Swetch |0 Iripeipns

[i ] %
=

ACTIONS =

SHE'.'IWUEEGLI SUBMIT l CLOSE |

AAVSEEEIEBAAEPE , RAERMAUNEFIBBRE LA IEMRUnlinks ( ##BRIERE ) AT AF FlInfra
Vlan:

leaf2# show vlan extended

Status

VLAN Name

13 infra:default
19 --

22 mgmt : inb

26 --

27 --

28 ::

36 common : pod6_BD

active

active
active
active
active
active
active

VLAN Type Vlan-mode Encap

Ethl/1,
Ethl1/20,
Ethl/13
Ethl/1
Ethl/5,
Ethl/1
Ethl/5,
Ethl/5,

vxlan-16777209, vlan-3967
vxlan-14680064, vlan-150
vxlan-16383902

Ethl/5,

Po5

Ethl/6,

Ethl/6,
Ethl/6,

Ethl/6,

Po5

Po5
Po5



26 enet CE vxlan-15531929, vlan-200

27 enet CE vlian-11
28 enet CE vlian-14
36 enet CE vxlan-15662984

and Opflex connection is restablised after restarting the VEM module:

~ # vem restart

stopDpa

VEM SwISCSI PID is

Warn: DPA running host/vim/vimuser/cisco/vem/vemdpa.213997
Warn: DPA running host/vim/vimuser/cisco/vem/vemdpa.213997
watchdog-vemdpa: Terminating watchdog process with PID 213974

~ # vemcmd show opflex

Status: 0 (Discovering)

Channel(O: 14 (Connection attempt), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129
Remote IP: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: unknown

Encap Type: unknown

NS GIPO: 0.0.0.0

~ # vemcmd show opflex

Status: 12 (Active)

ChannelO: 12 (Active), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129
Remote IP: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: LS

Encap Type: unknown

NS GIPO: 0.0.0.0
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