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Class ID Il_
haximmum Downstream Rate (hps) 3000000
hMaximum Upstream Rate (bps) 512000
Upstream Channel Priority I_
Guaranteed Minimum Upstream Rate (hps) l
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3000000 @ 512000
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#Cisco CMTS L , AJBAfE Fishow cable modem & & #4R BRI AR E B IRE, ERAERREM
HMBIE# T REE HREERE,
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BIRER M@ Cisco CMTSEME , i AR LiRE, BERERMTEZZTMIRE , 888 Cisco
CMTSZHEIRBIEI B, W  EEFHBEACMTSZBEENERRERNE, MREEH
BREARFIIRE , Y AREATEHRERNEMRE | RIBBREREREREL.

#2_L(pk)

online(pk)ik K5 T 845 8 EHEAE H B Cisco CMTS I SRS | tEASMINBSM(KEK). &
EREBRENMCESEAERBANRE  YHEKWIGTHEREBIANE R, KEKREAR
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BEENERREMARNE , HAMKRGEHERRENZN SR/, BE , online(pk) &R
online(pt).

48 (pk)

HARERTERERRIBEKEKNER S AR, HBERERLRENRE RFRERCisco CMTSE
FREBEHSORE K SEHBESORIRN.

online(pt)


//www.cisco.com/en/US/docs/ios/cable/command/reference/cbl_16_show_cable_m_to_show_cable_u.html#wp1528514
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BB EACisco CMTS2 B ERIARE, WK  ERIEIL W ETEFEF , KitkECisco CMTSH
ERFBMCBEEINFERAEEREEME,

reject(pt)
AR RE R RB AR E B L X Zh BECisco CMTSRS TEK,

HEdshow cable modem@ THYBHIRA] , F2EAUTRR , R TERNEERREEEENEE
REEM BEBUIBRH,

CHNT3# show cable modem

Interface Prim Cnline Timing Rec o2 CPE IP address MAC address
3id State Dffset Power

Cakble3/0/U1 1 online{pt) 2205 o.75 7 o 10,1.1.40 oo0z20,.4001. 5370

Cable3/0 /01 2 online{pk) ZZ13 o.50 & 0 10.1.1.33 Q0E0.7366. 1fKH9

Cakble3/0/U0 3 online{pt) =735 o.00 5 o 10,1.1.24 0002 ., £dfa.0a35

Cakble3/0/U1 4 rejecti{pk) =735 1.00 5 o 10,1.1.30 0001.9659. 4447
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cable privacy kek life-time 300-6048000 seconds
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cable privacy kek grace-time 60-1800 seconds
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cable privacy tek life-time <180-604800 seconds>
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TTEEEBEBRISTHHE,

FEERIERT , KB Fcable privacy mandatoryin o

cable privacy authenticate-modem

ANEHSHEERRZLHNEBEHT - EBEANRE. EBEERMECisco CMTSRHKEKE

, BRI E S H 6L sTAEMACHL L 7 5 fim 5% 49 5F 48 E FA B % 2 Cisco CMTS, EL 5| B LA A EER
BEBBEERENERE BB/ RBHES, Cisco CMTSEMCisco I0OSER. BEMETIR(AAA) RS R
TRLERE, SORFBAMNEBEHBETATHE., U THERAERRELENERENBTS

e THRE,

X AR TIEEFERAAARYE , Rt ZEERRESRAAAEER/NOGEE  RRTJESEES
REBEAFEECisco CMTSHIBED .

UTRITHBRESNREN G EN —LERER, £ELERELP  FZERRCOARESER
BE, HEENeE _EMH/ VEMACHIRFEFERERR  TEREFIIRAFEER, FIEX
, —EBIRHE 7 5 SREA B IERE,

LT 889 R PlCisco CMTSEC B A A it B B BRI EH S EEEBIRRETH HRE.

aaa new node

aaa authentication login cnms |ocal

aaa authentication login default |ine

|

user nane 009096073831 password 0 009096073831
user nane 0050734eb419 password 0 FAA0317Q06Q
user nane 000196594447 password O **BAD NUMBER**
user nane 002040015370 password 0 03410390200001835252
!

interface Cable 3/0

cabl e privacy authenti cat e- nndem

!

line vty 0 4

password ci sco
5 —EREERN G EREMASFRADIUSHERSR. AT 246 A INEBRADIUS A AR 25 58 3 & BHEAY
E8 4 Cisco CMTS#E RE & 5l



aaa new nodel

aaa authentication login default |ine

aaa authentication login cms group radius
!

interface Cable 3/0

cabl e privacy authenticate-npbdem

radi us-server host 172.17.110.132 key ci sco

!
line vty 0 4

password ci sco
THR—ETRFRADIUSEAEERERER , HF ISR LERAAM S M BREN ROIMEEKEF
o EAERRBIAZHENZENRADIUSARFAEREFEAESOREFETANERE,

# Sanpl e RADI US server users file.

# Joe Bl ogg's Cable Modem

009096073831 Password = "009096073831"

Servi ce-Type = Franed

# Jane Smith's Cable Mbdem

0050734EB419 Password = "FAA0317Q06Q"

Servi ce-Type = Franed

# John Brown's Cabl e Mbdem

000196594477 Password = "**BAD NUVBER**"

Servi ce-Type = Franed

# Jim Bl ack' s Cabl e Mbdem

002040015370 Password = "03410390200001835252"



Servi ce- Type = Franed
DT RESEH LRE—EREBEHIH Cisco CMTS L#1THshow cable modemis T EI i, BE2EFZ
, EARINEAKSHBRBERED, RFIEEFERNRBAEREBTANEBIRBEEASEA
reject(pk)AR&E |, I H NERIFHHE,

CMT=S# show cable modem
Interface Prim Online Timing Rec o3 CPE IP address MAC addre=ss
3id State Off=set Power

Cakhle3/0/00 17 online 2810 o.00 & ] 10.1.1.11 0001.9659.43fd
Cakble3/0/U1 18 online (pt) 2739 o.oo 5 ] 10.1.1.2%9 o050.734e.b415
Cakble3/0/00 19 offline 2815 o.oo0 2 ] 10.1.1.52 0001.9659. 4461
Cakble3/0/00 20 reject (pk)] 2810 -0.%5 5 a 10.1.1.30 o0ol1.9659. 4447
Cakble3/0/01 21 online(pt)] Z212 a.75s 7 ] 10.1.1.40 o0Z20.4001.5370
Cakhle3/0 /U0 22 online (pt)] 2806 o.oo 5 ] 10.1.1.44 ooS0.9e07.35831

SIDA1THBBEHESHRIENETRAMRE , BReABE K KAEDOCSISKEERERARBTE
e EIREB .

BEASID 18, 21 M2 BiRMAEEE K RATMHERSOREERETIERKE

SIDA1IMNBIRMELEE RACHKTeHEAEREN , EXBEHNSORIERETREK
H. WEIBMEIEEERreject(pk)ikiE , RAESHBIF XK.

SIDA20W BB ME LB K RABESODRIEREPR —ERE E£RALLBIEHIMACHLL | B
MHENFSISRTER, BT, LEEBER reject(pk)REE | {BAS7E 1R 52 FF ) 4 L B BHAR AR RE

ERBRSORERNE , @ Cisco CMTS B F#E#H# —Min A TITHEE.

%UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem 0001.9659.4461

ARBRBEHIBREUSHBEETRRER , Y ESVARBRABRR, AR EEABRRIESE
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XX BRI EEE F # Acable privacy authenticate-modem s+ 58 BE L 5k 32 A2 #Y T 18 205 448 5 4t
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HAREIRBPIREN S

show interface cable X/0 privacy [kek | tek] — Lbas = F A B8 REEKEK= TEKRE B AV 5T B85 , 10
CMTSH E LR ERFTEFES

AT 2t as = 8 R Bilda

CMIS# show interface cable 4/0 privacy kek
Configured KEK |ifetinme val ue = 604800

Configured KEK grace time value = 600



CMIS# show interface cable 4/0 privacy tek
Configured TEK lifetinme value = 60480

Configured TEK grace tine value = 600

show interface cable X/0 privacy statistic — ltEEH TS AT ARBEERSEEBNE LEAERER
HSIDEEMFETE R,

AT Bt an o 89 R BlEm

CMIS# show interface cable 4/0 privacy statistic

CM key Chain Count : 12
CM Uni cast key Chain Count : 12

CM Mucast key Chain Count : 3

debug cable privacy — ltir TRUAEREBANTAR. MALWTR K SEREEREBAREE N
EREANEHNE  FHEASEREEHEL, i SE7EF HAdebug cable interface cable X/0Z
debug cable mac-address mac-address @+ Z B2 4EF

debug cable bpiatp — Lttir SRR ERBFANFER. BALGSE , 8ECisco CMTSEIEEW
ERRIAEER ST EEN T RAEMFIER, Lt EEMEAdebug cable interface cable
X/0=fdebug cable mac-address mac-address @ 2 Bl 2 EF

debug cable keyman — i TRUAEREASREENAS. MALKT SR , SETERELS
WERMNFFMEN.

BERRBPI# B

MREREE T AP | MBI (pt).
MRBBEERBERET T RBE(pt) , AEESREUT=ZEERZ—
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BEDOCSISE EEREFEEI BB RFEREEERPRERA TBPL,

HERMENBMARENE _ARETREEREBER EESSHBHREBPI, EF—MoiE , REEE
BB EAREE R Honline(pt).
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BB RFHTARAS

MR BB T RIER (pRE , RERR,
BB Areject(pk)REEM & I BB R X R EE BB 5 175 7 2 #&& 2 A cable privacy authenticate-

modem@r T RU , BEAAAELERRR . MEIFENBIREMNF IR Mmactbut RS E EfM@A 514
REERE , URE[ANBRADIUSARFRE B EETER., SR UAERARERFRGT
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