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CMIs# show i nterface cable 3/0 nmodem O

SID Priv bits Type State | P address met hod MAC address

1 00 host unknown 192.168.1.77 static 000C.422c.54d40
1 00 nodem up 10.1.1.30 dhcp 0001. 9659. 4447
2 00 host unknown 192.168.1.90 dhcp 00al.52¢9.75ad

2 00 modem  up 10.1.1.44  dhep 0090. 9607. 3831
AE ARG SREREN , A TEER4ETR , Y BTRARBEMBEMRAR Cisco IOS®HEE H
e o

E LT RBIF | 1Pt £192.168.1. 900 E#KY 57551515 Hdhep, ERKEFCMTSEIBEREEH
B2 R R A BRI DHCP A AR 25 < MR DHCPE I A At 44

HIH T IP# st A192.168.1. 77 TN FRES %, EEWRECMTSRE T LBIBLILEEEDHCPA AR
B EMDHCPERE ML F#, MKk , CMTSEABRRBNLFTHNEMAERNIPRE, HHE
AEERWebBIE, EFEHHH "pings EXRE,

192.168. 1. 77l FEERE 7 FREIPH#i , (B RZXEWEFR LI TDHCPEA , ERCMTSH &
BZEHURCEFNRE , BhEFEEXER,

CPEEHEEY HCMTSHCPER B E R IR AR DHCP MRS 2 MR DHCPER F INERN B
B3, A, CUTSATLMERERBCPERENHMIPRE , UHEEWLCPE IPAIMAC 1t B H HiE
BIRER,

Cable Source-Verifyfin %

BEREEREE N EaScable source-verify [dheplo M@ ECMTSEFACPEE R ERFECMTSHE
EENELEBERNIPERSTNENMY , LAFCMTSHE RETEBRELERIMWBEERE,



THHNREBE R TAERNE LERNIPERSEAFFBIBCMTS Z il LA RBHFEINEE,

CIWTS recerres an
IF or ARF frame on
an upstrearn
mmterface.

Source IP = The Source [P address of the [P packet

ot the requesting IP address of an LBF packet.

Source Int = The Cable interface this Frame was

heard on.

Source MAC =The Source MAC address of the packet.
Source SID =The SID representing the Cable Modem
that this packet carne frorm.

Let the packet through
for farther processing.

Iz cabhle-source
verify actreated on
Source Ini?

I there an entry m
the CPE database that
coresponds to
Source TP

TR 1
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Iz the Cable Iodern thas packet
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TE M2
ERALERATURBMERTFin , YERATHERNESIPHINERBIRH.

T2 — EEEAEIPiuEER — 68 i R 6E R BV IP 1t

S—EIEAR , EAESEREANIPHIFEIEEEPC , MPCEBREACPEMUEE, F
RASEFEE PR ARNREPE. BEREFEFBAEERDE 7Y,

ETRUEEENEERE FCA AR H TFNERD R R AR I IESIPHE I YRIDHCPHE
. CPEERESTRIPHiUYEBRABREFCHEEBBHERE. B2 , TRRRASEEF
B, S EERAEEEZEENARPRERFY , BT —REEMRIPHUYNEEMEE  MEHE
FCy AR ifro

B |, 55 —{E R t ] LUBIB B B cable source-verify R &R, & B Ekcable source-verifyls , &
BRDHCPEK P W EFMERAERNCPEEHEMRE Te HEBINIPREFER, REX
P33t B9 53 —DHCPE S IP#E it ICMTSHE B EWARPIRE F BBV IR B ., EFEARNRK
InE & R IHEBIEEIPH U ADHCPIEY , REBEF ST LB OCMTSEBERLY AR AHIPibit B
REMERE,

{§ F cable source-verify dhcp T LA R 55 — B IEE A E A E R ERANIPH U RE, BBEL
WS REHEdheps| B , CMTSH LAEIB EDHCPRRES 2 H — BB ALEASEQUERY WY 43 Bk 2 B
WDHCPHEE , KRBT EENSEHRIPHUNERM, FSRAEES.



Source_|P withing network
numbers configured on cable
interface ?
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s the next hop IP Address
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@—YES

Is Cable source-verify
DHCF enabled on
Source Int

Ves ls source IP
poone
TES
l Drop the
packet
Drop the packet
send DHCP Response Do not forward
LEASEQUERY | | » received fram Mo——m any packets
message to HCP Server ? frorn this CPE
DHCP server
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FPopulates
update CPE
Database with
results of
LEASEQLERY
reply, if results
match then
forward further
packets from
CPE
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interface cable 3/0

ip verify unicast reverse-path

ip address 10.1.1.1 255.255.255.0

ip address 24.1.1.1 255.255.255.0 secondary

cabl e source-verify
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ip route 24.2.2.0 255.255.255.0 24.1.1.2

Note: This configuration shows only what is
rel evant for this exanple
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Ilodera that thas
packet carme frorm

registered with the
CWITS?

Yes

Has this modetn been
corrnatded to densy
netwrork access to CPE
devices? That is, 15 the
todern in the
onhline(d) state?

I thas packet a DHCP
Eequest, a Time of
Day Request, part of a
TFTP transfer or an
ICMP packet?

( Dirop the packet. )

Ves

[ there already an
entry i the CPE
database that

Fopulate the CPE
Mo database with a new entry
—®  comesponding with

cnsnespl:unt&s":':' Source IP, Source SID,
ource I Source MAC and
Source_Int.

Let the packet through
for further processing. /‘
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nrecmd -U admin -P changeme -C 127.0.0.1 dhcp enable save-relay-agent-data
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