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& 1: HlFE P B9 VLAN 532151

Scenario 1 (recommended)

Port-channeli

FXOS 22

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 2 (not recommended, worse performance)

Port-channeli
Data-sharing

FXO0s
Application

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 211 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 3 (recommended, but lacks EtherChannel redundancy)

Etherneti/1 Etherneti/2 Ethernet1/3
Data Data Data

FX0s
Application ‘ | ‘

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
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HT T R WA P, AR HUAR 55 51 2 T n] et DS UL C PR 5 2L o
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CNNE IR AR
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Frtt kR s, NUARIE4EP HF VLAN T 0% KK VLAN 415%. &&Z 0 LAz 500 /> VLAN T
B,

T 2 ) FL 4 1 3 BC A BT B
Max. 10 shared interfaces per instance
Ethin1 12 13 14 115 16 1/7 1/8 19 110

| Max. 14 instances
B per shared interface

Instance 1

TIPS R R AT R, I ERATREAD I . M, ST DI AN e 2 AN B 1 A
% 500 1~ VLAN T, SRIGAERLS S 2 (A4 VLAN.

ST I, U5 F AT Ak A v 8 U PO MU TR T 2 £ S B
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Best
Port-channelt
Data
Subint. group 1
Data-sharing
VLAN 2-4
Subint. group 1 Subint. group 1 Subint. group 1
VLAN 2-4 VLAN 2-4 VLAN 2-4
Instance 1 Instance 2 Instance 3

R A —dH A O, WS SRS R R CEZ VLANZD . i,
55zl 1. 2 f13 (—A VLAN 20) 3:7 Port-Channell.2, 3 Fl 4 T A& 55241 1 f1 2 43 =
Port-Channell.2 F1 3, [N 55245 3 (P54 VLAN 41) F£= Port-Channell.3 1 4.,

B 3 RIF: — MR EHZZANTFEROS

Good (uses more resources)

Port-channel
Data

Data-sharing
VLAN 2-4

Subint. group 1 Subint. group 1 Subint. group 2
VLAN 2-3 VLAN 2-3 VLAN 3-4
Instance 1 Instance 2 Instance 3

2. M- BRI TN

i, H:= Port-Channell.2. Port-Channel2.3 £ Port-Channel3.4 [fj /s & Port-Channel2. Port-Channel4
F Port-Channeld . S ARIXFPE H 7775 I RCRAR T = R — A _E 7810, (H45 0 F]H VLAN
2.
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Fair
Port-channeld Port-channel2 Port-channel3
Data Data Data
Data-sharing

VLAN 2 Data-sharing Data-sharing
— VLAN 3 VLAN 4

Instance 1 Instance 2 Instance 3

3. - ILERAAEO (WHEL EtherChannel)
MW EAEH M kR A H R Z

B 5&E: HEXEO

Worst
Etherneti/ Ethernet1/2 Ethernet1/3
Data-sharing Data-sharing Data-sharing
Instance 1 Instance 2 Instance 3
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73 MAC 34850 $ 2 TR B 5 5

N BN ILEEAN R L AN . RS C AL i 2 B 0 R B I MAC Hidik, Ry
A A N Ve M 1 N O

[ 6: £ MAC il = OITHIRE 2 %

Internet

Packet Destination:
209.165.201.1 via MAC A20C.F142.4CDC

| eth1/1 (Shared Interface)

‘ Classifier |

MAC A20C.F142.4CDB \ MAC A20C.F142.4CDC

MAC A20C.F142.4CDA
Instance A ;@_

Instance B Instance C

\/
eth1/2.1 ‘ eth1/2.3
! Inside L ' Inside - | Inside L
[ CustomerA ( CustomerB (*"Customer C
€ _ . > »
Host Host Host
209.165.202.129 209.165.200.225 209.165.201.1

RERNABMLERENTE

THERG SN PR A A SR INEL 73S, BIMEHOR B R4 . R IE s 7524610 C AR S 1
(NG o] FLIR I o PR T AR AR R A B 2 949 C (R LUK 11 1/2.3, DRI 43 28 28 20 0t A 43 e
54 C.
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(" Internet
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Classifier
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Inside — Inside ~ i Inside
Customer A KCustomerB A | CustomerC

-

Host Host Host
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Classifier
eth1/1.2
T
eth1/1.1 [~ eth1/1.3
Instance B Instance C

Instance A

eth1/21 eth1/2.2 eth1/2.3 Y

~ Inside ~ /' Inside -, —~ Inside !
( CustomerA) Customer B ( CustomerC \

- e

Host Host Host
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Instance B

Instance A

Instance C -

eth1/2
~ Inside -~~~ Inside -, — Inside
(" CustomerA  ( CustomerB Y [ CustomerC
A 4 _J
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( Internet
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eth1/1.2
Outside

Gateway
Instance

Inside

eth1/1.1
(Shared Interface)

Outside

eth1/2.43

Inside Inside

AR U B R YRR ZORse ] (REAIE S D o BRI HAA T RS ER A G, MAC
Mol w] e BN BB I EUP T, NSOy W S SN A B 51 A P ME— 3 1, A A B AT HepL
FES) 2 [ i

%

HA % LHIERE
AT 72 1 LT B 1 B T IS A B X =AM S B R 1

B - P SEBIAHUR A T A B O FEREAN S (RIBURD b i DA R
PR 25 EE— 1P Mk

© W - BRI ] TS 1 B TR D (Bl . it EtherChannel €045 95~ J7 JE LUK
P e RS DAL AL R 26

* HNER - BITAT SEBIHAL Y o L1 EAE 2 100 CEia 23D o b EtherChannel €45 PN 1 JE LUK
W o FEREAS NI, 1285 AT [R)— SRR 0 2% L (R — TP 3t hik

{$5 F3 Cisco Secure Firewall 3100 f9% S8
[ 2 | |



| 3¢ Cisco Secure Firewall 31001 % Sl
szt a s mac itk

o WD) - REAS S ERAT v 1 E 3 BRI (BESRAY) . BE EtherChannel GG AN 7
IR o AT 4 AL T ST R M 46

11: R & SLIERE

| Inside1 ) | Inside3 | Failover 1 ) . Failover3 )
. Inside2 ) | Failover 2 )
| Management { Outside
R _ AN 4
po1.101 po1.102 po1.103 po3.201 p03.202 p03.203
Data-sharing
mgmt poi po2 po3
two 10gig ifcs two 10gig ifcs two 10gig ifcs
Chassis Backplane
mgmt mgmt
Instance A memm=m= )03.20 1 Instance B _n_,_r_h_ po3.202 Instance C E=m=== P03.203
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JH connect fxos, #XJ5ilid show module &5 F MAC Huhibith. 44401, 405 5 7R 1 iE FH TR 11 MAC
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A24D.00zz.zzzz
X+ THTZ% 1009 (03F1), MAC ik
A2F1.03zz.zzzz

ZRBITheErIERE BREE
TR G B RTFE & GEREL. VPN SIRHD &0 TSI W AERT CPUAE G Bl (U BoR
7 show resourceusage ) o WHRAF AN S2E],  FEZAR H5 2 fio 25 SE1 ) CPU %0 H 4 LR VHE
ki, B, A EA 50% O SER], WAV TR 50% et thah, YRR
R 2 DT Ay 85 1 O 285 1) B Al B 2, (EL S8 ] g A ek 8 P BT 1 FH AT FH I ik

ARV B IR U, 15 2 i https://www.cisco.com/c/en/us/products/collateral/security/
firewalls/white-paper-c11-744750.html.
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1, SR LRI 104 iy ] FHPERT o 0 AT BUAE sy m] P S B AE FROPLAR BB BN SE] . A7 R PR
R, HS 9B BSR4 5 14 0L,

)

AR ORNSCRRREE.

S5 B9 AT E
PR VFATIEBHLHUR AT, ARSI 5 & DUR PR -
o SERRAR VFRTUEARE D — DR I ILAE, R —
* DIREVFrTIEZS L BB S Bs ERE M HUEREAS DURE R BE AT — N VFRTiES
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RLSMESHEARTHEOBMFZRRE
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Cisco Secure Firewall 3110 3 22
Cisco Secure Firewall 3120 5 30
Cisco Secure Firewall 3130 7 46
Cisco Secure Firewall 3140 10 62
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o AE TR HLAR L.
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o« ST, ASCRELL R T)RE:
* TLS 0% g
o HERE
* FFUL UCAPL/CC B,
o BURECFRIBHR R R

* APl CDO AN 45 BE ALy XPHUATREAT LB B, AN SO I Al F5 28 A B 0 XS AL
FEREAT B 3 T B . H2,  #850T LUKy CDO HT 1R S0 78 I B A3t 3 F 7 Bt

EIER®
o ANSCEFHTHIAE BB 0 HReAd 4 04 B 1
o B0 DHCP S+t

VLAN F#%0
o ARSCRT IR HLAT VLAN 782100 R0 n LR S 4 B ) s 2 1
o WK A L P B S, B VR UL R PRI (AF VLAND Wit BRAFRAREIL S R ARid

Wi, AT R AHE .

o TR DE SR B S A

* I Z [ LLAI#E 500 4~ VLAN ID.

« AR TR T BRI E BB A

o QRO RE R TR RS B, WS 1 R IR AT R VLB T R A R S B I
AFRE L T4 DRI R e R B, TR SE LS A B 4 1

EtherChannel

i Z 0 LUR & 48 AN EtherChannel, 24P LI AP &,

* EtherChannel 5 % 7] LLH 8 M EH#E A,

* EtherChannel ' [ T A3 82 1A 20 B AT AH [ A R U RE FE AR 5. A B2 ] DL RJ-45 51 SFP;
T PUR A AN FRA GHRZEFYEET) 1) SFP. FRARF I E v 4 SFP, 75 IS G i ¢
BN NS W E RGOS E (Fa 1GB A 10GB £ 11) {EIX PG T, £
] DR R i O A, IR e A T .

* WA SCHRA VLAN #x1d ) LACPDU. @ 14§ H JRL 10S vian dot1Q tag native fir 4 74 AH 4R

AL A VLAN ARid, WINEK & E3F E48c i LACPDU. 145 W2 FIAHAR A Bl L
(A HE VLAN Frid.

o TR T 15.1(1)S2 B LR 1OS AT hA T, HIAEAS S HFFKs EtherChannel 1G4 28 LR o 7EBR
WSHHLEEE R, W R oS HIAH EtherChannel, 24 3B B G I, B BIHART
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#HHLH) EtherChannel AN231E% TAE. S mElie Ak, 144 stack-mac persistent timer fir & &
NSRRI, DL REEHINEN ] B, 8/aehok ICBREr0. sk, %l LA 3E
TS E A B LKA RRCAS, 640 15.1(1)S2.

HIE£ZEND
AR L2 14 A6 B, Ear D LUK EE I 1/1 4 s2 ] 1 25249 14,

FANSERI B E 10 AN RO, B, 8T DO DOK ML T 1/1.1 2 PUKM D 1/1.10 43t 425
1 1,

\

&

=

Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
per shared interface

Instance 1

o AFEEG A B = ORGE W s 2 1
o DL S BRI R CURI IR s sl 4 1
o AR R I DT TR S R B

ZXIA MAC it

* T B2 O H MAC i ELH —/ MAC ik, %P0, and s TS0 S MAC Hy
HE, AR ME— MAC Ml T R— 2 0 FRBTE T, AIEI R 2R IE M. 355 52
WlE 1 Hsl MAC Huhk , 25 13 7.
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e & 3245
TENCE SEW 2 |/, WA E A 2 9, B Ims &gy, JSFRENAED,. BIETLLe
EXHFEEE

B R % LR

ST EAE R TR B BRI CLL, LU 2 Se Aot MEBBERR, 7T LUK LR N ) 4% 5
b,

N

AR BRI DR Bl 1 RIEEE] SSH,  (HIRA T WU PP 65 i I RGE S 2 I WT i #E . R
Ll & s

S ERBIPUEE T G5 .
P & o 134 2 FXOS CLI.
F1B2 () 4 admin FI# S Adminl23 &5k,
SRS SKFXOSH, RGP 8 T U i
AR WO, HEORANE, A AR A LUK R S B . A OCE IS
FEIFIME B, 152 FXOS Wbk 46 o

-

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkkk

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

PR3 M AECURT R A B A SR I RB O AR, mT DLAR S AT BERE e DL 4k
L CRE B

show system detail

{$5 F3 Cisco Secure Firewall 3100 f9% S8
[ 18 | |


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

| 3¢ Cisco Secure Firewall 31001 % Sl

rRszes [

TP

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address: ::
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

R P CLL
connect ftd

T

firepower# connect ftd
>

HUCESRBPIEN, RESPRERR BV (BULA). )5, REUHEE7R CLI
FIA .

VO IS PO VRIS T B O TP AN . (R, IR 2 IR, DR B R %

o
o« IR CIEYIIR G SR 1 ED
* DNS JiR%5 %%
* R

B AE 2 eI R Ay A rh R P MUl R OC . B o 2 eI S, AT LLEE FXOS CLI H 8
MO HEE . 1ES 0 7E FXOS CLI 1 MR 4 B, 45 58 T,

JAH 2t wENME IS O wRE, RN E RO BT L] 1Pv4 FI/EL IPve FiS S
bbs ASCFEDHCP. A2 )G, REMFOREIERACEHERHZ. MIANERASE (&HAE) .
RGN FH A5, AT OB TS BRI S, (HAEAE fir 4 b B0 A B 4% 1 ERN A B D3 R
b HUFE EHLA BE N “firepower-model” .

|Pv4:

configure multi-instance network ipv4 ip_address network_mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

| Pv6:

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip_address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

W2 LA manager 4144

{# A Cisco Secure Firewall 3100 9% SZ{5Es .
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B sssommEmme gms

* {hostname | ipv4_address| DONTRESOLVE}—Specifies either the FQDN or IP address of the %5 2!
Hl, AR DAT AN CE R BRPLAED FAT w5 ial (1) IP bk, A BEAE A ek )
SEXUJR) SSLOINES HIAEAR (5 TE . W SRR AL I & rh iz e B B s LA s 1P Ml , SRS A
DONTRESOLVE; XFEHL T, HUAHLAZUEAT Yy i 1 1P MUk s EALA, IF HAAAURE nat-id.

registration_key-is NEIE PG — MR, M IR EAE R BRRe e . EMEHA
1 37 AN B ERFARE AT (A-Z, a-z. 0-9) AIEFEFF ().

nat_id-F8 & R BRI ME— I — R AR R MR I 25— 7 AT 4 52 v 07 1) 1 TP bl 5l L
%, WMHBZAE E by BiRE e, MREAR e E AR L4, WA E, (AIRAT
WG24I NAT 1D, R fETE e T EHLAE TP Hhilik. NAT ID NS 37 M FERF. A%
PR AR (A-Zy a-z. 0-9) FUEFSRF (). M ID ANREH T AT A0 FE A 5 4533 1 3]
B,

BOR A A O m B A, 62048 ] FXOS CLI J-4i A\ scope system /¢ set deploymode native, %%
[ £ FXOS CLI 71 B HLAT A B 5 565 58 L

IR

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’ s credentials).
Make sure you backup your content. All previous content will be lost. System is going to
be re-initialized.

Type ERASE to confirm:ERASE

Exit...

>

B % LHINFERME EEAPO
¥ 2 SLINUAR S N2 BB oG . B RO R AT LA MGMT 42 12 Bl ) 5 Bz
sy DU 5 H o0 B BT LA B ARSI . ARNSZFF FXOS CLI _E [ Cisco Secure Firewall L
RIS B E .
FriaZ |l
WA 3o 2 S0 WS B 2 S5epiiiX , 25 18 i,

SRR AL FHApO, EHIHURE B TP sk s ENL A A I LA -
a) L IRE > REEE, NP RN > RmER.

. {$5 F3 Cisco Secure Firewall 3100 f9% S8
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b)

2)

wzsmnmrmns gmhs i

& 12: 5 n#LFE
a

b High Availability

evice

Device

Cluster

:
Group

[ 13: R nALAE

Add Chassis 9 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unigque NAT ID+

winchester

t Either host or NAT ID is required.

7E EHUIP Mtk FER, BN B A0 TP Hubks ENL4

IR SEANENTE EALAS B TP Mk, WL I BB 2%, 4R5E ME— NAT ID.

1E MFERR FBUh, N EAE RO BRI & SRR

TE EMEESA FBeb, B KN LARIC E S el A B OV BRI A R TR — 3 A
MR AN IR B DA FRE R AETR )
FEZ ST, TR a4, #E VUG Bea 5.

WSRO L HUR S B EhESINE AT R AR R, A A 4 -
ARERCENAT. MU T

(AT3E)  HALFEA N2 1 &40 .
WRAENA 3EI R T NAT ID, 15 TTH4E ME— NAT 1D FB i AAHIH ] NAT ID.

{# A Cisco Secure Firewall 3100 9% SZ{5Es .
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B ==nsz0

NAT ID ] A& AR PR FIE A 1F (5 &
h) i Submit.
WUFER S I3 & & > &I I,

T2 EAFMECENA, WAl M8 SIh i SR, suiil RE () .
FIOTHUAR Y IAEE RS Ui, HEA 5% 001
14 HFEHE

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Management [P: 192.168.1.34 Version: 7.4.0 (build 1572) Last updated:Jan 12, 2023 12:23 PM

Network Module 1
mn 2 3 4

o
consors wnnenn 5% | ) g O [ W

19 110 111 12 13 114 115 1116

== Core Utilization 22 01 32 Cores Usec Power Modulel Power Module2
Show details
Faults Live status at: 12-Jan-202312:23  Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23
Categorized Faults
© 111 - Critical 2/2 - Waming & @ 3 Instances Found
40/0 - Major  © 0/0 - Info Up: 1 Down: 16
0 Dedicated 13 Dedicated
v -
247 Minax 0 Shared 3 Shared 3 O 0
View in Health Monitoring @ Good A Eror (D) offine

Hardware Statistics - [

2 1 of 1 operable ‘ 1 of 1 operable 8 of 8 operable

Security Engine @ Excellent Power Supplies © Excellent Fans @ Excellent

B EHAEEZEO
ENFEEH, EEWHB ., 2 VLAN 74 11 EtherChannel 42 L REAR LUK M BEE . BRI
BUR, W O TARRRIR A

BCEYEREO

fn] DUk s S AR PR 11, 80 02 L 8 RO B A A 8 e A % 10,
DAL DA B T SR e, IFEASA L 7 0Ua HE . BRUELLT, WBEE: A F2E R
Ao AT VLAN P10, HEHRAY K AR .

. {# A Cisco Secure Firewall 3100 _t 9% S {fi#&=
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mamezn ||

TEB1 NRE>REEE, LUl A SR, sk RE D .
[ 15: EIRHLE

TPK-4 Firewall 3120 Threat
192.168.1.34 Defense Multi- 7.4.0 TN
ok g Instance Supervisor

FIOTHUAR Y A EHR RS Ui, HEA 5% 001

$IR2 gD (Interfaces).
& 16:3%0

Chassis Manager: TPK-4 Save Cancel

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Network Module 1
m 2 143 114

e
GONSOLE unknown  USB v www

e 10 1 12 143 14 115 1/16

Sync Device Add

Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC

@ Ethernet1/1 Data instance2 1Gbps Full Enabled No Auto rd

@ Ethernet1/2 Data instance1 100Mbps Half Disabled No Auto rd
@ Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethemnet1/4 Data 1Gbps Full Enabled Yes Auto Vd
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto i
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto Vi
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto ra
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
® Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

TEI gD RE (4

{# 3 Cisco Secure Firewall 3100 £ #9 % SEE
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B ==9es0

[ 17: AR IR D

Edit Physical Interface

Interface ID

Ethernet1/8 Enabled

Port Type
Data

Admin Duplex

Fu v
Admin Speed

1Gbps

LLDP Transmit
LLDP Receive
Auto Negotiation

Flow Control Send

P4 L BRRIERELUS .
PES XTImO, k8 HiE o BELE.
[ 18: i O KR

Port Type

pata v
Data

Data Sharing

$E6 WHE BERAWNI.
1Gbps 5 i I A FF €W . SFP 51U+ & HH.

$®1 WE BEBREE.
XF¥- SFP, 1EFF #aM| SFP LUK I £ 225 1) SFP ALHR ¥y 3 15 A FH & M ik s . B a8,
JEHIGZ)H F BB bprg . W SR AEHS fr ks I S8 A b B (SO SLAB Y 5, JE A S H 8 sE B, )ik o
eHAH.

$®B8  (u[ik) ik LLDP &4 Al/uk LLDP 2k LS AR 2 K B (LLDP) Hidi £

$E® (k) %P REEHIAE LS HE S (XOFF) il LT 74556
R B I A VF PN T AR S R A, AT UL ) U I ity 1 i 8 ) 5 S 1) 47 ol
LRI QS S A B B P E (NS B R R IF HICVER O 2 i,

[l /%53 Cisco Secure Firewall 3100 9% Sl
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fic & EtherChannel

fic & EtherChannel .

W e A e 3R AT A0 o — A U 1, ELRPIRGUIK LIRS O 1k FECR RS, &
BB AL SIEAT TR, T B LEAEI 2 00 ) 2 RAT A Kl L o

ER BUMOIE SRR AR R I, DU R AT ORI RE A T  AR
HZ, ANSCRAZCE (5

WA B — ML 8000 NG Ih X [ 4 Jmith, ARGk X 250 N1, IF HAS L2 b
Ay B ECGE IR . UG XA Bk 4 R s K A7 AR i (2 MB[8000 NMZErP X)) I, s frdE
AN AT AR O AR R R L gz X i g SR A AR e (0.3125MB[1250
ANGEIPIX]D B, S NZHE FURE T, 7ERIEEFG, W R X AE R BRI AR bl 2 R
(427 1.25 MB [5000 NZErPIX]: 45 1 0.25 MB [1000 buffers]) , WA &% XON Wi, 4480k ek
AIEHCE] XON iz o kS i i

ARGAHF 802.3x P E UM RIEHIM . RGEA SR TIL LR 175

(AT3E) ke BahtheE DAVCE R 0 DLV RS . SIS R Bl xR T 1 Gbps B,
ToVEgniR I E . AT SFP #:1, HBEFEME R E A 1 Gbps B4R A 31 -

s RTE, AR5 O A LA RE .

BUAE, ST LUK SRS SR8 RN . AEE e, A AR

EtherChannel (BFR Ayu DilE) % 0 IS 8 ARl — MM F =A% A D, I HoAmis g
Sk AR T80 RO TS . A BRI TT DL RJ-45 B SFP; 1] LLVRA AN A28 (R4S FIoLer)
(1) SFP. [ 38 5 e BN #60) SFP, 75 WA R ia b 4 K 7 e 10 R0l 5 4 T M IRV A e
i (B0 1GB I 10GB #2111 AEIXFME O, 4 nT DU FAS [F) ()42 L 28, R P e A1 103 3k
i

FERR ISR I IS (LACP) 7 9/ 90 256 1 2 2 1) A2 #0158 3 il B S 8l 276 (LACPDU), 11
TR . LACP ¥4 W0 E shifs A4 7] EtherChannel fOE8:, LT H . LACPI& &4k
PERCE AT, A A R P i A B E A E A . 0 S 1 R AR W FLRAS A AN
BeE, “IFR” SR I E A b s O

B4R 4 EtherChannel I, EtherChannel ¥4t T#E&IRAS (6T 33 LACP 520 sikHARE O
THIIF LACP #::0) , BB MG ZH %, R HEERE 2 . 4 EtherChannel 3 11 2]
S, ER IR U R ORE.

FHia Z |l
JE Y DR B S ESICEY R, 2 22 T,

SE N RE > REEE, AUl U A0 BE, st wE () .

{# A Cisco Secure Firewall 3100 9% SZ{5Es .
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. Bt & EtherChannel

& 19: EIBHFE

TPK-4 Firewall 3120 Threat
192.168.1.34 Defense Multi- 7.4.0 Manage N/A
ok g Instance Supervisor

FITPHLAT I MR B3RS vl , A FHE v,

F;2 piiliENO (Interfaces).
20:30

Chassis Manager: TPK-4 [ Cancel |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Network Module 1
L/A R V- I T B V7S V- R V/ R FE A V'
el
CONSOLE unknown USB @@@@@@@
W9 10 YN N2 13 14 s 116
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethernet1/1 Data instance2 1Gbps Full Enabled No Auto Ve
@ Ethernet1/2 Data instance1 100Mbps Half Disabled No Auto Ve
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
@ Ethernet1/4 Data 1Gbps Full Enabled Yes Auto Vd
® Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto 4
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

$IB3 il 30 > Ether Channel 5@i831E 0

{$ A Cisco Secure Firewall 3100 i % SL5#E 5
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[&] 21: 710 EtherChannel

ync Device H Add l

C | Sub Interface

EtherChannel Interface

TR WELLT O 24,

FIES

B 22: %A% E

fic & EtherChannel .

Add EtherChannel Interface

Interfaces Configuration

I
EtherChannel 1D: (1-48)
1

Port Type
Data

Select Member Interface(s)
Available Interfaces (14)
Ethernet1/1
Ethernet1/2
Ethernet1/3
Ethernet1/6
Ethernet1/7
Ethernet1/8
Ethernet1/9
Ethernet1/10

>

«

Enabled

Selected Interfaces (2)

Ethernet1/4
Ethernet1/5

:. Cancel m

a) X7 EtherChannel ID, iE#RE—T 1 A48 Z[HH ID.

b) REBEM.

O AT MOKE, VI MR o RERE.
PSS RESICIE) W E Y ARES I S N

d) ZLHEYFLEE TSN E) EtherChannel, i /E AT QSR ik £ aih R (@) LUK H B ) 5%

ERZEOIK.

FEAS ISR B A 2 11, 3 R X Sk e
IR AR INC B SRR .

(AE) wEUN & 24

{7 Cisco Secure Firewall 3100 £ #9% 61 [
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. Bt & EtherChannel

Hp L E MUK LACP &) N2 57E EtherChannel W3 I E T 2K, CAIASE 5
RIS . B, Wik LLDPfEM, WINAR IR A ZE i 0. Ak BIRRE
B4 1Gbps, W R EEFE 1Gbps $2H .

23 BEERE

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed

1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

a) AN, &I s RWI RPN SEWNI .

SRR 0 DA 52 BT B B 11, 4 LK JETR B i N iy T3
b) NI PR B LV ER ) BRI .

B RN N A 25 ) i 7 R e R 1, LK TRV B in N iy 1 G 3
¢) EFELACPHRR. &zh ol $TH.

o FH-KIEMPUCLACP 8. I M EtherChannel 1] UL 5 3= F 8545 F EtherChannel V7. 3% 4% .
PR AR1E 75 B KPR /> LACP Vi, 7 IR Ad ) 32 AR 2.

* JF /3 - EtherChannel 354918, FFHAEH LACP. “JF/8” ) EtherChannel Rt 5 55—
“JF)a” 1) EtherChannel 7 %4 .

AR SO IR T I SO B R S MO AT RIRAS, W] BERE 22 220K =40 B ) N ()
A fefdi EtherChannel 3 NiZ 4R A .

d) #%# LACPRate. Default. Fastil Normal.
BROAH N Fast.

. {$5 F3 Cisco Secure Firewall 3100 f9% S8



| 3¢ Cisco Secure Firewall 31001 % Sl
CEESTal |

e) MILIEH LLDP f&4 F1/5k LLDP 32U, ARk b 3 Lk £ B 75 0 BERS 2 R I P (LLDP) B8
f) KB R LT REEEAE R E.

PSE6 fid RTFE, AR5 EQ WA LA RE
PAE, oL sRng SR8 RINAT . BTN 5, Bl ER.

e & FiE0O
1St 2 AT LR 500 A1 R RIS ALAE .
AR VLAN ID # A2 A ME—PE, JF HAESEBIN, VLAN ID 765 B Beie O bl oz H
HME—E. N RGO VLANID 4 FC A F s, 588t nT ALE sl 82 0 B sge i i eArl. sk,
B REAS 42 A AR I 1D, 348742 U8 v N BRAR
AT I8 FXOSVLAN 821 o R8I n] LLEE S ) st 782 1 . iE S RV £ 15 sl 4
M, 530,

pUE i

FE1 N I&E > REEIE, Lk NE Vb BB, obd wmE () .
24: EIBH 8
TPK-4 Firewall 3120 Threat Fp_"'
—————

192 168.1.34 Defense Multi- 7.4.0 l Manage
b Instance Supervisor

| TN

TP A E R RS v, BEA FZE 0.

FIF2 &0 (Interfaces).

{# A Cisco Secure Firewall 3100 9% SZ{5Es
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B ==rzn

& 25: %0

T3 pul R > O
[ 26: IO

ync Device | [ Add |

C § sub Interface

EtherChannel Interface

PIE4

BEL NS

{$ A Cisco Secure Firewall 3100 i % SL5#E 5

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/AT V- S T S V7 S V- R V/ S Y
e
. ] LJLJL L)
W9 10 M N2 13 114 15 16
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethemnet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd
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B 27 FEOKRE

Add Sub Interface
Parent Interface

Ethernet1/1

Port Type

Data

Subinterface ID

100 (1-4294967295)
VLAN ID
[100] | (1-2094)

a)
FIRS il RTF . Anaid gD A LA RE .
BUFE, RErT LUK SO B8 BINLAT. & Tz n, ElA R

7 NS5
T PR 2 SEPIRR TR AN AN SR I BN . SCRF Sl BoR Ok MRS WS 5
BRI ZR AR A, 28 14 T,
FHia Z |l
JA 2 SEAR . 28 18 T RN K 22 SeBI LRSS I # A E Oy, 56 20 0L,
g3z

TR N RE > REEE, fuli MU S B, Sutd RE (4 .
[ 28: EIRHLE
TPK-4 Firewall 3120 Threat

192.168.1.34 Defense Multi- 7.4.0
st Instance Supervisor

TN

ITOTHURAR A E IR RS v, HEA HZE IO,

P2 pid B, A i RNl

{# A Cisco Secure Firewall 3100 9% SZ{5Es
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- L

. S
& 29: 3151
Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary  Interfaces Instances System Configuration
—_—
Name Version Resource Profile
v @ instancel 7.4.0.1572 Default-Small
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small

Management IP

192.168.1.35

192.168.1.37

Save Cancel

s |

Management Gateway Licenses AC Palicy Platform Settings
192.168.1.254 N.A N.A NA 4
192.168.1.254 N.A N.A N.A Va

S AR, T BT RIESWN, RiET T—%.

30: i
Add Instance

o Agreement 2  Instance
Configuration

3

Interface 4 | Device 5 | Summary
Assignment Management

End User License Agreement
Effective: May 10, 2022

Secure Firewall Terms and Conditions

do not use the Cisco Technology.

By clicking 'Accept' below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:

https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:
https://www.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to

such end customer’s use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and

| understand and accept the agreement.

[l /%53 Cisco Secure Firewall 3100 9% Sl
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SWa OB, RELOISH, R T—5.

31: LHIEE
Add Instance

Agreement

Display Name™
instance4
Device Version*

7.4.0.1572

IPva
Management IP*

192.168.1.38

Network Mask*

255.255.255.0

Network Gateway*

192.168.1.254
FQDN
cisco.com

Firewall Mode*

Routed

DNS Servers

Both

Instance
Configuration

1.2.2.2,3.3.3.3,5555, 4.4.4.4

BRBR

3

3 | Interface
Assignment

Permit Expert mode for CLI

Resource Profile*

Default-Small

Device SSH Password*

Show Password

4 | Device

sl

5 | Summary
Management

W RRAR- 51 I RRASZ 2 R 3R AT . ETH RN AT, 1525 18 % (Devices) >

HFEFR (ChassisUpgrade). FHEET, IHIRASFUB AR AE R B Al o 2R 8% H ek
£, T EAEH FXOS CLI. %2 i i& H] T J1# Firepower Threat Defense (/] Firepower 1000/2100
Al Cisco Secure Firewall 3100/4200 () EA} FXOS b HERR 57 -

IPv4. IPv6 ok (Both) - 75 5 WA B FLRE UM R (G R 2% L3 B 238 | P (Management | P) i

hk. 3 M4&IERD (Network Mask) F1 ¢ CRIRESHIAEHIED) o HUFEAS B 1 SRR sE ) 3
=, HAEHIEML FAE ECR IP bk, BROIANEGLT, AT LU SSH R )k 1P HuhlbA
i) @S CLI,

« (W[#%) FQDN

* BEASERRR - BREH o EM.

{# A Cisco Secure Firewall 3100 9% SZ{5Es .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

| BT

% Cisco Secure Firewall 3100{F F % SLfHER, |

* DNS BR %5 #5- 4 N OUT T PR (1 DNS JIRS5 45103 (LLZ 500D .

o (k) ERATF CLI BIERERIFAT-L Z AR mUP B Ah5T U [l U LR R S BR  0
R HE R o

A A IEIE I, 0T B4 SSH 2315 1 1) S5 (AR (T 7 ml BN B . W R A5 A it
YEI, UATHIAG A FXOS CLI ) 5249 BB A ol DA N5 SR X JRATT S D302 P b e 2
DL S S5 2 Ta) ) B 5

AN RS 0 58 P B R AR S R b B SRAE e BN, A e . i
AT, AR BB CLI ] ER s .

o BRI E - K E AW E CPULEE: RASIRERZ OEESED A RAM, I
RENSEB FIRESE 23 (R A 40 GB o HUARELHE LA F BRI IHEC & SC:  Default-Small. Default-Medium

F1 Default-Large. &0 LAIH I s 500 T MR I AN B SCE . LUS o gt v U
HC B S .

32 FmEREEXH

Add resource profile X

Name*

silver

Description

MNumber of Cores*

24

Cancel Add

 BMMZOEED 6.

iR HAARKARECERSEBIE, BB ME OB I ST B RAT DO S K CPU
MM BARMZ OB SO TR A B TR R M BLR R E S O
WX REZ 0.

o WAL IRAESL (64 8+ 10 124 14 25) ML, JhEfm KA.
o KA HAZ OB T 585, TE S0 2B ) EOR RIS E . 26 14 1L,

WEARAERH e 73 Bl AR B BRSO, W SEBRs BTN, IXA] e K20 5 20 Bk N Ta] o
TERG WO/ m R PR, WR AN R RN I DR YR SO, T 5 A AR R T AT
JE O RN

. {$5 F3 Cisco Secure Firewall 3100 f9% S8
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* & SSH 8- 4 CLI Vi) (SSH B &) B BBt &8 o 2% . 75 BRI
B EE %M,
S®S 1EBEOHED, KHLTEE ARG, R T T,
& 33: 3% A5

-

Add Instance X
Agreement 2 | Instance o Interface 4 | Device 5 | Summary
Configuration Assignment Management
Available Interfaces (5) Selected Interfaces (3)
Ethernet/7 = Ethernet1/4
Ethernet1/8 =& Ethernet1/6 <
Ethernet1/14 Ethernet1/9

Ethernet1/15
Ethernet1/16

>

K«

Cancel Back m

SR RS AR (%),

TR /£ IREEE L, WERSRENBE, RErh T—%.

{# A Cisco Secure Firewall 3100 9% SZ{5Es
I
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[ 34: i & EE

% Cisco Secure Firewall 3100{F F % SLfHER, |

-

Add Instance

Agreement 2 ) Instance 3 ) Interface
Configuration Assignment

Device Group

Access Control Policy*

inside-outside +
Platform Settings

instance-settings +
Smart Licensing

Malware

Threat

URL Filter

< ixE&A

o Device 5 | Summary
Management

Cd[lcu' BL”" m

o T IEFE I SRR - L FEIUAT Uy 1) 42 SR, B A SR

* FARE- LRI 6 BB S O 5

* BREVFA

ST £ WED, FINERRE, ARl REF.

. {$5 F3 Cisco Secure Firewall 3100 f9% S8
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[ 35: HE
Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration #  Device Management - This info is required only during instance creation. ke

instanced true
7.4.0.1572 inside-outside
Default-Small
192.168.1.38 C olicy instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter

192.168.1.254
routed

.....

cisco-fw-4.cisco.com
Expert Mode: enabled

Interface Assignment - 2 dedicated and 1 shared interfaces attached Show A

Cancel Back m

T AR ORAF S 2 g S R L AT B RAF ), SEPHRAS N2 26 SEde

SR8 £ KB bk b, it RTF
SR AEHUAANE
TE A, SEOISAE IREEIE UM LA B

BEXZGEE
T LR EHLAS MO VT, 5101 SNMP. 43 T A S A LA FXOS L.

fic & SNMP

ST LU S FENUAR RS0l & R e e 1 3L A — AN S i B B2 105 I HLAS 2% MIB. 188 RN b sz 5]
T-HLIEE SNMP 15 8. & ykmid LA & #dz O 1 i) SNMP.

{# A Cisco Secure Firewall 3100 9% SZ{5Es
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B s =sungms

FiaZ /i
R F A — A S E SNMP.

SE N RE > REEE, Al U A0 BE, s g () .
36: EIBHLFA

TPK-4 Firewall 3120IThreat
192.168.1.34 Defense Multi- 7.4.0 N/A
atdbi e Instance Supervisor
TN AFE B RS v, MEN H5EE DUifs

T2 miidi RREE.
TR 3 L SNMP, SRJE R 8K APk Fe sl .
& 37: SNMP

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP " :
Choose an instance for the SNMP configuration

Import/Export

None v

figuration will be applied to the chassis.

inst1

T A FITIE 541 5 1) LA _E 1Y) SNMP

TR LR EF.
SRS AEHUAARCE

SARFHNEEE

fi HIBC B3 T BERS B S HUAT G B BOE K XML SO BTN 25, BT LA AR
B, PRECKBCE AN TR, LOR PR SR IEMRCE, sONRGEM AR, HEh e
HIAR AT, BOeTT LU HUARRC & S A SPFHLAR (Bl RMAD .

TN, XFHEPARCE: A SEOIRCEBE . 75 A B 20/ AL D RE A& 4y S 1
NI, WU E R BT B T AR o e A SO R R

. {# A Cisco Secure Firewall 3100 _t 9% S {fi#&=



%t Cisco Secure Firewall 31001 Ff % S= {545

FHia Z |l

TR ABCEKINLAE, UM RAE AL A
o M RIOHUAR i A
o AHTEIAT BB S e
o AR 19 2% e

sagstnaes [

UK
TE1 N RE > REEE, sGh A ST EE, Uil R/E (D
38 EIBHFE
Fi 11 3120 Threat
Tfﬁ“ﬁ.s s Defense Multi- Irea 7.4.0 N/A
atdbi e Instance Supervisor
FITTHLAAR AR RS v, HEA HZE v,
P2 il RpECE.
T3 il FANSH.
FRA LRNCE, WHHIITUUN D,
a) £ S X, fiili SEEeSH.
[ 39: 2 S 30t
Chassis Manager: 192.168.0.116
Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
SNMP
Import/Export
Import Export
Download
+ Download ’ .

b) MWifE S SCHEIE AT I E RIS

{# A Cisco Secure Firewall 3100 9% SZ{5Es .
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SARSHIFERE

40: 2 B TS H ALTH

Dismiss all notifications

Global X
Device Configuration Export
Device Configuration Export
Exporting device configuations
© Global X

Device Configuration Export
Export file created successfully
Download Export Package

c) mMiHANHE (THEHE) it T, FEFHt.
& 41: T

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SHMP

Import/Export
Import
This will replace the current chassis configuration with new configuration
rop Fil
Download
This will ok ported

+ Download

AFLL sfo 4 A4 IRAT -
PIRS LPABE, 5 o CIHHs)E] bk SN > MEXH XK.

. {# A Cisco Secure Firewall 3100 _t 9% S {fi#&=
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2: 5N

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Insta e

Summary Inerfaces Instances System Configuration

SNMP

Import/Export

with new

Download

+ Download

FEENAETERE
WUREP- & B ATRC R A0 T AT SRS U0 R . 10T AZE 2 WURS 2 ML 58500 . AR
AHURRAE AR IR R, TUAAZT U 2 /S

BT &R BRE

i FARE I L& > FARE) WHTARERN. SRS 0R A2, 1’
25 FISR AN B 45 H

S EFEE > FARE.
S TG g, wauss FB) | miE (4 SR () K.

ER S AMIER b UCHE AR A H bR B RS, RISk . AESE A BRI 2 A,
Sl R At SR s P BT H b

W3 LA, 1F AT R EE (New Policy).
a) MW FHAIRPIEH NETERE .
b) AHEM KA BFR (Name) F1i5i B (Description) (FJi%) .
o) (Alik) IEFELNHIEIS I RT AMLAE, A5 SR (Add) (BAEHO DL InTiEpLAe . w BAAE
R FBUT RN R TR LAY R
d) riiifR7F (Save).

RGNS, JFHTITLLBEAT ik -

IR 4 TS SORI I H AR, 3 s G 7 & BRSNS A dRiE () Bl

{# A Cisco Secure Firewall 3100 9% SZ{5Es
I
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Bc & DNS

% Cisco Secure Firewall 3100{F F % SLfHER, |

a) MRS B (Policy Assignment).

b) BUHUAE T ECL SENS, EAE AT FRALEE JIR IR RSN, ARG s . & n] DUEA T HE
o) EEMBRHUFEAEC, i BRI ZI P S kg (W)

d) HdHE (OK).

DA UAE ZERORE LA AT o TP kit AT 2R %E DNS RS54 . IXLEHLAH DNS BEE MO A4
S DNS BB, Ja A EB&T 6 A L

FCE Z A DNS He g5 dsid, HURT X CUE R BEAUIY (RS & %82 7T LLAEDYAS DNS g5 4l
BCE DY RS A% o Bt o UK A IR 55 S AR B DU & M g5 as, BT RUK DUAS IR 55 ds LG B AR —
E) &g

TE1 G IRE> TARE , 0@ BLIA RN .
IR 2 % DNS.

43: DNS

MI_chassis_settings #

Enter Description

DNS
DNS Resolution Settings

SSH
Specify DNS servers groups.

Time Synchronization

Time Zones (_) Enable DNS name resolution by device
Syslog
DNS Server Groups Add
dns1 (default) s

$1E3 i BRRI%E DNS 32 f#th Hih.
SR 4 Sl 700 LS N DNS R4S 28 4H .

. {$5 F3 Cisco Secure Firewall 3100 f9% S8
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[&] 44: 710 DNS BR %% 2848

Add DNS Server Group X

Select DNS Server Group*

dns1 v | 4+ New Group

Cancel _l m

S5 PRI DNS 45841 G550 A8 DNS RG240 %) , st T+ Higd.

WERES I AL, B/ BILL R XHE . LUE S 7> RS2 (4 B i 2 DY 4> DNS ARk 5545 1P Hudik, 4%
Jei T AR

45: 37132 DNS FR %5 A &K

New DNS Server Group Object X
Name*
dns1

DNS Servers

10.9.5.4

(Multiple values in IPv4 or IPv6 addresses can be specified as

comma separated entries)

Cancel | Add

P6 il 4RTF K DNS JIRGSEA IR F L
TR EEXIP RN IAD IR 544

FORAET AT 5 F 4L b B 2 KU PU4> DNS Jleds &%
HIR8 niili (RTF (Save) LALRAEXT SRS ) T A S e

Bic & SSH #0 SSH 7791315
TR IR O B AV B 53 P BUMLAT 1 SSH 405, 1455 HI SSH IR 25 28 It & A F (M 4%

{# A Cisco Secure Firewall 3100 9% SZ{5Es
I
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B == ssuasshinagiz

BB EHRE> FERE, OB R

12 kP SSH.

$IEI ZAHBINARR SSH Ui, 15ET B SSH (Enable SSH) k.
46: SSH

MI ChaSSiS Settings - You have unsaved changes Cancel ‘m

Enter Description

Sk

Policy Assignments (1)

SSH Server SSH Client
- 2 R
T (_/, Enable SSH Server Strict Host Keycheck disable
o T onee " "
Time Zones Algorithms ra Algorithms £
Syslog
~ Encryption ~ Encryption
aes128-cbc aes128-cbc
aes128-ctr aes128-ctr
aes128-gcm_openssh_com aes128-gcm_openssh_com
aes192-cbc aes192-cbe
aes192-ctr aes192-ctr
aes256-cbc aes256-cbe
aes256-ctr aes256-ctr
aes256-gcm_openssh_com aes256-gem_openssh_com
chacha20-poly1305_openssh_com chacha20-poly1305_openssh_com
 Key Exchange ~ Key Exchange

ecdh-sha2-nistp256 curve25519-sha256

Host Key* 2048 < Volume Rekey Limit * | KB

Volume Rekey Limit S | KB Time Rekey Limit ¢ | Minutes

Time Rekey Limit ¢ | Minutes

PB4 ERE AV B, W RE ()

. {# A Cisco Secure Firewall 3100 _t 9% S {fi#&=
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mgEsshamsshizasnz

& 47: RINEE

Add Algorithms X
Available Algorithms (17) Selected Algorithms (3)
aes128-cbc ~ Encryption
aes128-ctr aes256-gem_openssh_com
aes128-gecm_openssh_com ~ Key Exchange
aes192-cbc ecdh-sha2-nistp521
aes192-ctr ~ Mac
aes256-cbc hmac-sha2-512
aes256-ctr

chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256
curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
v Mac
hmac-sha-1
hmac-sha2-256

Cancel . Add

a) &P Bk

b) % FEXH Hik.
SRR PR ATV AR A — 7 A S I L ] . SR B S S A M LS I A, DUR
HEFEHLG O E %M%@ﬁﬁ&h1iﬁ%%$%ﬁ%ﬁ

c) EFF Mac e,
XFF ENZR, TERIA RSA BN IAER N,

BEEUE (LI RBAAT) Nk 8 s 3, HAT 1024 3] 2048 2 0], F5E RS AMH /NG, A
RSA S35 BT 75 FO RS TRtk . 33U 0 2048,

TR TR ERABIRA, 5 E FXOS WiTF 415 R 2 AU R | R VPOV (BUKB
f

XTI 4 AR AR A RS, 55 FXOS Wi TP i be 2 4 A0 VR SSH 2 2RI (LA
KR

X SSH B, WIE TR,

{# A Cisco Secure Firewall 3100 9% SZ{5Es .



B E SSH #n SSH i a1 51

[&] 48: SSH

MI_chassis_settings

Enter Description

DNS
SSH Server
SSH
~
Time Synchronization (J Enable SSH Server
Algorithms
~ Encryption
aes128-cbe
aes128-ctr

- A EHE RS L R

* $27R (prompt) - X FHUE PORAFREI BN, RS
« BR- BRIAD HUHERR B 3h#2 LUERAF A I ER L 3

Bk N mE ()
s AT EHEE IR &)-15 W E FXOS Wi o il i 2w ik
o Z4AE FHETIE) PR ] -1E W E FXOS Wiit<:

aes128-gecm_openssh_com

aes192-cbec

aes192-ctr

aes256-cbe

aes256-ctr

aes256-gem_openssh_com

chacha20-poly1305_openssh_com
 Key Exchange

ecdh-sha2-nistp256

Host Key* 2048

Volume Rekey Limit

Time Rekey Limit

KB

Minutes

% Cisco Secure Firewall 3100{F F % SLfHER, |

You have unsaved changes Cancel ‘ m

Policy Assignments (1)

SSH Client

Strict Host Keycheck disable

Algorithms rd

~ Encryption
aes128-cbc
aes128-ctr
aes128-gcm_openssh_com
aes192-cbe
aes192-ctr
aes256-chc
aes256-ctr
aes256-gcm_openssh_com
chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256

B 1278 RAFEH SSH BHLE PR .
BRI (enable) - Wik FXOS CAI ENCAFH AT LNV, ERR b

Volume Rekey Limit S KB
Time Rekey Limit Minutes
/J\ ] \/DEIAY_‘

FXOS CLI "4 R 4c/i 45 el 1) enter ssh-host iy 4 T30 4L

JFIEFE N

7).

SIE9

. {# A Cisco Secure Firewall 3100 _t 9% S {fi#&=

TEIEREZ I RV SSH &5 %

PR R A% B .

BRI Mac 7%k,
£ FAYTFRRE (UL KB RHEBAD &

SPRIRFTA] CBLAM ik o

HEFE SSH Bl TR, R EAG AAVFUG ) 1P Huhb sl 4k, RJ5 4 R H] SSH.
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[ 49: SSHif7 a5 %
MI-chassis »
Enter Description

DNS
SSH Access List

SSH

SSH Access will be allowed to the configured networks
SSH Access List

Sl MNetwork List rd
Time Synchronization i

any-ipv4
Time Zones .

any-ipv6

@ By default, SSH access is denied unless you add a network to the list.

ST Ul HwE D RIS S, KGR RTE. BT LLF S TP kL.

{# A Cisco Secure Firewall 3100 9% SZ{5Es
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B ==z48z

& 50: ) 45 3 5

Add Network Objects

Available Network Objects (14)

Search Network OF

any

any-ipvd

any-ipv6é

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPva-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPv6-IPv4-Mapped
IPv6-Link-Local
IPv6-Private-Unique-Local-Addresses
IPv6-to-IPv4~-Relay-Anycast

test

[ & |

@ Only Network Objects of type "Host” and 'Network’ are supported. 'Range’ and 'FQDN’ objects are not supported

SEBN Al RTF (Save) LULRAE XSS 1) BT 3 4o

it
&

TR L RE > FERE , PO SRR A%

AUMHUAR R ARG H &

TIR2 ik REHE.

PR3 /£ A ERY LR L, SRR B

Selected Network Objects (1)

Remove All

IPvd-Benchmark-Tests

Enter IP Host or Network

Cancel ‘ Add

X 2 48 H ok BHLAE ) FXOS #4E R 5.

[l /%53 Cisco Secure Firewall 3100 9% Sl
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[ 51: 4% H & A B iR

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Console

e Zonos @ ) Enable Admin State
, s :

Syslog

Level | Critical

Monitor

("I Enable Admin State

Level

File
@ ) Enable Admin State

Level | Critical
Name* | messages

Size* | 4194304 & Bytes

AR 13t AR

=# & (Console) #i4

EHIRZ (Admin State) 7B | HUFR S ARSI G L2 R R HEHR.

W ARE R 6 FE R R G H B BRI 8 H G B i E)
Hi&rh, 15k BB (Enable) B 1EAE. W R H %+ B (Enable)
HiEHE, RGHEWBBESRMBIHEY, (EASBEREEEHE
J:o

L5 (Level) 7B Wik TS & - IR (Console - Admin State) (12
(Enable) BIEAME, iHIEREAAEEEE B R R EARH E 20,
HUAZEEE R G s b g K LB B X ] DU BLR Horp— T

K2
© IREE

3R 2& (Monitor) #4)

{# A Cisco Secure Firewall 3100 9% SZ{5Es
I
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%7 Cisco Secure Firewall 3100{£F3 & Sifilig= |

AR 15t BB
EIIRZS (Admin State) 7Bt | MU R AANMS LR R ARG HENE.
IR ARAE g b R R G H AW BRI e H W B in £

Hi&rp, 15k /B (Enable) SIEHE. WS HGHE T B A (Enable)
SOEME, RGHENEBSRMEIHESY, HAZERERME
E.

7 (Level) Frg&

DRk T M5 EE - BIRIRES (Monitor - Admin State) 12
(Enable) SZIEHE, 1HEFEAE IR MAS F BRI BRI B9
RYAE LSS BRI K L B R XA LR HeA T

. IX
2IN SN

- {268
- EE

* iR

1B 4 763x%E B B9 (Remote Destinations) #£ 1k |, K% = ANIMTHEES FFFB, X HER LA

St ATUARTZE BRI 6L«

. {$5 F3 Cisco Secure Firewall 3100 f9% S8
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[ 52: A4 HEEE B

MI_chassis_settings ~

Enter Description

DNS
Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Server1
e Zonee @) Enable Admin State
Syslog Level Critical
Hostname* | 10.89.4.2
Facility Local7
Server2

(M Enable Admin State

Level I 3 v

Hostname*

Facility

Server3
(I Enable Admin State

Level

Hostname*

Facility

IR R G H G B AE R H I, BT LURYE SN R 28 H S A5 s Bl i s 1 AR 8
FAEDRAF H G sk Bt Jo e JEREAT AR BE . ldm,  m] DA 58 AR 10 R 58 2R R 48 H AT B G AT
3f, A H SRR IR L SR R A B SO F DLBEAT IR, B AT 5 Tt mi I A ER B 4t

HE R

AR it AR

EERA (Admin State) FB | W RS R HE SR A R H BN R, 1HET B
(Enable) HIEHE.

{# A Cisco Secure Firewall 3100 9% SZ{5Es
I
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B ==7450%

AR 15t AR

K5 (Level) Thrgi# PR R G I BRI BP0 . RGAEIERE AT A7 it ik
B S UL ESH R . 3K AT U BUR Horh— T3

1132

* IREE

Ik
SHi

FHLZ/NP itk (Hostname/IP | e s H 2 S0 F B B 1 144 B0 1P Hiudik .
Address) 5% SR N T TP Mk, DA DNS 2.

%4 (Facility) FHs% A 25 L A 25 8 0 B PR SO ELIERIEY 3R 5 1 B . I
AT LT Forh— 35

* Local0o
* Locall
* Local2
* Local3
* Local4
* Local5
* Local6

* Local7

PIRS AE AR LR B, SN B

. {$5 F3 Cisco Secure Firewall 3100 f9% S8
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[ 53: 74 H S A iR

MI_chassis_settings ~

Enter Description

DNS
Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Faults
Time Zones @) Enable Admin State
Syslog
Audits

@ ) Enable Admin State

Events

(M Enable Admin State

AR 15t AR

Mg > A AERIRTS JA AR G H e %
B > BREERES AR H .

B> GREERRT ARG H Il k.

HIR6 il RTF (Save) ALRAEXT SRS i) T S e

W=t EIEEZ
NTP HI T S22 R4S B 2R 58, T /6 0 4% 22 48 rh R SRS AA (R 17125 I 1) o I ) e A 5 X o
WORE, GIKAE CRL, HAFRSHIIN R . A% T LARCE 4 A NTP k%545

)

TR * FXOS f#i /] NTP JiitAs 3.
« WM NTP HR45 35 (12 E o013 BE R, S R 521 e vk R 20 21 FXOS AL _E 1Y NTP Jk
S 9% . BEIK NTP % /3 [7) 25 3] NTP R4S 2eist, a2 1.
W O E A O NTP 545, W] LAZERRS 25 L1 Jete/ntp.conf SCAFHHREIE I EH. W
HNTP RS #% 12 E KT 305E T 13, Wn] LLUSE 2 ntp.conf SCAFH 2 (E I T8 A 255 4%, 3R
FAEH AL NTP k4545 (BW1: pool.ntp.org) »

FriaZ /i
RGBS ML T NTP kS 2%, AN E DNS 452, 1520 il & DNS, 42 i,

{# A Cisco Secure Firewall 3100 9% SZ{5Es
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B ==cams

SR L RE > FRIRE , IO oL S .
T2 K HERS.

54: it A E&

MI_chassis_settings #

Enter Description

DNS

SH Via NTP from Management Center

Time Synchronization ® Use Custom NTP Server

Time Zones
NTP Servers | Add

Syslog

ntp1 i

FHIE3 RN FHEAUOIREU TR, 3 AEIB RO S EiEE NTP,
TR AT A AR AT LR RN A F b0y ELA AR [R] R B[]
I 4 B AN NTP kS5 as, Eahidi ERABEENX NTP RS .
a) i AR RIS INIRSS 2%
55: 00 NTP R 55 28

Add NTP Server X

Select NTP Server*

| ntp1 v | -+ New Server

Cancel Add

b) M R RS AR AT O XIS 28, SRR At 8O0, Steh T+ SRR S 88 LUK IR S
o

. {# A Cisco Secure Firewall 3100 _t 9% S {fi#&=
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SR |

56: R/ ANEHY NTP AR 55 8%

Add New NTP Server X

NTP Server Name*
ntp1

IP/FQDN*

1.ntp.esl.cisco.com

Authentication Key

Authentication Value

Cancel Add

c) XFHARS 2, WAL R, A5 s iRm.
* NTP BRZS 88 2 FR- FH TAr iR BS54 24 5
* IP/FQDN- IRZ5- 23 1 1P Mtk sk EHL4 .

« IIFZREAFIBEIE{E - M NTP R4S 283U 4] ID AME. #lhn, ZAE2%E T OpenSSL ff) NTP
Jik 2545 4.2.8p8 MM A F AR il SHAL %4H, il A\ ntp-keygen-M 54, SR /5 7E ntp.keys
A AR B 1D R . B T R0 i R IR 55 A0 VSR SR I A R RN

VS FR ] SHATL #E47T NTP fARk%s 2% 5 43 36 31F

FIRS sl (RTF (Save) LAORAEXT SRS ) T B e

BLERX
BEEMUHT I X

TR L RE > FERE , JFOIE SRR
T2 i FX.

{# A Cisco Secure Firewall 3100 9% SZ{5Es
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% Cisco Secure Firewall 3100{F F % SLfHER, |

[& 57 Bt X

MI_chassis_settings #

Enter Description

DNS
Time Zone:

[uTC+00:00) UTC v
(UTC-12:00) Etc/GMT+12
(UTC-11:00) Etc/GMT+11

SSH

Time Synchronization

Time Zones
Zor

Syslog

(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Adak
(UTC-10:00) America/Atka

MITE_1000 Cea ICEAATL 1N

I3 NI h ke B X
FIB 4 5 RTF (Save) DUERAEGT S 1 BT A 5 2

EIEE LHIEN

RPN WIIATS, AFE(E FXOS CLI 8 S0 B sl 3 0o B4 LA 3 1

BB AL AIRYEO

REAT AAE S b o3 B O 23 e 1 o 8 I 10 s I AR Ao 4 0] ST RC B2 PR S i e /s . s
HJ LAGi 220 O EtherChannel (KI5, AR SEB] o (HIE, IR 2 4 SRS P A (042 11 2 5 i
[N

A DVE ARG E PR A E S HE D, BT M. NAT. SSL. G438, VPN, DHCP
M5 a5 MR UK I R 5 128 VAR DG P AT AT L

1 2 4 DRSS SRS AN B2 5 o

)

AR Selm T e, RN I B A AT A R R L e I, e AR T RETCVA IE H BT

FHia Z |l
o M WOE SR, 5 18 R E LM .

. {# A Cisco Secure Firewall 3100 _t 9% S {fi#&=
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o ISR DR O A3 DV N3 EtherChannel, W) F5 3520 M SEGIERVE /0 Bic e O, ARG PR 4%
F178 N8 EtherChannel. XT3 EtherChannel, 7] LLF )5 % EtherChannel 43 Fic 3] 524 .

FE1 N RE > REEE, S WU SR 18, b HmE () .
58: EIRHLAE

TPK-4 Firewall 3120 Threat

192.168.1.34 Defense Multi- 7.4.0 Manage N/A
92.168.1. Instance Supervisor

FITTHLAAR AR RS v, HEA HZE U,

TR2 i O, SRS N O SO D S S50 4R ()
& 59: 3151

Chassis Manager: TPK-4 m Cancel
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
——
Add Instance
Name Version Resource Profile Management IP Management Gateway Licenses AC Policy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A LU
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> © instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A e

FE3 flili T—%, HIEMA BOSE bhk.
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% Cisco Secure Firewall 3100{F F % SLfHER, |
B =roscusEunmemes

60: O 5B
Edit Instance X

1) Instance Configuration o Interface Assignment 3 Summary

Available Interfaces (13) Selected Interfaces (3)
Ethernet1/1 Ethernet1/2
Ethernet1/3 Ethernet1/4
Ethernet1/5.11 < Ethernet1/5 =
Ethernet1/5.12 <
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12

Ethernet1/13 >
Ethernet1/14 &
Ethernet1/15
Ethernet1/16

Port-channell =

Cancel Back m

SEe e O BRI EE (59).

T4 WHEEH, Ranid T—%.
TS sl WE i L RTF.
FIR6 Sl e, RO I B R AT A IR L S A, e IR T RETCVA IE W AEAT .

P

7£ FX0S CLI H E M EIB IR B

T T OO LA B 10 TP Mb R ARG, B A EE e TSR P RS L T U B L sl Ak
Z R, F LU FXOS CLI $AT A4 .

S ERRINF G g o
il & 1 132 2] FXOS CLI.
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wmos cu mEugeeE [

ER JRATE B RS 6 i . LR D] SSHIERL B BIEZ 11 CAn A 45 B1 b Lo LA
BRCETIAT TR  ER, WRE ST IP Huhk, WS WiIT

I 44 admin FIAJAREE 1T B2 5E 13 5 oK o

FECE B TP Mk, SRT DU T 2 TPv4 MI/E IPv6 HiLbk.

| Pv4:

scope fabric-interconnect

set out-of-band static ip ip_address netmask network_mask gw gateway_ip_address

| Pv6:

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
-

| Pv4:

firepower-3110# scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask

255.255.255.0
gw 10.5.23.1

| Pv6:

firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipv6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipvé6 2001:DB8::34
ipvé-prefix 64 ipvé-gw 2001:DB8::1

B BB L

TS I B O O LA -

enter device-manager manager_name[hostname {hostname| ipv4_address|ipv6_address}] [nat-id nat_id]
ARG SR B NN .

Fn] LLMTAT i i A\ i 2

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
ERIL . AR AN GEERO B BA ViR IP ik, A REEPIAN L
[A] 570 A) TLS-1.3 I FIEEEIE . W RORAE I A & 45 %€ hostname,  MINLAT L AURA AT 5
] ) TP Mokt s EHLAL, IF HAMAUE € nat-id.

* nat-id nat_id- 7 E RELEFEAIME— 19— IRVE 745 R, FENPIURIN 25— 5 BoA i 5E nl v iRl ) 1P Mtk
BENLAG, RS A E O B ESRE e . iR EANR T hostname,  WILAZIBEE, {HIRA]
IR VA NAT ID,  BMERHRE 7 BN ECIP ik, NAT ID M 37 755 A3
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B =roscusEunmemes

IR

FRHAFBTFRET (A-Z. a-2z. 0-9) FUEFFRF (). I ID ANEEH TR AT A7 Ho A 15 4533 1 341
(ERLIE M
* Registration Key: reg_key- RGUKFEREH AN IEREM — MM 25, M UAR It 224 45 8
ol R EE . WA 37 N AT TR (A-Z, a-2. 0-9)
FEFAF (-)o
ENGE

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]1. Length: [2-36]
Registration Key: Impala67

4 admin Z 0,

scope security

set password

i N#fY. password

fifi ik %45 . password

T

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

SEH 2 SR AT R R B Rl A
scope system

set deploymode native

RGP EEFIAG) .

-

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no):yes

firepower-3110 /system #

TR i n] 2 SR, 3 set deploymode container . #51] LL#H] show system detail 14>
KA 1 F A
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el |

H % % LR

AR 4y w] 3 Bh s et 22 SR U LA RN SE ) B4 T S0 HE SR RS T .
B LA E

BREFERER

It FXOS % W il AHslA s . w0 A (WRRA B , AT U4 2
S ) B IEEE, 2B iR R/ ARSI AT “ firepower-<model> ", T A£G A5
KON BB & BN CERINESL R “firepower” )

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

SEERSG> B

It FXOS iy 4 LA MM R R M arbials TR, 23R R8s/ 44 B2 8 FH )
“firepower-<model> ", 1M ¥ MR FF 0 BN B E R FEHL4

firepower-3110# scope system
firepower-3110 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address

firepower-3110
Stand Alone Container 10.89.5.42

3110-1# scope system
3110-1 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
3110-1 Stand Alone Native 10.89.5.41

3110-1 /system #
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show portmanager switch forward-rules hardware mac-filter

By 2 R AN A9 1K) N SR A LS I, Ry RN S A3 Bl — AN A ER e 1. DORMEEIT 172
S frdl, DORM$EEE 1/1 43 icss frd2.

ECMP 41 1540 2} iy ftdl, ECMP 41 1541 434 ftd2.

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PORT PC ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 29164 0:0:0:0:0:0

2 0 19 0 19 17 67588 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:15

4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18

6 0 2 0 102 1540 431 ff:ff:ff:ff:ff:ff
7 0 17 0 0 0 11133 0:0:0:0:0:0

8 0 17 0 0 0 0 0:0:0:0:0:0

iy A S JE R B B 143 lC 45 P A 2491 1R A S0 1 PR S A B LG R0 - DA 942 11 1/1 4 frd 1
i ftd2 2 a) =,

ECMP 4 1540 434y ftdl, ECMP 41 1541 43 B4y ftd2.
MCAST 41 4096 JH T-7F ftd1 F1 ftd2 2 561 FE .

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC

1 0 17 0 17 19 2268 0:0:0:0:0:0

2 0 19 0 19 17 4844 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:9

4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff
5 0 1 0 101 1540 0 a2:5b:83:0:0:c

6 0 17 0 0 0 1263 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

BEAir 2 IR FCZh P AN S ) 6 2145 TR AN S5 ) N SR A e LG R RN UK 22 11 1/1.2452
1 ftd1 A ftd2 2 el 3L,

ECMP 4 1540 7y B4y ftdl, ECMP 4 1541 2y Bogs ftd2.
MCAST 41 4097 H T-7¢ ftd1 F1 ftd2 2 [ 561 FE .

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST PORT PKT CNT DMAC

1 0 17 0 17 19 21305 0:0:0:0:0:0

2 0 19 0 19 17 50976 0:0:0:0:0:0

3 2452 1 0 101 1541 430 a2:5p:83:0:0:f

4 2452 1 0 101 4097 0 ff:ff:ff:ff:ff:ff
5 2452 1 0 101 1540 0 a2:5b:83:0:0:12

6 0 17 0 0 0 11038 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

show portmanager switch ecmp-groups detail

A4 A 4 T 41 H AN 52451 Eemp-Vport-4) B 1 RS PR 4045 o
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AR ) E I 18 A S LR S 2 TR AR AT RER R L

firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail

ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
4 1539 259 18
5 1540 260 18
6 1541 261 18
7 1542 262 18
8 1543 263 18
9 1544 264 18
10 1545 265 18

show portmanager switch mcast-groups detail

A5 FH st iy 2 A 1 Y MCAST 213 0 S PEA S L o

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail
MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-group

A3 FH 1 i 2 AT A MCAST 2H 303 A0 5 2%

firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096
PKT CNT: 8106

show portmanager counters ecmp

{8t Ay & FTAS 75 ECMP 2185040 v 250t

firepower-3140 (local-mgmt) # show portmanager counters ecmp 1541
PKT_CNT: 430
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B zonetwmeins

% LHIEKXB A EIER

=2
I & =K EE &K AW |1FF
Al B i
Cisco Secure Firewall |7.4.1 7.4.1 AT LUK Cisco Secure Firewall 3100 /F M AR (&L 524
3100 1) 22 SR A e (ZLpIpi) TS . ER2LBIBEUT, TR

Fi LIRS 2 RSB 78 M AT B IR S SEBIRT, &
ARSI GBUBBIETIZD AT R E RGBS HFTHD
BT DU S LI
* %% (Devices) > R & &I (Device Management) > i i (Add) > #1
#8 (Chassis)
* %% (Devices) > & E1E (Device Management) > 1 £ (Device) >
HFEE IS (Chassis Manager)

* %% (Devices) > FE&/1I&E (Platform Settings) > FiESKHE (New
Policy) > #l#8 &% & (Chassis Platform Settings)

* %% (Devices) > ¥l (Chassis Upgrade)
BrME BUPrYHEl CLI #ir4-: - configuremulti-instance networ k ipv4.
configure multi-instance network ipv6
BB FXOS T4 : create device-manager . set deploymode
-4 B4 Cisco Secure Firewall 3105 _EANSZ £

1527 : Cisco Secure Firewall 3100 [ 2 sl =8 F1 - G&EH T # 0
ff] Cisco Secure Firewall Threat Defense F|- 223554 )
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