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oo Gons 3 . 5 Upload the 6 besioy 7 W privat 1P 8 Hex\zr;ah ;Zdaa:er(esses 9 Deploy 10
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TiE=ia TR
(4) At EHL B4 Google Cloud B&HUJF A7 A4 14 ftdv_cluster_function.zip.
o W 4
5 Google = V& 4% Google BRERIEAER LA
6 Google = V& #0& infrastructure.yaml.,
7 Google =V & WA AR 1P bk, TE A0 VPC IEH#:4%
8 Google =T & QSR T ARES TP Huhil, 3% 7E cluster_function_infra.yaml e
deployWithExternal IP %% 4 True.
9 Google = V& TS 2 A ) R A O ASEAR o
10 Google = V& BT
FHEE
LR AR 369 T 76 GCP -8B Threat Defense Virtual £E 51 TA/ERUFE o
1 Create
day 0
Local Host configuration
seript
2) Create 4)  Create Create Network 6 Create
Gﬂ;’lg:‘;oi:’”d Inslanzi::gmplalc g;:uizn;:d » load D?:gs:rs and ——p firex}rqa;l[x)l:e; for
day 0 . attach to instance group load balancers
configuration instance template
|
v
7 Create
Management Access Rules
center HeallLU;heck
traffic
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* RVGI TR FIARHE S B AR - deploy_ngfw_cluster_yaml

o ML MR B AR - deploy ngfw_cluster.yaml
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FIAZHI
* fiff /fl Google Cloud Shell HAT#8%E . B, £ 0] LIFEATAT macOS/Linux/Windows 115 L 4 ] Google SDK.

o BAVHERE B E O, TR E A O A AN A E BRI S, P T LMER REST APL. i
%% (Cisco Secure Firewall Management Center /5 FERFg) .

o EFF ORI S % AE cluster_function_infrauyaml i 5 1 5 44 FRUCEC 15 0] S0

PE1 OB GitHub NEEIA M SO

$£12 {1 resourceNamePrefix 240 (4141 ngfwvels) F1HAh BT 5 59 F P S N K4 infrastructureyaml
cluster_function_infra.yaml ! deploy_ngfw_cluster.yaml .

W, GitHub [1) east-west Fl north-south SCAFJEH#4T —> deploy_ngfw_cluster.yaml SCfF. AR$E MR ZIRK T
AR N [P ASAR o

HIE3 i Google Cloud Shell B A7 ik, LL_EAL Google 2 BEEIRAFAY SCAF ftdv_cluster_function.zip.

gsutil mb --pap enforced gs://resourceNamePrefix-ftdv-cluster-bucket/

AR L AL 1 resourceNamePrefix 48 7 5 #4575 cluster_function_infra.yaml 145 5 1) resourceNamePrefix 45 & JLi .
BIRA ORI — MR S
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http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

zip -j ftdv_cluster function.zip ./cluster-function/*

AR B ) Google YEAFAY .

gsutil cp ftdv_cluster_function.zip gs.//resourceNamePrefix-ftdv-cluster-bucket/

BB AT 1) H At B

gcloud deployment-manager deployments create cluster _name --config infrastructure.yaml
WERAESAE P T H TP Huhik, 53T CL R B ER:

a) ¥ F] Threat Defense Virtual & 2 VPC K3 s F B B & H L.
b) G VPC &E#e3y, LUMER Google Cloud IAE 5 Threat Defense Virtual & 2 VPC iE4% .

gcloud compute networ ks vpc-access connector s create vpc-connector-name --r egion us-central 1 --subnet
resourceNamePrefix-ftdv-mgmt-subnet28

i JLAF BT T Threat Defense Virtual &2, Jf H. Threat Defense Virtual 77 22785 1P #uhik, 15 6f{R{E
cluster_function_infra.yaml #0% deployWithExternallP % '& 4 True.

BB AR D) R AL At et .
gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yami
HIE SN
1 6 TAb-r R
gcloud deployment-manager deployments create cluster_name --config north-south/deploy _ngfw_cluster.yaml
2. X TAR-PU A

gcloud deployment-manager deployments create cluster_name --config east-west/deploy_ngfw_cluster.yaml

£ GCP F F ZhER B EF
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71 GCP €3 Day0 Fc &
Fn] LA FH il s G B A G

£ GCP By [EER BRI Day0 AL &
I 5 WC B B B A R S | SR E

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {

10

"CclSubnetRange": "ip address start ip address end",



"ClusterGroupName": "cluster name"

}

LR
{
"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange™: "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

\}

ER W R ERIPRG E gy R ECE, W H RS E M ER //mandatory user input.

T, X T ColSubnetRange 22, ANREMEH] 3 F TP AN TP SBHEAN S P AN TP ik A7 SCTEARMS B, 1525 1Pv4 1

PR O B TP k. R ERIE R AAT 16 DTTHI TSR 1P shik. RIHZS Y T ITAG AN TP Mk i) — 28741

% 2: FHIAFALE R IP Hbhib 7R 151

CIDR A2YA P Mok S53R | P ok
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

&£ F GCP 89 B EXEC &R €3 Day0 BL B
T8 AT LU fir & KA N BT 5 | SR P L A

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}
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https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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PR g SR i i O A S B L PR L AN L P B R s o VTR, R R B A (KR A
fH.

"

"

"AdminPassword": "Wlnch3sterBr0Os",
Hostname": "ftdvl",
FirewallMode": "Routed",

"ManageLocally": "No",

"

run _config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl_ link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster group",
"network-object object ccl link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl_link",
"peer-group cluster group",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.

"priority 1",
"enable",

"mtu outside 1400",
"mtu inside 1400"

\}

AR O TARRHE IR M R, AR E TR BCR L (B2 16 1) o BOKHITEH W Re stk Bt .

FEEBERTI R

AREAERE T AL, DMEENVERSEERE . 0T GCP L 4RT,
M, HFE S M WA SR AL DL, Bl c2-standard-8.
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HIE1 i day O il (/£ TTEHE (M etadata) > B FIBIZ (Startup Script) #5207 Gl BA 5 AN LSRR . AR,
WS EHL SRR RS B

152 Cisco Secure Firewall Threat Defense Virtual A 35

W2 QIESEIAL, SRS BRI SRR .

LR 3 A GCP M 738 (BRSNS SRJS B ses 4

IR X T GCP W& M as, AVFEEE O B2 2Rk P Tz T RS & . 1520 V0T GCP I 4% 114800
Mg MEATIB AT IRDUR A, 5 13 WL,

LS B HIT SN 2] Management Centero 15 Z KRN IN 2 B AL (CFEhEE) . 55 14 T,

FIFXT GCP [ 4% f1 & [FH I TIEI TR E

Google Cloud Rl HRALIZATARDUKS B, DA i S A 75 0TI F A5 i 37

1% 2 ["https://cloud.google.com/load-balancing/docs/health-checks, AT A (4% 67 33 7 25 G AR B KRN . AR5, & FH
Lo BT RN DA Vs TR U B . AR AR LT, 18 2 [ hitps:/cloud.google.com/load-balancing/docs/

health-check-concepts.

R TN E A T8 NAT MU, DR I2 47 R A 25 9t 12 5 5 7] 247 T 169.254.169.254 [1] Google Tuidis ik 2545 -

k-7 NAT LRI ECE

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0
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nat-ngfwv-cls

Enter Description

e Y FiterRules X | [AddRul

Tl METADATA

iy METADATA

T Ubuntu-App-YM

 obi-any

# 7 NAT L0 R BB &

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ftdv-cluster 1

Enter Description

e Y Fiter Ruies !

,,,,,,,,,,,

' NAT Rules Before

o inside outside © GOP-HG G ILB-Eest iy 1L5-ast Ry Metadota
LB Health Check NAT rule
oyn ouside outsi de £ GCP-HG T ILB-West By IL6-Wiest By Metadata

Onsfalse

2 x Dns:faise

BERAMBIEIEDRL (FHERE)
T E T S LA AT SRR IR AL, . RSP, TUSERES S AL
BB R —VE R A N g By, S E0 S AEKEIN PTG b B B

FFi6 Z Al
y %ﬁ%ﬁﬁ%ﬁ’)ﬁﬁ?ﬁiw@jﬂﬁéﬁﬁ% A RERFARRFINE] A B Lo BN A AL WA A ST, A S B

show cluster info iy 4.

LB e GO, ER 8% (Devices) > I FETE (Device Management), SR JEIEF: RN (Add) > iRig & (Add
Device) LU FE TP s Iz il 3 4

14



B 1. Fmig &

b)

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:*

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigue NAT ID:1

test

Transfer Packets

12 EM PR, ARG 1P ks LA

BARGE AT LIS IR .0, (HB AT BSOS I i 3 o 4 AR A e H: R fE

U RAE B VR IRAE 7 NAT ID, W] B AN TR B A L7 B
£ BIRBIR TP, M EAE B O BRI ] I AR

Ve B R A FRANE F T4 B O0E M T Ea I 2 0. R8T AR i B8 eSO AR SR AR 1 5 1) A4 R AT SR A (27

ERie

1EEME A (Registration Key) 7B, i AAEBERBCE N Fr A8 T A R s B i s Bt —A>— b

.
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d)

e)

g)
h)

),

FEZHAE T, JoRAHTREGR A, #R % 7 o g .

U AT R, B FShEN IR A R BN R T, WU R 25D B A REC L
Fro

CAIE) KBRS B % 4B
e PEYI U7 (5145 I SR Bl LAAE VIR 3 25 B e e, s s — ST SR
DR QBT SR, BN R A NS . S mT DURS Jo R 7 2 8 SR

New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

JEPE BN F 0% £ BV AT IE

WRAE R & 235 R 7 NAT ID, 1ERIFERA Y, JFAEME— NAT ID B4 A IF Y NAT ID.
& TR AR B A AE L A VR SR B AR 2 A B .

BRTEOLUT, SEEImie a . W RAE S IEIE T i & TIPS BY Snort 254, A SR S e B S SR
Bl B Rk 2) B OB TR . W AR IR, ORI S BB A R L, AR IEEE AL
Y.

M EM (Register).

R SN FEEM R T, BT B Rt W R TR E N R, WA ST INERE. W
AR ARBA T oA AR R ) B, MR . ZEIX RS0 T, BA T SR B AR I S 3 45
RN &% > RFEIBION b IR T EGERN %

B 2 B EE

., fidcluster (2) s

172:16.0.80(Control). (SR FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 17216051 Snort 3
172.16.0.51

FTDv for VMware 7.20 N/A Base, Threat (2 more...} Default AC Policy

AT IEAEE MR BE 2 B gk s b .



3T miEM

m o ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

a?:&.‘l 6.0.51 Snort 3
72.16.0.51 - Routed

T LI iy A FAR L R SR IR AR B A R RS DL o A B L AR TR BERVE N S “ 4k
REEM” ALS5 . WAATF B TIETN, TS P REE R A0, 58 25 1L,

Deploy Q € £ @ adminv

Deployments Upgrades @ Health Tasks (D Show Notifications
m 0 running 3 success 0 warnings 0 failures | 1. Filter
@ 10.10.1.12 Deployment to device successful.
© 10.10.1.13 Deployment to device successful.
©@ TD_Cluster Deployment to device successful.

SR 2 AR RE () RERESRTRE.
RZ BRG] LN TR, ANE TR 1S i Biltn, T USSR Y R s 48K, (HRERCE
BRI L

PE3 £ E > REEE > K8 iw b, TUEE B, FALE. RN SITRR BE

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113 - |
| General T ‘ ‘ System e |

THZ b LU SR AR 52

* EM (General) > &FR (Name) - Wi il 4R4E (4 ESUERF R AR,

17



Cluster Device Routing Interfaces Inline Sets DHCP VTEP

I
General
Name: @ TD_CIust-er |
Transfer Yog
Packets:
Status:
Control: 10.10.1.13
Cluster Live View
Status:

RIGWE AR 7B

General Q

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

« EH# (General) > EFEEHIRTS (View cluster status) - sl EEERHRTS (View cluster status) $5 Kk 1 T &8
IRZS (Cluster Status) X G HE.



Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General Va
Name: @ TD Mative Cluster
Transfer Yes
Packets:

Status:

Control: 10.10.1.13

Cluster Live
Status:

W {EEEBHIRZS (Cluster Status) A A HE H s 518 (Reconcile) LA EHd M4 dis 5t .

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (1) :. Rec A Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022
< WANE - Al gREE () nTEEEVERIERRL

TR /1 E > REEE > R&E L, WA LTI R RS b b R P I R PR E L R B
* E# (General) > &#R (Name) - il fiili wiE (4 HHSEEREAUA BoR AR,

Close

19



General o_T

Name: 10.89.5.21

Transfer Packets: Yes

Mode: routed

Compliance Mode: MNone

TLS Crypto Acceleration: Enabled
R WE B TB.

General o

Name: [ 10.10.1.13 |

Transfer Packets:
Mode:  routed
Compliance Mode:  Ngne

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« B > FM-WORAEBCABCE ST B TP Mk, WA B Ly o DL ECHr (K bk AT FE TP bk Uy )
W% LRI ik BER DCERP R EAL k.

Management 02}.

Host: 10.89.5.20

Status: v

KBRS ITRAEEIRE

7 (Cluster) T ERIEITIRR MISIEE (Cluster Health Monitor Settings) #7704 s N Rk (E &

20



4 ERBEITIRR IR E

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Attempts

Cluster Interface -]

Data Interface =

System =

R IEHETRRERIREBSTIEFTR

9000 ms

Enabled

None

Interval BEetween Attempts Interval Variation

5 1

5 2

5 2

FE 5LAA

LN

DRA I 1] AT HEN ARGHSAPIROL, BREAY Rl AESR R I BE R LK heartbeat 31 5 A% 21 3L
AT Ao AR A ORER 0 A AR BIOK FRE A5 1Y ) BT heartbeat 1 8L, D625
SN A i N B TE I A

F2 1B 3R B i 1) 2 VBIPRS00 R R A Wi g 77 i B PP I B - i 2 2o Py i T

/.

TEsisEO

ARG 0K WA BRI B 0 SRR A X B 1 (K A3 W s L /e 52 9 B
AR, EAEFA Y R A IR R O RS L, e AR A IR Y R
T RAEZ AN 1] 5 AERAE IR Al B3 BRI AR 2R AR DAYy s B 1Y s I 2 TE A
IOASERER B o

JIR 55 8 BRSNS Snort A AL Cil B REHEAT M o

AN BRSO,

BEEHRMANLE

ERHE AN SRR B s S B (1) 1 Bl FOBT I AN B

Kot TR B TR ) B S ERT I B

EX RN ERERR I B S EORT I BC B . A RS NIRRT AN E N

FEFFIRASE

21



\)

AR MR RGEATROU R, WIEAS T R GUB AT IR DU 2 N ANSE 97 B A

T LUAE L B 7 G R IX L B

A DL AT L3 ID. BN BRRE L ID, LU A Snort FAIRZEL C bR . 181 IR ANTE VLAN 14 L B8R U4
H (i, VNIEEBVD E3AT. EBAGE AR BB IC & A IR & TH IR

S

IEI:

WP & > IREEE.
B SIEREIL, mid g () .
FEZHWEE T, WREAERI T, WARGE SRR

G\
5

]
N

PR3 AR (Cluster).
$IE4 E$E$1:?:r4k7ﬂ"*1= S22 E (Cluster Health Monitor Settings) &7, siili #wsg (#) .
HIES R ATE TR E (Health Check) 1 AAH RGUEITIRBLEL T
B 5:Z2RARFEITKRREE
Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

AP AR AATAT SN OB s s R Bt 4 L R T R AT R SRSl R L s R AN R A
UM VSS B vPC) , WA R Guia RS A DR, IE A CAA L D L. Man b S5 B o
SERMCHBCE S C R BT e, T LEDR R AR SEIE TR OUR 25 D BE AN I 4% 0 4% 11

PR NCEORFFIN (A ATH2 LBy S 1a] o

* fR¥FERTIE) (Hold Time) - BEE Drfr I i) LA & P T m OB RS TH B 2 TRl I TRl fal ke, AT 0.3 21 45
Py BRIMEY 3 7.

22



* ¥EOBA R BkATE (Interface Debounce Time) - K57 s Bk I [E] 152 & 4 300 31 9000 2702 8] . ERIAE A 500 2

Fh o /N AT UDIRAS U4 B (T R o VA, RGBT SOBRIN TG, S B iR L. fEk
AR TDIRES RS, 17 USSR E M2, ARG A bR A AR R, FRRE T ORI BR . X
T IR 4 0 IE H 2 AT IRZS ) EtherChannel (7411, A2 #ALH5 57 N2 8 A2 e W15 H EtherChannel) [fij
T KA SRS AT DA 1 SRR R R AR A o — AN BN AL 5 iy 1 INF PR 5 ST AT i 7

AR o

PERT  BE SAEB TRGUR A A A 1) B S ERT I AR

CEEAMNEFMANRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts

Interval Between Attempts

Interval Variation

Data Interface
Attemnpts

Interval Between Attempts

Interval Variation

System
Attempts

Interval Between Attempts

Interval Variation

Range: 0-65535 (-1 for uniimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

JEB$HED (Cluster Interface). ##E#£ 0 (Datalnterface) fll &%k (System) & LA Rl (P EB i f04E: N H A

AN WAPRESA S5 -

2230 B (Attempts) - BEE FRTIMA SRS AT -1 F1 65535 200 O K2R AshE AN . &EEEN

(Cluster Interface) FIBRIAME N -1 CEFRTSD . ##E#E O (Data Interface) f1 &4 (System) HIERAEN 3.

2R Z BB BB (Interval Between Attempts) - 52 S IR T BT NN 2R 2 0] IR TR) B R i TR) CRA 3Bk #.
1), AT 2860 200 BRINE N S 438k . 5 25 Sl B I N SR TE A F5c R IR 1] R 51 A R R e 2 s
14400 73%8f (10 XD &

* BB L (Interval Variation) - & SO 7Y IR B HFEEf A] . BT 1 A3 ZMfE: 1 CEHSD ;2 (2
¥ b IkEFEm ) 83 (35T b IREFLE R o Fln, AR e R R SN TR B E A 5 ek, Tk
AAVEE R 2, WIAE S A BUREHTER 1 IRERKs 76 10 2% (2 x 5) JREATER 2 K 76 20 708 2x 10) )5
HEATH 3 k22K, SEB¥HEO (Cluster Interface) (WEKIAMECH 1, ##E#EO (Data I nterface) FI &% (System) [
BRINE A 2,

23



IS BT EIEEDO (Monitored Interfaces) Bl A5 #5354 0 (Unmonitored Interfaces) % 1M 4% KA B 52 1
Pz, fB08 AT DA PR BRI % B P BR 55 I A M44% (Enable Service Application Monitoring), LA B2% Fi Xt
Snort LA O IERE 1) 48
B 7 EEZEERED
v Monitored Interfaces
Monitored Interfaces Unmonitored Interfaces
Add
Enable Service Application Monitoring
B FUBAT IR Ak M 12 B e o 0 LR e S 40 1 9 A P 38y 1 AR o 9 o R AR R, (R A R B
(W I) 24 O NS TE S, e INEERE T MR %S i 9 R 2 AN T i ANEEARE rh B il 57 B ke T4 1 1)
FI P AT RURREE T RS R IEEIMANEERE I % . BRIATG DL R, T 1 BL A Snort FIRESE T ERE J5
BATIRDLAL AT o
RS I A SR O (Bl ams e D s PRI .
AN R AATAT ST A aniAs N sl SRR e 1 L S ERAE Y i BRATHR L BB L B TR IS M ) AT
BUER VSS 8 vPC) , TENAEH RIS A LIfe, ICEAEHIN CAS R R DR . 3R a5 h T ok
SER H I E B C R BT U5, BT RUEHA T R ISR OURS 7 Th REFI A 42 4 1
P iR E (Save).
PRI FHEE NG WS N .
Varlax z Y
EEEHT R
PRKE
AT RERE S T AU, DAV INBR 9 A5, BIGINgEA T 4Ed o MR 5 7R I R s 1 AR R A B D WAk )

Rrfo T AR ARG BRI, P Bl 1 HOR O A
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\)

AR RSB, T2 SR R

S T EEE %, LR & (Devices) > R &I (Device Management), fSidi B () , RIGUHFZERTA
£ 8¢ (Disable Node Clustering).

P2 G AR
T B EIR & (Devices) > & FEIE (Device Management) #1131 75 i 4Rk 0 B (BE2M) ([Disabled]).

PR3 B A NG, S0 EIAERE , 2R 25 1.

EEMNER
A BE IR T SEA S I R 1D, s AR T AR AR, ST A AR .
(R L, TR BT IS RE . A 56 T AR T IR i R T 245 8, S ST AERE , 55 39 1.

UK

HI N TEE PSS, L% (Devices) > &1 (DeviceManagement), A E% () , RELREHA
5 = % 8% (Enable Node Clustering).

P2 M BT R AR

o EL £ gi

l\\

DSRERAENY ROE M ORI, U TR SRR 1k 03 5 4 A e 46 P U 2 A B e T, BB Y A A B AR o P A AE R 2% ]
RN MR TS DL T o

UK

S ERRENN RE > REEE>EL (O, RELH ERTRHRE KT T SRR MTHE.
P2 AlithiA£ER (Reconcile All).

25



& 8 thif <58
Cluster Status 7]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh | S | Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Syne. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

AREFPRSIIEAGEE, WS PREER . 5827 1L

kR GEH) BT R EMEIFER EEF D

ST B B PO PR, TR GRS RO S DN ST 10 BB, U R S i
Y

S5 T LA DN BT T SRS A, A P IEHERE T B A R AL o ey o, B R SR
Uy, IR LT R AR, SR TR PR A SRR AT RE R R 0 R F R B L
AL SETTRE LA AN (B R R B B, (7 LA SR — P85

HVQIEREIR i
o SrUII B OORNZBERE 2 8] (K T AT A
© N REEIR UM MIRER
o WRARTEIN Y 6 BB SRS TC B A NTP N A B ALy BSOS 18], UK G2 AR [ A I ) 6 2L
« REFACEAA, LMEAERELRLL AL FI i
NAT F1 VPN, ACL “5 g US4 R E R FF AR .
B BT P O M B R BN () P B0 2 BB BRI, B RPSE U LA B i ARG B AR A,

RS TT ORI ) — N ARSI o SnT AAETE IR PR i Sems (A0 M 0T N LA SR, AR5 78 K
YUSEER N =i IRHIE TN

26



FiaZ |l
Bt AR R CLI X — AN s A U7 ) SRR o

UK
HI 1 PR (Devices) > I8 & &1 (Device Management), AU EREEL T A BE (5 , RS EEMIEE (Delete).

IR 3 AT LU I AR AR I A BT BSOS P BB (BUAHIRD L R
a) JERER|—ANERET SN CLL, JE{# ] configure manager add iy 4 U180 & BLH L
b) k%% & (Devices) > % & E R (Device Management), 4R )i iiili RN & (Add Device).

TR e — MR RO IO B, SRR (AL AR AR A

P4 LAPIRMCMERY S, SRR R, 56 25 1L,

mizERRE

T LAAE A B RL A BN A CLL b M8

« SEBHIRZS (Cluster Status) XJiHHE, Al &% (Devices) > & & &8 (DeviceManagement) > B% () KRN &
(Devices) > & & &2 (Device Management) > &8¢ (Cluster) Tl > F# (General) [X 15, > EEBFLATIRZS (Cluster Live
Status) HEHFTIT -

27
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B 9: BT

Cluster Status

Overall Status: =l Cluster has all nodes in sync

MNodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control

> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

FEHT 1A — R R i B TR R s

LS00 AAR) SRR ] Y INAR

Refresh

Unit Name

172.16.0.50

172.16.0.51

* IEFE[AZY (In Sync.) - 15 sl & ) & B0 V.

* FPAEEAM (Pending Registration) - 15 s B — 43
ridithiBErE (Reconcile All) LA AT M.

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

R A [a) B0 R A SR s R, AT

« SEFECU 2R H (Clustering is disabled) - 17 & L[] B BEEACy J M, (BT SRR ARG B0« W BB FT 5/ )5 T80 H
AL, SERFIC BB R PP AR, B 1T AR A bR o

o “UEFEIIAEERE..” (Joining cluster...) - 17 FOIELENMANUAR LIERE, HMRTEMIN o B LE I NEERE S W)

B T

XA A, BT AERZE (Summary) 807 i8R (History).



10: 1

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

11: 555 51 SR8 3%

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

Rk (35 > 2% Wi,
£55 (Tasks) TS AEEEATT SN ST “4EMEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETT Bt BRI B (BRI, AT LUR BUPT AT O, A TP ik 55 Won A G M Y e A M 1Y)
T, WnE 2N b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory | resource usage |
service-policy | traffic | xlate count}

LEEBNEMN RSB AR, WA show cluster fir4.

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] | health | incompatible-config
| loadbalance | old-members | packet-distribution | trace [options] | transport { asp | cp}]

BAEERE A, 14 1] show cluster info fir4 .

SR TN i SR AR
ERIBITINR BEERR

2 g 75 A S SRR (A YT AR, R AR S B SRR B B A B A R bR . SRR ARG RS i LU 4
GEEDE

29



o MERESHIH AR - WG SERR SN RS BARR R RS R
o AN BoRERERSERPIRAS . SR U B RIS TR BB AR A2 (R A e 5D LR RS
HPRAS . BEAAIPIRSRT LIS O CYR&EIFERED) « Ol (EALEER Y, ANET &FEdom it
fBA D B IEH CWARFARAS)
o SEFA MG B8 Bon BRI U ariess, S CPUMHIER. AR AR, R, mahEsm
NAT ¥,

N

AR CPU M NAFEAR s B~ HIAN snort AT DL A2

* fiebREIER (B CPU ME IS UL WARAE IS DL, At AERE) LARDIE I 3 U R s 5 i N A) Be N ISR E G5 1L

o SO AT TR - 75 PSR R SR AT R (1 S 3 A -

o MY IR AR BEAN ST AR AR AN I T A P R B S ADE R AT Do BRI s ] 23 S 47
Bo MTAIBLRIPE,  SmT LURRA YU S0 o0 AR (KA ] 53 0 T AT A IE

© TR HFLLAR A SR R . S R CPU R, I . G
HOR AN LB YCR T A I0 NAT 63 bRB0R . HoA B (1 RO S S R A LR 0T % 5
o LR A BT - S 00 AT T LA PR R s 1 A AR 15 A PN 0 . R
ELF CPU I, WP, BRI . ERE A NAT .
- CCL FIHR - LS TY i K G S B F MR A, B A .
o W RIE: - R0 PO B AV (0 b
I - FI-F0 F0 B F B o S 05 L T R )
1 ARG - S AR R A SRR R (L2, 15 AU PR O T IR sk, i) 5
AT U HEAIERE
EEERHETRR
S ARATFL R B sR2 A T 4 BT SR
SRS PRV BT BERTI S (O AP RAS O PEAIPUE . JESERHE FPRUL I B A R B 1012
FRRUL RS
T2l
RS T B L S QUL R

UK

SE1ERRFE 3B >ETRRL > KiE.
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A P A7 S L T R U5 D) 1Y R S (R A AR DL 2 4% o

TE2 ER&ASIER D, Ll BF (2D MIE (V) LUEIPRIT SR EERREIE.

PRI EAFEMISIPRUAETHE L, W RRER AR BOAREOUT, RN 2 78 2 A TI0E SO AR PR 753X
LR PIRBUANVERE . Frbsda thl T AR B4«

o IR — S H BN AL e SRR BN SR bR, BRSNS CPUL AR BRI R . E RS
= E LUK NAT 45 B,

o GO — PRI RIS A R A
© BCATERE - A7k CPU MR, AP 2, AN AFE i, Sl A mtde . VB HF NAT #4755 i e vt

I

s CCL - BRSNS IS B

ST DU R s T AR 20 WS R R AR R TR o A7 A2 S RE I EEREFR PR 52 #8513, 1557 Cisco Secure Firewall
Threat Defense 11T IRILIEFR

PR A EATLINAT BT B8 C BN TRV R o AT DU Ce g [ i Bl DA S BRREZR T/ CGBRILD . B A R4
(R TR B R . AN R g ik £ B 22 X (Custom) DAL E e SOT AR A9 H 3.

s e BDE B AR E SIR0Er BB 5 70 Bl ok A Sl
PERS sy “HET Kb, AEEd I BRI TR ] s A

FE AR 7 P e I TRV BB N A8 B it . T FLAR I s B B T AR AN RN TR . X T2 AN, R iln 2 DBy
7w R A TITHE R B AR T A R VRN IS

FER6 O THFE N RIS PIROUIEAE RS FEBEA A4 FRA O (10 D18 T0 3 1) 4 S v 27519 i 0 BT R -

B BARTREE B A=A BTN ER LI &A1Y rU s RO 2. 3 67 1 s Ay 1L NS AT IR DU E SR (KR il 222
s B AT AT TS AT AR DU A 2 TR AL

PR O TRPE T RS PROUIEFERS) BUAEOL T, B I 3 2 78 2 A UE SR i i i X L ia 4 PR U
R (= A% 1 [T PR R AT

o MR — S R HABTIOE SCE IR T I OCHR bR, B46 CPUL WAF. $510 . ERG0ME R DU
T UL B ERE A S o

* CPU - CPU A%, WA EIEREAIY) PLAZ X 73 1K) CPU A IS DL -

© WAF - A AT A, S EUI-T I Snort PAAFAE I 4

© FL - PR R g HE B

o B - ERGOHE R (BIWIKRGIR . TEEER . WHIERE) R NAT ##et-4i.
* Snort - 15 Snort HEFEARAIGEE

* ASP ZFF — 5 IA AR s I 25 5 0 Ao AR SR ZE TR R

31


https://cisco.com/go/threat-defense-health-metrics
https://cisco.com/go/threat-defense-health-metrics

AT DI e s e 2 0 W A AP PR AR R AR o« AT SR SRR S FRAR I 5E 38 51 3R, 125 Cisco Secure Firewall Threat
Defense 121K FE xR o

PR e RIS AT AR (+), AT AR R AL B QAR AR A B R SR HITIR .
XA B A AR, B PRSI R AR AL, SRR B REE bR

RRHEIR
SERHEA IR DU s BRER 5 SR AL G g E B, DU i, PERERT CCL gt a BT & .

R 4 ERHER

L=t L8R %3
CPU SERENT /B CPU Fabm-FIME (oIt it 1 i A percentage
snort)
Memory R A BB AR fEds (o3 F) T80 1 [ M snort) . | percentage
Kl et & ERE L AT I B R G . bytes
CCL #it i GEREMAE NFIAE H CCL g5 B . bytes
U SR (S B R BT
NAT %4 BN NAT #3350 Hey
G At SERE T RERD I EE B A A VT B BT
Hl SEMErh A 0 i B 00 T Her

TR & RE

FLT} 4 threat defense virtual 227, i5HATUL T8,

UK

TR R HARMR A AL B SR AF i

SR 2 AL FOH R (1 3 B ARCAK S SRAE K 2 SEARRAR -
a) AT FARIAR AR A S IR R A
b) 5 IS RRSEAR B o BSE A S 4

PR3 R HARMBR AT B A% 2] G,

TR A XTET R RA AT VA A

32



https://cisco.com/go/threat-defense-health-metrics
https://cisco.com/go/threat-defense-health-metrics

SIS WA AT, FFAR R .

HIE6 I YT AR

ST WFHIIERER, L £ R,
TR, ST SIS UUID RAA84

AR o WERMEE O B SR, TR ORAE S F8 B 3k B2t AT Threat Defense Virtual 134 75
AN A Bh YT R A . EPEIXRE SR E, TR AWS Bl E, i BT RELA (Auto
scaling group) -> 52k BLE (Advanced configurations), #R i B {5381 IR BUR BRI B I35 11k
o THen, kS SR ELE (Advanced configurations) MM 4 BT A3 274 I HERE, LIRS IS
ITRBAEE I 5241

© WA AWS _EE I SRAE N1 SRR T 20N T RRCAS,  SRJA T B3 REARAE, DB Y OB SR I 32 22
FATRASTIAEEANE P IRA . SRJF 2N B PO T Bl R BT R TH R BB AR IR

o3, s aT DO E N B AME P B Day 0 it & 15157 Threat Defense Virtual S5 (1) Pt fE k41
A Amazon RLEME (AMI). AR BC AT AMI. 3 R ASHE IS H I AT T8 10 AR
HABAMETF A .

EHS%E

AR A S TSI P

BN BT REFN R BE

05 BRI SO RE AR BE S S S M DR OUAER I 23R . JABTDRERT X T A A FFL B T3 B,

A FFRNThREFASRRE
LUR hBEAE o TR S DL P JCVARC R, AOC A & S and

\}

AR EAFERA RN FlexConfig Thig (11 WCCP KD , 1S (ASAH MHR/ERLEYEH) - FlexConfig L1
TN E O GUI MANMEAEIIYFZ ASA Tifg.

* FEVi ] VPN (SSL VPN Fll IPsec VPN)

* DHCP % )i g5 as AL, SFF DHCP k.
 JEFUBEIEHZ O (VTIs)

o e A

o SRR R

* FMC UCAPL/CC
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https://www.cisco.com/go/asa-config

AR P LThaE
LUR DhBE A ARSI m B S0k, IO R i
N
AR GErP I BE AT A B 1Y U T SR TR B B e b B Y

U SRAT I BT R, WS SR 4R P DD REI AU P T RUAR R ni i e, XA PPREZIRUR IO SRR b g
RRABEIEDL, A% 5 R A& [ ) A

KR DIRENT 5, AR Y U A b, W T AT S AR T T, 1 0 20T PR e SR N 3

N

AR A A WIE R4 LT FlexConfig ThAE (141 RADIUS £1lD , 1525 (ASA B MERAERCE IR/ S
FlexConfig foV/FHAHCLE & F 0y GUI PR ARTEAEIITF S ASA ThifiE.
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HEPLATH, B, SRR I NS

SIP #& il FN £ 8%
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8. U IEATIRA ESHR 2 S BT & 17 3 11 83 AL RS T

ICMP 70 UDP B9 7 7~ 151
LLR B 27 T BBt i o
1. [E 13 ICMP UDP 4% %

1. 1st UDP Packet 4. 1st UDP Packet

Inside Outside

A/

5. 2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder
Cluster

_4

%> UDP Hdls b B i A th s BARIE 2N prfE Gk T8t .

AT 55— AN B AL 1 0 R TR T H 1 TP bk R g 1 (R FCE R PRI 5 1) 25 10 R

TFIA A BB, SIS AT R EE W A PR e BRI as OO BRI S T
4. P EQIEN, 8T R SR AOLRE TR, AR5 R A e A B IR 55 4% o

5. A UDP Mt MR S5 a At IF At Ik 2 s o

e i 1) 3 ) 4 BT T A ABUE R e 6T DNS SRS M R, Fekd Ay, g m AR Eu ik 5 &
4%, ARJa AR R T # .

S [ 85 ) e B I B2 B A UL 6L
Fe R A QIR AR LIC ST AT B 5 B JFR B B RS T
JITA s Bl R e K 217 7 i o

w N

IS

© o N

42



GCP _ Threat Defense Virtual £2¥5Y [ ¥ id 5%

% AR AR HHER
RS ATIROUR R B 7.3 TR AT DL gm AR s A TR0 i 7
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