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AFEAHUUAALE Cisco Secure Firewall Management Center it & RSB K H .
RGHCE M TERFIATEAE . B2 W

P Cisco Secure Firewall Management Center RAALE , 55 2 7T
Vi) 43R (Access List) , 55 2 T

Vi 1) #2251 17 3£ 70 (Access Control Preferences) , 5 3 T
HiZHE&E, S50

k% H& IDIEF , 2 8 1t

RGN, 5513 1T

DNS 2247, 4 14 1T

PEimAR . 55 15 7T

s B, 150t

L HBAFIE AR . 2 18 BT

o SNESEHE PE VT ) (External Database Access) , &5 19 L

* HTTPS iE+5 , 2 21 5T

s fERL, EE 28 BT

o A7 SEHE % 10 (Intrusion Policy Preferences) , 5 29 1L
CIEE . W29

FRARIR, 2 30 0L

CEIEEO, 30 00

I 2% 3 AT S 1 1L 0 (Network Analysis Policy Preferences) » 5% 40 11
< HERE, FR 40 T

* REST API k5l , 2 41 UL

o RIS U A, B 42 00

o ILFAFAHIRS . B 48 T

* SNMP, 52 it

o ST, 253 0

 ISFTA), 28 54 T

 INTE R, 5 55 0T

* UCAPL/CC & H#ME , 28 59 1T
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« THRBCE , 259 UL

* IR , 55 60 0T

* VMware ., % 62 1L

o PRI, 2R 63 UL

* Web 7341, % 64 11

s RAENERI ek, 565 L

R E R KRR &4
RS
R

SCEFRYIE
L]

RRfat

T

‘=12 Cisco Secure Firewall Management Center 3 % fit &
REGRLE T FR IR BB O AR E .

Bz

SR EERE 3D >EE.
IR 2 A TR 2 U M

1718)%513% (Access List)

RET L% TP BRI S 1 BRI FMC (7 e BROANTEOLT, AW ATAT 1P kit LR S 1 -
* 443 (HTTPS) -+ Web 4% 115 i1«

* 22 (SSH) H T+ CLI Vil

WA LAFESG 1 161 _EAsINFe 1) SNMP 5 B IOV R BR . BN LT 225 SNMP,  [RIb 242056
JAH SNMP, 2RJ5A HEAS I SNMP o5 L. FREGNE R, IESHACE SNMP 3806, 5 52 T,
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A

i)

il

ERINIG UL, Vi AR SR T 2 A (PR A, V55 8O0 E TP M hiEAs s AR, AR5
MIERERIN T any 15

BcE iR 5%
BT AR AN IR T . 92508 TG HR P RO ),  20 L.
A\

AR O TR H AT SRIERE] FMC ) 1P Huhl, W REIER T e MV RAR, THIE “1e-any port-443”
R H, BORRE VTR

FHIa Z |l

BRUAEGL R, Uy i) #RALFE HTTPS Al SSH AU . HH SNMP LIS In 215 1) 4128, 2056 15
SNMP. HRVE4IMEE, S M E SNMP 81 , 5 52 T,

g2

$E1 EFRGE 3D >EE.

W2 (iR WRER SNMP AUV N2 U7 1 1158, 38 sl SNMP LAECE SNMP. BRIAEOL T, SNMP
MFAERARA; 1S BLE SNMP 481, 28 52 L.

P®3 tiifa5Fk (AccessList).

WA LRI — AN TP HHE U7 R AR, 3 AR (Add Rules).

PIRS (b |P iyt (IP Address) B, A 1P Huhik sl bl Vo H 5L any .

WIE6 EFE SSH. HTTPS, SNMP s 414, DUfi e 2o i 2 1P Huhik 5 FH iR £ 11

FT pihiRm (Add).

FE8 LR TE (Save).

AXEM

Firepower R 4¢ IP Huht2 ¢

i a3 %l & 121 (Access Control Preferences)

£ B4 (31 >EE (Configuration) > iy (5] #2 | & 1% 1T (Access Control Preferences) [t & 1y fn] 5
fEl=pr
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zgns |
. J7lal4E 5] B £ (Access Control Preferences)

EERANERFMER

AT DOl fe v CBRESRD P AE DR AF IS A I R KBRS U7 170 42 Fh BRI F) BE 6o 3 A 8 T LA PR
P A AB BT B2 P OGRS . BRSO T, sbohfigdb TAE RS .

R

R R SRS 5 Bl K BB A I, AT DUBC B B G APPAS AN EAAE B o B B SRR 0 48 X G 4L
FERRI R AE T R R 2/ USRI B o AL 5 IR AR AR I IIER DU R 4 2 H o X el D I8 4T I
1) 51 KR A F R B R/, X BE28 y £7 52 BRI 5 K B B8 AT A o

B, TE2%5 AL LR 4% H AR i) B A P 1R 9 8/ LR 52«

192.168.1.0/24
192.168.1.23
10.1.1.0
10.1.1.1
10.1.1.2/31

RIS, AL B SRS I, o A A B R 4

object-group network test

description (Optimized by management center)
network-object 10.1.1.0 255.255.255.252
network-object 192.168.1.0 255.255.255.0

ALy, HAlcEW R

object-group network test

network-object 192.168.1.0 255.255.255.0
network-object 192.168.1.23 255.255.255.255
network-object 10.1.1.0 255.255.255.255
network-object 10.1.1.1 255.255.255.255
network-object 10.1.1.2 255.255.255.254

BEARACAN S B 44/ RN S 05 S, AN BB IR 28/ USRI N S0 R0 S AL 855
ARG BN BB R, WAL G IR SR M, BRI RA AR, 1o,
FERRZESIE], AE LA RE 382y, AU SO 20 GLAL IR IR AEL .

|

ERSEN R RbO R Rhee (ERRTELTIGUR D Ja, R DGR E NI W LT A ik
A REMN, RERTRET 2L B2 A NIRRT R ISR IR AT 0 Al . AEReblln), ]
eI 2 R I BE % L CPUEHI R vy 8 IhRE (RSl A Ja, fE—UasE &
KRG DL 8 EEE I Refa, U AE S R /NI B8, L a7 2 1 sl B A1
I B o

VEDIRERZ LT S HF
© FERRAS 7.2.0 - 7.2.3 H, ASCRPICIIRE. TG I b AR S HZ e .

C FEMRA 7.2.4-7.2.5 W1, BRINEEUL R N BT WSR2t A5 B rboc m T b shRe . B2 e, 1
% BF} TAC,

B 7am=E |
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Bty DU AZ H B0 S B P RiG sh . S8nT DU R 2 Rl o7 s & 0 4% H S EE -
o fliFH Web 11 MRS HE,

B % H & SR EARHES AL o, G mT DU AL (AR 0T H A He e A g e %
G AT USRI B AN A A5 L, Rl LA L IO S PR R 7

SRR BRI RG & I R BRI &, B ST

R BTG HTTP MRS 3: 07 1 VEf ) HTTP IS 28 . 98 6 01
Fo kA BOR A  E BISN I R S S sk TP B3, o BLYSA8 APl LAt VR,
iR fs BRI B9 URL W 2 500 et

i, AT DU AR R R S e 4y, AT LM TLS UEP)E ] TLS FIAT B S5 56AF »
KEEAME R, WESW #ZHE IDIET , %8 .

MBI Z ARG H SRS

I 2] LI % S AR 2 A RS Ss A B2, WO sl HGwUR I T TLS,
J”J/\Héhmdﬁiﬁuﬂ$/\%éﬁD SRS o

BExEEREMEREEE

WA I g, iz H SRS UM U R E R G H G

Date Time Host [Tag] Sender: User Name@User IP, Subsystem, Action

Ferp, A Y IR TRDRUAGES LA FRAL T35 5 W AT IEAR L Z A, A0k e 4% 44 e v % H A 6
Al

B, S Aok B L R R A% H BV B FE 5 rvc-auptT-noc ARid, WK E E RO 1EAZHE
HEORBIAT e BT

Mar 01 14:45:24 localhost [FMC-AUDIT-LOG] Dev-MC7000: admin@10.1.1.2, ¥fE > Wif%, Wit
WERARERE T Em A, XEEASHMEREHENEF; &, elflaEGFRRRSEHE
R ARG W e AT T T 2.

FrIaZ Al

iR B EHO WL RS HERS Sl RAABCE R, R ICMP / ARP Fl TCP SYN %4
WAL ARG HE MRS w2 m vl v . K5, %mﬁﬁT,AAW%“DSMMmP%ﬁﬁﬁEM
WRRYIEE (i, S EZHEIDIE , 2B 870 , WAk TCP Fahfic & i1 1470,

iz

$E1 kKRG B >EE.
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B ssimasmnens i RS s

Y

7oA |

$R2 SiiEEE (Audit Log).
$1E3 MIGEKBERZEF RS BE (Send Audit Log to Syslog) s i bk 2 B A (Enabled).
TE4 DN FRAGEN T RSB R HE W% H &

il

ks

ML

¥ iz H R RIE B R G0 H B RS A PRI sl 58 4 BRE SRR S ] DL In i
PMRGHETN, L5700k,

pE 240 B A% RS BIE BASFHTLSHE, A fefae 24 R4 H E L.

Bt

QMBI T RS
WA ARG H BRI KB . i, e

TH B
MR RS H ™ ARG R IR

FAE AR H ARG H G S I brid .

SR AR B RNE,  DURAR D 7 % HSH R HA SR B R S H S
HE, BIans P ROUER .

g, R EAEROE B ARG H AP 8% H S0 % Z ATAR A rrovve,  TRAE 7B

Hi#%ii N\ FMC-AUDIT-LOG o

$ES  (Wik) ENR RS HE RS s PHLbE S %%, E T MR RAZ A SR E.
ARG RILLN P EHEAL LA AIE R GE H GRS 28 15 al 1 1)«
1. ICMP [BVidk

2. 443 F1 80 % A _EfY) TCP SYN

3. ICMP It [a] 82 if)

4. BN O _Eff TCP SYN

iR R g Bty ARG H SRS A AL T /], WMEH] ARP 1fi As2 ICMP.

E TN S

PIR6 Al RTF (Save).

G AR REmE HTTP AR 5535
AU FIBEINE, 2B b R s 0 A% 8 HTTP 6 284

Date Time Host

B 7am=E
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| rgmE

wazAsntna e iss

Foep, AHE Y I TRDR AR LA FRAL T8 5 N IR TR FRIC A, A& B & 44 FRAE A% H G T 5
Zﬁ‘ﬁo

B, RAREbRICA Fromve,  WHIAZ H AT E R B AT BE sl R

Mar 01 14:45:24 localhost [FROMMC] Dev-MC7000: admin@l10.1.1.2, Operations > Monitoring,
Page View

FriEZ Bl

H R B RENS L HTTP 558 ilfs . B, RYMEIE; WS 0 9% H &S IDIEFS . 28 8 t.

g2

ARG &b >EE.
HiiE#Z B E (Audit Log).

W, 7ERRIE (Tag) FBUP, BANESHE B2 Rbric 2. #lan, anRErEpf sz H &
SKZATESIN rroMve, T AE FBLHHHIA FrROMMC

MAFE % B R4 X B HTTP AR 2588 (Send Audit LogtoHT TP Server) F 513 Hik# /2 A (Enabled).
{ERIEEIZAEY URL (URL to Post Audit) 7B, $8&2H TR H 45 I URL. A S5H 2
Wi %1 HTTP POST A& 5 1) i Wr F 7> A0 Y. () URL:

* subsystem

® actor

® event_ type

® message

* action_source ip

* action destination ip

® result

® time

* tag (WERCEX: ESHE 3 )
EE LRV IIEE, 56 H HTTPS URL. K %05 B R IEBISME URL 1 fig &340 R4t

PERE.

FE6 fLLRTF (Save).
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Hix H & IDIEH

A UM AR 2 24 (TLS) GEB RS FMC M2 {5 A H % H & IR 45 4% Z R R85

FRImES (FE)

ARGIEF AR (CSR) B HFSAZGUEB MU (CA) JATES, RIGHELIUET AT
FMC L. (A RGICE : ARV F PO S A% H % sl s, 58 9 0l R R di %
HAEE i e N B, 5 10 T2,

BRS52IEH (AT

N T REm et FATE AL FMC NI H S RS54 Z M BEATAH B 30 Uk ik, i nak—4
HEMERRAPIR (CRL) o IR I H WAL BI7EIX L CRL 41 H ) 2 A UE 5 0 ik 55
o

Firepower SZ£f LA AT X 5l 4a i HLU) (DER) A% % 1) CRL. WER, XEE RS H T K 1F FMC Web
FEIMN) HTTPS %/ il 5 4[] CRL.

ARG E: 5 2R % H SRS a5, 26 10 0L,

ZEMEMEZEE

TR A% H S AR S B a5 10 HTTP RSS2k R 40 H S MRS 2%, #s v LU L5 2 24 (TLS) FH
L4 B POy FIARSS 28 2 TR (3BT o 8 AZ0 A e A% R RN R84 2E e — 1 8 P S AE D o
FreaZ |l

WS ZHE IDIE , %8 W, T b fl RSS2 145 B

UK

SRR AL FH PO ERPOF A M E ) S i1
a) FREUE RO B E I H SR aniE s . 2 9
W R G BAEIRALAR R BN B AR AR 25 44315K (CSR).
H CSR RA R INHT R AFUE B ATAMIA (CA) LAIE R4 (107 7 S uEA5

DR E AR AN AL H S IR S5 A8 2 8 7 AN LBy 6iE, 44 5 il ) CA AU T
HERRII S5 ST 24 CA HIH

b) WCENEBMUANEL FIE )5, B AR R FOm . USRS H SR e S A
EHPLL, 5 10 1L

P2 BCE LRSS 2 M AR, DUE RS Z 4 (TLS) BRSO s A 5 43 Bk
THZ I T B RN % H S RS54 IEES 28 10 UL
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PR3 FCE I H ST, WOR M ARPAT IR A
WS IR A LS mBI R g 1S, 9 5 ER 9% H Sy e HTTP fdsas , 25 6 I

RN EEP O EEENFRBEE iRt

| &

BREW WAZBAEER A T RCE R & B RO . BN O AT IS

RGN Base-64 4ilith ¥ PEM A% 2CIHHIE 15175 R 2581

FHiaZ Al
LR JLAL:
 JfitRz A, AR AN B E E U LA (CA) 25 B HIETS .

o SR T e R RS 2 (TR T G, IR — P B A
KB PURAE AR5 BAE 1S

UK

SE1 ERRSE 3D >EE.

$B2  SEEZBEIEP (Audit Log Certificate).

$I®3 il Generate New CSR.

$IE4 FERMXEZIH (FFEKE) (Country Name [two-letter code]) =7 Bt i A E 5 /Hb X AR
$IBE  FE/BEX/ERET (Stateor Province) 7B i AN G X/ HEE T MR 46 S .

PIE6 FAMXZET (Locality or City).

ST fFHL (Organization) i NHL L FR .

L8 I ANLALRBLL (ERIT]) LK.

%+ EA 2 (Common Name) 7B i N\ 2 g Houi sRAUE 15 1 i 45 4% 1) 58 4 B 58 144 o

ERE R A H 41 DNS EHLA AT, WE A% H ST M.

P10 SER (Generate).

BN AT SCAR G A5 F T IR0 A S

SIE12 EHNEPBIE R R SO (33 BEGIN CERTIFICATE REQUEST Fll END CERTIFICATE REQUEST T)
SR JE R FLRG G 21— AN 1 SCAR S

P13 KX SIAE N clientname.csr, HH, clientname A& VIR IR B & A K.

$IR 14 iidi Close.
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B semazspmirasagEho

T—5Hita
o FUEAVE BRI BV A RRERG “TFRAZ AT 30 1 O W 0 4 O -SAARHLA

s ERBICBEERE, WHLSAZIRS: WS HZHER B e NE L, 58
10 7L,

BEZASERHIERSANEERED D
U AR, DAL A A A

B
m
E
El

FHEZ B
PR I A B S PRES . 59 T
TR TEAE SR T AR L LA 44T

* WURA GBS A WA EERIGAEAT AN T (] CA, T HER LR AL ZE I EE (BUEHEe) .
BB P ETS ) CA 5 2 BE B AR TP RIIE S ) CA W Z5UAH A .

UK

SE b b, BRERE 3D >ERE.

$IE2 AEZBEIES (Audit Log Certificate).

$1E3 L SENERE FIRIER (Import Audit Client Certificate).

LB A ARG TR R by, RHEA U, U4 BecIn ceErTIFICATE Fll END CERTIFICATE
1To Kb CAR NG 2] % FimiE$ (Client Certificate) 7-Bt.

WIS BB, WIS IR A SR, U4 BEGIN RSA PRIVATE KEY FHl END RSA PRIVATE
keY 1To FUESCARL 2 FASA (Private Key) B

WIR6 T b e, SHEEA SO, R EH I HI2E 4% (Certificate Chain) “FB .

;T AHRTE (Save).

FEAVHIHZAERS HF|IED
YA HPA I AT BTS00 (DER) H3R110 5\ CRL S 1 bk 5 95 B 15,

)

AR WRERH CRL BARIEY, R ARFIY CRL SRIGAE & % H B RS AE BRI T LRI % &
F1 Web W 528 2 (8] HTTP &8 AIE .

B 7am=E I
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|

Ex 2 SIS OF et DR b R e O E = 2 e AW o KA A

FHia Z |l

o TR EM E S0 6AE B SAF U B SIE (CRL) )5 %, # R UE-BR AR 155w %
H& IDUET , 8 T,

M et S, 2 8 SR D BREL KA 51 0 3RO SN il

B2

FI AL L, EFRGE 3 >EE.
$E2 piiEZBRIES (Audit Log Certificate).
HB3 TR kw0 G i S m B AN RS- %%, 15ERE BA TLS.

JA ] TLS I, HR &0 H &%) b (B B0 B0 UE MR S5 S UE T o IR S5 A UE B I UE D I
2 i A IR GG A L A R R A e il o R TR EG IR I RE A ZB0H A AR A

* FCE ARG H GRS s LURAIE S A8 3% )7 b o
RPN G2 CA UEFS LSRR 45 45 E 15«
o B IHE RN P e A 2N CAET.

s WMWK CA ZMNE CA, MDA RINMA CA, REFMMNE CA (R CA) HmmEH
CA, RILSHE.

fr

SR A WIS % PR RS BT SEEAT SR YOUE, FIZEUE TS 1417 — CA AR B 5
R -
a) I B A SARIE.

BEEREW ORISR EN RS i, AN AR5 S e

b) RUTHRFEFIFBER R AR
PR (k) LOE B H MRS s i & e B AE, Wik BREESHIE.
BEEREW MCYRATLS IV, BREESRIEIE 4 & .
A E SRS, RGEH B i (B L0 208 %5 ) imilE 15 A8 B R 48 H S R g5 st AT Rk -

& A M R g8 H S g5 & B IR S5 SR UE 1 2 44 1) CA I CAIEF o A 20 SiiE P 36 i By
W, AR AT I IAE R, A L LR 4 A

o BCE ARG H GRS s LAGAIE 75 ) i AL S FRIAIE S o
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B zsemsorowmassrmis

$IE6

P17

SR8

o VRN R LB R G H B RS 200 P o ZAE 15 0 258 2R 4 H G R4S 2 1 IR 45 23 iE 15
] CA 2522,

iR SLAH FAH B B B0 UEKs o AZ H B s B R 80 H GRS 28, 156 FAEAAE H PKCSH#S #%
A, MAE PKCSHL A% K. T UL R ir 247K PKCS#HI1 % 8H 404 PKCS#S #% K

openssl pkcs8 -topk8 -inform PEM -outform PEM
-nocrypt -in PKCS1 key file name -out PKCS8 key filename

CA%) B SR A RS 2E 1, AT L R B 3R
a) %EHFBEHA CRL $#£H.

FEEW  OUNEET BAEESHRIT IR, 42 BRI, (2, (04 TLS i
S, AP CRL 3RER MSUASE . CRL JIIFIR 4 BHE BRI, AHHT AT
2 P SIE PSR L B

JA FIARE CRL 22 4 % P i B — SRS, DMEE ) (R4 CRLECRL. CRL AT
G e RAE, Horb, WERK A CA B CRL R E AR RS AHIE T 4 CA A, WEIES
RIC

b) HAIAE CRL XA %% URL Jf fidiiRin CRL (Add CRL).
FALL AP BRLLA N 25 4~ CRL.

c) siidiRIFE CRL (Refresh CRL) LLAFRE ¥ URL Nk 7 CRL.

BOUE S AT R O 5 it A5 (K R UE T AR A LA A AT 28R 45 Rl 1

R

T—% Mt 4
(AIiE) W CRL HURTIIAAR . 155 b iC BHE B R 5158 F k.

ERFEEER L ERHEZEEEFIRIES

LI

TIE2

ABEEH SRR A % H S P omiie A5 o AE 3 B bty my T IR rh, BRI Bl 3544 B
P,

UK

HRERgE 3 >BE.
MiliE#& B EIES (Audit Log Certificate) .

B 7am=E
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| 7gEE

zxat |

BT

TP T BEAT S SO R OR E A IR BRI ALZU E 1EhRE, W] DUKE 3R Gl B 3 e WA A8 A7 5%
1224 /NN IEAT (0 SE S PEARIR T o BT ORAF RS R ST G B S SO, b A AR . B
CACR AR T RS I S PR A5 R, LASR et 2R 400 S S Il 22

LA 7 i el 2 s B SO R e s 0 By P 803, JF HLA W RS G B S O A ORI e
R 2 R R] - HO B, SR S AL TR 51t RN ) BE e 2, Bl 1R S S s B 0

AL E I & 24 /A TSR SE X

FcB B AT

FiaZ |l

© BCEBEPEIR S %, DG 2 24 /NN R GUHEAT (0 S SN S HE A ATRPEAE R, WS
P S 4k S LR S b, 56 19 T .

UK

S EFRGE 3D >EE.

SI2 S EBUAT.

SE3 i ERREEE.

HIE 4 NIZ{TEFE (Timeto Run) #7413 ik B0 75 38 R SRR R H 3 el 445 1 AR 1)
HIRE AR A (Email to) 7B A IBAE Hb il .

B EMRHRALT, A% E—f % (Resend Last Report) LL A AR S — /i
B R

FIB6 WIREALSHEMEHEN, HiLEhEESEIREE (Incude Policy Configuration) & 4.

BB WREAT 2 24 /BT P A B, T BN T B iR 12 3% (Show Full ChangeHistory)
RIEHE.

PR 8 miiliRTF (Save).

AXER
(R TR AR PN AR
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ZaEE |
B =xesinm

5B LI Tk IR

BIERBEECE (IncludePolicy Configur ation) 32 i FH 445 il 2 8¢ 1 15 76 58 S0 1 4 2 o A0 45 SR B 14
ke IXAUHERT U A . AR RIS . RGEHEME . IS AT IR0 SR W AN 10X 4 i UL SR mes (1) B o5 T 2
AREPFLIEI,  AHE AL BT AT SR (1 T 0. TG H T~ A 8l

RIRFTEEX A FICHE (Show Full Change History) 323 2 H) 52 48 42 75 78 5 S0 15 035 s i
2224 /NN R AR BT A SR U IR S o WTR AR IE PR T, R ARG RN S0 1R B R S L

)

AR SO RS ANELER S S S A R B A S

DNS Z1F

AT LLRE R G B 7R A G0 B B ST 1P Huhik o 3B W] LY B HRAT K DNS 2847 HC B A s
PE. BCE DNS ZZA7 k8T LI A AT ik 1) 1P Huhl, TG RRHATASM A4k JXFE, JHH IP bk
FERT I, T LAy D I 2% BRI R I bR s T ) S

BcE DNS ZFRE14H

DNS fif HrZ2 A7 R 6 0 A R R, B SCVERT LRI HTIL ) DNS 24k 31T 2247

UK

S GRS &b >EE.
$IE2 Aiili DNS 4 7% (DNS Cache).
$123 ) DNS #7477 (DNS Resolution Caching) N4, LN FEIHLZ —:
« 22 M (Enabled) - Ji 2217 .
« B2%H (Disabled) - 24112547 .
$IR 4 7F DNSEFBE (Ko k8440 (DNS Cache Timeout [in minutes]) 7B, i A DNS 4% H7EH
T B T A5 N R i1 A7 T G A7 () 3 B
BRINBE N 300 4381 (5 /8D &

IS AHRTE (Save).

AR ER
P B AL B

B 7am=E
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| 7aEE
s |

%8 il TET AR
P T RSO I A AR P E R A A BT R SORAS AL s R — ST R N LA, PRI R AR
AR R . RERCE T2 T0E SRR 1T .
T DARCE Ry, DB R ]« A U #ft.
AXER
KPR

B Ri=HImiR e B E X 7 it

I “ A XM (Custom Analysis) 42 AR A £, AR S35 (10 1~ v il B v B it e 1) B
E

UK

SE1 ERRFE G >BE.

$IE 2 RUlEHIER (Dashboard).

$B3 kP EAEEXS#HE (Enable Custom Analysis Widgets) &IEHELL R P “ H & X oy
H1” (Custom Analysis) #4573 i 2142 ) T A

P4 SUHRTE (Save).

AXER
RTFEHI AR

R

N BB o R, O S ST B R R P TR I R A LA ETRR LR AR
Yo URL Ry 4. X FAERr SRR, wr DR E A B b0 12095 PR B AOC SR EG. WAL &5
(RIAT: T SR AL SR A I 1% ST P 1) O B BB R e . D ddmahme,  NoRe S S B
LA RO AL BRI AR . T DO R AR R AR DY NS I S o O RS SRA, T DAZE
AT BE -

LTSRS, R EES. GEER, WA 6.6.0+ 1, ARELLIZAIT 0T Ex
R Z TG D ROETT LTSGR, TEZ 0 B RN ik .
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7oA |
B ==srssers

fic & 2R B S PR

FHia Z |l

o T SRR BEAE AN A B O B P R M BRI R A R, U R I R A5 % TS I
WS AE A 4 E UM R AL, 5 19 TT.

UK

SE1 ERESE G >BE.
PR 2 LEHEIEREE (Database).
T3 TR, IR R
A AR K e ] e SR I AR, T S B R SRR, 5 16 L.

$IB4 0, (FHEIEIEEH@EEMI (Data Pruning Notification Address) 7B, i A\ S 5205016 81738 %0 ) s
Fduht .
PLIBS LR %E (Save).

SR B = PR 7
R B0 LA R OB AL R K
R 1 IR EEGRE

%R EBR TBR
UNGE 2GS 1000 J3 CEFHEEHLOERD 10,000
3000 Jj (B EEHLLM000, 5 PR 1600)

6000 Jj (& HE 002500, 45 FEAR002600,
FMCyv 300)

342 (EH 04500, 8 FE FRL4600)

RILF A 1000 Jj (EFEAL HEP) 0 CZEHIALE66)

2000 J3 (& BErP4002500, 5 B 1032600,
R ER04500, B EE 04600, FMCy
300)

B 7am=E



| 7gEE

wormsers [

FeER

LBR

TBR

R
g

5000 J5 (& HHO R
114 (B FE 01000, 5 PR 1600)

342 (& L2500, B B HR2600,
FMCv 300)

10 12, (& F17.054500, 45 2 H.004600)
R AN NG AT 3L H i R
il O 1) KB SRS R I PR
il

0 CZEHAE)

WK B KEEEH (Maximum
Connection Events) {H#% & A%, NIk
Bz i, M2 SCHERRRE AR
PERIRIE B A A7t AE BB
7
EE ¥ mKEREH RENE
S HEBRBR 2 A R
PECASM AT e S

A RIL B E R KRR, 520
I3,

XS BN 2 R

B GLRE

)

5000 Jj (EHEHO KT
112 (B HEH0 1000, 5 FE R 1600)

344 CEFLF002500, B FEAHR2600,
FMCv 300)

10 {2 (&L H004500, 55 FE H104600)

0 CZEIAHE)

KIERFAERNE
allow %1ZR FifF:

100 Jj (&R rh0» Virtual)

200 Jj (B BEAL2500, B HH02600,
I 04500, 7 04600, FMCy
300)

o

TR

G

1000 J7 (& #EH0» Virtual)

200 Jj (& FEFRA2500, 45 B A 022600,
4500, 5P H04600, FMCy
300)

10,000

SCAEFAE

1000 J5 (G 3L )

200 J7 (&7 FLR02500, 5 3 1002600,
R 04500, 4B T04600, FMCy
300)

0 (ZEHIAEE)

IBAPIRDLHAF

100 J7

0 CZEHIA76)

H %D K

100,000

A

ARCRE A

1000 J1

A

zgRE I



B =rusEm

7oA |

X Sl LR TBR
FOUE BRI 5 | 30 KA il sk 1 RA 7 sl 5%
R
H s P 91000 17 —
4
g (HFP 1000 17 —
0D
MNAZ T A (100 7 —A
FrrTuee
VPN i B HERREE | 1000 77 0 (BRI
L
B KRR

B WS | KR E (Maximum flow rate) (BRFPiiiE) {EAE https://www.cisco.com/c/en/
us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh

[ B A0y B 2R 1K) T & M4 (Platform Specifications) #7118 &

AR B BT I B RERBHR MR ENT, WAL RN AR SRR E AR
QiR 7 T AP AN S 62 L SRV T SR INE T =

U7 BUP AR AR AR 2 T E0R AR T A K
R _E AR SRR AT N K

FEL~~ HaS 15 188 M

DR ERAT LU A, IC B IR 3L
o MRS AIETE T AT R
o S IR AF A IEAT FRTUE AT 55 1R T
o LIS A A B O Y AR
o T IS 3 K ) o e
o RRRRPEA T ABLEE . bR SRIRF SR, AR FFERAITIRDUF R

Wc B WA AN, wTRUh R G WA 4k ML ) A e ik, FE el T N R A IR 5%
PG SN IIFARIE . OB S, LA R

B 7am=E


https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh
https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh

| 7gEE
mEmeraEnamnes [

A & B4 Fp 4 = A A0 0@ A Mttt

UK

$B1 kB EGE 3 >EE.
$£18 2 tiili Email Notification.
$IR3 MR EN (Mail Relay Host) 7B, 4 AN Z5 FH AR IR iR 45 o 1 =L A% 85 TP kb . S A PRI R
1 TR LA AVE B A ATV 1)
$IZ 4 i OS (Port Number) B, &5 A BEAEIRSS 28 A% i s 15
TR f g 114
25, i F st
* 465, fH SSLv3 i}

* 587, ffi{H TLS i

$IE 5 {EhNZE /5% (Encryption Method) Fha$e—Finss 2.

* TLS- il AAam = 2 A i A
* SSLV3 - ffi ] 22 a7 )2 I 1l A5 .
* ¢ (None) - FVFA DN 135 .

iR LR AR A I 55 2 22 T PR IR 6 3 A AN EEOR AT UE AR S0

fERHE (From Address) 7B, i\ BRI AR B2 i T JEL RO IS AT 3t ik Fr) A7 AR S A b

o, TAEIER R MR RSS2 IR S A sy, TR PE R B 38 E (Use Authentication). 7E
B P& (Username) 7Bt A 4. £ 58 (Password) 7B hii N &6,
BAR R CUC AR IR 45 g A MR IR A, 17 A K BB AR 55 28 1% & (Test Mail Server Settings).

ARG AL S50 om0, DRI & Rl -

PRI midRTF (Save).

. el
g Xg
~N o

Sk Sk
8

N
8
(- -]

HMNEREGAE EE 77 18] (External Database Access)

TERT LK 87 2R rh LG R FOVE SR =07 20 7 b LR PR AT U i) o 3XAE, AT DA DU AR
75 XA H SQL e £ di 7 -

o AbARESR S T H (5141, Actuate BIRT. JasperSoft iReport &¥, Crystal Reports)

o HAMAEA S RF IDBC SSL #EH RS M (R0 4E 5 XN HID

I zgRE I



ZaEE |
B =axsrEwsamsa

o JARHRBERI 64T Java ], 444 RunQuery, AJ LAAZ B 75 AT sl ] T 3RIBUR — Aty i) LLIZ 5
PN ETIRESE S

AR AL R GERC B A VT ], IR VR e LA B EE R U R AR . TR
U 1) LA ¥4 B 4 Vi ] o
et U NS LR R AR

* RunQuery X EURHR AL 2o 2 A iy T

* InstallCert T 5, A H]T MEE;r) (1) & BP0 A R A2 SSL R

o SR B BCH PR I A 25U FH 1) TDBC BKEN AR

AR A 0 T RRRCE E R PRV (5 R, W20 ( (Firepower REEEHRIEVT I TEFHE) ) .

J& 3 &1z e S aR 17 18]

UK

SE1 EHRE 3D >EE.
FE2 L IMEREIREEE T 18] (External Database Access).
HIE3 kb R IFINEREHREEE 5] (Allow External Database Access) & i HE .
PR 4 AR EEHE (Server Hostname) 7Bt NAH N I . KRHE 28 = S BEK,  Bbff o] DL 45788
UL 5E A PR 2 544 (FQDN). TPv4 Hihik ok 1Pve ik
R TR B ST R RCE T, AU TGS SR TEANE B o AT U N £ F N S A
MTEITE B .

$®5 il Client JDBC Driver 551 () Download J{-4% i W 2% 3278 F# client . zip BAFAL,

W6 T —ANELE AP HUBEZS A B v I BB, 3 s EML . BE, iFRdR B S BN IP
bEChi| R IE

ST /£ |P Hil (1P Address) b, A 1P ik s 3 Bl 5% any o

P8 pithiAn (Add).

FRI HiiRTF (Save).

R IR ) B RORAT (R P B, T G RIET (Refresh).

X EM
Firepower R4 IP Huht2 &

B 7am=E
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| 7gEE
wrres i I

HTTPS ifH

{8 & BT 2 (SSL) UETS, B REALy 0 DALE R GUR Web ) Y028 2 [0 N 25818 . i1 Firepower
WA ARBE B BRUGIE S, (B A A& AT A 2 BREN A4 IR B AUR MUK (CA) BT AT CA ARk, Rk, i
2 [ENG T kg B A ER SN A4 BN RS AT CA 284410 H s SGIE S .

AR BHHEOIER 4096 7 HTTPS UE 1. w4 45 B rbuCoAl B AR 15 02 38 0k KT 4096 47 1 28 JL iR 45 2 2%
AR, WK T B sk 30 Web . R BTG O, 1B R TR TAC,

\)

ER &P REST APLASSZE: HTTPS iF 4.

ZXIA HTTPS AR S5 28k H
TR B AR R IR S B 5, SR B4 RO B 5 B4 20 HTTPS % B 51
D Web ST, [0SRV S5 S E 5 A 1 % A CA 2.

BRIV S8 28 UE D 0 28 iy R B R FUE P i AR Bl 1) o AR BRI S Z5 UE B 2B H I, 15 IEF: B
(35 >®]E >HTTPSIES.

TEE R, HEEE Firepower AT T L HBNETUEY . A OCIELI(E B, 15Z 1 Firepower #WEN T R AT

Yt

D b, L R B8 > BB > HTTPSIES WU BT AR,

B E X HTTPS BR =5 uEH

T LU T A B R0 Web S IR B 2R Ge i BTSSR AL P05 B A IR 95 S UE 15T oK . IR 2B
52 T A5 A (0 9 ERAE S U LR (CA), W] BUAE FTZAE SR IEAS BEAT 2638 o S8 vl LU A= R 1) 37
KGR FUEAS UL LU KRGS #ETS o SRAFUE MWUMLY (CA) A ZUET G, 0] LU N ARIE
15

HTTPS AR 5528 &K
i [ HTTPS UEF {5 Web 3 5525 F1 Firepower B #5 Web F 112 [A] (FEREIS, o200 A& HLIC M

X.509 AFHRERRGAE DB AREBREY 7% (CRL) BlE CfF (REC 5280) [HAET . 48 RS 2eiF
PRV, WHRZIE PR A ZAAERIIRAS 3 (X509 v3) , N RGESHLZiEP.

FEF N HTTPS 55 asiE 152 0, i iR A5 LU 7 Bl

I zgRE I


https://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280

B wres s siEnER

7oA |

EBFER 15 AR

A G FE PR . TR 3. 1524 RFC
5280, 5 4.1.2.1 7.

JFos IR CA 70 ECEAE ) IE 35 AUk & F P51
SME—FRUE T . 12 RFC 5280, # 4.1.2.2
o

%4, CA I T BB EILEPR R . Ul
signatureAlgorithm “F Bt VLI . %2 RFC 5280,
541237,

B8R SAR bR B 258 RN 28 R AE P I S4A . 152 RFC 5280,
941247,

R CA PRAFIR 4 JAE TR A 1E S AR
%% REC 5280, 5 4.1.2.5 5,

= PRV AAAG LA FH 3 0 - B R A A SR B Y 52
s IUEX.S000] 2 FK (DN) . 1551
RFC 5280, %4.1.2.6 7,

1 FH 3 T ik 4 UE AR (44 A1 TP Mk o A 38 m) ik 44 FRAE
RFC 5280, %5 4.2.1.6 TithE X,
WIERAE BT 2 A8 1P Hotil,  FRATTa a8
B

XN B W R SEARRET . 1§24 RFC 5280, 5

4.1.2.7 15,

B IR

PO 5 T2 5 E T AL R A B
. iEZ % RFC 5280, %5 4.2.1.1°7,

N\

TR PIFRIRTT

PPN SR A E BTk S
[%] RFC 5280, f 4.2.1.2 7,

SRR & AE PSS & . 124 RFC
5280, #4.2.1.3 74,
FEA PR 1 EIEP AR A CA, LU ARSI IE P ) 5

KIGUFVIFBRATIRE o 15214 RFC 5280, 45
4.2.1.9 5. XFT Firepower B&8 - IR 45 #%
WS, M e ca: FaLsE.

B 7am=E


https://tools.ietf.org/html/rfc5280#section-4.1.2.1
https://tools.ietf.org/html/rfc5280#section-4.1.2.1
https://tools.ietf.org/html/rfc5280#section-4.1.2.2
https://tools.ietf.org/html/rfc5280#section-4.1.2.2
https://tools.ietf.org/html/rfc5280#section-4.1.2.3
https://tools.ietf.org/html/rfc5280#section-4.1.2.3
https://tools.ietf.org/html/rfc5280#section-4.1.2.4
https://tools.ietf.org/html/rfc5280#section-4.1.2.4
https://tools.ietf.org/html/rfc5280#section-4.1.2.5
https://tools.ietf.org/html/rfc5280#section-4.1.2.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.1.2.7
https://tools.ietf.org/html/rfc5280#section-4.1.2.7
https://tools.ietf.org/html/rfc5280#section-4.2.1.1
https://tools.ietf.org/html/rfc5280#section-4.2.1.2
https://tools.ietf.org/html/rfc5280#section-4.2.1.3
https://tools.ietf.org/html/rfc5280#section-4.2.1.3
https://tools.ietf.org/html/rfc5280#section-4.2.1.9
https://tools.ietf.org/html/rfc5280#section-4.2.1.9

| 7gEE
wrres ZpisiEs

EFRFE 15t AR

Y EHE Y Ronbr “BHMEH” P FRRIEARH &2 4b
AR CVAE A — Ak 2 %
15200 REC 5280, 54.2.1.12 5. EHESEAT]

FAE R 55 B TS (E 15
signatureAlgorithm CA HITRHIE P24 MR AR R . AT %
LB, 15554 RFC 5280, 55 4.1.1.2 15,
signatureValue &4 . SR RFC 5280, 55 4.1.1.3 i,
HTTPS & FimiE+

S mT AR 2 ) ol W A A 15 A6 75 Zh RER PR IR Firepower 4% Web Ak 55 & (K15 1) o J8 Ik
I, P2 IR S5 ds ook B TP RO B8 4 2 i B % T AT AR P A UE S A 0 2 B
S UEAS I [A]— AN S UEFS WU A R S48 JEIAE LU R AR F 500 T In#k Web S

 FPHAEN A Tk P RUE B K
o HIP AR S F R KIE AN A8 IR S5 R UE A5 (P A LR A il o
o AR s B BEROUE B A ks BRIES EE P E B U WU A R

BLIOUR S 7 i VAR UE 15, 1EKE R G E N A FHAE R 1RSI (OCSP) Bihnak— AN 8 2 AMIE il
%13 (CRL). ] OCSP, 4 Web &5 as i BIIE BRI, ©&5IEBAURNARHTIES, LA
TEEE N BRIA 7 i UE B A 8 . W ORIk 25 28 L A I — i A CRL, I Web JIx 55
X E S e CRL H T8 2 7 viiE PE AT b . an S %46 CRL 104 LB E
FETS, W Y28 ek gk Web S

\}

AR W FESAH CRL BAFUET, WAL S HMFN CRL KUF 2 b i W s ik 1505 k% H G IR 45 2%
s,

&= E Y a7 HTTPS FRE 258

UK

$E1 kHERGE 3 >EE.
$£1® 2 i HTTPS Certificate.

I zgRE I


https://tools.ietf.org/html/rfc5280#section-4.2.1.12
https://tools.ietf.org/html/rfc5280#section-4.1.1.2
https://tools.ietf.org/html/rfc5280#section-4.1.1.3

FGRE |
B =rumes mssirszaEk

4 B HTTPS B 55 23 iE 5 22 215 5K
S AR A A T CA 254 0T 15, IS4 120K Web SRIETNS, 0938
SRR,

IEFSREA TR (CSR) Xt AR IR e 2 ME— K. VA A B8 24 /Bl CSR. B
R T BEEOE AL, (HIATEBUR A LU M i CNL 4123, AU, Jlli/IXk. /B ihIX.
] /3t DAL P 8 AT I A4 R

A P51 SR A ) % 81 K Base-64 Znfid[f) PEM #4528 .

UK

HRREgE B >EE.
S HTTPS Certificate.
it Generate New CSR.

TMEERT AR

Qe

Qe

SF Sk Sk
S S8 S8
W N =

Generate Certificate Signing Request

Subject

Country Name (two-letter
code)

us
State or Province X
Locality or City Austin

Organization Cisco

QOrganizational Unit

(Department) Engineering

Common Name www.example.com
Subject Alternative Name

Domain Names www.example.com,www.exchange.e

IP Addresses 192.0.2.1,192.0.2.5,192.0.2.10

$E4 AERMWXEFR (FWFEERE) (Country Name [two-letter code]) Bt i A\ B 5 M X AL 65 o
$IBES  {FA/BAX/EET (State or Province) T B i N4/ [ VA X/ T EFE T IR 9 45 5 o

6 i AMXSE T (Locality or City).

$IB7  {rLEL (Organization) T A 2124 K

WIS NLHLEBAL (ERIT) K.

PIR9  {EAFZ (Common Name) 5B i ANk HAg sKE 5 (1 Ik 45 4% 1) 584 B 344

iR A F % (Common Name) 5Bt H i S5 ZEE 1 BT o 58 A1 R (1) AR 25 S (1 5 4= B e
W, P AR4 L DNS N4 ARICEL, WIFEIERE 210 6 o el 21245

B 7am=E



| 7gEE
LY T |

PR EERM TR 2 A EAL B TP ShE eSS, AR AT T A RR” R A A LU AR
a) 1FE: HA A AR A AR IR K 58 A RO B i CERAT) .
b) 1P bik: H A di A AT AL FR IR TP Huhik

PN SER (Generate).

FB2 I SOKRG A

L3 RHNE R A A (4045 BEGIN CERTIFICATE REQUEST Al END CERTIFICATE REQUEST 11)
SR B FOR NG 21— AN 1 SO S

4 %M TIATE N servername.csr, 1, servername & TR HIE 5 e 55 2% 1 A4 FK

5 s Close.

T—%#ita
 BRIEAERITAS BB AR -
s WEIBAIER ), WS T, WS S HTTPS [R5 aE1 . 5 25 1.

E )\ HTTPS AR5 &5 8

TR A RAE 5 2 AU BRI AT R TR CA, B A I A —ANIE oE (RIIE P12 ©
WIERAE R 7% il WS SUE AT G LU AT 4RI, Tl Web Ry i B oK 23 5k
W

o R IR ) e T [R]— CA 2544

* RS A AR BE P RS RIETS IR CA 244

AR EHEIHL SCHF 4096 7 HTTPS UFE15. a4 B HCy A RAIE 10 A& F KT 4096 437 11 A JL AR 4525 %5 4H
AR, AR TE) 8 5k Cisco Secure Firewall Management Center Web %[ . 5 <K HTTPS UE-5 5
FEIRA 6.0.0 MEA{EE, 1S ldFirepower REAERATUH, A 6.0 1) “H 4 .0 HTTPS UF
FHHRIRA 6.07 o WA KB T HTTPS iF 5 H Gy 6 s B 0 Web S0, TR SR
o

FrIaZ |
« AERRAE PR SR HTTPS R4 SHE B4R, 58 24 1.
o H5 CSR UM A 2 s AUEE 1) FLR SRR B AOUE AR LK, B3 A CSR KA F Z8IE 15,
* FEBRFS HTTPS IRE#HIEBESK , 5 21 TUR R 2k .

I zgRE I
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B ==sseoumes 2riies

UK

$E RHERGE 3 >EE.
$182 5 HTTPS Certificate.
$E3 LGS ANHTTPSIER.

TR TiES NN ) HTTPS iE15 .

SIE4 Eij—‘%iﬁ%ﬁﬂpﬂﬁﬁlﬁ%%ﬁﬁﬁﬁy HHIHEA AR (5 BEGIN CERTIFICATE Al END CERTIFICATE
1) o K SCACKE NG 21 BR 55 88 EF (Server Certificate) 7Bt .
WIRS & LI FASA I T AR Bk 525 44 18 K 16 77 2
* 4R H Cisco Secure Firewall Management Center Web ﬁ@iﬁiiﬁﬁ%%%?ﬁ (anA= B HTTPS
RS 2RUE AR, 524 TR ETIR) , WRSGCHRAEEH, BT AKTA.
o St FAl y AR GIE A TE SR, WA ZAE AR AR 2 . TT%*A@Z%EI#?FE%JW

AR, 45 BEGIN RSA PRIVATE KEY M END RSA PRIVATE KEY 1T . KR SCACKE G 2 FA4H (Private
Key) 7Bl

LB 6 FI AT FT s R RIUETS, RSO, SR 5K L2 I 21)5E $ 4% (CertificateChain) B . U
RIRARIE TS, R AL R bAL . an SR e, TER RIS AR IE S N 7. EPR G
HHRHEA A, FE BEGIN CERTIFICATE fll END CERTIFICATE 7.

TR LHRTF (Save).

EEA A HTTPS 3 5D

AT FH SRR P ] RO ) A B L Web ST P8R PR T . RS OCSP i DR AL 1
S LT RRE (PEM) #4385 ) CRL %4 HTTPS /' il

WU RE G CRL, BER R AR BT 1, 2T LU T RIE 4K B CRL. R&E %
CRL {15 5L 7

)

AR B R HE P uIE G U Web SHH, DY A TE AN R S uiiE T (T s R AN
] CAC) .

FHIa Z Al

o PR TIERL R S5 R e AU B 2 2 IR S5 4R UE 1S 721§ A HTTPS
g5 asiE1s . 2 25 1.

o DAEII P NARSS SHE18E 5 TEZ 1 S\ HTTPS IRES45UE TS, 2 25 Ui,

W ss5EE
I



| 7gEE

gareid HTTes fes iE s |

UK

SE1 LHRgE 3D >ERE.
$IE 2 fidi HTTPS Certificate.
$IB3 kB AE P iRIES (Enable Client Certificates). UifT 47, i M T 7513 ik FA1 N IE
PR A EBSFE B AL

© B AEEZA CRL SRS /b5, 7HIEH B A CRL 3%EX (Enable Fetching of CRL) JF4k4k

PAT A 5,

« FAFF OCSP Kb 2 F il 15, 151+ /B OCSP J kit 201 7.

s B ARETIN O MR P e, TP R AR 8.
FIES i AIA CRL XA 2 URL A0 CRL (Add CRL). & LI EBHELIAIN 25 4~ CRL.
FIR6 midiRlHE CRL (Refresh CRL) LLMAEE I URL H4% 241 CRL.

pE JA ) CRL BRI e T 615 & 188 CRL AT RMESS . GidEAE 55 LI E SR A%
BT WU il S S B BRI R, DL RS SR A AR A e i 5 Ak
BAAEX T IUEBBURMNAGEE . GXEEBRIEB AU .

EE PRAF R 2 7 i UE S A IC B I An SRAE A B30 B8 A A5 A7k X P e A R 7 e 1S
2 2R AR B BT Web RSG5 a5 U7 1] o 33 £ DORAF BB Z BT R C 22 200 7 ik
15

PR 8 miitiRTF (Save).

% Em
R SR 5% P
ST 2RI HTTPS R 55 25EH

HBEAE G KM BRI 55 Bk

UK

S kKRG G >EE.
$2 S HTTPS Certificate.

ARG E A AE BN HTTPS IR 95 dib 1o, A4 2 okt .

SIS Al LA HTTPSIES . (04 RARCTA SN ERIA HTTPS IR 25 B4 130, BRI A 4 i £
f BT BRI L. )
S (I (T HTTPSIER AR, Yobtt MR DUk s B0 s 1.

zgRE I
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7oA |

FIBS LT HTTPSIEB XA IGHES, s RTE.

T—5#tta

Ry UGB K A HTTPS B4 G b RS RRIE 15 A ROUe /5 S8, SR E e 7 C 84T .

—
Tlf
C

Web Frifi (1) Ret > B E WS MR IFEE. BRARSATUN], A WP 5 Bl o Kk,

\)

AR JEZ N BB > K F s, P RAUER A AR IE S

FE 152 BF

47K (Name) 1500 BHL WA TR E RRTE A FR . RS s ] U BN A 4%
W48, (HLE T B P N HAD A FRA S T i BN .
WA TR N, Bltn, & BonAE S SecureX Fl SecureX Jak i [ 45
DA & YL
WERTE AL FR, WETA S M s A AR bR i A 3, I B R 28 A4
RE T 4 PR 3% B 158 4%

FE e P& NEIRE Y

iR WA TS .

BAFRRA W 2T 2 B A RRCAS

BERS MR BB AT I RAE R S

Btk RGO METR & LB IT I EAE R AR

[Pv4 Hidl: BN (etno) FEEEZI(P) IPv4 Huhik . iR 1Pv4 B BRAL TAR RS, B
2T URH .

IPv6 Hidik BRIA (etno) EEEEZ 11 IPv6 Hubil. Wi 1Pv6 T ERAL TAEHPIRES, b P B
2T LR .

BT MHTERE I R G R AMG . WIS [ E B LR T8, SRS 1K) 44
FRUARMA R

A5 g At AE NI AP IK sh s b s R e 5o e 5 ml et Tl b F B
B,

B 7am=E




| rgmE
NIRE R BRI (Intrusion Policy Preferences) .

= &4

s ' - -

N{Z B B IR (Intrusion Policy Preferences)
YA IENAR SIS, o] DA B R S8 DU AR D) BE MR I 55 SR W AF O I S . 0 FH SRmes B oy
FEMIIEOUT B H 53 0] DUPR T DA A8 50 28 v 110 DB SR s 1) Ji 1AL

QRO SRS TSR T TR DI RE, AT DURS R BN AT A I 3 UCERAT S SRS e 1 1R 5
B, ARG SR T AR R .

B, AT DRSS [ B U5 N B A% H S

LAE LSP SOPT Y FRAEAT 7 o (K] AR 48 SCIRTREIN S S0t g, 5 Rk B2 E MR A9 Snort
MM A REBE S, RGBT, RN IETIRGS. ErPIbRIERER, RS2 /E LSP
ST AR AN 0 AR R SR U O BT o TN S AE RS 55U R AR KRR T AR SS IR

o (BE) .

LU Language U 4% G116 2 AN ) (935 7 o

RE Web IZEOMES
T T 4T T T T o 16 DL 5
- i
ki
RIS
D
+ FIif

. G
UK
SE1 EHRK 3D >EE.
$I1E2 il Language.

SR I LGS .
TR A SR TF (Save).

I zgRE I
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B RIRIR

7oA |

AT “ B SR 7 (Login Banner) DU by 22 4 15 45 B 2 SRS FR 8 25 U6 . B ok Bl 1 e SV B
M o

T DA ASCIL A 47 R F] 200 11 e SOS MR . RGEAIR B IR T EE o QS8 it ok KBk
SakEiR, RS2 BRI Telnet B SSH 2315 7] g2 92 Mo

BEXE R

UK

SB1 EHFRFE 3D >ERE.

PR 2 PR FHENE (Login Banner).

$IE3 /FEHENXEFH#ENE (Custom Login Banner) 7B, Hir AN ZEAE T 8 s
PR 4 R TF (Save).

EIEEC

AN, AU MG WS, OFEE B0 BIRnEZ SO, EH4E. BRI, DNS
M55 24 F1 HTTP {CH .

XF B0 EEED

XFREETE

BOATFOUT, A B R B AN PR A BT B S0 m] DU B I BAT WU LG BEE, TR
EI RGO 1% DGR B L . BB O T 5 REVFT RS A IEAE . R ASERT LA
A7 HoAh A PRI BE .

KT RAEEBEOMEAERE, W20 (Cisco Secure Firewall Management Center ¥ #5 it B FR #9 )
1 K T B .

L0 B FEh0 B FE VAN, e O A 2 AR E XA . SSLINEE B 5 (518 . B9 3 OV FH I
{518 1) A I AT I ] 43 BT A BRI ) W & RO X I A B . W& PRI I, & 2E i
FEAL [R5 @R SR IX B B,

IR R BB A, ST ARAT B R B A
o WA B A A Ve 26 O B SR, AT BE A0 e B SO

B 7am=E
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o FEBCH 2R TR R AR BT
o [ 52 B A HER IS A IR DS I P H e A IR A E

\)

AR WUREEAT CDOFEE B, JF HACK A S B B b0 BT T20HT,  WUIAS oS 8 A5 B o AN SO SR
P B BT AT T - B8 PO B AN AR AN SRR A DI REAT S IR 5 ARy AN - 324 B8  CDO
(K18

BB LIRS . Mg R DU SR i s PE Rt , A ITD E 8 ML 42 e a4t 35 XU AR T S BBk
A5 R, BLSCPIAL R 2 1t B AT 2

A DA e B AR LR A BB AR AT A IR L RS D5 T

AR ORE FHL v UL http://www.cisco.com/c/en/us/support/security/defense-center/
products-device-support-tables-list.html &b R F 1) e 25 P50 B v 8 o 1) IS FF 87 BHAS AT 2 1T 1) S L8 RRCAR 1)
WA, AR BT CAS BOM S A AT (BT D B AN T ] T X 2E DUAT A AT o6 o B8 A5 Ly Tl
A REE ] T FLIRRCAS .

P TS R A A B A IR AT LR, R AL T LR I B,
I

Yotk L AT BLR ).

C AT LR B).

© ST B BB
RG] BESARLL 11) ethO skt R4S BURIAF S0 1 IRk AL Vi, WU St

BFRLEZ I o R 1R 2N B R ) S R A BN . (R,
TSR i R P e 1

Y

IR EMHEREEEAS HEAZIEE TLS-1.3 B Z4efEEE. BT YeHE, BARFEEE
ANEIINE EIE (sl &S A VPND 84T . i, s VPN KA M, B0k ok 24 Bk s,
TRLHe R A T s 1 A8 ) 7 50 ) 7 BE R AR

EEd FREIEED
BT A eth0 B HATHIMR B E . PR HTTP Vi), W& 3, DU HAREBTIAE (o
VFRFIEEH

RARE
|
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ZuRE |
B s mczswmeznxs

RRAL ] DARC S HAR A FREE o 4 BB O AR AN R I 2 A5 O R B A5 N, VAR DN B 22 38 R 1 ] LA
A RIS o 38 AT DOREX 88 1 T A7 JLA S PR D . 5n] R Ay SR AR AN B DO ] TR e
DiRg; filan, Eolaed 22— AN O H T HTTP &8 i vsin, M — MO H T & &,

P TR B, B AT DA AN IR PR T B B S B AR T A TR A (R E
TEBBRAMBATRE) , FORERREABIT A SRR (W Web SHF) o T LAGREAE & b
O ERCEMSZIACE R D, TR, T DU E — g O EE 0 auh 24 A R
TR IE R R O SR EIR RS KR, DRLRE S R A B A R 40 g
Ren] LB sy A AL R RE . BN, AT BASEC— A 10 TIRBUK M3 R p e Canlin]
D FIRPREZAS 1 TIRURRIEE D T 8. i, T Re e — A8 2 i s i
B MR, ISR AN LS HIR R U7 i) 0 5 LAl A e 1o AR R AT RAAE R Y
25 L [R) NAs FE BE A ORISR 1, AEFRAT T SORE R AN T AE S I 2% b, D3R S i 7 R 2% i
i), AL HE A 45 31 Cisco Secure Firewall Management Center P95 H i) 8. 52787 % % 285 &7 HLR
HAROEFE PO I L, IR R AR B B O AR . W RS VR
AR L, I IR B AR AR B PR 1 o HE, eVl A s 1 N P

URZT SN eth0 SR B BE PO RS BIIES:, ARG 2l ot s B i 3R AS T e B
R,

\)

AR PrE R OISRl “UiR AR BUE (EVIRSIZR , 5 3 5O HTTP & B 5y el . A1
B BEABRR A D BRI AL HTTP Vjinl; & PR DR A SCRrR & B (IR R, R ek
P

\}

ER (U eth0 2114 DHCP IP k. HAmA BREE LN S s TP Hudik .

51 FMC 2 S EBEO L IF
[REMBEOME, ESREBTS K 225685 .
H{RENFMC RS P RRERED, E2RTE.

% 2 FMC 9B EEOXE
A2 EIRED
MC1000 eth0 (BRI
ethl
MC2500. MC4500 eth0 (ERIAD
ethl
eth2
eth3
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| 7gEaE
s gmzn s ]

= EEENO

MC1600. MC2600. MC4600 eth0 (EKIAD
ethl
eth2
eth3

CIMC (U SZFFE NMESFE . D

Firepower & 2L 10 iz 40 eth0 C(ERIA)

B D EIEEO ERY WSS

EEERD CRARHAE LR DD OO & th 2R IERE M4 . AEBCE RO, BEEIER
R N R I TP LG — DB o ANBEMER UL s L REE M Gt

ARG F, W URE 2 AME B O BOAR ARG R0, IR DI TR
(9 104 Rt ik DL K I G Jegs T AN R 4 o S SRBRIA M 2% AT AN, AR A T 2 S AR I 2
Pt

WEREEYT R IR 2, BRSO RN B A 2 b — AN s B o FRATTIE UK RN A Al
O] TEA- T SR i 7R e g o N o R DN N 5 I s o = s S T i

\)

AR TR BRI DA B R YOE . IRE BT eth S BUIERE, RISHNF SRR 8H4%H, B
BIBNERZE B

NAT IfiE

WA 22 Mtk B 4 (NAT) S — il o i e 8 A A i M it i ik, Ll S B 20 e U H 4 TP
Mokt o NAT 5 WA TGS SRVEL TS LI EBEAT IS . WS NAT ST 11 Befle, 1Ak
EHL OSBRI R R, (H LRk 3 (PAT) SERH . PAT S VFIEAEF 5 — KA S TP Mkt
ARy Sy 1 K5 ) A SC R 2965 X880 LR ARG 75 N & RCHY, PRI TCIE IR 319 PAT B ihi s )
B ER

WH, LA H RS SR, A EmA P GER—MEMEYD « BB PO ST
— AN, FRE R TP bk, AR BRI TP bk, R, R AE b — A TP bk
O & SEILES tH H IR EER) |, IR S AHEE R P v @ ME— TR NATID, LU WG S
EAT, AR IEAR N 2. 45 B LR £ A0 TR % F1R NAT ID (i A2 1P k) X 4]
EVE AT B4 B E R AL o

BN, BRI B, (HORKITE B4 TP bl (B, B4 PAT Bihgs o) » b
FEAE R B3R NAT ID A M4, 6 IP Mk B 2s . fEdes b, 5 b0 TP Mkl
AH IR ) NAT ID AR R R 28 . ek i 21 A b0 g TP kil o SRR, AP 3Ol 4 NAT
ID A2 TP HuhbXH i 2 34T 5 4 B8AIE
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- ERES

JUE NAT ID 05 H T NAT 385, (B4 n] DLESAEH NAT ID K faif ) & 3 Hh0is in 2 AN & itk
Fio 7E B b, 7K TP Mtk B 250 [R] I A B N RN B 45 38 2 E— 1) NAT ID, AR JSfERE
W bdgE B0 IP HihE A NAT ID. VEE: SN EACH NAT ID 202 ME—

PLUR 7M1 8 PAT TP HubikJ5 ) =N ds . AERXPIEOL T, 76 B Ei b0 AR & Eoh A & F e
—AMME—[¥] NAT ID, Jf7ExXeei 4 FIeae & H0 1P ik,
1: PAT E 802 %8 %& NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2:

|IP address: blank Device 3 IP address: behind PAT

NAT ID: griffontaxes2 Register with
Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank
NAT ID: griffontaxes3

PLUR 781 8y PAT TP HubikJ5 ) B EE bt e FERXPPE LR, 76 B B0 FUIXEei 4 FA RN & TR E
—/NE—[) NAT ID, FF4E & H 0 Big e w 1P Mk,

B 7am=E



| 7gEE

gansrneaare [

[& 2: PAT f5 & FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

, Add Device 2:
Device 3:10.10.10.3 IP address: 10.10.10.2
Register with NAT ID: griffontaxes2
Management Center: blank ===
NAT ID: griffontaxes3 Add Device 3:

IP address: 10.10.10.3
NAT ID: griffontaxes3

BIBNB AT B IEE R
“

AR WIRAE BB A A P B e AT B, SRR B A A R R B AR

LA 7 18] St 7 ASASE P BR OV B 1 ) A B h O 32 8 A

[& 3: Cisco Secure Firewall Management Center t i 54 & 18 1

Management
_ -_:. .. Events  mgmt Managed
1, mgmt1 Device
Management | E
S | : Management
Lo ST I I I T I T T mgmto
Events = Managed
mgmt1 Device

PR 7 57 Dy e A P SR BB L 1) A B PPy R S2 R BRI 1A B 1

RARE
|
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B z=rzansaerm

[& 4: Cisco Secure Firewall Management Center t 1% A &8 1

Management
R
Events J Managed
mgmt1 Device
Management
Center
Management
——————— mgmt0
Events Managed
PR 79 S A P S s 0 ) A B R o A B
[& 5: Cisco Secure Firewall Management Centerin % & 1% & L RS E4EN
Management
-------------------- mgmtO0
9 Managed
Events mgmt1 Device
Management
Center
Management
------------- mgmtO
9 Managed
Events mgmt1  Device

PUR7n ik A B rpot B2 AN B OV S BN SR L IR S, DR S e s oA
BRI R B R A

B 7am=E
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e g gmEn

B 6 REERMEGEORZE

Management
_ {amio Managed
Events e Device
Management
Center
Management
mgmt Managed
——_  Ewents  mgmtt Device

g 0 RO
R AP ERAPEEE R . 5T DR A A 1 o M O
A\

AR O FTEERR AR B AT S SO LR R el T RCEA R IR IR, IR Ry ) R
Hh P 65 3 1 A FOB L Linux Sh52H (P48 BEE . A2 R TAC KR, DRI K37t
S (RINEGEES

41l

Gn G g A E L TP HilE, 1530 (Cisco Secure Firewall Management Center B4 ic & 45750 i
s B B PO IP ke LA o W R B RO TP MMk e LA, IE N AR R CLL
S, DMERCEVLEC. BARERZHUIGOLT, Jofs okisegs Bt s b0 TP thuhik sl = L AL R n]
B BN, (AR /DRSO, DHAT AR5 A RE R R AT N )
L JHFRE NAT ID. BUEAE AR B0, FA T PR KR A5 B rb0y TP bk 5R 3= A1 44 4 BOBDIRES
DSBS IR 194 28 4k 52 i

e T HPERCE P, M BEAS CLI B 8 BE A CME o EyE A £ 10 7 B TP bk i, BIEAE HA [R)2D
Ja . HEh B WS B M, B O B By T, IE AR B B (R A
o, fFEEHBY BP0 O RS AE TS B A B AR R BRI BB S R R A T
TP Hhhl .

FriaZ |l

s HREANEHEOMELNG R, 120 (Cisco Secure Firewall Management Center 14 7% e B i
MY R ST R SR .

o hn AT AR
* f# [l NT LAN Manager (NTLM) 5 {3 5AF (A CHEAN 2 37 ¥
o G ST Bk BAE R REVE AT, IR FQDN NGB 64 D717,

RARE
|
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E
B exemse gmen

UK

SB1 % R 3D >RE, REaHgEEEQ.
P2 RO, i B (K9 55K 4REE -
A T IO ANRERRAINE .
A DLPEREANE B 11 B CE DL B 5
*ERBH - RERZO. WAEZMBOAN eth0 & HE M. JLEHFE T2 eth0 21,

 EE-DAURA RO AR BEIRE IO TR E MR . e e
O ERCEANFR D EHATIERAE, RO E TP EEIRERIENE, IR EHIRE R
A oRAS . TR RO, W LUER A BHRE . RSO, B AR SR
FFAOE B R G O WAAZIE DOCH], WA B O EAORiE, Rl 2SS iE .
JOV R A A 1 b g S AN B 3

R - FE R TERL B C BENPR R R I S SO TR ORI R 1 2
* MDI/MDIX - #&'# B &1 MDIX #&'#.
* MTU- & B KAEHTAAL (MTU), 1280-1500. ERIAME A 1500,
* IPvABLE - &'E IPv4 IP Hhbk, JEHE:
« B - FAON IPv4 B2 1P Mk AL | Pv4 4EHERD.
* DHCP - ¥4 M & 0 A1) DHCP (f eth0) .

WHAEH DHCP, W22 1] DHCP Fitss, KUt fe b hA 2 B, Witk DHCP Hbhik 5
N WATEMPR A, R A E L IR RCE ANRE . B DHCP Muhk i bk 52, T IE
B3 ity R BN EDE IP sl JFESNiE &g (3D >EE > SHED RS
2%

« BEH - 221 1Pv4. iE AN ZEH IPv4 F1 IPv6.

* IPv6 BCE - ¥ IPv6 IP ik, k%
« B85S - TN |Pve EIE IP Mk Al 1Pv6 BISRHKE -
* DHCP - 4% HIBCE 4 H] DHCPv6 (AL eth0)
« BHEERSE - HHLREADE.
« B2M - 25 IPv6. 1A [HIIAEH] IPv4 Rl IPv6.

* |Pv6 DAD - 41 )5 H 1Pve6 I, JH H 2 H S kA I (DAD). &) feds 25 H DAD,
KA A DAD Al o SEUE LR S5 Boiti . iR AR e s, W75 ZEF a0 A bz L R
A8 23 9 sl o

SIB3 A B XU, W GRS () SR AR, OB A R T s

B 7am=E



ARG E

e wmean gl |

W Rl o KREFH K.

RO O ) B A, ARV R RERI 2% . A ] N T B0 I th TS B, WS
BEALL B O RIS, 5 33 T,

P YT BN, AR S SR OC 1P Mk o 3R 4 € M OCILHAC B e T 2%, RS2 H )
R
TEAT LA A B FR OB DU
o BfR - BB SO IR R 21K H bRk
© MLEFERGEUATSRACE - BB P45 1 M 2% HERY (IPv4) BT (IPV6).
s B0 - BCE DA R,

o PR3 - B MG TP Hidil s

T4 AHZGEX S, WEITARILERNMNSSE
P2 WA eth0 B2 IEFE T DHCP, WITEiET-8h#5 & M\ DHCP 45 #8 R A (1) S de 2

] DARC B AR L
s FHE - WE FHPLOINSL. EHALAREZEE 64 DNFRF, HHWI L F R B 7 T Mg
B, HHRBEMS PR BFoE 7. El NS )G, WER A A R g H &N B b s es
KENA, EER &SR0, AEBZE, REHENHEBA S RMH YL .
o g - O RO R E R, HE SR, WA Em A R e e B4, #illn ping
system, MXLCHRE N INE] EHLA o XA TR L, sl B O i .
* = DNSPR%KEE. 4B DNSHRE 2. £ =2 DNSPRE S8 - ¥ B B3 1 k4% FH 1) DNS k4%
5o
 MAREIRIR O - W EE AT O H T 52 R ST . B LRI S B %Al SR
SSL In# (ril s CBRINE &0 N 7ES 11 8305 1) TR .

R ORFSEZU A AR Bz R P 1 (R BRIABE L, A SR P 11 L5 P9 5% v £ e £
PR, AT LA RIS o G RS T B 1, DA U P 2 v A T AR (X PR
B Lz E .

P$IES 76 ICMPV6 XI5, Bl'E ICMPv6 B .

© SVFRIEE R B EAR G - o AR T P B A Bt o 5 PT E A B A X S Ml B LA B 1B
FEMFE LN S5 Bt o A5 [0 1 2 s e R A JCVA AR T TPv6 ping 1) 3 BV BB 11, LAE
A

* RRFRIE B MR RNAKEE QL - 0 I SEEHT H AN TA B . T ey RAE X Ll
LA LE9 A FRHE 40 R 55 BT

$IE6 (FRIBXED, FE HTTP ACHKE.

zgRE I
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. W £& 53 1 SR A& B %I (Network Analysis Policy Preferences)

B PR UG B A I S 1 TCP/443 (HTTPS) A1 TCP/80 (HTTP) B FEiEH: 3 H M . 143 n] LUs A A3
s, LUIELE HTTP i ZEACEE AR 25 25 AT S 40 5010
2 AR FE L 28 25 A T AR B K
a) &1 E/RA (Enabled) HIEHE.
b) £ HTTP RIBT-Erh, HARHRIRSS A1 IP k55w 4 e 544

T2 A A 24 A TR IR K
c) fEimO (Port) F-Berh, A 4.
d) L RE A RIE SR IER IOt S IR UE IR, ARGt P&,
B RF.
SRR O TP ik, S0 W R O TP kb, 1200 (Cisco Secure Firewall
Management Center A5 ALE TR ) HH I g% B0 A& B0 1P ksl =014 o
WU R B TP U BEER B4, BN AE R A CLI s o, DMERCEVLAL . HARTE R 25t
OUF, Jo T e B B PO TP B A ML AL R AT Jr v A B, (AR R D —FME LT,
WAIRHRAT BAT 25 A Be LT A a4 B AN N 2 & BP0 JFHRE U NATID.  BIMEAE HoA S LT
BA T IR FE B H O TP HEER BN e IREs,  DASEIRAAR 1 9 25 Pk &2 R

W 28 57 tr Sk B% &5 1£ I (Network Analysis Policy Preferences)

BB SN SRS I, AT DUSC AR 4t LA VR Th REER I35 SO AT DG 1 S 5. 6 /3 P SROMS S 5
REQINEOL T, B B30T DUBRIAE DI 8 5CRR 2 H (10 GBS (14 i LA

A0 RO SRS SE SR T TR D RE, T DURSVE R B BN Tl b I, R U OR AN SRS A 1) 5
BN, RGP N TERE .

B, AT RURE R 2% 20 BT SRS TR S0 505 N B H

A8 Web Fr iRz A B bt B REERE IS AN EDRT R 5. 50T ARAT BT
© KM RSN IR R
A

ER IHALH LG H] Firepower Ba%: IXFEMORT AR B8 k. il
] Web i (BRCLD , AIERGEMUFAES, FEA T RBCE B 115 Dt
N AW AT R R B .

« WHGIT: KRHPFIER TS,
s EHASESIG: EHUHSIEE . SRR HTTP 5545t fe o X0 7E i HERR L AR A

B 7am=E
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| 7gEE
zinsasmam e i

Je

Ror TR, SR RERCT G RSO . Rl T VMware,  HE CHEIEEEIUE VMware 1
H 8.

XA EF S FMC

UK

SE1 GRS G >BE.
PIR 2 ILEFH#E (Process).
FE3 PATUL FEIEZ —

PNl milt KEAER AL SSIAN BITHL
HOB A 2 s EFEISERAOFILN BITRS
i P RS ik EIR Y, R SPATATRER 2 /M4 RESE K
INEAETTE R oRE
ERDEEEATS s EFAMERP LUK BITHS .
pE i HUHTA B AT AT B ER 0 A LHH s A R 2% R

REST APl & i1

B0 REST APT$Efib sz 11, DALEE =07 N AT H REST %% /' i Ak #E HTTP J7 752 F Fil

HHWRARE. 1K &80 REST APL I 2{5 K, 152 Secure Firewall Management Center
REST APT HRIEA [ 4K -

)

-

By REST API AN H HTTPS iF .

RGO, &0 REST AP Rk BV HIFFE K . A LUK &5 B Hruo i & o BRI R U Al .
/2 F Rest APl 35 1g]
\Y

xR

FEAL ] A5 B iy T PR R 2 rh s BRI REANAE T A B rp Ll

zgRE I
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B zesnanags

PE1
PIR2
PR3
PIR4

$IE5

7oA |

UK

P Baittase (3D LTI ARG,

fidi REST APl B %1 (REST API Preferences).

B FEEE R A B0 1) REST APL Vjinl, 3 1% BREGH L T /B F REST AP SIEHE .
Mt fR7F (Save).

Viln] REST API Explorer, [k :

https://<management center IP or name>:<https port>/api/api-explorer

IR i e E R

TSR LGB BB 4 LI VGA i 11 CERINEG 1D B 473 U Linux REEHI GRS LR RS L
BEATIERE YT AR ARG RCE” Ui, Pl A M 4LZA) Firepower A5 (194 HEAL Ja) 11k
T o

FESESCRFRIBE T WP R Ge b, T LAY LAN L H AT (SOL) ME A BB 11 AT FH Jo A\ i <3 1T
(LOM) RIZFE B B R G, ML SR FNXRA MG I O . 7 M B BT & AT
G ] AT A BRAESS, B0 & B DU P41 5 B P G XU S RN B 2 SRR L . 32K LOM
(L AR DR A5 B b 250 S

o X B MC1600. MC2600 F1 MC4600 745, ] CIMC i 1 IE R LA FF LOM. 5 K8
ZA 5K, 152 (1600, 2600 F1 4600 %! Cisco Firepower & H LN THRE) ©

o T PTAT Al B O SRR, TE AT RATERIA (eth0) 5 Bl 11 ISR SCFF LOM. A%
RS, EZ 5 BER Firepower & HHONTTHRT .

TRAL IR RGN AR P S - LOM. AE R RGAHI T 5, AERIEE = 5 B ReF & 4 Bk
1 (IPMI) 5 FRE ¥ 05 1) FVE BE AR 4

RRBERSE LREEEH G IRE

AR B B P A BEAT LERR o

FHI6 Z Al
o SRS VoA A B VORI A B 5 AT e A L ZE AR L (STP).

R RUE FHTENMESFE B, SRS NTTIRE ,  TIA R R RE T 68 B
(IPMI) s HFEF A5 B
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| 7gEE
s arerfpsaEs [

UK

SE1 LHRgE 3D >ERE.
$1E2 fidiishl A B E (Console Configuration).
SIE 3 EPEE R EE G Ug  EI:

* JEFE VGA B AT FH BT VGA i [

o VPR PPIRERATIR O M A A R AT 0 1

© B T NESFEIR DA EH O LA SOL &R, (X nT Ag Al ER AT B o 11 5 CIMC 3 [T,

HARO 0 H 0 BS XENE R, WS RENES 1) N1 .

$IE 4 ZiE SOL filE LOM, 5T LA FEA4E:

c EFERFER MM BEBE (DHCP & F3h)

c WRIERRTFIICE, ML ELN) IPv4 BE

« B NEHT LOM [ IP H#bdik (IP Address).
iR LOM IP Huhk D Z50AN R T 45 B ey A5 342 11 1P Hohik, JRZAE R — A7

* ARG M SRS (Netmask) .
* FINRGEEIAM K (Default Gateway).

IS MR TFE (Save).
PO RGN MEY: “EBLAENE ) REA AR SR 7 Sl #IA SCRTEH S 3R
i BUGH M5 ERTE 8.

T—F Mt 4

o WORBCE T HATUI I, WA DR S5 TR R AT 3 T E S A S 280 I 5% 2 Bl A o] 508
T AR R BEA T I R Hp AT U KB o6, iG] 1m0 A B L RS (0 AT TR HHTiE .

o WIERAECE T EAESFE R, EEN NSRS USSP UM ieE , 5
43 i,

EANETFEERARRESR
WK “TENE TP BURWIHE T A BEDh BT . LOM TP 3 A7 T iR il
© AU R E B BB A
* P& il 16 NP RECT- P AT . ASCRPREIE P AP I 7 4 HI A LOM I 44
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ZaEE |
B erxravermsma

* HIJ7 ) LOM B AR5 M AR GEE A . B0 & J T s i o ik i 2Kk . S0
WA BEF A B RFKE . ARRE T PR 2%, IF B = A oEm.

o Y RO Ik 2 T LA 13 4 LOM H .

B WARAE— A BA LOM AR H] ™ O sk DO BaE A8 - B gnas iz, Az
i 2 FLH 6 Sk B Web F A REELHTIRAFAT impitool A HIVI LR .

HE
fiE

\}

AR m T RS ANEH T LOM I, BRI E A e I B b A, Sab e e sl 5 B
ot EEIEE S H LOM (AN 21 53 H 7 .

FEw T IPERCE P, MO R T LOM AUBR AL G A ] 7 el B A, B s A
T UCS (A B B G RS B 3 A A B L BUR T B L CIMC. B R 5 CIMC
e A B )20 . B OR8] A B b Oy 0T, TR A ] A B RO B ) CIMC

B RE.

I

EREAMEFEER PR
S AR B 5L A BT IR

AR5 B AL #7 LOM V5 B . E2RET I #527 LOM U B, 520 dsin i i
ST

UK

SRR & >AR >R

SIR2 EWPA R RT LOM Ui RR, 1 A a1 T L 4 550 e (4
123 (EH P E (User Configuration) F, B & H B0,

$IE4 kb RIFET AESFEERFE (Allow Lights-Out Management Access) 5% HE .
PIRS i RTF (Save).

LAN  BITEZERE

RSP E RS =05 IPMI SERFEFE st LAN _F AT 534 a o rdE s, R s i sy 2k
2L Linux ¥ 45EE Mac #7385, %6 IPMItool; X} Windows ¥3%, %4 ] IPMlutil &% IPMItool,
By e T-#5 1] Windows A .

\}

ER O URMEIUE ] IPMItool V1.8.12 8% 5 & A .

B 7am=E |
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N tzrzans ]

Linux

IPMItool & VF 2 KAT IR IIFRAERC &, AT SZRIMEEH] o

Mac

DAABAE Mac I 2¢%% TPMItool. 155G, 15N Mac [ 22385 T Apple [f) XCode JF &4 T, ik
THTFMAAAT R IAEAL (FEROHIRRA Yy UNIX R RS T H, SERIARA T 21T
TFE) o BRI LLZ % macports Al IPMItool. i H &4 I R 51 SR E 258, LUF Mk
o] BE N1 75 B -

https://developer.apple.com/technologies/tools/
http://www.macports.org/
http://github.com/ipmitool/ipmitool/

Windows Y ISE &2 &1L {CIE

ST T 3&E T Linux 1) Windows 1~ 2245 (WSL) 1] Windows ilRAs 10 f 5 mfRAs, DL fhsbdg B
JEAS ) Windows Server, 5 0] LI{# ] IPMTItool. 75, #E0AZ04E Windows R4 %% ¥k IPMIutil; &

A L IPMIutil A< 5 BEF T2 0F . i 0 #80 FHIE R o138 R 25 5, DR Wkt n] GEx # 4
By

http://ipmiutil.sourceforge.net/man.html#ipmiutil

THEIPMI ZREFHS
T IPMI SRR i & i B, bl Mac B IPMItool 7<% :
ipmitool -I lanplus -H IP address -U user name command
Hor:
® ipmitool Uﬁ% iﬂ%ﬁ}?o

* -1 lanplus JR7EXZ T A INEE ) IPMI v2.0 RMCP+ LAN £ 11.

-H 1Ptk RN CRCE I 2EV) 0] 1 £ 1Y) Lights-Out 5 BE 1P Hbdik.
U PR R RBOERE ST AR
o dird AT H R a2 A R

)

FR R TUE A IPMItool V1.8.12 B4 = flAs .

%7F Windows i) IPMIutil, L Efy AW R

ipmiutil command -V 4 -J 3 -N IP address -Uuser name

R LA & ARER BB A N i AT, MR EARNAE R T HF . RSN,

zgRE I
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B =7 PMitool BB LAN 215

{£ F IPMItool E. & LAN £ 1T
AR 51 ) B AT LOM 15 AR A Re AT IR AR % .

i

1§/ IPMItool, FALL Fansd, eI AN 250 .

ipmitool -I lanplus -H IP address -U user name sol activate

{& F IPMlutil B2 & LAN 247
TR TSR T P LA LOM Vi AU BR A BT IR

UK

] IPMIutil, FyALL a4, i O3 s s N\ 255 .

ipmiutil -J 3 -N IP address -U username sol -a

T ANETFEEBLA
ML AR B (LOM), 7T BLEBRIA (exn0) 8945 1 LAY SOL MBI ITAT BRI R SUSRIE, 1
A e TTLL 54 B SOL Y%, AR HEIICT 1 LOM . driTsems, 3
L.

ER R EIELN, WU TSRS RGN B AL T ARE T, I RS E N A DHCP,
ZR Vi) LOM Zfen] BE RN WRAAERX ARG O, ol AR ARG 72 AR 48 L HOB A 1 LOM, - B
WS ARG TR 7 BT SEHLK ping B4 I B 1 o KRR Z 0 AT LM H] LOM.,

P

EE R TR AT S HR 10 (IPMI) bRk (CVE-2013-4786) [E 45 HId I . 7E &40 L n 6 A8 5 & 3
(LOM) 2> %2 izl . A T BEARIX A, R i) RGBS AL A A5 AR A W LLU; ) 9 22 42
EHMS L, I BB SRHCE . AR T I e i It B = A et — &, b

1 FE IR, 1215 ) LOM.

AR TV 1) RS 2R B RMG WRT LS LOM S REF8 R 3h Rt THVER, WIARAE SOL IE#%
AT IEBPRES I EF R ZN RS, LOM 21l ] BE S W T 4 sl i

B 7am=E |
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A

7 IPMitool R BT AEFEE ]

AR WEAEBANARL, BRARE A NAT AT AL FOR R A ISR ER A ) RGN RE IR B A SR
g8, MHTRES

el

ZRE

RITANETERDS

IPMItool IPMIutil 12 AR
(ARIERD v 4 Jet I TPMIT 23 136 PR 38 AR P
-I lanplus -7 3 JA ] IPMI 45 i N

-H EHL4 /1P Hikk

-N W4 /1P Hidik

FoR EHE A0 LOM TP il sl E L4

-u -U TR USRI LOM 1k IR 7 44
sol activate sol -a JT4f SOL £ i

sol deactivate sol -d 45 SOL 2> i

chassis power cycle power -c EX Ve

chassis power on power -u FIIT 2% HLYR

chassis power off power -d IS A £ HL s

sdr sensor IRVAAT I, 1 X T R

B, Woni s BRI IPMItool iy 4 72

ipmitool -I lanplus -H IP address -U user name sdr

N

ER EREUUE ] IPMItool V1.8.12 BE B m AR .

XFF IPMIutil SEFRE, DA bdr &

ipmiutil sensor -V 4 -J 3 -N IP address -U user name

£ F IPMltool it & Jt AMEFEIR

AU E T AT LOM Vs R AR A B AT BERR

g2

23 IPMItool i N LA N4 LA (Ui $g1) -

I zgRE I
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. £/ IPMlutil B & Tt A B &R

ipmitool -I lanplus -H IP address -U user name command

£ IPMlutil B & T AMEFEIE
AR R EL 5T AT LOM U DR A RESAT IR

i

24 IPMIutil %y A LR 2 DA CniR 487D

ipmiutil -J 3 -N IP address -U username command

R FERE
7E R b, R DURE A SO FEAE i 1 LR RG] T4 AR AL
* WA R GE (NFS)
o 45 A S EL (SMB)/E A B S R St (CIFS)
* Z4H5E (SSH)
AREF £y RIL T NE R RGTERAR G RIL B ) — A, R, AT RX —F 2 —RIEFEH R
g6, IR MERETE L.

Je

RN AEREIFEFRE R 2 e, RBEEREINERZS A REIRNEOUT, AT LD R A A7 6 .

BIREFUD IR 7 - SR FARR AR

EIR LA NFS FEA SSH AR A& SMB FE A
6.4 V3/V4 openssh 7.3pl V2/V3
6.5 V3/V4 ciscossh 1.6.20 V2/V3
6.6 V3/v4 ciscossh 1.6.20 V2/V3
6.7 V3/vV4 ciscossh 1.6.20 V2/V3

B 7am=E
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ATRAMYNRA S
PL root F ' G 433247 LA N a4 LU H B BSUCAS -

* NFS—/bin/mount -t nfs '10.10.4.225':'/home/manual-check' '/mnt/remote-storage' -o

'rw,vers=4.0"

* SMB—/usr/bin/mount.cifs //10.10.0.100/pyallapp-share/testing-smb /mnt/remote-storage

-0 username=administrator,password=****** yers=3.0

=W sk eI

UK

SB1 EHFRFE 3D >EE.

$IB 2 EPFITIEFE R & (Remote Storage Device) .

$IE3 NTFEELE (Storage Type) MR ik#FEARM (TimfE?EM#) (Local [No Remote Storage]).
PR 4 R TF (Save).

HiniZFHEECE NFS

FHia Z |l
* WREORIMERIEREAAE RS R] IEH TAE HAehg A\ & B0 AT VTR

RS

S ERRE G >RE.
$1 2 L Remote Storage Device.
$IE3 NIFEAER (Storage Type) N sl ikt NFS.
PB4 BINEERE R
* fEEH (Host) T B ALl REUHT IPv4 Hihik s A4

* {£ B 3% (Directory) 7Bt i ANAFAifi X1 45

$ES 0¥, g ERASRIET (Use Advanced Options) 5% HE JE4 AT BT s iy SATIEI; 15 B i
G O T, 5 51 7L,
$IE6 (LRGFER (System Usage) :

 EFER T &4 (Usefor Backups) LUK &3 fE A fEFR E TAHL L.

I zgRE I
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B ez sve

s PR TIRE (Usefor Reports) LUKHR &5 A7t 7E i & ML L.
* RJ5, 1t Disk Space Threshold H iy NS &y it FEA7 il I REAE 25 0] B . BRI 90%.

ST TR, WA (Test).
PR 8 miitiRTF (Save).

HITi2FHEECE SMB

Fia Z |l
T ORAMA A it R G0 AT IR A H AR I A 3P O b AT Vs i) -

< TER, RGARVUNTNG SMB L, AREUUIN SIS T AR, BAZIAEH] Windows SKIL 5
LA AT H %

o BRI H T FMC 7 ] SMB 25211 Windows )7 B AT H s B (4 B A AR/ S8 e A B
o Mtz 4y, N2k SMB 2.0 o5 A .

B2

FIB1 LR 3 >®E.
$I® 2 il Remote Storage Device.
$IE3 NIFEEE (Storage Type) g ik SMB.
PR 4 NINERAE R
* fEEM (Host) “FB T AAFfif ZE ) 1Pv4 Hihl 5 =414 .
« L (Share) PR T AAEAGIX B IL =
« 5, 7Rl (Domain) - Bt N REAA il R A4 o
* LA P& (Username) ‘BT AAEGE R G 44, 1E3588 (Password) 7B N H 7 I
.
$®5 wiF, ki ERSRIE (Use Advanced Options) B HEHE I 4 AT T 75 i 4T T0; 55 i it
TG B ORI, 56 51 L.
$IB6 ERGIEM (System Usage) F:
 WHAT &% (Usefor Backups) LI & A il fE TR € ML L.
< EFERTHHE (Usefor Reports) LURFR &5 A7 (E 4R 2 EHL L.

PR EARE, AR (Test).

B 7am=E
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FIE8 MiRTE (Save).

AL FHEECE SSH

FHIEZ Al
o I ORAMBIEFEA A 2R G0 v] IEH LA FLRRAE AN 45 B b0 HEAT VS 1)

UK

SE1 EHRK 3D >EE.

#1122 i Remote Storage Device.

$IE3 NIFEEE (Storage Type) FHidl7 ikt SSH.

T4 RNINERAE R
* 7EEH (Host) F-BOH i ANAEAl RGN 1P Hubkal EH14 .
* {£ B 3% (Directory) Bt hi N A7l X 38 1) 647

* 7F Username 7B A7k KRG K 7 44, £F Password 7B N ZH 7 30 . B0E 2%
R ER P AR 584, EER P A wr i B BRERAT (/).

« ZFH SSH %8, K SSH Public Key 7B 11 N A8 & 1 1] authorized_keys SCfF.
FES Wi, W ERSRIEI (Use Advanced Options) B XEHE I AL T ifi i A TILT; 15 Z A fs
TG B R 0L, 55 51 L.
W6 & “FRGAEH” (System Usage) F:
o A TF & (Usefor Backups) LK & fE6iki 2E 45 € THL E.
s PR FIRE (Usefor Reports) LLEHR & fEfit 7E 46 & THL L.
LT WRENRARCE, Y2 diR (Test).
PIE8 iR TE (Save).

EEFEEIESRIEIN
U AP 2% SCAE RS (NFS) Ul IRSS 287 SR 1E (SMB) Wi 5% ssa LIE A SC A& 4t/ (SFTP)

KAEAEIR A 5y, Bl L F FERSHIEIN Bk, PR —AN22238 3Rk, W NFS.
SMB B, SSH %2 = U1 [ BT ic %

WL FE SMB B NFS A2, AT LU AT LU A% 5UAE i S ATIRIL 7 B P iR 8 I R AP IR A

S

I zgRE I
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B swwe

oA A J& ZAEH ) SMB 2% NFS G REFAE M IRAS o B, ZEEHE NFSv4, IHHIN vers=4.0,

TSR R SRS S T SMB e, MY 214 SMB 3.0 iR 2% 3t ) SO IR 28 . ZEM & B0
Vi ) N6 SMB U IR S5 4%, 1 AE fr S TR FBOPBEAN DU N 2%

vers=3.0

PN K SMBV3, #2500 34 B BE ALy BB ERAT 2N 25 1) SMB SCAF IR S5 5%

SNMP

AT LU FH 157 B0 28 425 B0 L (SNMIP) #6117 . Tl g S 434 F SNIMIP BIMSCEE 115 28 2 FORI 46 3 il
Il fE RVEVG R PRUER BI(E B (MIB), G4EHECR N &HE. ALE . RSE R, TP F-hER s 8
DL AL S DS T 28 v B R GRS B

N

ER l SNMP UL RE SNMP A, 57 2 SNMPv2 A S 3 H iS4k X, SNMPv3 A2 E: R . itk
Ab, SNMPv3 B3 {1 AES128 hn%,

JA T SNMP f&ifi A ax PR G i% SNMP FEE; IXAE UL 22 MIB AP A4 5T 43 I 2% 45 B R e
.

BLE SNMP 3tif]

FHia Z |l
R TR R GG TP I SNMP Ui mBBR . 1S RECE Vi g%, 53 1,

\)

FERE SNMP MIB 40,5 0] F T B s (30 B 4 R . FRA T8 iU 48K SNMP 7 ) AR FRI7 1) 2710 2 PR 11 A g e
T %610 MIB 0% EHL. AT 1IE E s 4 3ok 9 48 8 B U7 a] AL PR Ak SNMPv3 Flliss i,

i

1 ERERZK b >EE.
Mt SNMP.
X3  JASNMPRRA FHzdiskr, Pl Al SNMP A
* WA 180 REA 2: 76 #HXFHE TBOP A SNMP #EX 4 FR, ARG ERT KR,
iR AN ERR AT (<>/ % # & 7' 55) {E SNMP #EX ERF B A FR .

%Y
5
N

o B 3: &S iR BoR ) E i . SNMPv3 A #r H i 7 A4 ] AES128 Jinss .

B 7am=E |



| rgmE

RTAEBRT

ziztant [

WAF P& (Username).

MEARBEIEH (Authentication Protocol) 44134 ik £ 2 F T 5 4y B0 1 Bl il

1E SR IE RS (Authentication Password) == Bt H i A SNMP il 45 28 2547 £ 47 36k Iy BT 75 (1) 25
i,

TR IEZE RS (Verify Password) B P H B A Sy B 25 1

MERFAWMYL (Privacy Protocol) 413 Hrdk £ 248 F MBRFA YR, B3 % Te (None) LUAME F R At
o

7EBRFARERD (Privacy Password) 7B A SNMP JI 55 #% 75 2211 SNMP B fA %8

{EMEERS (Verify Password) 7By b BB A B R % 14 .

RN (Add).

M RTE (Save).

NS G R T REAFAE A X o AT DARC B P 1R85 s 2 U DR TG i ) i A -2 i SR VPR 1
5 IS [] o

TR, TR 2 s N RGN s, T UBRES E Web St Al (KEEIN . BAT “
BELGY” (Administrator) £ £ 18 P A 0 S BRI IR S8 2815 TR BLPR - 3K 215 1) A PR B2 453 2 ) BRI X
K, DIUEAAT AN RESRAT 22 U N i e o

AL E X TAHERT

UK

$E1 kHERGE 3 >EE.
L2 L CLI #8RT,
SIB3 L E S ER

* Web Jtif (PR BEFL ) « BOE RIERSIEE (28 o BUAMEAN sos HAMEA 1440
(24 /NBEY

A P 5z 2 Tl S S B, S A .
* CLI: AL CLI #8RY (%) FB. BRIMEN o BNMEN 1440 (24 /NED) &

R4 LEHRTF (Save).

zgRE I


management-center-admin-72_chapter4.pdf#nameddest=unique_9
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B ==

B 18]

IS 1) BE ALK 2 Ot R R AE “ R B g “IN D O R E RN X GERIME A “3%
[H/A12y” ) DIAHIN A 2o, (HAEH] UTC I e A7 A B

| o

BRI IFXThEE (FE “HTEEI D BBL BOARGN M E N UTCIN ], 3§20 20X R S 1) .
THERG A ANUTC SR GE ], TP T IR R T 24 TR R B0 45 LUMAS SRR IRPAR S
2o

UK

$E kHERGE B >EE.
$1E2 5l Time.

EHAE “H P ik p R K P 8 5 I X s 2 mir i) .
W B & NTP RS 4% ARRLHMGER, ESENTP G HRA . 2 54 1L,

NTP AR 55 22 IA 7S
R NTP 5 88 2B, T B BB ST G Rt > ) AP,

= 4 NTPIRTS

5l Description
NTP fil 55 & CUHCE 1) NTP fiRk 55 4% (1) 1P Ml o475k o
IR NTP JIR 55 1] [ 20 AR A

* BEER (Being Used) R/t % 205 NTP k457 A0
* A]F (Available) 78 NTP Hk &5 vl (AR, (ER ] AR R 2D

* AT (Not Available) £7/x NTP IR # /LB MELE H, {H NTP )5 &5 574
FEFP oA FZ IR 55 4% o

* #5 7€ (Pending) 7~ NTP JIR 55 #4281 B NTP Ji5 3 57 47 72 /7 e 87 3 3))
ik BEAE IR PHERS ,  BEIE I RE N T Ok B #E{E A (Being Used). ATA
(Available) B4 7] A (Not Available).

* REN (Unknown) £7s NTP IR 5528 RS AR 5

B 7am=E |
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i 8] [5] 25

wiaas [

5| Description
AT FFELAL L5 NTP g5 & Z RS A R 5 0 SR A -

© Jo RINARBLE S IE.
* AR FRCRES HRIE, (HRK.
* BN BRSO I E ) -

WK ORCE S I0IE, RAE SOGB4 5 s 267 (SHA-1.
MDS5 &, AES-128 CMAC) . fillii: bad. key 2. MD5.

fhi#% (Offset) LA I TA] 55 U E K NTP IR 45 b B TR] BT AH 25 A s P . B (B3R s 5 B TR
T NTP 5545, 1IEAHERN B A& )T NFP %545

LRFEHr (Last H B NTP IS5 [R5 N R LR 5 P8, NTP Ja & 57§ R e e s 4
Update) T A MBI Biltn, R A SRR R (5 300 #5)
BRI RIS RE , IXHE, NTP & G SRR 2 8 AN i ST 50 (1 B

Hi B

BE RGN IIBAT, W AIFECisco Secure Firewall Management Center (7 # H0y) K28 %44 LR
RGN R . AT TSR & B O YA TC B IV R 58 NTP IR45ds, (HAERT LLLEWIAA B & 50 B 5 AT
FH UG53 (A5 8 A8 37 B8R ) ) [R) 28 %

TS I ZE IS TR PRS0 (NTP) MR S5 A8 5 By M iees ERIE RGN ). A B0 SCREH]
MD5. SHA-1 5 AES-128 CMAC MR PIAUES NTP g5 as AT 2 1005 A 7 Rgia 4, A
AW FH D RE .

RO IR AT DS E A DUEREZL I S AR NTP R4 2% Al ik mT £ my e & 5 40 B0 UE A B
HRECK RGBT BN NTP s a2 4t . ZEX A T U5 19 (1) NTP 45 #2547 B 40 B0k 11 34
Berp A IS R 2 R

\}

IR WURAERIIGEC E IR A R0 FRE T NTP RSS2, W5i% NTP RS2 FE AL Z R R . &
DA Gz LR, LUFE 5 MD5. SHA-1 5{ AES-128 CMAC %41,

A\

EE W FHEPCORIZE RS Z R RIARFERS, &S ESEANE R,

LERD RO AT e LRI A], 320
o R R EEDRG ERIRRE NTP BRSSAFD , 5 56 T

zgRE I



B s &m0 costias NP BEBES

Y

& o

B

7oA |

AEBHR M R B O BE N S — B EE 6 NTP g5 s Fb B, JFEE A 00k =4
WABLE N5 F— G B Z & NTP IRS4 FE I3 0 B .

o e [P EANYT R 4% NTP k%54 » 58 57 1L

A BB MA RUCE B B I ] RO B R L DUTIE NTP R85 @i, BokA R
B2 A LS B B0y NTP RS54 120 (¥ Ui B 10 B«

e _FRYATE S NTP fR$S == R4

BRI AT LA 2 R I 1) [ 2 2 O

B 5 R O AR T A 2 5 R % 2 ) A [ 25 Nk T £ s Ay O A FH W9 4% 1 1) NTP %5 %
L SCRF NTPv4.

TR BAT 4 B 03 s 20 A B A A B AT LR

FIAZ |l

TEERLL 3R

o U A BR AL FIFCAE WA oIV 1) 4% NTP B &Sws, i ANEAl LR . 200 [R5 i [ {EAS
Vi) &% NTP k4528 , 5 57 T,

* IR EAZAGAEN NTP 5545 .

s WIRETH RIS NTP RS- 2e et vr e i (BIUH T RS %4) , 1H3RIGZ NTP k4528 LidE
] SHA-1. MD5 8¢ AES-128 CMAC 241 %5 FI1H .

* 5 NTP 5585 Z [0 (S AVE ] S B AR B E

* Firepower 4100 Z 411 % Fil Firepower 9300 5 & LA UL P B & RGN [A] . AHS, T RIX Lt
T OB N A8 A FH R P BCCE R AH ) NTP IS5 2% . A OCUEEE, 15 2 B 280 5 6 W2 ) S
Fo

AR WUR RO CERNEE), JFH DHCP g5 S BCE T AR T ALK FLRE Il & 1) NTP R4 48 1d

3%, W2l DHCP #2461 NTP fR4s2%. Mkt iXFiiE oL, 155 DHCP AR5 23 Bo & A 24l FH AR IR
] NTP Al%5 %%

UK

wHRFRgE 3 >WE.
#itdi Time Synchronization.

W@ NTP B 4tET 8 (Serve TimeviaNTP) 40T 2 /2 H (Enabled) R4, iHEHFEZZH (Disabled)
DLAE A HE RO OME ) NTP RS 25

B 7am=E |
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P4 KT CRBEFRBIRTR D, kP @i NTP” .

HES Ll “Hm

L6 {E I NTPHE“E%” XPUEAE, N NTP 554 1 144 BL IPv4 BY IPve Hitik,
FHEBT k) RPN FERL 5 NTP RS 8 2 MBS, AT L k.

a) M “FHHER” THHIFRPERE MD5. SHA-1 5 AES-128 CMAC.
b) HAFEE ) NTP 455 2855 M () MD5. SHA-1 5{ AES-128 CMAC Z4AS FIE$AME.

-’H}g% 8 «'f_il:-'-:l “ uJ\\jm 7
$IR9 i—’lfmﬂgﬁﬁﬁ\ NTP iR 554, EATZ WA R e IR K. ROR- 2 H O A AN A] .
PRI, FRATT A I E & A /b =S NTP k5545 .

BRI Z NTP k554, WHEEDES £ 8.

P (IR BRG] IO U I HET SO0 IEIINTPAR S5 4%, Wik “{XfE 433 S 38 EAY
NTP RS 88 " SIEAE.
TEN SHRE (Save).

T—% it 4
K52 W BB A SR 6 NTP RS54 8k 55 #1720«

s MeE & TFE R E: 7£ (Cisco Secure Firewall Management Center B4 it B #7551 ok B o5
Bl & NTP [

TEERG B L B NTP RS adiar 2 ek ((UEREI SRR NTP BRSS
B2, LIRSS S IR A E R M AME ] SIS

s HENIE T 165 (Cisco Secure Firewall Management Center 44Tl E 55 ) o

[5] 27 B [ 1B A< 377 5] P 2% NTP Bl 55 2%

WIS B TCIE H T ) 4% NTP 4545, BUIEIIAIZA A 4 NTP Hieds#s, nl Al FH 4 BEAE {45 21
Dk Fe 24 NTP R4 #s .

| o

EEEW o BRARBAT HoAth NTP fIRS54%, B WIEZMEHI AL M TEAEH] K A H bty BRI ] 55 NTP
g5 AsFD . 5 56 0T IR .

« NER A B ROL HIAE NTP 55 2%

B PEARULECE N NTP RSS2z g, W F-B 8 e m), W55 25 F NTP 235, -5 55 e i) el
AR5 EH I NTP &0,

I zgRE I
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B sr=xwarses

UK

75 B TR RGN

a)  EHERZG 3 >EE.

b) A Time Synchronization.

¢) i@ NTP $244th} 8 (Serve TimeviaNTP) 4T 2 /2 (Enabled) R 74, iHkFCEZH
(Disabled).

d) MR TE (Save).

e) NTIREHMEH, EFERPEESRFIHEE.

TR TE (Save).

g)  {EBrm MM RATE M T, Al E .

h) A& ERTE) (Set Time) 4412 5 & A .
R AR A T O (AL AN N, AU IR R B A, AN TE e

T, DU A ] iR

i) WREIR XA UTC, i MdZ X, R X E R UTC,

i) RHRTE (Save).

k) sl Done.

) riidi Apply.

WE BRI OMER NTP RS54

a) TEBFREZACMIM SALE T, AGhRERED.

b) X Ti@id NTP 2Rt E, EHERM.

¢) MiifRTFE (Save).

WHEHSERS, LUMES .0 NTP IRG 2% F1D:

a) TERCAILE WA & BCE SR 1 “BI T [EE 7 BT, e s B g B2 O R NTP
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« BRERRE: ) EIE D Ll oA E R A E SR JREIER] T T ) Web
SRV e X m e, SEBREEE T CLIV s R G0 A ARl b 1) J X £ B SRl 2 5 41
Ko RBRBIBCEA T CGRMED AL BN PATEM RS 152 5 v E s i E B, 20
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 IREFRRINE FOREL (Track Successful Logins): RG4S EREEAFAN S Bk MUy i) 51k (Web #t
MEL CLD s 3 &0 RS . P 855, RGE Won IELEAT I8z D i 5 5%
V. BIRIERINBEFRREE AT BRIMED I, REASERER SRS I 8 % ih5) . &
SRR, 5B 61 UL,

* RABRKMBOREL: ARG ] CE I (8] B I N BRI ™ 7 i) 2 i, 17 ) OE S A B R
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© RGUREAEANTE R i B2 AR DL AR 2 i ik ™ CRIMEAE AT 2D
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TEBR . B, RN E T “EELR (Admin) M, HFHEBIZ/SMRIAF/ICLI B
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U AERE I e T BRI SE SO0 SE RS A, R AR IRHMERT AT I I & (22, Ex
AT TP I i v e (BT 2 i
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. BB AN S U R ) R

UK
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$E2 HiRAPERE.
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B A EFiE

M i E AR BIUE AR R AT AR ST SRV IR S RIS SR 2R B K8 T I 5 I B g

zgRE I



748E |
B s=scxsin

UK

SRR 3D >ERE.

vR2 AHRAPRE.

S 3 KR ABERRMOREE R I E 2 i R34 R8s s SR R
TR B, RN 0.
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* timeSync
* vmbackup

0] DAAE T 52 S ESXi WA LA VMware T H. ¢ VMware T MGG R, 155
5% VMware B3l (http://www.vmware.com/).
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TH
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SB1 EHERE 3D >EE.

$®2 Miii VMware TE (VMware Tools).

$1E3 fidi/BA VMware TE (Enable VMware Tools).
$E4 SHRTE (Save).
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SMTP fil 55 45 IR (14 I ] A8 Ks 45 25 n 2132 T ML =ML E SO

SR R 25455 PR SR I B L URC B S PErb, (ES T B SRS s AN T T IRl g
DR TG0 1 SR IS P DA DSOS 5% 6 5 PRI o s RBOAS T I3 9 o I A 6 436 Al 55 8%

BR 5 AR 55 25 i

PR A BV T R 28 S T

UK

SR EHFRFE 3D >EE.
FIE 2 HFEIRIEBRST (Vulnerability Mapping).
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AES-128 CMAC AiE. SZHER) MDS5 F SHA-1 548037790
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FH 7 AT DL S N AR ) Web SIS s AR i 708
BN RE G >EE>BAPRE

SEHF & FMC

HTTPS iFP5.

6.3
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zgRE I



E
B zsmEvmsis

5% =K BEE | &IK S |1EE

=211 BA1E
fie i HANAE R CLI Vi) | 6.3 1T FMC Web #2 o8 B Bn] IO O HE: 76 B (3 > BB > %
PR EMC. HlEEE L BACLIHE .

« % i SSH &5k FMC n] i1 CLI.

o Uk ¥ H SSH % 3% FMC Al Vi o) Linux #b5%. 48 6.3
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