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B PSSR RGN B Sy 5K B “ S0 (Identity Sources) B8 H 81 PR 34148 T 2 ok
=5 N TR B K B Firepower RG] IOV B AAHIR S BRIVIEOL T, B RA L B
Yo, AUER ENUECE SO, B B R LA IR Y 5 B A RSl B 4 R
PhoE. HIE, W LURE AR GE B 1L R B 4 3h S 4 B B 5 oK E Shi pe b

Generate Identity Conflict Event

P e R G AR PG IN R G A A
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Automatically Resolve Conflicts

M B shiRR I3 (Automatically Resolve Conflicts) FHz##&rh, &£ Rk —:
* B25F (Disabled), 1 RE0 I T-Bhif k5 4 v R
© B, WUIREAERE S O b RN Lk R GEAE RSN R A

* REEHFH (Keep Active), WIRZAER A S0P RINIER G IR A s Mot 2 Eshii 4
(IESE7)

Bo & W 4% R I SR iR R RER TT 0%

UK

S LR > ME LI
TEZHAEE T, WEREAERI BT, MRS RR G

$I22 i Advanced.

$IE3 L9 MERIEE (Identity Conflict Settings) 551411 4ig (£ .

FE A4 FOH “ Ui SR ph s E 7 (Edit Identity Conflict Settings) 3 H % I I BEE, 0 2% K B0 543 ph 5
WE, 14 TR PR,

$E®5 R (Save) LURAE S bR B E .

T—% it 4
* HREHCE .

) 2% A2 3 i 18 22 Al 1 4y 152 Tt
T DAL RGO A5 ST DR . 165 AT L F i

o W EAFHEE T KRG TRIGE BHAT R OCHE, 1 1E T E A M 4E A B RIRRRST (Use Network
Discovery Vulner ability M appings) & HE .

o QR S = NI S E RAT R OCE, iE R {ER E = RIEMET (Use Third-Party
Vulner ability Mappings) E1%EHE. HRFEMEE, S (Firepower 24 AN APLHTER) -

A DA IR I X AN ST HE B th L p 2 — o IR ARG A AR S+, Bz K BN A
I 55 s B ER AT AR G Tt iR iRl S AR P KR, WHZ AR A5 4T Vulnerable (2051 1: 41
) W bR, 0 T8 PN R BRAE SRR IR 55 4%, 5 2 A A B O e A P e T R L

URBOH L T IX AN SIEHE, NRFAR RS Vulnerable (03] 1: Z0L(0) K b5,
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AR EHR
WSt 58 = 7 e i

J& PR R 4% A 3 e 38D %2 Ml 42

UK

TR LR > MB A .
EZ2WERE ST, WMREALER I, W RESFRED) .

$1E2 il Advanced.

$1E3 il BT 8Y%E (Vulnerabilitiesto use for Impact Assessment) 55341 4wig (£ .

HIE 4 HOF AR BCE 7 (Edit Vulnerability Settings) 3 H1 B AR ¥ B, 4019 4% A BRI 5% 00 DA% 1B 170
s 15 TURBTIR

TIBS LRTF (Save) tRAATRTAR S

T—% it 4
o S L

feE R

G W48 R DL IE PR TOC U, DUAf 2 EHLE S o] REoBom FBUNF . J N2 X RS
FRAL IR SR AR, RGBT fa 3R 10C) #EATARIC . AHICHIBE R A 10C FE o
2 10C RS B T—Fh 25 10C ARid. 10C bric T35 2 v B8 &k A B 16 = 1 PE i

MRELUR O, A BT ARG S BT )

R AEIAR . JER. RSO ECE AR, R R OC T M M 4%
PR IVEARAN I, JFlE e 10C Tk

« B PLO A AMP Z AT ) 2435 1K) AMP #8553 N TOC $idfs ot TIX S8t & FHLA & |
PGS (Bl SRR HATIERAE) , DA, Gl I iX SR v] T i 3 4l ) 4 B e ok 2 2
MR Re . b TR W, B B L2y HBERIBUERN AMP = TR BAEATHT 10C Arid.

SINCEBLThRE, WS P0G FH AR, 5 16 1L,
FIE P LR B 10C Bdfs Fi 45 L allow 44 5 (Y€ 10C Frid i END .
FIRAERE HFRCH I0C, 12 (Cisco Secure Firewall Management Center &7 #1559 ) o

ERfEERITAN

LAE R GG AFR LG F R A0C), IS AE A 2% A L SR T 22 /3% — 4> 10C #il. &4 10C
RN BT —FhSER K TOC Fricd, Firfy TOC A g B RHIE 3 AR I an MU . T AR 3t k4
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1% NetFlow S 2 maimazmEn [

2R SR AT AT s Biltn, W SRAS T 4 Gl Microsoft Excel S5 (¥ ML H LA
AR L, TYE AR IS5 T Excel FBUME R 10C Frid.

FHIa Z |l

HH T 10C FLNARHE 22 48 1) HoAd 20 42 DA K T ) 280t (1) AMIP 3R R B &, TR b 450 2158 10C
FRic ) TOC B IEARVF AT IFAC EX LA . 8 F S5 808 0 H I 10C MEIAH DGR IY R GeThfe, Blin
KA A (IPS) K i % A B P (AMP). WHR K 5 ] TOC BN SCBR I RE, K AN SR
SE, BN T

UK

SR LRG> MG L.

EZHAE T, WEREAER BT, W RGN E D)

M Advanced.

Al BEERMIEE (Indications of Compromise Settings) 551411 4wig (#£) .
BRI R THEAS 10C Dhifig, i siihi Enable 1OC 5534 [T B,

L4 Jay JA T EEE AN TOC RN, 1 sl A RN ¥ /2 A (Enabled) %1 )i B
M iR 7E (Save) LLIRAE 10C FLN ¥ &

B

B

G % WY S
% 3
S 1 AW N

B

T—%Mit4
I

1% NetFlow 5t 28 78 0 21| ) 2% % 30 7R &

FiaZ |l
o i B v RI# Y NetFlow S H 2%, @0Netflow £ 1 ik .
o B AZHAth NetFlow 2% 4<F, i 1] NetFlow 5 i) 25k vh ik o

UK

FLB1 RPERR > MEAIN.
EZ IR E S, WREATER I, WARGESPOREDH
£ 2 S Advanced.
ik
w

3 il NetFlow @& 55410 & () .
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$IE 4 7E IP Hhk (IP Address) B, S AN B2 5 10 8 M ICEE NetFlow B0 19 4% 152 2% (1) TP Huhik.
LS mik.
o TR TN D BB LA I H A NetFlow 5 2%,

o ST R (W) IERE NetFlow SR 2%, 5304, QW SEE & BULN Fh 4 ] NetFlow 5 Hi %2,
DA B Z ), KRG A BEMN “Eigl” (Advanced) T IH] H HBR 1% %

PIR6 mtRTF (Save).

T—% it a
o O P 2% R BURE U LA % NetFlow Wi e, Wle'a M8 A O , 55 4 JTrh BTk
o B E E

4% & AR FiE R E
IR e L LA AL AN S

When Host Limit Reached

Cisco Secure Firewall Management Center HJ LA 45 P 1M A7 it £ W9 28 Wik o 1) AL B R T H A . 2
BB EHPREIET (When Host Limit Reached) 176 T il 7532 2 AL BR i 4G I 210587 T ATLINE A A (01
o BT LLAT DA 454

EFEM
ARG EFRFFARE SRS N AR K L, REAI0 Bl X ERIA B
THENFEMN

ARGAREAEDI KB EHL. RGAAE LA 20T PRGBS BRESFT 0L, B, e 8
DU R LR B P 2 i b Tl MIER EHUR, B8, WER RGN EHUA S SR HR
5l Ay AR o

FEZBE T, I 2 A LR AT It e SR ORAEAN S0 I SRS vl LU 78 HE R 6 i Sff, ] LA
AEII KD Ji P B AT 3 B0 e B LR b AR MR AT 25 B (M 28 R DL, DIEAE &R
ORI LA, SR S BI04, R PTE .
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R 252 P EN RS
w"E EREEE |SXEIEEHNRS B iX 248 i E HLBR
HLBR 2
EFEN & EARZREEPRIFE | EFEE N EFTF BRI A A R
Hle R IH 0L
WARTEEFAER TN, WA I L.
& AN3E ] ZFFRCE ZFF B LIS A (1
A7 JE AR R K B IH L
FENFE | /A ARG IEHL. AT EHL
Ml

F 1B (Host Timeout)

ZA G IR P 2% Tl B v ) R — UG B B 50 1% ENL iU Sl R CCA B AR ) o BRIABEE A
10080 434 (—J&) o BAFHLIP A MAC Huhl vl DLBSGERS, {EJE, BRAEENLR TR SCB Ik #S
RRIT, 75 IHZ A LA S M 25 B i3 2k

S G EH SR TN, TR DR AU IR AR 90 2% 5 UL SR 0 o 8 ) S T g

AR % 2= #8R¢ (Server Timeout)

Z G0 R W 2% ) A — IR 45 o AN B 2 30 12 IR S5 2 L BTGt RO 1a) CRAZr 8o Bhr) o Bk
H A4 10080 43BN (—D .

FEIE Y IR 55 AR AN S TR A DR R 55 NS R 19X 0% 5 UL SR s A e ) SO T G

& R iz A #BET (Client Application Timeout)

FA G0 R A 4% WIS T R S — 2 P i AN BT 2 314 i L BTG R TE) (AR Ay ) o BN
B 10080 43BN (—D .

T DR 2% ) b IR K3 0 6% A I S s 0 00 5 5. ) S ) B
X EM
Firepower 54t - HLFR

B & W 4% R T ER ik
iz
ST AR > MEEL.

FEZHHE T, WAREAERI T, WARGE SR ETIH.

$1®2 il Advanced.
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T3 il BUEGEHEE 54 RiE (4 .

LA T KA1 (Data Storage Settings) X UGAHEH 16 &, G125 R LB A7 s, 5 18 1L
TR

PSSR TF (Save) LLIRAFEdlA- 1 B

T—%#ita
o SR S

Ao B M %A EHHEFICEK

FF H BRI R BB Il ORI BN A S AR, WERAE R iR
HF, ARERE ST il A ORI .

B2

LI EPERRE > Mg LI,

EZWAE T, WREAER 5, MRS SRR ST
FI1E2 i Advanced.
$E3 Ak BHARICFEES LN FE () .
PR A kP el % Hh B EE PR Al S R IR N U N AR S5 0 SR AE, .
PIES MRTF (Save) LURAEFA H Bl sk i E .

T—5HHita
BT

AN 48 A IIRAE R G AN AR 55 25 SRR

FEM SR LAIS K] “ g T AR IET ) B 3hi, s SO RN L S 2 B I R

B4 TR INE I Ui A 280 Nmap 748 TR S 2B E IR, HAVFRBRS A =T7
ISP B S R

USRS =5 N Y B 4 TR 3 N, A Croe 0 P ] R S 20 190 4% e 000 20 ) o

g2

HE ERER > WMEAI,
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FELHHE T, WREAERI T, WARGE SR ETIH.

M Advanced.
sl BIERFMRE B HMIR 5101 Fig (4 .
PR IENE, 1 s Add Source.
i N\ Name.
MR HI R Ik £ AR EEL (Type):
o WIRFTH A AddScanResult BT ANFIRIEE R, i IEFFH T A (Scanner).
s WERAFH GAFRGLE R, 1PN (Application).
TR IS IEORE HEAS EH V8 I 21 ) 6% B S 38000 B 0% 5 4 2 A (R RE SR N R), 35 ANEB RS (Timeout) R4z
FIFR Pk NE 4L (Hours). K45 (Days) sk B4 (Weeks), FHi NG 24 (I FFSLI 1]
B
o BETHRREANVEIEAT FH B AE RGEAN N S 43 DASCRFA R TPl R s, 1 IR i of s ) b
i ko
o TEREYREANIEIE H A AR Pz s B i I A SRR O N A A B E R FI N S 4y, 3
TEREOE I A 1) R ik
o TR, I ARSI B (W) .

iR TE (Save) LUTRAT S I e

T—5H#tta
BRI

AXEMR
WSt 58 = J7 e i

xof ) 4% % T R B A1 T AU BE HERR

FERS ARG BRI D REREA TAEAT S SO T, W20 A 28 SR MUK e L 3 DA s IR, AT X
PR S TR LA 1Ry 5
TERERGEHRHE?

DR U A B T 3 AR S5 45 I NAT B4 1) 190 265 B 46 (132 A5 B #% AR YU sl e U B9 2L
6], VRS e A BAE S SRR DU A ENLAOAL L, AR B SRR R
WAEIXFPG DL N EH] B SRS
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RIRFRER G R T A ME—RY TCP HEFK?

AR ARGV A EALER R, R A BN AT R R N, R B kg . R QUEATEGE A 2 X
740, 2] Nmap sCEH U A s oA U LA -

A

AR WUB R K AL, WA RIE A SUREUZRTR SRR

WERTHUEABAT IR RZERBARGERN I 2, IF A% AE RGA R 2 B 1 R Gk
EYUNME TCP HEMAFIE, NG F e HREL

i, AR Linux [ E RCAHAT RGCE VUK ME— TCP HES, WG F € FREUK ALK
S, POVIXATAE R GE U ARSI T, AN i 45 R s =y Bl , BEm el Rrs A
AT 3l BT A

THER, V2 IR Linux AATRRCAERIA R AR, FFE, RGO Linux AR A PRI ELN]
W17k Red Hat Linux Z 0814 HE XIRL0 FRESF #IH Y Red Hat Linux (AR RS (W
Debian Linux. Mandrake Linux. Knoppix %) , KA RSS2 A Linux RATHCASILEL .

AN AERFRRRG L #RAE RS0, Blan, WIREXS EHLI TCP HEB M THE, DMEHS 7 —#ERSK
FAAE A a0, Apple Mac OS X EHLCEM, AFILIRELS Linux 2.4 BHUHIE, il FERGH
HAHHIA Linux 2.4 TIAS R Mac OS X. W13 Mac OS X ENLOIE: A & XIe4l, WhieasS8Uha &1
() Linux 2.4 EAASRHLIRG ) Mac OS X FHl. fEXMHEI T, R Nmap (EAHLRE] ML, N
FiZENVLHEE B Nmap $14

W RAEH EHEAMNE =TT KRGS NS, W0 255 =7 BT R38R 4% 28 R0 B B0 ST AL Y 7
P2 R ROAS -4 £ Bl 1) e = PR SRR S S iR, BIMECRE N FH B WLt 3] Firepower RSN
BARRA E L, SRS = iRAEAH T2 7 ik Web B 5200 PP .

Zgen] LUk A 2 /N5, DM e e E R G0 A I 9 mrbs i

XFF Nmap 2085, v 2w B Nmap 948, X5 T EHUEA LG, v ez T S AW Perl A
AT SEHFRT . AR, TR, EshFRE R AU N B AT REAS 2 Bl R IS b R e A T
o

Firepower R4 st TIRAIFTENA?

WEOR TN B ARG R, EAARPBI AN, T G A 8 SCRA 4% K ) 28 G fe it o 11 A0
B DERC AR B A B S ]

=R ENAIEERBAIEIER?

WEORARGEC MU AL, ER SR A, WAE ] B A T RE S AN EAMEFE R . 3
MNEHMERFAE RN, DA SR A RN P 1) 42 PR ISR 2 25080 v FRME MR

ERERERE=ARIE?

DA EE T R ORI 2 =7 AR GUHYIRTR S 2 U TRe R 55 4 AN B30 28 = il b DA
S 2 R PR b AR AR, SRR A LR A D RE S AR . AT A N A S BEIK 7
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M58, 2P  (Firepower REEHUMAAPIER) ) o THERL  RIAERE N £ Wi 21 Firepower
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