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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5
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BIAF AR VLAN A IO, 1SR & FA 4% (Devices & Network) > ## O3 & #| A ER
(Interface Forwar ding Utilization) [X 5 7E scopefabric-interconnect %A show detail #ir4. fi40:

Firepower# scope fabric-interconnect
Firepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRI9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: 0
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:
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Devices

Security Module 1
6% (4 of 70) Cores Available

Security Module 2
100% (70 of 70) Cores Available

Security Module 3
100% (70 of 70) Cores Available

Interface Forwarding Utilization
Ingress VLAN Group Entry Utilisation (Current/Max): 45/500
Switch Forwarding Path Entry Utilisation (Current/Max): 311/1021
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M IRESCRr . T ICERHE, SRS & B2 R B
PRI (1 2 1 A AN R

X} T Firepower 9300, 1] DATERESORIH [ AF A 549, 7EILARARER b AT 2 2% 52401

TR R TG AT 2 38 S 1 1, i LLAE FXOS HPAld VLAN 4210, & ] LLEE 2 AN 451 2 (]
e (VLAN BB D o AMSEGIASEH] VLAN THRHBO0Z 0. 29I
A VLAN 73 e 1. SRR hlgERR 91 48, &l LA IS4 EtherChannel (745 1H . 152
SRR AT RENE L B 6 UURNUN AR LIV VLAN T2, 55 41 1T,

\}

ER AR URIITHE FXOSVLAN FHE 1. S8I8 R] LAZE b fin 3 o BB st A 1. A e Egnfs &,
HZHFX0S OS5 AN, 4T,

AN EREE 2R
WA E AR U KRN R AT 2028, ASERIUAR BE 0 1 o 4 ol 0 5% BIWEA~ 241
o MER I - WERACHE DSBS AR DA RIS, IIHURT 20K Bt 000 R %50 6 T M
AR AN (FEB IR E BT « WISk 1, T TR A S B it AT
K,
© ME— MAC Huhil: - HURDR A 8042 B 3L 54 E BT A #2  FOME— MAC Mtk 2R 2 A5
PR AR, WO SRR S P AT T 7 B4 %45 1 PR ME— MAC Huhik. Bk ih 40
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2 HARE T R BATHE— MACHUIE RSB AN A RCE SN, 8l r] LT85 E MAC
Hidik.

\}

ER R H MAC Hhl o 4R 7 MAC ik, WS G2 5T A% i 244N S

d\

L]

{£ /A MAC 1t 8 i3 3£ = 3 O THR 6 7 24
BRSNS DN SEB C L i e e e B A B MAC Hulik, DSy
EN AR C O VERD X ON

[ 6: (£ A MAC St i i3 $ 34 T AR B4 2

Internet

I Packet Destination:
7 209.165.201.1 via MAC A20C.F142.4CDC

| eth1/1 (Shared Interface)

‘ Classifier |
| [

MAC A20C.F142.4CDA MAC A20C.F142.4CDB \ MAC A20C.F142.4CDC

Instance A Instance B Instance C
\
eth1/2.1 etht/2.2 ‘ eth1/2.3

Inside -, 1 Inside | Inside L
[ CustomerA [ CustomerB " ( Customer C ~
. __4 - _4

Host Host Host

209.165.202.129 209.165.200.225 209.165.201.1

RERAMLERENTRE

R, DA H AR NI, BIEHDR B AN 4. FIEIEZR T 52 C s gt b
BN o) B o A A R0 B & 9249 C I LRI 1 1/2.3, IR 2 28 88 2 B 40,40 fic
2541 C.
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- B

[ 7: 5k B AT ML HIE NI E

(" Internet

A

*eim nAa

Classifier

eth1/2.1 eth1/2.2 *’—Jthh’Q.S

/—’ Inside -~ Inside * i Inside
CusiomerA KCustomerB & | CustomerC

-

Host Host Host
10.1.1.13 10.1.1.13 10.1.1.13

E AR A IS5

X IEWIG kg, A FIME— 82 1. R B JZR 1ok B IR IR LLSE] C RIS i 3000 H
PROGEE R . BT AR AL DR M 5] C I LR R 1 1/2.3, DRI 285 2 ot . 1 28 S 451

C.
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Yl |

[ 8: 1 AR R KIS A5

|
Classifier
eth1/1.2
T
eth1/1.1 s ethi/1.3
Instance A Instance B Instance C *

eth1/21 eth1/2.2 eth1/2.3 Y

' Inside 5 /' Inside -, — Inside
[ Customer A Cusiomer B ( CustomerC \

-

Host Host Host
10.1.1.13 10.1.2.13 10.1.3.13

MELEE

$FF N EREE, D aE ME—E 0, I HaXesh g 3z 10 5k Etherchannel ¥ 1. FRIERT
K H LR JFLASEA]) C N2 B ML HAROEE AL . B AR NBE 2 2 B & 54 C 1R AR MY
175, Dy RE8 2K H 0.4 e 2 54 C
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| EEYTIEY

& 9: NEkEE
Classifier
eth1/3
T
eth1/1 [~
Instance A Instance B
eth1/2 eth1/4
~ Inside ~ /,' Inside !w fJ Inside
( CuﬂnmerAJ) CuﬂomerB Cuﬂnmerc \
Host Host Host
10.1.1.13 10.1.2.13 10.1.3.13

RELA R

FLRRAE SR TECE. 55— AN SN AT A FR G PO ; —ASSEBI AN 115 55— N SEBII A
A e Al R W SR A A B AR TS P B = SR, T R A L S (e, T g
SIS S

R IR T AR G AT AN S 1 OGS

Il Firepower 4100/9300 t #YiB 4515 &



| Firepower 4100/9300 1 #2488 &

[E] 10: R EX 32151

( Internet
\ _

eth1/1.2
Outside

Gateway
Instance

Inside

eth1/1.1
(Shared Interface)

Outside

Inside Inside

eth1/2.43

BRI % LA E

H

K

PEY N |

s

A\

<

PR 7 A 45 e e 7 K AT B = AN Sl o X = AN RA e B am LU 0

B - P S BIEAE A I EAE 1 B CEFEESEA) o B EtherChannel 5PN JE LUK %
Fo FERFNY I, %85 AR [R5 B R 4 BV TP ik

o N - BEAS S A 8RS 2 B TR D (BdlRAY) . it EtherChannel £045% P54~ J7 JE LUK

PIE e RS DAL AL R 2

o SN - BT SR A i 1 A 3 B (eI SRAY) o Bt EtherChannel (45PN JTJE LUK
W o AEREA N N, 1285 AR [R]— Sh i R 2% LK ME— TP Skl

o HBE DI - REASSCBIHAL T o 1 EAE 4 B BRIt BtherChannel 445 W4>J7

IELURMIE o BEAS T2 DL AN (K P 45
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. ABREHIROR B E) MAC it

[ Inside1 ) [ Inside3d ) ( Failover 1 ) . Failover 3
\ Inside2 ) | Failover2
| Management { Outside
A e k- T
po2.101 p02.102 po2.103 po4.201 po4.202 po4.203
Data-sharing
pol po2 ~ po3 po4
two 10gig ifcs two 10gig ifcs two 10gig ifcs two 10gig ifcs
Chassis Backplane
poi poi
Instance A ge===s p04.201 Instance B Emm=m= P04.202 Instance C E=m=ms P04.203

RELHIEOR B S MAC Hrik
B2 1130 S48 11 [ 302 MAC bk, LR B4/ S0 o [P 2 14 P IE— MAC Hbil,
MR FEh R s b 38 O A T — D MAC Huhlk, WA 3040 B0 MAC Mtk . an SR80 5

MR T Fah MAC Hidik, W24 B 2R sl e 800, AR U MAC Huhik2s 52
(Al % MAC ik b 58, A T@ s A S v o 42 1 3B MAC k.

T Ba A il PL A2 FF3k, RN AZ LA A2 L F3) MAC Hihlk, DL %t Bt bt
ES,

HLAE AL DL A% 20 AE il MAC Stk

A2XX.yyzz.7222

Hodr, xxyy 2EH @ XTI R G e LIS, zzzzzz & U £ UK v 8es . R48E XK
25 O 4F IDPROM 4 FE P FE s MAC Huhbit b iR 55— A MAC Bk 2 AMEA =AU RE . A

H connect fxos, #XJ5 i1 show module 5 F MAC #ulibith, 40, s EoxiiEHE TR 1 1 MAC
HoHESE [ 4 b0aa.772£.f0b0 & b0aa.772f.f0bf, N AL TS 2 f0b0.

FP € SR AT SO e e o TN BERIARER. Wef A A P s SCRTER B 1 = i AU R 8
77, WG 208 77 Fe k17N HEHIME 004D (yyxx). 75 MAC ik P AE N, A ATE 25 S (oxyy)
LA -5 HLAR A L DL A -

A24D.00zz.zzzz
X THTZE 1009 (03F1), MAC Hufik -
A2F1.03zz.zzzz
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BHEIORIFERE

PR E RN AR S (R A TS B, T AE FXOS AN — e MR I E SO B R R
I FH SN, 145 e AREAE PR SO . R A W E CPUM LU RA SR
DER ST RAM,  FERREA LB RES 25 [0 B4 40 GB. BEAF RN S (1] IR, 1EZ W
FEAT SNV EERFITER AT 5 55 30 Tlo ZEUS IV URAC B SCHF, 15 S 5 b 5% SIS s s 1 5C
4, 2 44 L,

% LBIThRERIIERET REER

PSR ARG E GEEEL. VPN S1HECH TLS ARELATEHD &0 115 A HL S5 1F P A7 1
CPU & (IAH %27~ 7E show resourceusage ) o WA A2, 75 BEH G 43 Fic 25 52451
(1) CPU #0273 BT St i o i, an AT HIRAT 50% O R4 924, W) N T3 50 %
PFFIE g BbAh, ST ] Ao DRk s I 0 4% 11 B 4 Bl B 2, RS S ] H ) e m eI T
A S AT HT A

R E S A R R, 15 S B https://www.cisco.com/c/en/us/products/collateral/security/
firewalls/white-paper-c11-744750.html,

BHREOSSATRAME

JEAT LATE 2 AT LA A A sk seat s n s Bilan,  an Sl 2 AMHUE, BEAHLAE 13 10
AN, T LA 10 Syl PN . 1R, ANEAE FXOS AL E vl ks 76 N A 28 TR g
B A X .

AFPEMER, S0 IR RN L 28 31 SURB IR T JPERS 36 62 T,
P PV
H85 T DU 22 AR B 3 24 P 2 G BB R A SIS

\J

\J

oo OO |3‘-| A A
& 25 S84 AT ik
BT VR AR 5 1 38/ WLAR 6T Firepower 4100) BARAN 22 4B (if T Firepower 9300) F LAf#f
M, AL HIE R . E G LN RIS B
o JEAR VFATIE BB BN e Riy51 A,

* DIREVFOTUET-3l 70 e BIREAS S ARAREAS e i/ 5 | 8RN T R L REAT T — ANV mT e i,
YT HA 3 AN AR Firepower 9300, RN T E—/N URL iy ViFnTiF, SILFEE3
ANVFRTE, T G207 RS E AR A8 0 524 2

%t

Firepower 4100/9300 - #9i2 5818 % [}


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/white-paper-c11-744750.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/white-paper-c11-744750.html

B zscsnssnssss

% 6: Firepower 9300 75 2% 25815 RTE & A 15 R 7 151

Firepower 4100/9300 + #9iZ48i% & |

Firepower 9300 S]] A

Security Module 1 S 1 HA, URL ¥E. EEHF
545 2 KA, URL i3
4] 3 FA, URL it

AR 2 451 4 BEAL B
A 5 SEA. URL g, EREAME

JB

A3 2451 6 B BRI B
S48 7 BEAL B

® I AHERY

SN URL i3 3E TBERH 29

3 2 3 2

B FRERN & FMH

A RESRAN 550, WS L EAY,

BEHFIER A SR Z K SRR &

Firepower 4100/93003C FF 2 RS g2 Axisie, W FH2RAY DL K o] MR mT 9 et ThfE

R, TRV

Firepower 9300 89k

Firepower 9300 .55 3 AN 22 4 WiHR 3 Al R 22 Bh 2R (1) 22 At . 1 23 10 LR BR
o RIS - 0] LLTE Firepower 9300 e AN RIS R, il dn, ST LK SM-48 1E 24
e 1. SM-40 1E MiEe 2. SM-56 1F M isidh 3 223k,

o AHLS] AETE - TP ITE e R R NUAT NIRRT #RRAZ0 [ —2R 7, fgm)
PUAE SRS P 22 AN R B ) 2 A pi e, (BHLRS TP AFAE T A AR (ST S 3difl) R
TAERE, W, WA LFENAE 1| s 2 A SM-40, 7EMLEE 2 T4 3 /> SM-40. T 7E 6] —

WU 2235 T 1 SM-48 F1 2 4> SM-40, W TGykAd FH4ERE .
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wrigaasnsksamess ]

o PR SLAIERAE - ST DM AN IR B 88 B sl G 4R . ol #5n] LLAEFH Firepower 9300
SM-56. SM-48 fil SM-40 [y sefl Gl 4. (H)E, ASREAE R — M ERERIRA T H Firepower
9300 A Firepower 4100,

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

SM-56 & EGE-V N Instance B SM-56 [ ELGEY:Y Instance B
9300 |SM-48 MLEENH-P:Y Instance B| 9300 |SM-48 | &LV Y Instance B
SM-40 R ELE-Y:Y Instance B SM-40 LG ELGEY:Y Instance B

_ Cluster3  Cluster 4

4145 WGEELE-Y:Y Instance B 4145
4125 MGEELE-Y:Y Instance B 4125
4125 MGEELE-Y:Y Instance B 4125

* 1= A I - AAE Firepower 9300 F [ [ ZRBE ) SCRFmnl M. (EJ, X PMHLAR T LA 5 TR
SR, piltn, FANHUURESEA SM-40. SM-48 Fl SM-56. 1] LA7E SM-40 fibk 2 [, SM-48 #
Bz [B) AT SM-56 Fibk 2 1) G g vy al FH M

o ASA I b AR N 28784 mT DUEALARR P (Ao A e b 22 2B R [RI 2R g v o 9, # T LA
TEREEL 1 A 2 b2 ASA, Fofidh 3 b2es b .

* ASA B EUPBITAE RRAS - S5 T AAE SR RSB IS AT AN R FROAS TR S T SR Y, e ) — R |
EAT R ARSI . a0, BT DAAEREE 1 bz B 6.3, fEAStH 2 1ol pihps
6.4, FERLLR3 L2 st 6.5,

Firepower 4100 B9 &3k
Firepower 4100 17 2 /M5 . iS5 L H 20K
o KHBFNZE A S - 76 Firepower 4100 [ 2222 25 28 S BIIT, 1% %% LB SR A28 529 . A K
BIPREALT B4 I T 08, DRI O REAE e bdede — AN ARHb S
o AHuSA) SET - ARTEN IO T LA R AL 200N [F)— AL

o DA SENEERY - BT LA AN [R) 2 5 2R g sl QAR R . BN, 5RT LS Firepower 4145
14125 ERSEEQUEEERE . HU2, ARefe R — RIS H Firepower 9300 1 Firepower
4100,
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NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

SM-56 & EGE-V N Instance B SM-56 [ ELGEY:Y Instance B
9300 |SM-48 MLEENH-P:Y Instance B| 9300 |SM-48 | &LV Y Instance B
SM-40 R ELE-Y:Y Instance B SM-40 LG ELGEY:Y Instance B

_ Cluster3  Cluster 4

4145 WGEELE-Y:Y Instance B 4145
4125 MGEELE-Y:Y Instance B 4125
4125 MGEELE-Y:Y Instance B 4125

o ] M - AL (RIS ) SCRE o]
o ASA FI g B4R B 257 - Firepower 4100 H AEIZ AT A,

o SIS LI RRAS - 45T LAAE [R]— S B E g AN TR FBOAS 1 S0 A A DAy SRk Y 85 S s
17

\J

BEREOIRERNBIRFH

FFENAEE
o R AR B OB

SIS NBASELOMAMAREE

xRN AR IH], ET LU E O BE R L CPU A% LBl . R RIa I O AR 3 &7 i
RAM, I BRI ARG 2 (0] e 40 GB.

REBNESHRABZRLGIBMERERE

Bs RAAB|/ENH | FTA CPU %L A RAM A R A =S (8]
E31

Firepower 4110 3 22 53 GB 125.6 GB

Firepower 4112 3 22 78 GB 308 GB

Firepower 4115 7 46 162 GB 308 GB

Firepower 4120 3 46 101 GB 125.6 GB

Firepower 4125 10 62 162 GB 644 GB
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supuwzsmaess ]

BE RABELH | A CPU L A A RAM A AT )
3

Firepower 4140 7 70 222 GB 311.8 GB
Firepower 4145 14 86 344 GB 608 GB
Firepower 4150 7 86 222 GB 311.8 GB
Firepower 9300 SM-24 2 4=k | 7 46 226 GB 656.4 GB
Firepower 9300 SM-36 24tk | 11 70 222 GB 640.4 GB
Firepower 9300 SM-40 2 4= b | 13 78 334GB 1359 GB
Firepower 9300 SM-44 %4 itk | 14 86 218 GB 628.4 GB
Firepower 9300 SM-48 2 4= b | 15 94 334GB 1341 GB
Firepower 9300 SM-56 4 | 18 110 334GB 1314 GB

sl Ek

X} F7E Firepower 4100 HLAH B Firepower 9300 Fibk F (WA 1500 R, BT VFnl S, &4 2048 HAH

[l A E L

= A TR E SRR 5
o e T FH PR A A R T R R S T 2
o NEFEARPIHUAS by ASSCERF Firepower 9300 FALAR P o] F 1

- AL

o R [R)—H 7y & e i) PRI R

PR R BCRAISE MK o R el PR BT, DTAT 32 LA 25AE FXOS R atA T+ [l ) 1

[LINEN

* {¥ Firepower 9300 - [RIFp AU 2 [ S e ] s AEE PSP il DLEL SR A i . ot
FAWIFE L BEA SM-56. SM-48 FIl SM-40. 1] LAYE SM-56 fibe 2 [B], SM-48 fitl [A] 1 SM-40
R 2 BB v ] P

o X T ARG, REAS L TT AU FIAH R ARG S A
* ORI AT RGER, WS ml M RGEK .
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1% 3515 B8 1Y /4 U 0 PR

TSR], DL R
1% [ /Y 78 T 0 PR 31

VLAN F#:01

o ARYAUT 18 FXOSVLAN 182 1o #4830 v] LLEE OB N Y s e v 0. B RIS
B, iESRFX0S O SN HED , 540,
o TREL (AIARRELD) AN AN & A A s .

Y
R B TR AR, LSS RS CIE VLAND 3

o FRAFGANEAREARTR G R, ST R . X T AR
M, A .

© THEE ORI BRI E S R O DL RAR AR R 1 A2 S0 R R AR S I T
TANBER 1245 1 ] T AU AR T

o NPT 2 SPIEERE, B D AR FXOS 7. {HAE, SR HIsES SR 0, Kk
LUK % H] EtherChannel 5, EtherChannel 742 1 H T AEBF S HIBERS . 15 =, B 0 308 NV H
SEXIFEEA .
s e ZATLIANEE 500 4> VLAN ID.
 TH S BB N LR BR s RORIE BRI X L R

 NEH O T B NSRS ER s D .

o WRORE R R TSR R R, AR AL R AT VAR T A e e S
Bo AL T IR e R i, TR SR L A R 1

KE D

A TR R AL
AR ORE 14 S, B, eSS BB 11 ARSI 1 S 14,
RAMSCBIR S 10 AR i, GSPTBLSLIOKIE I 111 S BURRBEN 11,10 HEES:
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Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
B per shared interface

Instance 1
* MNP I .
WS e N T LR BRI RRE L O, TR LR
o G LA AT B L 5 5 CURE BB KBS R R
145 B 1 LURT g Bl A A IS B B 1
o ARRECE LR O TR R R

2

FTD B9 BX & BUARRHTED
o YHRWIFIE: O CH M DA 4» 373 0D A Etherchannel.  ASZHFF#2 M,
o SCEMEEOIRSAE R

R
o SCEF BB ATDIRR eI ASA BUH L M
o BN S RS A P IBRER I A 55 1%
o ANE] o3 S0 G B A 55 B DU RE AR .
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o ANS4LE EtherChannel A1 553 B8 1AL S AE IR S AT T RE(F 5516 vl LB e AT AE
EtherChannel 5 )5 Hi2 11 .

o BEAE S5 B AN SR R ] A

21\ MAC it
Xt At S 451
ERIA MAC Hihik 73 ok TR 2828
© WIBRRE T - W) BERE T 205k ) MAC Hihik .

* EtherChannel - %} EtherChannel, J& T 18182 ) frf # D R — MAC sk, tbIhRefd
EtherChannel %J W 255 AU g, ROUABAT G B —AN@HIER; MAFIES AR . i
U AR 8 P S Bt b i — MAC Mk s 322 C1 53 5 A 50 MAC M.
X F &85 LA

* IrE LR MAC Hulib¥ELH — MAC Huhbith. XFF 70, e B TF3hhl E MAC i
hE, ETEEME— MAC bk TR0 BTG 70, B 2R IEM . S0 %
S ) E 3 MAC Huhl , 25 26 b1,

— i /4 JU) 0 PR )

B A SEHR
T LUAE SO S A 1K) 513 R e I R 17 A 3 15 A e e B A K

=R A
o FE VTG L P L v T
o AT DURRAEA B 32 T b e B MRS B . AN SCHRF Bl L =4 1

% 45
o AL ARAR S 1 2 S D REACE AR AT A EL O 1 BB A
o X BN 2R A S, A R B L AU B e AT S S B K AT S
o T U 2RSS, ASCRFLL R T RE:
* Radware DefensePro 551 15 1fin%
o FH L UCAPL/CC R,
o FURECF KB R
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maz0 ||

=g

FIABOT, YR DA T2 E . aTBUB A#2E, ¥SIN Etherchannel, ¥SH1 VLAN 7414, %
wEEnEYE.

BERSERZEO

AT EUR RN D B RRIRZS O R s . BROAISOL T, Wl b T 25 AIRAS . X5 T VLAN
THEA, RS RR B .

UK

$£IB1 kF4ED (Interfaces) 47 7745 1 7L .

“F% 1 (Interfaces)” BT 7 4 A O 22 % I EDW R R B, AE RR PRt 2R 1 5113k .

B2 BRI, A EREER (M tEsoy O R REER (®) |
SR, AT, LU L 6 MK (7 £

B3 WA, WAL ERRTEE (®) , FENoy D ERaeR (L
VTR, WA, L UL 5 P IR I8 5 1 M £ 4y S

BcEIEREO

fnr Lok My 08 ARSI, R E AT L. B A8, WA FXOS
u%@ﬁﬁ}ﬁﬂﬂ“ﬁ FEAE RN LLZ 7 208 e .

)

ER X T QSFPH40G-CUxM, ERINESL T B a4 ab T8 FPIRE, HF BTG L8 .

FFaZ B
o ANEEAME N T4 & EtherChannel 7 35 1 o 470543 175 N3] EtherChannel 22 Ji 2k H
HINE.
bUE

L1 EFIEN (Interfaces) F1JF “#: 11”7 (Interfaces) UL[HI o

Firepower 4100/9300 - #9i2 5818 % [}



Firepower 4100/9300 + #9iZ48i% & |
B ==9=s0

PR32 O BT 00T s 2 i 22 M K s I, A R Rt Dz Nk,

S22 FEERESERE DTN RAT Y AL YRR (Edit), T 4m%EIE DO (Edit Interface) XUEHE.
$®B3  BEMED, g BREENE, EATRE D, BN B R,
T4 EPHEIOZEA,
HRB OB EGGE R, S 28M, 20
« i
« BIRHZ - (VH T A2 5261.
- B

* Firepower =14 - {H T BB S
o SR - EIARERRAL BOAMEALT, R A3l i HliE 48 FAIE R TR .

F$IBS (k) MIEE (Speed) 513 bk B G
PE6 (k) WEREMEO SRR EHNE, W AhE (Yes) BiE (No) Hikiz .
SE|IT (L) MRTI (Duplex) FHAIF LR IIN T,
LIS (R WA E R R BERT B (ms). FiA 0-15000 52 [H] [FI1H
PR SEHHAE (OK).
FTE10 AL DR
scope eth-uplink

scopefabrica

BN PO,

enter interfaceinterface id

enable
w15l

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

ER ANBE FAAE 24 A by ity 11 TE e 03 (R 1 o Gt SR AR AR DAy v 1 T3 R A P42 11 A ] enter
interface o}, scopeinterface fir4, KRS RHE, VAN S AL E . NAEHEH
enter interface fir&-2miBs 0, ARG 20N L Vs in 21 1 31 .

TE12 (k) BCE N kI A
set debounce-time 5000 {Enter a value between 0-15000 milli-seconds}
il

Firepower /eth-uplink/fabric/interface # set debounce-time 5000
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PR3 () WEBHEA,
set port-type {data| mgmt | cluster}

TP

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data BT BRI . 1520164 cluster KB T BUATEOL R, RGie Balftin HIE1E 48 LA
R hIEE »

FB4 R AshPhe Cin SRR D SCRED .
set auto-negotiation {on | off}

il

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off
PI5 BCEE .

set admin-speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps| 100gbps}

i

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

PIR16 BCEHE DX LEA
set admin-duplex {fullduplex |halfduplex}

i
Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex
FRAT WUREG A T ECA RIS, e SN TR D IR O s, e N A

set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

TIE18 RAALE.
commit-buffer

Tl

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

Firepower 4100/9300 - #9i2 5818 % [}
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. i~ h0 EtherChannel Cifs i@ i&)

i~ /0 EtherChannel (i#[OiEi&E)

EtherChannel (tBFR A3 M) B2 0 LA S 16 AN E— A BB R B % 8, I ik
B A A R AT P R LA . A AT LU S RI-45 58 SFP; ] LAIRA L FHA[RIZE M g ALt
() SFP. AR 7R KA B4 11 A B W B A BARME R S B A & (40 1GB A1 10GB 421D
BEREI SR WS (LACP) A5 A WY 285 1 2% 2 ) A 0 B B 1 R 42 il WM s B2 (LACPDU),  #E1i
R,

& 1] LLKE: EtherChannel H &AM BB B 3 = O C &N

* Active - &IEMBEL LACP ¥3Fi. 3 EtherChannel 7] L5 3= F 58 % i EtherChannel 2237 3% H: .
s A 8 T B K PR B M/ LACP ViR, 5 A 3 AR

* JF)& - EtherChannel 454775, JF HAM#H LACP.  “JFJ5” ¥ EtherChannel H g8 5 55—~ “JF
J&” I) EtherChannel Z 7 %4,

\)

IR SO RO R 2Ok 3 H B T SO FTIRES, W] R 222 18 — 4 BRI 18] A R4
EtherChannel #t NIZ17R 3

AEH R R R

LACP #4008 8 S i AN 345 1) EtherChannel H854%, M AT T, LACP 23 A F it & 4l
P, R A B R P e TSR R IE M IE AL . a0 R VR A R RS A A
“Tra” B A Re B E 4L i & B 0

Firepower 4100/9300 HL4f £17 EtherChannel I, EtherChannel ¥4t THE#2ARE (4T F3) LACP #%
A BEKHPIRE W T4TIF LACP #::0) , HEMGIL TS B, RIS B AE K 2 %8 11
EtherChannel 75 LA R0 ™ #E H IR :

* K EtherChannel ¥ I1 2 il 3738 46 ¥ 24 1 5040 w9 8 vy 11
* ¥4 EtherChannel ¥3 JI1A J& TS 45— 20 (132 55 15 2% (10 5 B e 1 B AR AR s Tl B i
* ¥4 EtherChannel %3 Il 0 J& T4 20 &8 we % im0, JF BB DA — AN oo oinANi%
it
IEVE R, EtherChannel 75005 7 BC R B A BTN 1B TAE. W F N2 H 15 45 7% EtherChannel
BN 2 4% 45, EtherChannel J4% 5 k2 5 % AR .

g2

EFEHED (Interfaces) FT7F “#2117 (Interfaces) Ui o
R %8 #3 O 00 1 T30 Sl /s 2 0 O e e e T FDW R R I, 78 b it O ez 131 3R .

AR 7 RN O @8 (Add Port Channel), w47 I nis Oi@i8 (Add Port Channel) %}
T ALE
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v

g

510 Etherchannel (ix0iEiE) ]

7Eif% i83& |D (Port Channel 1D) 7B N i IHEE ID. ARUENT 15 47 200,

BT A A I, il TR IE 48 SR RES B RE R TURE o i RN AECK ity R TE 48 FH T AR AR
%, 0] DL IR I A SR EtherChannel FICEE AN [F] T 1D 85 0] LA N 22 NMEHFZE Y Etherchannel,
JEAN N VLAN RO LS ZS2IERESE Al o A FHUR W EERE, 1A BT 52 L Beh 4R
EtherChannel.

B H o FOEIE, ik B RN BT s IE, WO L iR R .
ez WE Silp
AR DRI TEAE B, WS IR, 552 0t

- ik

* BURHZ - AW TR

- B

* Firepower =4 - (A T~ @i Bt

- &FF

MR A B E B D1 1 BRI IR

I SRS AR L B S R AR 1, % FURE TG IR B i N\ g 13
ST RO s e =g O, IR LACP i EER . £ AR,
T AR s e 1, BRI,

MR, &R TaEN T EETHHEEN L.

RSN AR 8 DL C B R O 8 1, 42 FURE e vk B in A\ g 11 30

FOREH N N 2 W TE, 1 7E R FEDO (Available Interface) 41| R HRiEFaz L, AdRNED
(Add Interface), ¥ O#shE “Wb ID” §)FK.

fasde 22 m] LLAS IR R A RIS TR 28 1 16 /N Rl G B2 11 B 0 42 1 DA 2004 6 DA A RD T3 S8 AL T, I
ﬂﬁwﬁ‘%ﬁj}ﬁt%DL T PC F ) P FORU A UERC o A S B ] LA RJ-45 BX SFP; Tu/mﬁ#ﬁ
ANFIZEI CHIZERE4T) (1) SFP. ASfgil Tﬁjt*‘z'ﬁéuihﬁiﬁ WENBMERE SO AR ()
4 1GB M1 10GB #:11) .

R IR AR D EEFEZ AR O, WAL O, FIRHZAE Cerl B,
MR DG, EIEREETR IS NMER, RS, e AT Shift BRI, s
P e MR

M CUEE M PR, 3 i R ID” (Member ID) 5126 H 82 F1 47 (A & (Delete) 4441 .
M E (OK).

BENIZE B

scope eth-uplink

scopefabrica
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. i~ h0 EtherChannel Cifs i@ i&)

SEBA3 Ok EIE

create port-channel id

enable

P WpAnk:up

create member-port interface id

1 d5e 22 A LR DA [RI A TR AR 2 B A 16 AN B DBz 1 o B 2 10 200 B kg A [ (P P R T, 5
L2005 4 Sy 1M ity 11 300 3 P PR3 RN AR VC AL o A 2R AT DL RJ-45 8] SFP; ] LIV A H
ANFRIZERL CRZIFDEET) 1) SFP. AR IS 7E KA B 1 b W BRI A L 5 (f3)
41 1GB #1 10GB #11) .

i

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

QB DI S & JEE Tt
set port-type {data| mgmt | cluster}
il

Firepower /eth-uplink/fabric/port-channel # set port-type data

data JCHET N ERINKIY . 15703k FE cluster JCBE,  BRAEZDR g M@ FH AR S e i, A 2
LN

oAy i 1A PR RS 53 A0 E P 1)

set speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps | 100gbps}

T SRS N A B4 S (R R R 1, B PO TRk e I N i FE T . BRIA{E A 10gbps.
P

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

CRTIE) Ay i 11 AU PR s D 88 B P s FR X T
set duplex {fullduplex | halfduplex}

QU RSN LA e S C A D 4 1, B DR ey G i N st i . BRIAME A fullduplex.
w15
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passpmmvan 70 [

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

A B Bl i Cln RS R4 1 SCE)
set auto-negotiation {on | off}

-
Firepower /eth-uplink/fabric/interface* # set auto-negotiation off
WUORAE g T ECAR SRS, W CN T ARG TR, RN T TR

set flow-control-policy name

IR

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

AL |
commit-buffer

A A FEH)AI VLAN 730

S Sk

Qe

Qe

X g

w N

AT LI ALAR I 250 28 500 > VLAN 78#: 0, HARERFREE8E . B2 nl Lk 500 4A~1H:0
ERERE LA -

T2 BIGRE, RER T R I BRI 1 ASCRp R 0 1

RO M VLAN ID # a2 LA ME—1E, JF HAERLSSSEHIN, VLAN ID 7ZEAT 3 & o 1 bt
IHAME—VE. HEERG0K VLAN ID 0 C S AN (2852, a8l il DLZE s O S g e

e BRI, BIAEREAST-H A FHAR R 1D, X288 5 vh AN PR AH

AR 18 FXOSVLAN 782 0o S8 0] LLLE BBt N Py kel a8 0. 3 Sl i A

FXOS TR0 5N MO0 5 B, S MEXOS B0 5N B0, 44 1,

32

EFHEO (Interfaces)fT IFETEEDO (All Interfaces)ikli .

T T B 32O (All Interfaces) FEI < B T O e O E R K], e FR e ft
Ce 5%,

AERINET > FIEOT R FIE OEHE

bk o AME: iU p

HREORAMAHAENGER, WSO, 52 0,
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B y5essmimmvan FE0

. iR
s HiEHE
o SEBF - WORTURAMERHZ DI TR0, WIARER I D AR

X R AR IR O SRR A I SR, i, 4T A HE 3L = AR N 1%
Ho

$IB4 NP REFRED,
MG T ORINE AT ORI s & s 0, W RGO O 0, 1
BRMEC A L, s vl LA I i 42 1 o

SIS BWA—MNT 1 4294967295 2 6 [ FiEQ ID.

I ID B I F 4242 1 1D, 1524 interface id.subinterface id. #iltur, B4k 78 D7 %] 1D 4 100
LRI 1/1, W7 ID ¥ DORIMEED 1/1.1000 S T] LU T-J7 68 H R ID Al VLAN
ID ¥'E WA B ICEL, (HPH LA,

$IE6  WEANT 1 M4095 2 a1 VLANID .
LB,T  SEHHRE (OK).

JEIFR A A H/ T T M.
PIR8 BRI

scope eth-uplink

scopefabric a

Tl

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric #

FEY AR TR ORED,

enter {interface| port-channel} interface id

AR E DR INEN S 1T O A B R A . W RGO AR D, )
FERMBCIEACHE 1, ST LA Ig i 14 14

TR A O S R L DS AR 1 R S

i

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface #

TR0 Gl
enter subinterfaceid

[ Firepower 4100/9300 1 #4iB48% &
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passpmmvan 70 [

cid- WEST 1 F 4294967295 Z (M) ID. Ik ID K5BHmE A2 11 1D, fEH
interface_id.subinterface id. i, WS ER 8 DA ME] ID 24 100 (LUK EE D 1/1, W)+
DR Ry DR 1/1.1000 UE AT LU 177 (8 H 4 0 1D A1 VLAN ID B8 9 AH B UL,
{H UG AR

TP

Firepower /eth-uplink/fabric/interface # enter subinterface 100
Firepower /eth-uplink/fabric/interface/subinterface* #

% H VLAN.
set vlan id

o id- WEAT 1 F 4095 2 i) VLAN ID.
Pl

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 100

WEBLRA,
set port-type {data | data-sharing}

i

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data

T A I e SRR A I SR i, AT DA 3L ACRE LR 1 4%
Ho BRINRAL K -
RAFICE .

commit-buffer

Tl

Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer
Firepower /eth-uplink/fabric/interface/subinterface #

T
PUR - BIEDORREE I 1/1 _EBIEE 3 470, JPREOX L s B o) B =i m

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface Ethernetl/1

Firepower /eth-uplink/fabric/interface # enter subinterface 10

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing

Firepower 4100/9300 - #9i2 5818 % [}
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B ==ssns

Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 11

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 12

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

Firepower /eth-uplink/fabric/interface/subinterface #

Ao EIZEIRE

7t Firepower 4100/9300 F-3% I 37 i i 152 46 B g ] FHPEX o

ABBEBIRMZTIRECE X

LR RN A SEBI B ING O, H B e A BRI B R A B AR/ N S 4
I, iR AR A A A B B SO . BRUSAC ESCMF  BE CPURLR . RS IR L)
& RAM,  JEREEEAS SEB R 23 18] 50 40 GB.

o T/MZOEE N 6.
~

AR HAAERAREERISEGIMEL, BAEUME D HOR I S W] R A A
) CPU A A BATR/IMZ O B (1 S 6 IR 5 3338 A T AU
IR M BLR E AL, WA E L.

o T LIS TEARE (64 8 104 124 14 28) ML, TR KAH.
o B KA FAZ OB T 22 S NFE TS, 5 S 0 228 LW I ER AT HE 4 1F . 56 30 1L,

PURE LS 4 "Default-Small" (BRI BEIRIEC E S, SESCPF A R MZ O S mT LU St
BCE SO E X, HER T EARME O AR . VR, R E SR E R g H R 4 EA
AFAEAT ] FEARC B SN B 1T ko

USRI, DU JE Tk T O R SO B o AU A I SO AT AT 248 AR i T e
PRWCE SO, B Ja TR A PSSR R s S e ) P AR S KN, R S RS AT
RE TR M R T A B /N —3

L SRR S 7 0 S A o 28 A B 0 i B AR U SR, A S AT B 0 8 £ (Devices) >
&1 (Device Management) > % % (Device) > R4t (System) > iE B (Inventory) XJ I HE L 5 Fi4f
ANV G
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XY TRY ]

X g

S W

S Sk

naszpEmzrnsst [

UK

EFETA®E (Platform Settings) > FiRECE X (Resource Profiles), #AJ5 rmiiidwin (Add).
RN Won iR IR B & ST I AE.

BELL NS
* Name- BEEST 1 M 64 DN FAT LB IR E SRR W,  PRHC & SO ARES N s JoiZ il
o

* Description - BEE % 510 AN T HIECE SO

* Number of Cores- & BT 6 Rl KAHZ MR E SO O (BRED , BRI HLAA .
Mt E (OK).
HEN A R4 A5
scope ssa

i

Firepower# scope ssa
Firepower /ssa #

B B B S
enter resour ce-profile name

* name- BCE ST 1A 64 AN FAF LA BCESCIEAARR . TR, HRECE SCPE R ARSI s Jeik il
G

IR

Firepower /ssa # enter resource-profile gold
Firepower /ssa/resource-profile* #

PN
set description description
* description - B % 510 M AR E SCIF U 76 & H M BRI IAE R 515 ().
il
Firepower /ssa/resource-profile* # set description "highest level"
WHE CPU L.

Set cpu-core-count cores

Firepower 4100/9300 - #9i2 5818 % [}
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B sssnmnarREs

* cores- WE AT 6 Ml KA (A IRC B SO %08 (%80, BARBORTHLAE . Joidne 8 4
%Ly

il
Firepower /ssa/resource-profile* # set cpu-core-count 14

S8 (RIFLE.
commit-buffer

IR

Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

PR NLAIRSHA AR THUEC E S BEH Ol

show resour ce-profile user-defined

EUE

Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 10 mid-level

LIR0  AF LAY 5 R 1 T Js AL FH s Ol
show monitor detail

IR

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:
0S Version:
CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835
Memory Free (MB): 200098
Memory Used (MB): 52738
CPU Cores Total: 72
CPU Cores Available: 30
Memory App Total (MB): 226897
Memory App Available (MB): 97245
Data Disk Total (MB): 1587858
Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 7
Blade Uptime:
Last Updated Timestamp: 2018-05-23T14:26:06.132
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SEN

A EEHID

A N FH S (1 9% U5 G 1 40
show resour ce detail

TP

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

Gt

PAR 208 N 1 =S BTG B ST

Firepower# scope ssa
Firepower /ssa # enter resource-profile basic

Firepower /ssa/resource-profile* # set description "lowest level"

Firepower /ssa/resource-profile* # set cpu-core-count 6
Firepower /ssa/resource-profile* # exit
Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"

Firepower /ssa/resource-profile* # set cpu-core-count 10
Firepower /ssa/resource-profile* # exit
Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"

Firepower /ssa/resource-profile* # set cpu-core-count 12
Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

neatd |

ML A B ] A, W ATAEE IR A . AR 2 A BRI Firepower 9300 I,
T DAPC B AR B ST Yo o SRR IIAE I T A R, AL TG iR U DA A 57 e 25 B AT VR A

FEI -
A AR L AG A S, AL AR LA T 7 e 541

FFi6 Z A

* M Cisco.com NEEH TR B AN UG, REHIUE EA& N Firepower 4100/9300 #1

R
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- PR

Y

ER X T Firepower 9300, 1] LAYEHLAR AT AR B 2225 AN [R] E 200 f 3 FH
(ASA F BUBIAED o 3] DAAEAZ AR RIS AT i R SE] AN W iR
A

o FUE@H RS BT B O IR R, IR OO AU TS
EHOPLATE B O (76 FXOS b, W8S 3)i%4 1 R MGMT. management0 i A 2%
AR Of HAEROESR M SR MGMT) .

o BT DA Jo B HR B2 11 A B (HA 20 45 BREE L B4 I8 i e 2%, BSOS T 354 e F A
PR S ZE . ARG R, WES W FTD w4 Z2% 4 (1 configure network
management-data-interface iy 4 .

o BRI R /D IEE AR R 1. 5, 18] LA Firepower 1811, ALE T3
i (Ban Web F44) o FARIEAME R, SR, 52 0.

o XPFAEAEB], R AR BRI BCE SO, WG AR S A8 S IS B SO, 2 44
DRI LN B L

o XFTREIG], A IR LBER GBI AT, N I A e Ry 5 1, DURAIER A R A I
R, EHREERNRES1E, N5 EMELER. OB EELS, R
Jrof SEER B A Wi wh, IR B IARTAH N AT RC B o G Rl A a5 B A S 491
WITEAE RO B AR T EEMIBR A S5 . ToV2: B B4 AR b ST A 31 25 38 52491

* BARLL R R
* LMD ID
o EPEIEE TP HLhER R 2% HE A
* [ OC 1P Hihik:
o SRR B TP MR/ NAT 1D
* DNS Iz g5 IP Hiuhit:
< BB R R A

UK
! B & .

Sk Sk
S
N =

R > ML E, JFRCE U NS
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nease
Add Standalone ?ix
Device Name: TD_Instance2
Template: Cisco Secure Firewall Threat Defense 8
Image Version: 7.3.0.1676 i)
Instance Type: Container -v

@ Before you add the first container instance, you must reinitialize
the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

oK Cancel

a) feftiR&EAMR.
SEA R LR BRSSP TG B PR BN IO 1 B AN AR N T A (R e 6 A4 K

b) X} TA&E#R, i+ Cisco Firepower BLRRBRTE .
c) JEFFRRIKRRAS
d) EHFLGIZRE. FIB[FoAKH.

Al SIS 2 AR 5 VR I T 505 (CPUS RAM FIRERE ], PRIAN AT 22— A b i
o FRas S RTHR 7) 2 AEE 5 B BEIR, DRIt nT L 2ehe 2 A s s ol

e) KUl (OK).
Bt o o PG - B A ARE M

PR3 JRITEIEIR DO (Data Ports) Ik, SR wi i RO 4 W a IO BRI

Firepower 4100/9300 - #9i2 5818 % [}



| LD

Firepower 4100/9300 + #9iZ48i% & |

Overview Interfaces REGITIRVENTLEER Security Modules  Platform Settings

Provisioning - TD_Instance?
Standalone | Cisco Secure Firewall Threat Defense | 7.3.0.1676

Data Ports =

Ethernet1/2

g - =

EthErr‘EtZ /4 FTD - 7. 3 D 1676

Click to
]

Ethernet2/8

IEA AT 3 BESERTERE 11 (Interfaces) UL THT i FH OB AR =0 1. FH G 18 75 2448 B0 s
ﬁﬁ%ﬂﬁdaﬁ_%?ﬁﬂ G 1P Hubik.
] ) —/NE RS A 10 MR IR O AN, WTLUESN IR ILER O R E RS 14
ARSI, B IEER O DR () R,
/E\ﬁﬁﬁ#%%% EMu A DL R bR R e o X e, Al AT IR L
WS ThEE QES R SR A0 BEE e ) o WEESAT I LRI B W7 o R 4k 22 7E 32 O 6 2 TRV
5. Eﬁ#ﬂiﬁ%#ﬁﬁiﬁﬂiﬁﬂi ST RE T H T 4R R IE R . ﬂH%‘HﬂilﬁJﬂT’\ﬁﬂ A 55 1% X

RPN, W) B EIHE, BRI I . AN B 55 e o e, DY
SRS IR, TR RGN

s RO R B B AR

ARGUR B AE, T AR ZEAE T L B4R 5 | S R BB IR DU T DU 4A 88 B HfE
W= o T SeBLER AT, R T DUE N ) CLI BE K 2 i

£ —fR15 2 (General Information) Ui L, 5gkk FA#A/E:
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nease

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2//X

General Information  Settings  Agreement

Security Madule[SM) and Resource Profile Selection
SM1-0Ok. | | SM2-Empty | SM 3 - Empty
SM 1 - 78 Cores Available
Resource Profile: Default-Small i

Interface Information

Management Interface: | Ethernetl/4 bt
Address Type: IPvd only b
IPv4
Management IP: 10.89.5.22
Metwork Mask: 255.255.255.192
Metwork Gateway: 10.89.5.1
(8] 4 Cancel
a) W T Firepower 9300) 7EREHRIERE F, sl BAUH T U@ 11 22 R,

b) XFTAESHl, fREFRIREEXH.

AR A e AR B BRI E SCE, WISk OB gk, X RT RE T ERL) 5 2 Bl I ] o
TR, T Ll P s, WSRO B AN R R/ (R BRGSO, 35 55 6 ST ¢
T B RN 5

c) EHEIEEO.
I O T S A £ . s VB TR AR A5 B 1 o
d) EFREFHRMHEZERY. X IPv4. {X IPV6 B IPv4 F1 1PV6.
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B o=

e) BLEEIEIP k.
VE T I e — 1P Hbdik.

) ARSI SACE .
g) HAPILE M KL

PR  AIREILIR L, SEm FoIERAE:

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

General Information  Settings  Agreement

Management type of application instance: | FMC W

Permit Expert mode for FTD 55H sessions: | yes W |

Search domains: cisco.com

Firewall Mode: Routed o

DMNS Servers: 10.89.5.67

Fully Qualified Hostname: td?2.cisco.com
[

Password: —

Confirm Password: S — |

Reqistration Key: .

Confirm Registration Key: -

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35
Firepower Management Center NAT ID: test
Eventing Interface: w

[ Ok [ Cancel |
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S8

$IE9

b)

<)

d)
e)

2)

h)

i)

k)

nease

XA, 7ER ARG ERLER N yRY, L5 FMC.

AHO SR ST RF WA AR /E N By . B RS T, OV U B R

BN R L (1) Firepower BEEAL P, WIRLEAGNIE 4 H 0 IP Hudik, TR B
=, JF/E Firepower EI2f/0> NAT ID (Firepower Management Center NAT ID) FE i
4.

TR, ERRE IF FTD SSH £iEE RIEN (Permit Expert mode from FTD SSH
sessions): & (Yes) & (No)o L M S JgliWpSi i shell Ty il A PR AR O 55 30 v 2% i+
B

XTI, WA AEIE R (Yes), AT HFLM SSH 23 1l [ 252 S 491 (R A R P FH P vl BASREN
LB WREEPER (No), H A M FXOS CLI i nl 25885 S (P ACBR i H - ml LU &
FRi . BATRVOEFER (No) LU S 2 18] 1R B 25 o

YA TR 48 H 20U H BB AR S R SR AT B B, A T 5. 2k
AR, iE7E gt CLI Fh i H expert #r4.

W ANIZ S kR R IR R

TEPERG AIEIR S : IERAEBR AR .

PER% A, U 577 AR A Ay 9 8% o ) 2 PR AR e AR L R] % pH () BN A, T AN [R] 1)
T Eo Si—TJ71H, EYIFT KBS A 2 2R kR, Y “Adirh i B “ BRI B K
B, AN 2 B P v A 1 B EH AR R

RGENAEWILA T E I BCE Py KB, R E NG R E, WAL RE.
ANE 5 kRAI#R LA DNS BRS5 25

fldn, e R BN, W EovrBi i 4 H] DNS.

TN BB FELREENZ .

o N VR S ) A A H R R A 24 2 I R E AR R

LU RN T 1 2 37 DNAFF 2 R WATAT SCARERF s U B ARy, 77 A
HhaL BRI AR A %

B A 9 A A B B3 P T CLI D7 ) ) 25

EPENAZRIEHAEGIED . WRREC, RS,

WeFE O g e LA Firepower ZFHEE 1,

TR, B EME N E N ERRAREZA.

BB E AR R TLS I s, e m sy m e e . BRSO T HkThRg. &
B2 0] LR 2 B 16 AN S5 B TLS s s . dh 2k AHb sel 5 b o e . 22
F o BCLE % S R i s B Y8 1 4 b, BN show hw-crypto 4.

FEWSCE IR b, BRI e 2 H P Ve il (EULA).
MIFAE (OK) X PR E XS T AE .
MR TE.
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HURRTE L T 2R AT RRAS, IR 51 R P E B AN PR 1) e A 28 N SR B 8 i B %
1r1Z 481 % (Logical Devices) Ui, AAPHEZHBIAIPRG. @B R IRTS B b &,
T DA A I P v 2 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

S|Pl @
Status
BEN 22 2 IR S5 A5
scope ssa
il

Firepower# scope ssa
Firepower /ssa #

P2 AR 1) UMM ST 18 ROAS R e 28 P VAT AR M A2 I RRCAS TR EULA, - U 4T
AR

a) AAE MG, RS AT .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) R B A R A
scope app ftd application_version

i

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

©) HRVFA M.

[ Firepower 4100/9300 1 #4iB48% &
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PER12

d)

g
negmas [

accept-license-agreement

i

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

RAFBCE -

commit-buffer

i

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

1B H Bz A iR g R
exit
w5

Firepower /ssa/app # exit
Firepower /ssa #

BEE NS ERRAS
a) R BN 2 ARy 5 | B

scopedot dot_id
*JF Firepower 4100, slot_idl. 2 8% 3.

i
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Firepower /ssa # scope slot 1
Firepower /ssa/slot #

b) AIHE R H S
enter app-instance ftd

i

Firepower /ssa/slot # enter app-instance ftd
Firepower /ssa/slot/app-instance* #

o) BCE UMD BURIA
set startup-version version
i N H5Z EULA IR e ot il s oA 5.

i

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

d) B BERRE
exit
w45

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

e) B F ssa Bz,
exit
il

Firepower /ssa/slot* # exit
Firepower /ssa* #

P

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

P13 QAR
enter logical-device device_name ftd slot_id standalone

T

[ Firepower 4100/9300 1 #4iB48% &
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nease

Firepower /ssa # enter logical-device FTD1l ftd 1 standalone
Firepower /ssa/logical-device* #

I SV WO BT B % 11 o X 2 MR TR R D IR

create external-port-link name interface id ftd

set description description

exit
* % FR- H Firepower 4100/9300 ALAT & BEG 1AL ;& A AE PS5 A1 C & P AT i 44 R
* description - 755 A Sk (R RLE T 515 (1)

I I SRR P AN IR o S S 220 A B b oh S DRG0 1, 00 B TP sl

IR

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

BB S SRS

XL BE AN T DRI ARHE SRS . O TSEBLERIa4T, RYJE T DU SO ] CLT B K 2
Hifir.

a) IS FETAN%R.
create mgmt-bootstrap ftd

i

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) AR RO TP Mk s LA
BEE LU L — 0
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value IP_address
exit
* enter bootstrap-key FQDN

set value fmc_hostname
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exit
ENGE

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

FRC By KB B EUE T .

create bootstrap-key FIREWALL_MODE

set value {routed |transparent}

exit

CEBR U, A B 5048 T 0 R . S PR B LR T AR R
Lo Ji U7, EWIR kIR AN 2 SR kR, A YT g B BRI kBT
ANRIERIL Ay e 380 P o5 P % EH A B Ao

RAANAEHNIRTRE N BCE By KR RS E R S 5 SRR, WA R .
Tf51:

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TR WA A A B0 2 (A EIL . aT DO SR B T 1 2 37 DN FERF N BT %
fihs 0 BB AR B, TR AR B AR AR R

create bootstrap-key-secret REGISTRATION_KEY
set value

HyN\AH: registration_key
il registration key
exit
il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FREE B OVE Y . R R AR B 01 P T CLL D7)
create bootstrap-key-secret PASSWORD
set value
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g)

h)

negmas [

HINAE: S0
WAE: 0
exit

Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e e R E T4 .
create bootstrap-key FQDN
set value fgdn

exit

il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fi7 7€ DNS k55 as51& (HESREIT) .
create bootstrap-key DNS SERVERS

set value dns_servers

exit
Bhn, anSdeE EEirhe B4, W RO B fE 4] DNS.
NGB

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fE MR EIEL (HESEIT) .

create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

-

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

i)  E IPv4 BRI ITWE .
createipv4 dot_id firepower
set ip ip_address mask network mask
set gateway gateway address
exit
il

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

i) BCE IPve FHIREELIWE .
createipv6 dot_id firepower
set ip ip_address prefix-length prefix
set gateway gateway address
exit
EUE
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3210
prefix-length 64
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

k) IRHE RS FRETR
exit
w5l

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

FE6 [RAFILE

commit-buffer

HURFTE L T 28R E AT RRAS, IR 51 R P E B AN PR 1) e A 28 I SR B 28 i %
f# 1] show app-instance fir & K A #ERAS . MBS A EBA LBITIRS N ELN, NS IE
fEiaty Hor At o
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TP

Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

Identifier Slot ID Admin State Oper State
Cluster Role

App Name

Deploy Type Profile Name Cluster State

P |

Running Version Startup Version

Native

Contai

asal 2 Disabled
Not Applicable
ftdl 1 Enabled

ner Default-Small Not Applicable

Not Installed 9.12.1

6.4.0.49 6.4.0.49

THZ 0 EE O BOETR R, R BB AN 32 B, JFIT AL B A

Gt

Firepower#
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

Scope ssa

/ssa* # scope app ftd 6.3.0

/ssa/app* # accept-license-agreement

/ssa/app* # commit-buffer

/ssa/app # exit
/ssa # scope slot 1

/ssa/slot # enter app-instance ftd MyDevicel

set deploy-type container

set resource-profile-name silver 1
set startup-version 6.3.0

/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot* # exit

#

#
#
#

exit

/ssa* # create logical-device MyDevicel ftd 1 standalone

/ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create mgmt-bootstrap ftd
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane
Confirm the value: juniorwindowpane
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

i IN S A] AT
O 6T P LB SRS eI, T 7E FXOS IR . (1)) T 1L HbL
R R SRR 4 2B R R
828
2 G PP SRR A, 5 31 90,

UK

SRR KA R 1 2 HeSS NI B

IR 2 B R HRASHE RS JhIC 1 el 2 ML .
XU ] T AT e 2 MDA I ) ol MRV o JRA T UK — A 10 GB Bdla 5 1 T 4165 1l
PR AVIRASBERS . W R W HIIE I, T DU b (K e e B MRS BB s IRAS BER 7 2411
W . ANBERE BSR4 1 T B8 RS BE R . BATR BUEAENUE 2 10— A
Bl IFHAKE 7] — 9 Boh i AR f e £ A b i e e B 4 11
XTSI, RS B AN SRR S 1 o FRAT TS TR AL 1 B EtherChannel |14 1
B, IS BT L DU RS e A i . TR, O AU [R] — A0 1 BT 1%
AR bR BE s . AR D PO R B, SRRl e (B8 ) ilE
R

TR 3 R LR T . WS

SRR A WA A A T S R R 1, S e B BT SRR A AR BT
G

B BB 2 AR R & LD

A CAZE NS 1B AR A EAM BRI A OB 1, e R R . RS, R DAE B
Pz Anl
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G O %

g

[

g

surmpazEies oo i

VN BB 10 B ok oA AT FE 22 10 ) J Pl 7 80 TR PR S g S o EI MR e 4 SR A P 1 e 11 2
WL . N DA E e i s P AR AL E S R, AU . NAT. SSL. &4
W, VPN. DHCP Jik55#55 . 51 HZ X BRI ASZ 0 & 0] LLgwi O 73 BL ¥ EtherChannel 1%
TORER, M 5 A BUESR AR B b0 BT RIS

I 1 ORI R 5 322 1 A SR A P

FrIRZ Al
o MRPEACE IR, 55 35 ORI N EtherChannel (i FMIE) , 5 38 TUACE AL, FHR
JIEM] EtherChannel.

o QN REEDS 2 BC R 1N N 2] EtherChannel (1140, BRINE DG N B FTAE B D BC A 28E), W)
T A N R A I A FC L 1, AR5 PR 4% 1S N 2 EtherChannel . %7 [#) EtherChannel,
5 0] DLRE 5 % EtherChannel 77 fic 211% 45 .

o S A P el SRR VB 4 S PR EtherChannel, ) F5 32602 42 /0 BLAA 1 ANEUH 20 o s B
1% 1) EtherChannel, #A J5Ks Y Hi & #4% 11454 EtherChannelo BUPMi1H H8r H 20 (B3
PN REER EF) , JFHAE EEp b R EE S, SRl CHETROE 2 RCr)D R
$2 75 in3 EtherChannel.

o IR ERAE B AR O, WU HULRT A BESS; CLIANSCHF IR

o NPT AR R R L, TR ORAE T A e A e Rz 1, SRR AR B R TR DG E .
BATEBOCAE LR/ B B L, SRJ5 PR N B sk . ERL B
PR BEBCR OGP HRRAS s, DAL, e TTAN 2 i 1 g2

UK

15 HUARG BLAs T, PRI & .

s E AR ) SRR bR A RS AR

I A B S DX B B TR B 42 R A S i 4%
THZIMERAERTH 1

|Dthnr|:l Ai

Ethernet1/2

ernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Port-channell
Port-channel2
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B =xsmmmEmes e

Sk Sk
8 S8
(-1] (2]

e e A 1

T IREERB L, (EBIRAF S, WESTERAD).

a) il B L RS B R

b) EEMERERLEN R L, W NIRRT EEED.

o) ERERIK L, WM usEh s sHeED.

d) miifBzE.

L SR B () TP Mk, UL A g A B PO TR B A1 TP Mk EEFIIRE > BRI > iR
FIEE. TEEBXECT, WE P bk DITH S| SRR E M

M RTF (Save).

BEN 22 A2 IR S5

Firepower# scope ssa

A U A

Firepower /ssa # scope logical-device device_name

BT O 11 BT 2112 AR %

Firepower /ssa/logical-device* # create external-port-link name interface id ftd
THIMBRAEAT 21

P
commit-buffer

ARG EALS -

A5 A E A I .

a) FRBEHPL.

b) RIREFRIZ & (Devices) > & & EIE (DeviceManagement), Jf s ili BB &4 1 4Rig (4
REENESHED (Interfaces) W

c) MO (Interfaces) Wi ZE |7 IR &% & (Sync Device) $24

d) K E G, ATLAZEIED (Interfaces) ULl LA FI4r afils, RO E CEAET M. Sl
R T EIEERER AR

e) WIRTFRIMIBREE D, 5T BkAT 4 1 B S IH 2 AR 208 1 .
T AR BT L, AT CAS AT B R . AR IH B D B s AT AR 5, A Bish e
Ples kBRI E . WubR S U5 e I D P

f) ~diIIESE RS (Validate Changes) DA (st £ H S 5S35 2K
U AT R, U 2 B R I ST AT R

g) M RTFE (Save).
h) KK ATHERE > ERE .
) EFRAREAEERE, DR E BT Rk . EEEN G, Eoloh ER.
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BN A T, B EREER O (Data Ports) [X 38 B BEACE 42 1 R0 /Bt 18z 1 .

Ethernet1/2
Ethernet1/5
Ethernet1/8

Ethernet2/1

Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell
Port-channel2

SE12 R
FI3 /£ FXOS ', MW BLIGH 2 Ciz A
Firepower /ssa/logical-device # delete external-port-link name
i X\ show external-port-link fir4 LB B 4% 45K .
PIE14 RATHE:
commit-buffer
ARG EALES .
FEAS  FRRAE RO RED R

EREIN A A

LU R B R N T 5

UK

W AT G E R Telnet EBERIER: AL CLL.
connect module slot_number {console| telnet}
PR RS2 A 7 A R ) 245 1%, W 1454 slot_number .
] Telnet HER MO0 /LT, REAT LFIINA SR TT RE 2 AN 251, I HOGE R B Pk

i

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.
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CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

RN HEH G
connect ftd name
P E AR, WEEMAAN T BRRII 2.

T

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console...

[...]
IR HH N7 L 6 £ FXOS i CLI
* BB - H exit

& [H] FXOS CLI FE B | 3 2
BEIEH A
a) M~
TR IR HY % Telnet T
b) EEH Telnet N H], %I

telnet>quit

B Telnet £1F:
a) HiA Ctrl-],.

[ Firepower 4100/9300 1 #4iB48% &

Firepower 4100/9300 + #9iZ48i% & |

enter exit to return to bootCLI
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