DNS RE&

PR 344 DNS 5elig . DNS B, DL [n) 5258 2% 1% DNS Sl (1) 771%
* DNS HhgitiA , 21 00
* Cisco Umbrella DNS 5% , 252 11
* DNS SEmS41f:, 52 0
* DNS SBSVFriEEsR , 55 3 1T
* DNS RIS ER AL 40F . 25 3 L
* ¥ DNS 1 Umbrella DNS 5l , 5 4 11
* DNS ¥, 256 ut
WA A DNS B, 55 11 1T
* DNS RBSHE , 5 14 10
* Cisco Umbrella DNS % , 5 14 71

DNS 5% B&HEiA

FLT DNS )22 43 e SLVFIR *E%E?%?)‘ji TR A4S, AT e RERLI E AR B . R At
AT I B R IR A A, A T AR #8 B E E F  SCI A SR AN

DNS SRS L i3 o S B RHLLE, DRI AN S 52 PRt — 2D e - AN TR AL
BREBAEE, (HAZN TSR ARAT L] 224 RE K AL A1 O i BELLE 2 3R I F i il o
AT RN, 1L, AER S B R R R B E R T L AR RE I . X RS
ISR LW IR, (H il SRIESIRMIVLES, TR DM ISR SR 2 215 ik
FfE.

)

AR AT DNS [ ety BETCioN A SeBLHUYI T RE,  BRE DNS AR 555 i T 2N RIS 247 46 H
BT i 1Y) DNS ZE A7 BUAHE DNS Al 5545 1 22 A7 0 B sl O 303

& nIfd H DNS Sl & OCHE ) DNS JUUEC & 5L T DNS 224 . BRI E M B, a2k
DNS SRS 55 Il P AT DR IR % e M 8 B 32 B

DNS R F%
I



DNS % |
. Cisco Umbrella DNS 5 H&

Cisco Umbrella DNS S5 E&

EHHLLH Cisco Umbrella DNS #4547 B 11 DNS 26 if) 5 32 1] #]Cisco Umbrella. X Cisco
Umbrella 7] PAARIEAH AL 560 U1 SR 2 M VB 2 g B, FEXHIE SR Y 26T DNS fI 224 56 mg . an R ff
H Cisco Umbrella, W 2AZHACE Cisco Umbrella ZEH:, ¥ DNS & if) 5 %2 1] | Cisco Umbrella.
Umbrella 4285 /& 245 DNS K 35845 WitRIAT DNS S I 55 1 it 5 e s M DN'S Aol 152 8 BH
LB ETFER, MZERASH RS BFE Unbrella. KL, BH W&

o BRIPIACHE DNS A 55 s

* Cisco Umbrella #& T 2= [ 5 1%
¥ DNS 7y ifid sk 5 5% 7] 2 B} Umbrella I, Umbrella #E322825%3 b0 EDNS  (DNS #7#HLED  id
%o EDNS IC R AR RS B A2 ID M /i 1P Hiodil . LT 25 i S ms a] LA{# 1] FQDN 135

D) P S RUAE I DT ) o 3BT DARE A8 F] DNSCrypt %% DNS iR, LU 7 4% B 38 1P 3
HEPI AL o

AR WHAT AR B 0 B E Umbrella DNS EEFELR FITEAN{E ., 123 4 Cisco Secure Firewall Management
Center il & Umbrella DNS %45

DNS ZEB%2H 14
DNS Z&0& fo VIR R B A R Tk 42 BH o, s “ARBHIE” 2138k Al b 2RI F 0 b 25 BH
1k PLURAIRAH R LE A5 DNS SIS 5 5 SUR e &
ZFRFOHE AR
44~ DSN RIS A ME— RO R A R T 3T,

TEZAE T, AL FRAEI R IR G R P s AU ME— . R G n] BE UM HY 59 JEAE M Birh o
TRET VSRS AR o

o

FR G APl -4 Kb BE ) 25 it FRORS 4H 57k . DNS SRS RN 1 IR E T4 5 . R 4E
IR B G B TE I B iR AR S DNS JUMAH G .

B DNS g, Rl HIERIA )42 J5) DNS ANBH -2 FFTER A K] DNS 4 Jaj BH 1151 2 Ji >k 45
FEAZIKMG o PSR [ E BHE A B TP 28 — M . EICIAE SOX LR, H2 AT Bk
Ak

FNAN o

TEZHRE T, RGL2H AL DNS ABLIESIZEAE AL DNS FHES A n 25 Ak )
NDS Hel o XL 5 2L B 200 P2 — M7

AR WO RO R N2, MR GALRI R 2GR SN R A ISR A
[F] 437 - DNS 45 B o B A F 1344

. DNS 3R


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html

| DNs %Rg
ons gmiriEER [l

Ja AP R G T L BRI k. AAHSEER, OBk &R R AR
WA AR A B U 7 A n 21 L E BN B E 53R -

 ZERR AR, I
o I T 28 1 SRS A AR B B ARAT e A R
RS LU WP AL AL -
* DNS B 42 R ARHIESIZR Candib s HD
* A DNS ABHIEZER BN CUn e D
o A ANBH LEARAR (1 R L0
* DNS B4 RiFH A2 CAR s A
* Jri AU DNS FRIEFIZ RN Cn s oD
o B BRANBE LE DA IR (0 R0
M, RGMRAES A DNS I CHEAp AT UK 25 AHAR S Ut DU L) ARPHIE T DN () 9 453

o WERVEATAEAT DNS B Ly VL AC, U 28 SRR SCIBR IR U Il 42 T SHEME R DU 48 S 9P A i o
DNS B Z A rT LR &, thr] LR 2%

DNS RE&IF A IEE K

BB 1D 1 R E
IPS

2 P RTE
(ZSA

DNS SRESBYE kI &2 514

X

[
i

B

SCEFRYSE
&

RRfat

* B

DNS R F%
I



DNS %8z |
B == ons o Umbrella DNS %85

* Vi) R B

© WIS B 5

272 DNS #0 Umbrella DNS 35 g

{fiFH “DNS %% ” (DNS Policy) UiTH (3REg > iy [al=H] > DNS) 2L H 2 X DNS F1 Umbrella DNS
HEM

B TG B SURIEZ AN, REEFEIEERIA DNS S0 F1ER A Umbrella DNS 5<% . ZRIA DNS ¢
2 A BRIABHIE S R RN L5136 o S8 0T DA AR M FH RGP it ) A e SRS . 76 238,
BRIA DNS s (i BRIN 1) 42 7 DNS BHIEFIZ . 42 )7 DNS AFHIESIZE . 548 DNS FHIESZEFEAR
DNS AFE1EFZ, 1 H X e 4 Rl g

EZHIRE T, ARG BoR e ST h QU R SEns, BnT LU T 9. R4 s sE
AN, AT OO HEAT i . S M AR BRI P QU I S, TE U 2%

pUE ]
LB EFREE > 7 9l3E % > DNS.

IR 2 TSP DNS HHS, 1HPAT LA A
o HL#E - BELLAE DNS 56, i i LR SR g (Compare Policies), 4R i i b S5 v B ik 4k S8

k.
- “$3#1” (Copy) - T4 I DNS 4ims, it xiat &4 (FB) . S5 Wike DNS %0, 55 5 5oh
TR AR SR A o

o “QIE” (Create) - ZAIEHT ) Umbrella DNS 5, 15 i FiE 5K #E (New Policy) > Umbrella
DNS %k#& (UmbrellaDNSPolicy), #X )5 W] Umbrella DNS 3% , 55 17 70H frid 4k 2815

« “PHER” (Delete) - ZEMMER DSN % Umbrella DSN 5%, i s MIBE (W), SRS BN BN B 5%
198

o “YutR” (Edit) - ZUEIOILAT DNS Sk, etk HEE (4, RJSWgnfE DNS g, S i
PR AR LA . EEONAT Umbrella DNS 50%, % it 458 (4 , SRS %% Cisco
Umbrella DNS SRR , 25 17 U0 Brid 4k 84k .

Sl E K DNS =B

IS QIEB K DNS SIS, B EEOABCE . AR5, B T4 L E € AT N .

. DNS 3R


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_152

| DNs %Rg

iz ons %m I

UK

WIE1 LIRS > i B)4EH] > DNS.

$I®2 Hili%0 DNS % (Add DNS Policy) > DNS & (DNS Policy).

I8 3 7t Name Fl Description 1 4 NS HE AE— A FRFN B (54 A lETD
$E4 SHRTE (Save).

T—5Mt4
fic B 5WE . 152 % 4E DNS g , 255 Ui,

‘w48 DNS KRS

— AP R — AN SRS A G — A DNS SRl . R 2 A P SR AE I — 3%, R
SALPR B 2 AL DR A (9 T

AR AT AL, LSRG b 30 BRI IR LG, RGBS . £ 60 24 E,
ARG T L

UK

S LR > i al3EH > DNS.
12 ) DNS Sg 55 1REE (4 .
WA B RIE (©) , NIFRUINCE EFAH e, s B 16 SO & AR .
SR 3 L4id DNS Henk, AT L R ERAE:
 SRRANULIT - BEEE AR RRE LT, 1 A AR R IR BT B
© U - ZEAR N 432K A A EAH A 7y 20 B DNS BRI, 3 sich B (Rules), 485
A% DNS FU) , 25 6 Jih ik gk a4 .

T4 LR TF (Save).

T—¥ it a

o i, E—DECEBNS, 40 (Cisco Secure Firewall Management Center £ FEH5 R ) H 4 FH 22
L SRIER T PTIR .

© BREBCE NG WS A E I E .

DNS R F% .


http://www.cisco.com/go/firepower-config
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_126

B onsan

DNS &1

DNS % |

DNS FUUH A EHLE R A A B o AN 2SR — 800, SRVl A A I A TR AR 2 2
LUK Tl P PP A 2 i

ARG ISR E R Fe i i 5 DNS IUNAHILAC . fERZHEHLT, ARG S — > DNS M (3L
BRI T A A A A R IR S ) Kb PR 25 Y

BRILME— S FRZAb, B4 DNS B AT LR SEAAL 1

BOATEOL T, BEAR 5 HPIRZS . WK AR, RGeS B R VPAl R 48 9 45 1 i
YU s o AN % o
i

DNS SRl R IR 1 TR TS S o RGFETH TR Sa5 LA B i 590 25 R AR DT
fic. F% Monitor MU Ak, 705 TCHE 0 28— AN U) 2 Ach 12 370 o ) A DU
&4
A F e U AL B (PR 2 i . DNS KU DAZ0EL & DNS YR Bk B R 5, 3BT DAz 2z 4 X dak . 9 4%
B VLAN VCHC 7 & .
BRI
FI U P 5 1 5 2R 8 T A B DG T A
s RV S AR IEEEE R R, Tat— BT U5 ) R 2.
o WP AR P HL A 5% DNS BRI SR A REA T 3E— 20 PPl . 5 ANV AL DNS BH
IEZNFR A, AR U R A TR & . RGeS il ki I L e G .
s FHiEZIRR B gt A5, Bl e n DL “4A 2|37 (Domain Not Found)
WLy, Bl DNS £ if 55 W] 2] Sinkhole iR 2545 o
X ER
KT Ak

B2 F04m%5 DNS £

£F DNS EngH, 522 0] LU P E AR A AN R 50 0 Fh s in s 4L 32767 4~ DNS 513, BlI, DNS
WS PR ECAREE L 32767 .

. DNS 3R


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter59.pdf#nameddest=unique_1164

| DNs %Rg

ons iz I

UK

IR 1t DNS &g as b, I T LU R IE$E:
o TRIHAN, 1 AN DNS #111] (Add DNSRule).
o SRRARDUAHIN, AT A ()

FIE2 i\ Name.

P 3 BB MGG 5, B 52 BRI

* B - (R4 (Action) HIEFNIERAE; TS HIDNS MUUERAE , 25 8 UL,
o FAF - BEE RN ZAF; W2 FDNS BUZAT . 56 9 1L,
« SR - fiRENE S B/ A (Enabled).

TR 4 LEHRTF (Save).

T—F 4
© BREBCE NG WS E I E .

DNS & &2

i) DNS S g s O (Rules) JETH, BT AN, gt Bah. BHLL 280, MIEReblIL
Aty U BRSNS T K DNS R o

TR, S0 G 58 2 R L AR A P, LR B . bR s (B |
gig OO ftbEzm me @) . CmORUERIN LK F 7 R R 5 R IR

il (disabled) o

JE F#nZEF DNS £

A DNS FUIN,  ERIAE O T 28 FIRE . A SRAEEE ISR, 2R R AN T Z SR 199 2% vt
I3 LE A AZ N A p 2 5 R R . A DNS SIS P A3 I, AR S A (8 B, (HIX
SRS RT MBS, WVER, R DNS RN g 48 o 0 HT 245 ] DNS B

iz

IR 1 5 DNS SRBE i airh, A5 b N PR RUNPRES .
PR 2 piiRTF (Save).

DNS R F% .


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_126

DNs %% |
B ons s

T—%#ita
o Bl EECE E

DNS A7) )i 7 12 4

DNS S UM 1 TFREEATS 5 . RGNS 5 17Ty B LSS DNS #
FAVLHC . FERZHUGOL T, RG> DNSHU (R e BRI i) 2 A8 L i AT UL S ) AP
(SN
0T “HiAE” (Monitor) HEN, RGEeridskiftie, ARG IR IS SR 1) DNS MR 4% A4k 207
it &

o X CARMERE” M, AESTRDEHCHIN A R GEAR AR AR LSS SRR ¥ DNS R 4R 2207t I

Ho
XFRRNHE IR, 1
* DNS 14 Ji AL 1EF# (Do-Not-Block List) 464 F(E & 7, 058 T-Hra HAR M.

* J7fX DNS 14 5. (Descendant DNS APH 114115 (Do-Not-Block Lists) AN 7T 22 355 25 1 E 43 -
Wb o, EERAHHEE A, BARSE TR R A& (Do-Not-Block List) Z AM®FrA H
(RS

o “RBHIEAE” (Do-Not-Block List) #7356 T “PHIEAZ " (Block List) #4:  ANFH 11412 K )
GRZAN ST ILABRI .

« “aJRFLIEFIZR” (Global Block List) 4524 HEAE “FHLIEZIZE” (Block List) &2y (55— M E, If
HARSE TP Hofth “ W45 (Monitor) A1 “FHLIE” (Block) Z1IZ& KM .

* “J51C DNS FHIEA#” (Descendant DNS Block Lists) F WX AF 22 48 3452 B AR 0 M8 h 8ok &
76 “PHIEZIZL” (Block List) #B73 Haa 25 — 47, IFHALE TR “4)mBHIEZIZK” (Global
Block List) LAZMRI AT A Hofth, « #5457 (Monitor) Al “FH 1" (Block) %126 01

* “BHIEFIZR” (Block List) #7045 Mo AR IE SN o

o BRI DNS BT, W lc ARBALE (Do Not Block) £, REEask ke “ ARk
#” (Do-Not-Block List) ¥ 7 feJes dndor BeAT A4, Aol e “BHIESIER” (Block
List) 5 155 o

EIR>SiRuE iy S W b /SpI W 0 T DR e

DNS #5 l| 35 4E
15/ DNS BUIUHAT 52 DE AR 1 L LA 1«

© AEEE - S, RN T PR G AT SR B AN B E AR B b L ASBHE L B A AT
P LR h =

o HRRIE - U R AR 52 T I LU e i S5 SR VLS AR 2 (KPR 40 5 R

. DNS 3R



| DNs %Rg
ons it I

FRELIEHRE
ABELE (Do Not Block) #A1:4s e Vit i A& 21 T~ — MR Al Be,  BI; 2R .
RGEAZWFABIESIRICHCI . A5l X S IE LI T HR A ) 22 IR

“ 8477 (Monitor) $24%

BS¥E (Monitor) #5415 LSRRI TER: H &5 VERCHYE BE A SO/ e s, AL,
ERUIME, AR AR UL R LA e SR VR i izt PRULECHI S —NE “HifE” (Monitor)
DNS BRI fff i 2R G0 A7 Bt o i SRR A HA VR BC ORI, 3 i 2 EA T U W 42 DAl

X1 DNS SRS AR KR, R GU ol SRR A R 2 A NIRRT A5 B rp Lol 18 (R <A

PRI 3R4E
XERRAE SRR, R AR SEA iE— P
* £% (Drop) MR EFTiLE.
* #2215 (Domain Not Found) #4454 DNS A ik [\ “ ASTELE A B BEM SR Wi, B ik %
J AT DNS 53K .

* Sinkhole /£ 233% [7] Sinkhole %% (1] IPv4 5% 1Pv6 Hiulik LI DNS #rif] (fUFE A I AAAA 0
) . Sinkhole JRZ-28 0] LLid Faid SRR L 1P bk (1 5 408 . WAL E Sinkhole 4, &
PAIIBCE Sinkhole X% o

X THE ZZF (Drop) Bk A28 (Domain Not Found) /5 Mg B I RERE, REEa it SHE IR
(2RSS, RO L R s R 4, sk —Rl, Frid, a0
M4k,

XFHPE Sinkhole £ /ERHIE %z,  H A IC KT Sinkhole X G HCE . WK Sinkhole X %L E
AN sKk Sinkhole EFE, W RS20 K SLIERL N ERL S W IER Fi1E . 98K Sinkhole X % i &
Jic s FBEIE Sinkhole 32, W RS20 56 SHEREERIT A FIERE F1E, RGP ZIER .

DNS #1014

DNS UK 2 AR 2 MR A BE R (KR o AR mT LA B, ml LAUR R R nZii7E DNS I
€ SC DNS YA R AT B W] DAL £ 22 A X I, P45 B VLAN F2 i

B S INE] DNS FIU S«
o BN g MU R E A E s RBUEANIE T I bR v D OO

 ETTLUOREA AL AN, NS TR, UL R (BT A1 B
i1, 7 DNS VU S MRS S, (E8FT VLAN BRI PE IO MU 2 U 55 L 2 o
FRVE iR, B0 2 R ER VLAN 1L

o 2 T LU RN P (R AREAS S AR I 50 AR . DLRCER 8 25 AT IR b HE (13 5ot 2 1 45 i,
ST LU S — RUNARE 5% 50 A~ DNS F1 RISk BH 137t 15t

DNS R F%
I



DNs %8 |
B =exmmnss

AR EHR
LA A, 5 10 3T
¥ 28 K 2% A'F

VLAN Fric ) &4
DNS FEIZAt , 265 11 5T

2 & X &4
B A DT AT 3 B, DL 2 AN BERREE 1 2 AR B A BN 70 e
D ASRAN I 25 1 AT AR LSRN H b 22 A X IR i o G AU X IR A DRI 8 DX S A A
JUJVG g7 o 00 1 G rp AN DR 11, I R A FAR DSR4 R
I DI AR R AT 3 VAR 50 (Rl 2R (BB B sl Al eh) XSGR AR K P
A DB AU Al 2R il Tl i s AN i i, DA R A T BAT e ah 2 11 A X4k
(SRR
ROTRER ILRC AR AF R 23, U A X IS S LI S I UL I A6 AF . $RE 2 D ARIEI, R4St
WA IR VLRC ISR RE I 25 F A R S 4L

Je

RBn AR PR R B ey ARG PERE I Ffime ey 3 A RO ANIE 30 0o 8 A R L v, U
P RNUANTE 0 12 5 %5 R PR RE -

RERXBEHMSER

TEL SE T, (EHLE R G D T DL 9 TR R R B L OB 7 AR LTI
BRAPRIY, SRR CUE ) T 3T LB S 1.

o) & R 5%

0 28 4% A ) A 4R Sk A L e 0 RN AR TP bk SRz il it o A FH A0 Sk PO B ) L A7
I A AF I AN Z P28 251

T DU I TUE SO A R4 2 A, BT 2ha i SRS TP ik it ik B,
\}
AR ARE AES U AE ] FDQN FZ550) 42

\)

AR RGNS I AR I S S o AR 2SI R, (S0 TP ik BRI O T RE s IR
BANER . T SR R I B, A AU B n] O FEA A 12 A Re

ROTRERSVLRC A AF R 2, U A D SO GO O SR IVLRC Ao 4R 2N 51T, RS
WIRILRCRs R 2 IR A5 F A BRI A L

DNS 3R
IETE I


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter32.pdf#nameddest=unique_711
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter56.pdf#nameddest=unique_1478

| DNs %Rg

van irizmm e i

VLAN #rig #1055 44

N

AR U5 B VLAN FRid & M T ISR . A VLAN ARic B9 U5 ) B 55 B K S 1 i AN DL

Bic -

VLAN B nT #28) VLAN frid iy, 3 Q-in-Q (Mifk VLAN) Wid. RGMEHEN)ZM
VLAN #ricidJ€ VLAN Ji &, {ENEIETIyERs shens, By e e 4d 54211 VLAN #x
o

ERLELT Q-in-Q SCfF:
* Firepower 4100/9300 _I- ¥ @ BBl 8 -ASSZHF Q-in-Q ([N FF—~ VLAN #5id) -
o AT U RS O S A
© WIBCER AP B4z 11-32HF Q-in-Q, # %2> VLAN #3ic.
o Bl KBS R - S Q-in-Q (NS> VLAN Arid)

AT Fi e SO 78 VLAN 5c4F, S0Fshfi A 1 21 4094 22 B L= VLAN frid. &S
A H5E VLAN Fricyuls .

% W LU E 50 4~ VLAN /.

EARTE, N AUE S VLAN UUEC I R, 17 G 48 U e 428 1 SR v G It “ A4 4/ ) % TOAk 2R 2% 6
" (Transport/Network Preprocessor Settings), #A 5% BREREIZRT Z 88 VLAN {5k (Ignorethe
VLAN header when tracking connections) i i .

\}

DNS #10 & 14

AR RGBSR R S . (R BRI D, IS VLAN FRic BRI E R A

BEANR . T SCRP B R O B, A AU B W] D A A 2 A R

WIS DNS Fl% JHE A5 % P i R4, 0 DNS KU ) DNS &4 H Tl & . &
DAZIAE DNS FUUH 52 X DNS 451

TG 18 17 DNS 4 AF s In 42 Jmy 5 B 2 SCRHIEIR R ANBHIESER, R Gl o K e 5 A0 R B ' 2 P T3

o Bildn, wAR RPN E A R ALESIZR, IR E EFF (Drop) #45, WARZES LT A N4
SVFEN T BB & i .

gn{AT €12 DNS A0

PR F @i e e G sdt DNS RN

DNS R F% .



DNS % |
B wzons nzexmiznne

BXER
FR4E DNS Rl A X s hilm e , 25 12 7T
FRYE DNS F &bl , 55 12 70
4l DNS Al VLAN FEfhlifiht , 25 13 |
M4 DNS Zl R sk hilmi e , 25 14 0

fRHE DNS 1= £ Xzl E

i DNS BRI R XA A, T DR el 22 4 ORI . 2 X0 — AR
A, WAL T AN BRI

UK

IR 1 DNS M gmbas b, it X8 (Zones).

I 2 I\ AvailableZones & $k TR FR AN BN INA X dek . B R FFERNINAI X 38k, 1% 25 AvailableZones
512 L7 Search by name #¢7n, SRJGHENIX IR AR %A HR SN N B T80T, P R
NS

PIBI SRR A, oS, ARG IEFEEIE (Select All).
$IE 4 SR EER (Add to Source), BRI THE R
IR G A7l Ak L G R0

T—F 4
o B E E

fRE DNS FnM &= HR =

DNS HEI 19 2% 25T ORI 1P M hbA2 i o ) LIOh S O i 2 G U5 TP bk

UK

1B 1 {F DNS MUIZw4E s h, iM% (Networks).
1B 2 M Available Networ ks " & $R I F B RIS AR BRI N 2%, G R B :

o BERNES I ] B G S N 2 R 8 5% 5, 175 0 i AT FA M 4% (AvailableNetwor ks) 5113 15 11
N ), SRS I 9 2% 0] 5 TR Ak A

o BHUR BRI MRS, 1§ n T Mg IIER LT iR 2 RSB R IR, RIBAXN R A
PR S IR — AN . SR SAEBA WA BT R, DURRILRCHIR A .

. DNS 3R


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_628

| DNs %Rg

wiEons vian 2% E

$IE3 LR INEE (Add to Source), BT HE R A .

W4 NINETEhf5 € AT 1P bl s bl e, fidi iR M 4% (Source Networks) %14 T 7 IS | P ik
(Enter an |P address) $27~, #RJ54EN TP bk slthkBe, 355050 (Add).

RGP RFA R R S B I 2 S o A 22 I AT SO TP Mk B A PG B T 2 T I
EANER . T SR A R IO B, e AR B B ] O AU IR B 52 ARG

FYRS DRAFIARE G R .

F

gt
I I

—F_

3

mEN

haiig

fR#E DNS 1 VLAN 1=K £

Wik DNS $U ) VLAN 454, 807 LU VLAN FRic e . 2000 & 30 VLAN Frid k%
I VLAN R 55810

R T VLAN [ DNS U A2EIT, WTRLF2h8 ¢ VLAN frid. o0, el PMEH] VLAN Fric %f
ZICE VLAN &4, XUl EA, HSBAFRS — A mZ N VLAN brid ek,

UK

IR 1 1/ DNS MIZa4E a5, &£ VLAN #7182 (VLAN Tags).
$I2 A IS E N Available VL AN Tags 7N VLAN, 1 F ik
o BLRIEFZS I AT BE 5 A N2 441 1 VLAN #rid, i s “77H VLAN #5id” (Available VLAN
Tags) §1% FJ5i 3RA0 () JRARSRA, WOIE VLAN it 2ehpiid .
o FHRZBGININM VLAN bRiC T SR4], 1 At AvailableVL AN Tags 413 |77 1) Search by name

or value 27, REAXN R A FRERN Z D VLAN ARid e . FR S/ N RN AT
B, LLEZRUGEC XS 5.

PR3 RN (Add to Rule), BT HE SR .

LB 4 NINEF TR E MAT{T VLAN frid. sSdiPTiE VLAN #Ri2 (Selected VLAN Tags) #1138 T 77 (58I N
VLAN #ri2 (Enter aVLAN Tag) #2785, KRG8 VLAN bid s yE Bl iiiRam (Add). %] AR &
AT 1 A1 4094 2 8] AT VLAN brid; fEHIE A i8¢ VLAN Frid 76 .

ARG TR R ) W 2 SR o AR 223, AT 30T VAN Aric PR RC Ll
EANER . TR SRR AR IO B, A AU B 5w O AU AT 3 E A RIlCE

PIRS (RAr o gk S A .

DNS R F% .


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1205

DNS % |
B =z ons sisEkizsne

T—5 it
* BREERC

Sk

D

oi

H

m

TR DNS 51 SRR RIZH] it =

UK

L1 £ DNS MU gwiE 28+, it DNS.
S22 )\ DNSFRFNR (DNSListsand Feeds) H & #k FEEHF IS INAT DNS FZRFE, W F Fios:

o BEENAINATBE S 2 & 4E ) DNS 218 R, i o DNS %Ik #0i8 (DNSListsand Feeds)
FlF T SN () L SRS B 2 A R TR Dk A

© BRI DNS #1036, Jak2Eh, 13 middi DNSHIFRFRE SR LT iR A ffsER FiLR,
RGNS G AAFREI P — AN BRI . SR SRS A B I BEAT 5087, DL RIT T
X4

* ARAGHRPA ISV, 3525 % 05 IR IO .

HIE3 AR MEIRN (Add to Rule), ERHEA TR .
IR 4 A7 B Ak S G R )

T—% it a
o Bl A

DNS RESERE
S DNS SN IC & TG, B 250K I 28 D Uy ) 5 10 B ) — 38 50 o
* K5 DNS S5 Uy ) 7 I SRS AH R TG, e i 22 A 5 4 rp Tk
o O R

Cisco Umbrella DNS S5 E&

B H Cisco Umbrella DNS 3447 B 16 DNS 26 # 32 [7] #]Cisco Umbrella. 1X{f Cisco
Umbrella AJ LARR $i5 45 44 B0 AIF 18 SR A2 R VFIR S Bk, IR0 KV FH 25T DNS (122 250 m% o i Af
A Cisco Umbrella, N WAZHEE Cisco Umbrella %42, K+ DNS £rif) 3 52 [ #] Cisco Umbrella.

. DNS 3R


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1173
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter59.pdf#nameddest=unique_1560
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter59.pdf#nameddest=unique_1444

| DNs %Rg

401745 DNS &K B2 2 Cisco Umbrella [

Umbrella 4543 /& 248 DNS B —3855 o W R BLAT DNS A ) 55 ek B 5 s KA1 DN'S Sl 152 5 Bl
IEBREFEE R, WHZERA S K 2 A Umbrella. P, A P 4B 4 -

TR I H DNS Ko il 55 s
* Cisco Umbrella %t T 2 [ 5 &
¥ DNS 2y ifid sk 75 1) 2 B} Umbrella I, Umbrella ZE32 884573 0 EDNS  (DNS #7&HLED  id
%o EDNS Ik AR A PR E B, 2120 1D Mg /o 1P Hidik . JE T2 5508 AT LLAE H FQDN {5

2P P X S RUEdCFE IV ) o 38 T ARE RS F DNSCrypt In%% DNS &K, BURAR 7 4% R 38 1P #h
HE IR ALE o

A R /1 BP0 B Umbrella DNS FERE SR ITEAN(E B, 12114 Cisco Secure Firewall Management
Center it & Umbrella DNS #5245

1A 4% DNS 15>k = E @) 2 Cisco Umbrella

AT PR AAE ] A B A0 f DNS 15 5K MR 2% F5E [7] 2] Cisco Umbrella fJ 5 ] o

TR | FERIRME BEER

1 PRI Sl L T PR 4T P % Umbrella DNS HE4 S5 (HTEAAF . 55 15 0T

2 Jit'® Cisco Umbrella 3 B ic'# Cisco Umbrella BEHEE , 25 16 UL

3 | fi)# Umbrella DNS 5l il Umbrella DNS 5l , 25 17 7T

4 fi & Umbrella DNS 5% 4% Cisco Umbrella DNS SRS R , 25 17 1T

5 # Umbrella DNS SIS 557 [0 #2556 0% | ¥ Umbrella DNS SRBS 157 [0 2 il S B AH OCEK , 5
FHERIER 18 1

fic & Umbrella DNS E:2E I EIIE R4

RLIFENRETS

Product ERZS
Cisco Secure Firewall Threat Defense 6.6 } T EbR A
Cisco Secure Firewall Management Center 7.2 N R A

* 7t https://umbrella.cisco.com_I= 3. Cisco Umbrella Bk )7, 4R J57E http:/login.umbrella.com |- & 3%
Umbrella,

* B CAUETS M Cisco Umbrella flx 55 #% A FHEHL . 7E Cisco Umbrella 1, 1EFEERE (Deployments)
> B & (Configuration) > #RiEF (Root Certificate) - F#iF+ .

DNS R F% .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html
https://umbrella.cisco.com
http://login.umbrella.com

DNS %8z |
. fZ & Cisco Umbrella 15188

DAFAMUET, A Get A Umbrella {3 M k4545 22 32 HTTPS 2. UE P R7 22525454 Reilk
1T SSL RS540 ul, X & E H L B AEBOIAE T, BB a I UE = IR 2 B rp (R
#% (Device) > iE$ (Certificates)) H'.

« FEBEH BRI

* M Umbrella ZRHX LA T £ 4fs -
* HZ 1D
S &
o LB
o IFRR o0 245 8 25 2

o B fR R CUE BB B .

o BRORCUAE BB T PR s Th BRI IR SRR VE P E

* Hi{RACE DNS k5545 LA T api.opendns.com.

o Haff EF L 1T LU management.api.umbrella.com DAHEAT SEME A E .
* Bc’E 3 api.opendns.com [¥] J& B 1H 2% H

B & Cisco Umbrella i EiEi1X E
HRL Umbrella 2% 8 2 X T 76 BR Umbrella B3 115 24 5 BT 75 59 AP A,

FHIa Z |l

i F 4} Umbrella https://umbrella.cisco.com 2K/, 4R J5 i@ i https://dashboard.umbrella.com % 3%
Umbrella, 3RHCS BAR Umbrella 257 3452 57 75 145 & o

B2

L1 EFER (Integration) > E & RY (Other Integrations) > = BRS (Cloud Services) > B%} Umbrdla
#E$E (Cisco Umbrella Connection).

PR 2 KIWCL T VRAIE B HR 2 E M (General) BE
* 401D (Organization ID) - 7 £} Umbrella FFRIREEHI ALK ME— 25 . £ Umbrella 2024
S AN Umbrella 61, JF HA B AR AZ08E L 2FAMALA ID (A ID)
HATHR R
* M4Zi% &% A (Network Device Key) - MEEL Umbrella 3RHX Umbrella S ¥ 9 .
« MRIZE A (Network Device Secret) - M I Umbrella $RH Umbrella 50 1145 41 .

. DNS 3R


https://umbrella.cisco.com
https://dashboard.umbrella.com/

| DNs %Rg
1% umbrella DNS 8% [l

. tRE M 4%% S hE (Legacy Network Device Token) - ifi i SR} Umbrella 45 4 & Umbrella
TEGE 2% % APL A 1. Umbrella 7522 API A WA GEVE N M 4% 545

$1B3 £S5 (Advanced) , FCE LT ik E:

* DNSCrypt 2£A (DNSCrypt Public Key) - DNSCrypt % 55 Al DNS Iz 45 %% 2 [ {) DNS £ #i 31T
SR RAEFIN . B3 F DNSerypt, %8 1] LIORAE 48 IF AL & DNScrypt A4, #4812 —A4 32 F
T NERIE, PCE R
B735:1140:206F:225d:3E2B:d822:D7FD:691e:A1C3:3¢cc8:D666:8d0c:BE04:bfab: CA43:FB79, BRI/
E1) Umbrella fF4% i 55 2% o

« EIEE4H (Management Key) - I\ Umbrella z3KH VPN SR 0& (500 O PR A AE EL I 2580
« EIPHLE (Management Secret) - H T M Umbrella 23K H VPN $odi thoo AR %
S 4 SR EE (Test Connection) - A& 77 AT A £ 2 HH.L Vi) Cisco Umbrella Cloud. 74475 11)

Y120 1D R 28 B8 4 RN B, 182 )% Umbrella i .
IS LR TFE (Save).

£1/32 Umbrella DNS S8 E&

UK

HIB EPRRE > 735 H > DNS.

$I2 2 550 DNS %6 8% (Add DNS Policy) > Umbrella DNS % B (Umbrella DNS Policy).
IR 3 11 Name Fll Description H1 4 S S AEME— B AL 5 #H A nEDD .

R4 LEHRTF (Save).

i
i

gt 4

B RS . 15 2 i 9m % Cisco Umbrella DNS SRISFIREN] , 25 17 11,

Y%48 Cisco Umbrella DNS %5 B& F037 NI

i

L1 EFREE > 7835 %) > DNS.
IR 2 7 “DNS 0% ” (DNS Policy) W{ifi b, PEFE %K Umbrella DNS 5%, SRJ5 i 4wig (#£) .
RIZT Umbrella {RiP 50

\

\

DNS R F%
I



DNs %8 |

B 5 umbrelta DNS 5% 5 3 i SR A 4 B

USSR Umbrella SRHUE BT 1) Umbrella fR47 560, 15 s o EXREEHT UmbrellafRiP3EES (Umbrella
Protection Policy Last Updated) 55714 [ Rl (Refresh) Flbs.

B BAS CE BE R0 ) Umbrella JEZ VS, 1 28 MK (Integration) > H & X (Other
Integrations) > = AR 5% (Cloud Services) > B %} Umbrella 3% (Cisco Umbrella Connection).
P83 7£ Cisco Umbrella DNS 544 8511, 3£+% Umbrella DNS MU o5 4548 (4
7 L B w S WA E NS A S % 58 N E
« Umbrella fR$P 5 B& (Umbrella Protection Policy) - 45 & 20 FH T35 4 10 R Umbrella S0 1) 44
FrRo
* 851315 (Bypass Domain) - #57E DNS 1=k W &gt MR} Umbrella BLFE% %8 Jr & ) DNS /4545111
A H g
Bian, B ARVEITA NEIER:, T RUEDD &R DNS IR 45 ds id A 41 2338044 16 B A5 4 0% o
* DNSCrypt - Ji /il DNSCrypt, LM A B AR Umbrella 22 [A] FRIEEFZ 0N o

J3 Fl DNScrypt K¢ Fl Umbrella fif #1455 8 3 A H 26 FE . BHAC M FE R/ NI AT S b 88
(F3ET, Ik s % . 1T DNScrypt 18 /1] UDP/443, #0AZ5Ufi 1% H] T DNS Al
(P BLS AL FiZi o WEE,  BRIAKLINZE CU7E DNS £l rh £ 4% UDP/443.,

* ZRERT (Idle Timeout) - BC & 2 IR 55 25 B ATHA NN - AEMNER M )™ 5 52 Umbrella [ 55 & (1 144%
RS R I

SRS HilifRTF (Save).

T—oMita
# Umbrella DNS S 5 15 3] 45 SRS AR S CTEAN 5 B, 1S UK Umbrella DNS 35515 ] 45
B AR OCIE , 5 18 Tl

¥ Umbrella DNS & B% 5 i77 [a] 42 ) 5% B 48 X BX

TE B 8% Umbrella DNS S 2 [,  DAZI0Ks FE 55 1 1] 428 1l 5 0 AH K .
g3z
HIB1 EFEBE (Policies) i iB)3x 4] (Access Control), 4R 156 5 4w 5 (1) 7 ) SFE Mg o

$IB2 EFEREERE (Security Intelligence).
#7123 M Umbrella DNS 358 (Umbrella DNS Policy) F#741# thi%+% Umbrella DNS £

T4 R TF (Save).

. DNS 3R



| DNs %Rg
#% Umbrella DNS %88 55zl miaxs [

T—%#ita
(AW S e VIR W

DNS R F%
I


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_126

DNS %8z |
B 5 umbrelia DNS 585 5751w S

. DNS 3R



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



