F+4% ASA & #& 35 ASA [E1l

FAEA SR P 3R, TH ASA 5500-X. Firepower 1000, Firepower 2100+ Cisco Secure Firewall
3100, ASA fEfl. ASASM 1 ISA 3000.

* JF4% Firepower 1000~ 2100 Cisco Secure Firewall 3100 , 5 1 5T
* JF4% ASA 5500-X. ASA fEFI. ASASM u¥ ISA 3000 , %5 30 it

F4 Firepower 1000. 2100. Cisco Secure Firewall 3100

AR AN ZE Firepower 1000 2100 Cisco Secure Firewall 3100 -k B | sk b bt 46 £ 11 %1 A1 sk
it ASA. FXOS F1 ASDM F+% .

XFF 9.12 J BEARICA 11 Firepower 2100, P& HEAT . 75 9.13 KA mRA T, a0 BR
IR, 7F ASA CLI H i 1] show fxos mode fiy &4 2 2L

7£ Cisco Secure Firewall 3100 £ &%\ T 2% Firepower 1000. 2100

FERMILIRE

AR AU AE Cisco Secure Firewall 3100 #1152 455X 24 Firepower 1000, 2100 (1) 5 A L B3 b
R RIS ASA. FXOS il ASDM FH4¢. 7ERAR9.13 227, Firepower 2100137 #7512
TE9.14 3 A, PR o BRI . 7E9.14 S s filA 18 FHASA LRIy A1 58 24 ik
K. show fxos mode - FEHARIFET, EHSM. (B G FH2 Firepower 2100, 25 14 51

£H] CLI 5 ASDM FHIH T B

{EF CLl ALK 118 &

AT UWHATLE Cisco Secure Firewall 3100 [ % 155X 24 Firepower 1000 Firepower 2100 _I- %%
ASDM #1 ASA M5

Fi&Z |
HWREFAEH FTP. %/ TFTP. HTTP i ik4 #3255, 15S 00 ASA 42 %11 copy fi s .

7% ASA i &3 ASA =1L I}
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FHR ASA 1% %55 ASA L |
B srcunanuss

UK

PR AR EXEC B0, K ASA B2 A7
copy ftp: /[ F[: %1 @1 IR 45 %[/ 15 ]/asa_image_name diskn:/[#4%/]asa_image_name

Tl

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.1/cisco-asa-fplk.9.14.1.SPA
diskO:/cisco-asa-fplk.9.14.1.SPA

HIR 2 K ASDM WUR S HI BN
copy ftp: /[ [ %0 @1k 55 #s [/ 42 ])/asdm_image_name diskn:/[412/]asdm_image name

TP

ciscoasa# copy ftp://jcrichton:aeryn@l10.1.1.1/asdm-7141.bin diskO:/asdm-7141.bin

PR3 Vi) e E A

configure terminal

i

ciscoasa# configure terminal
ciscoasa(config) #

TR WM E R G RYIR ()

show running-config boot system

ER, IR E T AR boot system i % 4, AR ROMMON 2238 TIE . A B+
WA TR T %%

i

ciscoasa(config)# show running-config boot system
boot system diskO:/cisco-asa-fplk.9.13.1.SPA

HIRS Wikboot system L& v, R HLIMER,  DUERAT LA 51 S .
no boot system diskn:/[path/]asa_image name
W ARNCE boot system iy, Bkt D%,
il

ciscoasa(config)# no boot system disk0O:/cisco-asa-fplk.9.13.1.SPA

FER6 K ASA BMERIE N5 SR CENI EALmED

boot system diskn:/[path/]asa_image_name
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2/ Asom Mt A gmries [

HAgHi N boot system 74>, Ik boot system iy &S 7E M A HATHAE:  RGIUF HMF L 45 meg,
F L HR] S FALE (FXOS FHLY disk0 FIAEALED o BB ASA i, REUEmEos &l
%o WRETEHMEZ A EEE, TUBMALSISRGE G NG FALEMIBRBRG, LA 7w
Bk ak sz 4T .

TP

ciscoasa (config) # boot system diskO:/cisco-asa-fplk.9.14.1.SPA

The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1

Preparing new image for install...
EEREEEEEEEEN

Image download complete (Successful unpack the image) .
Installation of version 9.14.1 will do the following:

- upgrade to the new platform version 2.8.1

- upgrade to the CSP ASA version 9.14.1
After the installation is complete, reload to apply the new image.
Finalizing image install process...

Install status: ready...........
Install status: validating-images.....

Install status: update-software-pack-completed
ciscoasa (confiqg) #

WE AT ASDM g (NI EAL LG
asdm image diskn:/[path/]asdm image _name
e Rl E — ALY ASDM B, AEIX RGO AT E MR AR E -

TP

S

ciscoasa(config) # asdm image disk0:/asdm-7141.bin

KB BB R AT 22 R B C

write memory

THNE ASA:
reload

&£ /3 ASDM WAttt it B AR IR SR &

S

AT B P A R TH, PRGSO TS A% 3 N A7 30 22 98 LUMEAE Cisco Secure
Firewall 3100 1)1 & Bi N F+ 4% Firepower 1000, Firepower 2100,

UK

fEE ASDM W HI T I, MGEH TR > WA B FARR Y.

7% ASA i &3 ASA =1L I}
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B =5 Asom cisco.com S A BB iR &

RGN W FHRERE T IFAE

ME _E R BRI T fy 51 R ik £ ASDM .

TEARMSCHREE T Bh, RN S A ST LA R PC B ST
FEIREXHRFEREFED, AR IRELE AT U R G h 2k H sk

il EfRRR& .

AR R AT R SR

RGP IG5 ASDM iR, iz,

ARG SPOREIERE ASDM JHRAAILE . flHRE

45iEH Upgrade TR, SEE: ETH ASA B2 )5, 0K GRAF R0 9T FHT %% 5] ASDM.,
G FRPIR, NE LERBREG Fh R ks ASA. ] A IR P B AR LA SO
WREF TR > EHMBRGELLEH N ASA.

RGBT 1, BRI ER I8 ) v fE 2.

a) MTEFMEBRRESITRE L B .

b) EFEFFINE I Fl, EBRIAE Now)

o) miiiitRIEFME.

FHINEIFUG)G, R D RERMEBIRASE L, FR EERITERINE. REEHEAE TIEH ASDM
R .

7 ASA HFin# 5, # ASDM.

T LS ) & o RG22 OB INACIRAS, T USSR LT, JF Sl ASDM HEAT 4%, ELEIK
e

{& F§ ASDM Cisco.com [6] S AR I T 1% &

Cisco.com [6)5 F BYF R T H 1P 7E Cisco Secure Firewall 3100 [ 3451555~ 24 Firepower
1000. Firepower 2100 :£f ASDM F1 ASA T2k S H A .

eI S, AT AP AT A A
o VEFE ASA WS SCAERN/EL ASDM WS SC A LAHUT 2% .

)

AR ASDM & N RUBHT WG IRA, JLRRA S AR WA S o filtn, SR
NE9.9(1), WIFEATREZ9.9(1.2). XRTUAT A, Pk Bn] LAARSHAT
THRIITH 2

« BRI
o NEAEZ AR, IFRET 2%
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{# F ASDM Cisco.com [5) SH I 7% & .

© BR LRIV
© WERZRRINGER, BTN ASA LURAFRCEIF5E T 4

FFi6 Z A

BT PR, ) A R ASDM 7.10(1) K S mihicAS; Ak, i TG 4 0k, S Zi g
F ASDM 7.12(1) B3 & A EATH 23 ASA 9.10(1) K mihitAs . H17T ASDM [ J& A A8 H) ASA
JRAS, BT LT ASDM, TR HEEAT IS ASA JRAS .

B2

Wik IR > #&%E ASA/ASDM EHf.

EZ s, N “RGE” Viinl g,
ARG BoR Cisco.com BHRIEIEXT IFAE .

i\ Cisco.com | " Z A4, SR )5 & Login.
A40¥ Wor Cisco.com FH4& 8 S

pE s WARTETTHITHH, RGOR e . R E IR 1A &

R T —% BoR ik B8
R T YT ASA AT ASDM TRAS .
BT ASA PRAFT ASDM FRAS, EHAT LT B,

a) fE ASA XU, ErPFARBIGLEHE, K5 TR T EFE LTS H AR ASA JRA
b) £ ASDM [XHk, JEHFEREBEIEME, RGN AR LS Z T H br ASDM FRA

R —%, WrteEEW .

THRAELL R I -
© NSO IER ) ASA WG SO HI/EE ASDM AR SCAT-
o A Y EAR R SCH IR ASA WG SCPERI/ e ASDM BRAGSCA: .
© CEEFEIEMIK ASA JA B .

R T™—%, JHGTH s,
W, BT AT e B & RS
RGUK B R i, P RMIEAE R, WLk OREhsRIED

RPN, TR A LR, 1k Save configuration and reload device now & IEAE
KHEFHBN ASA, RJGH B3 ASDM.

R TERL, BT, PRAE G R

7% ASA i &3 ASA =1L I}
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| LD

pE s WEETHR BN — MR Cnel 1D, S HE A 8 1) .

fE ASA T &5, i ASDM.

T LR ) & o RG22 OB AR, T USSR LT, JF S (] ASDM HEAT 84, LRI
e

THER E & RS EE B

] CLI 8 ASDM F+ 25 & /4% S e 5 %F,  DLSEBLZAS WL T2

£ CLl A% = R/ A # FE S 7534

FELE Cisco Secure Firewall 3100 113 #5453, ~ 24 Firepower 1000 Firepower 2100 F+25 1= /4% 1 b
R, iEHAT UL R ER,

FriEZ 8l
s EEMHWA LPATLUN DB KT SSH Ui, iR A 1P lmiﬁ: T A AT I 1P
Hidiko YEREE| CLII, S A ASA FURTFE MR A ] DL & ASA PEIRTFA

WRME RSN (R ABE S JXTH?J?E%EJJZ@UE’JW% 2% prompt
frd. B#, ¥ show failover iy, LAETF LB MRS RL /LK (azm%jﬁ%ﬂbu%>

o WWREFAEH] FTP. %f1- TFTP. HTTP s AR 45252874, 1555 ASA a4 2% 1) copy fir

76 R EXEC BXR, ¥ ASA B 321 3 5 & A7
copy ftp: /[ [ % @)K 45 %[/ 4% ] /asa_image_name diskn:/[#4%/]asa_image_name
ENGE

asa/act# copy ftp://jcrichton:aeryn@l0.1.1.1/cisco-asa-fplk.9.14.1.SPA
diskO:/cisco-asa-fplk.9.14.1.SPA

Rl pE = b 202 P B I ORI 2 5 2 B A R R R A

failover exec mate copy /noconfirm ftp://[[H] )7 [: %15 @]k 55 #+ [/ 1+ )/asa_image_name diskn:/[#%
f%/]asa_image_name

i

asa/act# failover exec mate copy /noconfirm
ftp://jcrichton:aeryn@l0.1.1.1/cisco-asa-fplk.9.14.1.SPA diskO:/cisco-asa-fplk.9.14.1.SPA

A ASA &S ASA EHL
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N
8

= cu A =R maEis [

4 ASDM W5 52 1 48 = I e I A
copy ftp:/I[[H [ % @)K 55 w5 [/ 42 ]/asdm_image_name diskn: /[ 12/]asdm_image name
-

asa/act# copy ftp://jcrichton:aeryn@l10.1.1.1/asdm-7141.bin disk0O:/asdm-7141.bin

K ASDM WG Sl 2 46 et WA RS2 B 1 T Be A AR R (R B 42

failover exec mate copy /noconfirm ftp://[[FH 7 [: # 5] @]k 55 2% [/ 4 )/asdm_image_name diskn: /[
f2/lasdm_image_name

T

asa/act# failover exec mate copy /noconfirm ftp://jcrichton:aeryn@l0.1.1.1/asdm-7141.bin
disk0:/asdm-7141.bin.bin

WURGE AL T2 Rl B, D 1) 4 R B A
configure terminal

TR HHTRCE M5 g (W) .

show running-config boot system

THER, ERIECE D AREST boot system fir s 141, WIREEM ROMMON 2% T W%, A He,
HHE TR T %%

i

ciscoasa(config) # show running-config boot system
boot system diskO:/cisco-asa-fplk.9.13.1.SPA

i kboot system CUAC B i<, TR HMER,  LAER T LU BT K 5| g
no boot system diskn:/[path/]asa_image name
WKL E boot system 4>, 1H Bk LD,

TP

ciscoasa(config) # no boot system diskO:/cisco-asa-fplk.9.13.1.SPA

4 ASA WHECE AL TBUR CENI AR .
boot system diskn:/[path/]asa_image_name

HAg%HI boot system 4. Ik boot system iy & S 7EEH AR HATHAE: RGIUF ML 45 meg,
WL R RG] FAE (FXOS EHY disk0 BIAEAIED o BRI ASA i, RGUE s &
%o WRETHIMEZ i E LR, TUBMALSISRGE M NG FALE MR HAG, LA 7
Bk aksissT .

i
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ciscoasa(config)# boot system diskO:/cisco-asa-fplk.9.14.1.SPA

The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1

Preparing new image for install...

rrrrrrrrrrrd

Image download complete (Successful unpack the image) .
Installation of version 9.14.1 will do the following:

- upgrade to the new platform version 2.8.1

- upgrade to the CSP ASA version 9.14.1
After the installation is complete, reload to apply the new image.
Finalizing image install process...

Install status: ready...........
Install status: validating-images.....

Install status: update-software-pack-completed
ciscoasa(config) #

HIR9  UE L ASDM W% (R EAR KIS -
asdm image diskn:/[#%17/]Jasdm_image_name

Tl

asa/act (config) # asdm image disk0:/asdm-7141.bin

S

RO RERCE N EAE I ASDM MRS, FEIXFFG DL F AT 2 I ER BUAT BC L
FE0 B BCE /A7 B R B

write memory

XL S e A B A7 B B b
TN FFNER B, DUERsHg.

failover reload-standby

SR & SE a1 show failover iy & fiih & H 1 &40 T8 FIt 4R & .
P2 AT R T B e A a8 B

no failover active

WA N SSH 23 UF Hh W PP, 1 BOnE R 2 3 1P Mokt AL T8 3 FH/CART I & FH ke & B .
PR3 fEHH BB b, BOFTINELAAT ) BB (R i) o

failover reload-standby

Tl

asa/act# failover reload-standby

A ASA &S ASA EHL
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&/ AsDm 7= /e A s

HR L WSUEREILTR LB R AL, RO reload fr 4k TR IELANG 19
.

£/ ASDM 74k & Fl/& R &IBE 4 753

BETFR /#4572 56, 15 4E Cisco Secure Firewall 3100 [ £ 4% 5~ X} Firepower 1000
Firepower 2100 $44T LA T 25K

Fi&Z 8
¥ ASA Fil ASDM WG IBUE AE A A BEVHEAL L

UK

WRDER B TP Huhl, 724 H % L5 3 ASDM.

7E7F ASDM N E I, RIKIEHRT R > MR ENARZKE.

RGN DR R AR R AR .

NE R RIBRG T h15 £ ik s ASDM .

TEARHE ST 3812 (L ocal FilePath) <7 Bet, M AFR [a vH L SOOI A I A%, B 5 o ) BT AR 1B 3T
4% (Browse Local Files) 7E 15 ML A ki 30 F

£ Flash X &4t 881% (Flash File System Path) F-BtH, i ANNAZ IR G B4R, s 2o 5
Flash (Browse Flash) 7F Flash SCfF & g $6 H sk sl S #F

sl ERRRIG . AR R AT RE T A

RPN IR WU B E ) ASDM BUE, miihiE (No). f&45iBH Upgrade T H.

AL IXLEDIR, B _EERIBRE T sk PSR ASA.

VRGP BN IR E N ASA BRI, mithE (No). #843BH Upgrade T H..

WL ERR T 1P ok, ¥ ASDM RS FH] Bk, R ST B & AR I SO e b
& ASDM #AfF

M ARG R ZIG B E N ASDM WUE T, 2 (Yes)s

RESPREIR I ASDM JHRFICE . mithiiE. ESIEH Upgrade TH. JE&E: T ASA &
P2 )5, R RATRC & 558 I ASDM.

181 5 2% T B AR R PR SO B LA ASA B F.

MARGHR SR EWAR B E N ASA WU, TR (Yes).

ARG PR BT INE ASA LMEHIH G . fihfE. iR Upgrade T A.

sk THAS ERREEIPR, RAFACE H .

IXUENEE K H SR A B b

7% ASA i &3 ASA =1L I}
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B AzzmEmsmsen

$IE13

IR L P IS > B 1% > e sE R > RS, e ERMBER, wimis .
BAE Rk, DA% 2 P ot (o] I EET I 2o

PR TR INEA B S, o B PIT RR R R B, A RESEE > B > R

®B% > RS, Resdngh&H.
ASDM 5 A 8l FUPrE R B8 10 B4t o

PR BN Ch s, AN GREE > B> MIEER > RS, RabERmBER.

pa EFEIE L2 F0)

i CLI 8¢ ASDM J2k = H/ 3 H M 5 %), DLSEILEAE LT 2

& H CLI 7+4% = F/ = A s b se Bt

N
B8

BRI AL R B TP TN & 1 4%, 15 AE Cisco Secure Firewall 3100 [ 152 A% X, N %) Firepower
1000+ Firepower 2100 #1471 LL N 2%
FIRZ Al

s EEW S EPATIXEED IR,

s LERGHAT AP IAT LU D IR

o SEFEPAEH FTP. X TFTP. HTTP sl A iR4s #5287, 5S04 ASA 142 H 11 copy iy

%

i

1EE WA TR EXEC #CT, K ASA B A5 2 N A7
copy ftp: /[ P [: 1@k 55 25 [/ 12 ]/asa_image_name diskn:/[#4%/]asa_image_name

i

asa/act/pri# copy ftp://jcrichton:aeryn@l0.1.1.1/cisco-asa-fplk.9.14.1.SPA
diskO:/cisco-asa-fplk.9.14.1.SPA

R 2 =5 B v W ORIE 5 L A RN IR A2

failover exec mate copy /noconfirm ftp://[[ [ [ 4] @] IR 45 23 [/ %42 ]/asa_image_name diskn:/[ %
f%/]asa_image_name

TP

asa/act/pri# failover exec mate copy /noconfirm
ftp://jcrichton:aeryn@10.1.1.1/cisco-asa-fplk.9.14.1.SPA disk0:/cisco-asa-fplk.9.14.1.SPA

A ASA &S ASA EHL
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N
8

fEm cu s Em/ERsEEEy ]

s ASDM WA AT i 42 42 e R A7«
copy ftp:/I[[H [ % @)K 55 w5 [/ 42 ]/asdm_image_name diskn: /[ 12/]asdm_image name
-

asa/act/pri# ciscoasa# copy ftp://jcrichton:aeryn@10.1.1.1/asdm-7141.bin disk0:/asdm-7141.bin

K ASDM WG HIBABh s b S5 bdivsE 5 B B A IR B 4«

failover exec mate copy /noconfirm ftp://[[FH 7 [: # 5] @]k 55 2% [/ 4 )/asdm_image_name diskn: /[
f2/lasdm_image_name

T

asa/act/pri# failover exec mate copy /noconfirm ftp://jcrichton:aeryn@10.1.1.1/asdm-7141.bin
disk0:/asdm-7141.bin

IR RTARAE T4 R BB, 1 Ty ) 4 e e AR S
configure terminal

WoRHHTRCE MG SR (fEE) .

show running-config boot system

THER, ERIECE D AREST boot system fir s 141, WIREM ROMMON 2% T W%, A H,
HHE TR T %%

i

ciscoasa(config) # show running-config boot system
boot system diskO:/cisco-asa-fplk.9.13.1.SPA

i kboot system CUHC B i<, R HMER,  LAER AT LU AR K 5| g
no boot system diskn:/[path/]asa_image name
WKL E boot system 4>, 1E Bk LD,

TP

ciscoasa(config) # no boot system diskO:/cisco-asa-fplk.9.13.1.SPA

4 ASA WHECE AT TBUR CENI AR .

boot system diskn:/[path/]asa_image_name

HAEHI A boot system fir4-. It boot system i & S TEEAM AN PATEAE: RGEWAUF IR AL,
HRG LG HB S FAE (FXOS B ELR) disk0 FRINEAIE) o BRI ASA I, RI0K In2os K
Bo WERAEFEH MBS B EE, TURMATSISRGE AN G SO E MBI, LAE 27
B aksI21T .

7% ASA i &3 ASA =1L I}
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TP

ciscoasa(config) # boot system diskO:/cisco-asa-fplk.9.14.1.SPA

The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1

Preparing new image for install...
rrrrrrrrrrrnd

Image download complete (Successful unpack the image) .
Installation of version 9.14.1 will do the following:
- upgrade to the new platform version 2.8.1
- upgrade to the CSP ASA version 9.14.1
After the installation is complete, reload to apply the new image.
Finalizing image install process...
Install status: ready...........
Install status: validating-images.....
Install status: update-software-pack-completed
ciscoasa(config) #

S W EEEHK ASDM WG SR EAE g
asdm image diskn:/[path/]asdm_image _name

T

asa/act/pri(config)# asdm image disk0:/asdm-7141.bin

B RERCE DN EAEHI ) ASDM ME, AEIXRMIL ST ZOC MR LA O & .
FER0 ROFBCE A 2 A B

write memory

X LB B ey A B R A7 B4 B vk L.
BB AP A s B TIESPIRES

failover active group 1

failover active group 2

T

asa/act/pri(config)# failover active group 1
asa/act/pri (config)# failover active group 2

P12 FOF A B, LIRS ETR .

failover reload-standby
SEAFAT B B A SE O A H] show failover T & i A PN MU B B 12 40 T4 T 4 R
PR3 AT ZOR R R ALAE R B v 2 BRI BPIR S -

no failover activegroup 1
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FIR15

& AsDm 7= /= A rsis i

no failover active group 2

T

asa/act/pri (config)# no failover active group 1
asa/act/pri (config)# no failover active group 2
asa/stby/pri (config) #

WS SSH 23 Th h Wi TP HE, 16 BHnd e 2w e A2 40 1 IP il CIRAZ TAmBh e D .
PN E B
failover reload-standby

i

asa/act/sec# failover reload-standby
iR WUR IR F RS G, MBSO reload v 4 R BUBT N E &4 .

TERTREM SSH 23 1 W T #%
IR RS ARG A T preempt v, WG RS, EATR A 2 e 1 B a3 EAPIRAS .

£ F ASDM H2 F FB/+ Pt fE4E #5%x

BAE /S I P TP 6 B8 %, 1 (E Cisco Secure Firewall 3100 f 15 #4528 %} Firepower
1000 Firepower 2100 $147 UL N 2%,

FHIa Z Al

« FERGHAT BT LR DI,
* 1% ASA Fil ASDM MG U E AE A B BV L

UK

WL E R B RS 4 2 TP WA bk, AE5h B s £H 3 ASDM.
fEE ASDM MW HIE I, MIKIEHTR > AT EHFARRY.

ARG TR FHRER R AE

MEZE_E AR RIBRIE R gL ik ASDM .

TEAHE S 8812 (Local FilePath) - Berb, S SR I THENLH SO A AT, B mi o sl ST A b 3L
4% (Browse Local Files) £ PC *H A #k 31}

£ Flash X # &4t #12 (Flash File System Path) 7Bt f A NAF A RGEMERAR, B mialiil be
Flash (Browse Flash) 7E N £73CF R g8 A4 H ot

it EfRRE . AL R W] RE AT EEE S B

7% ASA i &3 ASA =1L I}
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B =T o TH% Frepower 2100

RGP IR I WUR B E ) ASDM UG, s & (No). f&<3iB ! Upgrade T H.
i FADIR, NELRRRRIR MR & ik ASA.
MRS R LR BB ASA WUE IS, & (No). 4B Upgrade T H.

WL ER MR AL 1 P P Mok, K5 ASDM JER:E %%, JHAU A ABI B & LT B AH
A SCAFALE A% ASDM 8 A

Y RGHPOREE LR E ) ASDM MHE IR, iR (Yes).

ARG SPRTEIEE ASDM HRAFILE . miEfRAE. BEIEBH Upgrade T H. iF&E: ETH9 ASA K
2z )G, BN E R ik ASDM.

A5 55 Gl B e A5 A TR SCPEAT B A% ASA 8 1F

Y ARGHN BB ZIE ¥ E ) ASA BRI, SR (Yes).

RPN IE I N ASA DA BG . SE. BSIEH Upgrade T H.

mah TER ERERPS, AR E .

X LGP T AR B & B B RAT .

Tl PSS > MIPERE RS > MERBES (RS EEERI R L RANMIEEB AN g5 I
MR ER, AR A AE g B TR ARAS .

FOHNEA B R4, ik RFRMREE > MR > R%, ARG EHRNESER.
1REFE R GG b, DA 5 B ¥ AT I Ik o

MBS R E, H AP > MR > BIEREBES (bS8 2 4Bk % 1l
BEAERS AL T ) S dii& AER, ATWANMEERE R A B % LA TR s RS .

ASDM ¥ H 5 S B2 B4 B & LR 41 1 1P sk,

FOHNE W, ol MR > BMEER > B, R SEEFMEEA.

R AN E ) R, IR )R, e eI e e A S iE AR
Ao ASDM ¥ A g EEPTERE S| T & LRI AR 4] 1 1P ikl

£ 51X T HZK Firepower 2100

FHERIRSIIR &

ARG BT b T 8RR (1) Firepower 2100 [ BN il b 46 7% #5381 RIANS2 i ASA. FXOS
I ASDM JH+%% . ZERA9.13 21, Firepower 21001 S EF -G RR . £69.14 S B A, W&
HERIIB R o TE9. 14K A T, i FASA L ()i & 2 24T # 0. show fxos mode 13 55 1 75 i
KXMFEST, WiZ. 1t Cisco Secure Firewall 3100 [1% % #55 ~ F1- 2] Firepower 1000, 2100, 3 1
7

A8

i FXOS CLI 5% Firepower A/L5H 5 B &% T+ M ST B2 45 o

A ASA &S ASA EHL
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& M Firepower HlAH B JB ARG E .

{8 A Firepower #l#E E RS AR IR E
AT A U] TNV 5 1 ASA RER AL, S0 A BT AR S

UK

WIE 1 & FE Firepower HLAHE HLAS
PR 2 KIKIEFERYT > EH#.
A B Won LA LI T A
W3 piili EAERRE, MR AR
PB4 SRR, SFAEIRERE AR
FIBS fiili b
FIE AR AL BINUAT . bR BRAGHEHE SR AR . S LB TG HE, AR5 5T RE .
SER ARG, RGie HBIRAE IR s R
AT AT I ) FH R P A
Ml AN S gk k224
WA IEE B A dabr . TSI IR, {12576 2 Firepower HUARE BEAS . RIH BT
ISR, SR EERT . BAERF RAWE, SR A 86 5% Firepower HIUAR B HIL4E . HH 5| S fE K
LYFE 20 ph. EFGITE, BRE BRI

. e
g X
~N o

Sk Sk
8

{$ 9 FXO0S CLI A& Ih 1% &
A4 F 0] F- ML e 2% 7 ASA fRZR4L . AT LA A FTP. SCP. SFTP & TFTP ¥4 B & %
Firepower 2100 HL55 .

UK

HE W RSO k) si# ] SSH %45 FXOS CLI.
T2 B RIS
a) BEA[E R,

scope firmware

RE

firepower-2110# scope firmware
firepower-2110 /firmware#

b) MEIE.

download image url

LU &2 —, AIEAE SR ARISCIHEE URL:

FHR ASA 1@ & ASA 2]
|
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B =5 roscusanuies

* ftp://username@server/[path/]image_name
* scp://username@ser ver/[path/limage_name
* sftp://username@server/[path/]image_name

* tftp://server[:port]/[path/]image_name

i

firepower-2110 /firmware# download image tftp://10.88.29.181/cisco-asa-fp2k.9.8.2.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

JRECEIE=SuN
show download-task

il
firepower-2110 /firmware # show download

Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.181 0 Downloaded
cisco-asa-fp2k.9.8.2.2.SPA
Tftp 10.88.29.181 0 Downloading

firepower-2110 /firmware #

TI3 LFHRAM O N (ETERESD I, HaIa.

a)

b)

A PRATF A S .

show package

i

firepower-2110 /firmware # show package
Name Package-Vers

cisco-asa-fp2k.9.8.2.SPA 9.8.2
cisco-asa-fp2k.9.8.2.2.SPA 9.8.2
firepower-2110 /firmware #

LR
scope auto-install

install security-pack version version

7t show package %, 15 security-pack version 5%} 3 [ Package-Versfii. A< 2%
ASA WGIFEFT R 3.

i
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#axmemumsesy i

firepower-2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 9.8.3

The system is currently installed with security software package 9.8.2, which has:
- The platform version: 2.2.2.52
- The CSP (asa) version: 9.8.2
If you proceed with the upgrade 9.8.3, it will do the following:
- upgrade to the new platform version 2.2.2.97
- upgrade to the CSP asa version 9.8.3
During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.3

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

SRR A FERAACRERRE) (5-10 72580

B FXOS C& ), HEIATESER ASA 13 (57080 o 55, HEERUFHE:
firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY90MEZR11l, FLAG="'
Cisco ASA starting ...

Registering to process manager ...
Cisco ASA started successfully.

[*]

FHRERIERSER B

{411 FXOS CLI B Firepower HLASSH 8 TH % LI 46 B RERE AT, LLSCILR A7 HLTH
{3 Firepower H\ 7 & 3228 7+ 4 &= PR/ O MRS 46 6 04

AT AT T2 P P R B AT ASA TRYBEL. 00K DAF IV BEML B AL,

FHia Z |l

AR e B BB, WA K ASDM L EIVE S ASA TP Htik. M)
BRI EIIEBN [P k. WR)m, AR > BT > MR > KT Uas s
B BAHBIBR) , DMERITEEOER B e
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. & Firepower #lA8 & IR AR £+ /& B ML 27

|

UK

p AP RS

a)
b)

<)

d)
e)

g)

EFER) 45 H W& L) Firepower ML HLES

LHERZ > EH#.

A A BT o WLAE B ml AR 51 3

milh EfERg, BB ENL AR,

MOTIRBESE, SRR RE B,

s btk

PR AR BN . ERRRGAEHE BoR PR . SR IR ITIRIEHE, AR5 mi il
Eo TE ARG, R AR UFWAR I e EE,

mT BT AR A A P AR B A

st DA AR 82 e

WA TR IEEMBH KA e bs . 7EASOIFETTFAR IS, 4G 2 Firepower HUARE Bids . REA
RS, SR, BuER RGKE, RI5 A BE % Firepower MUAEE #ids. W]
FIRERLTTEE 20 404P. TS, BME RIS

TR 2 KRIA THN B B T BEA,  DAERTER I O B

a)
b)

WRLERS| 25 H] ASA TP Huhil, e W% LA 3) ASDM.
Wi EE > B > MEEY > RS, WE AR ER, sl w28 T .

SER3 THRLLIN B B

a)
b)

¢)

d)
e)

2)

HER B2/ H B% L1 Firepower ALAHE BE4% .

LRG> B

Al A SEFTE I o HUAE B nT AR .

fiil EfERRME, W EHL A HAR A

MR, FHBITHERE BRI R,

i kg,

PR b BINAR . ERBRGTHE Bon EARIRES . SERF IR T EHE, R )5 i
Eo B ARG, RS AR 1) e .

RUTBTR AT R AT T R A

WA TR N IEE MBI Fa bR . ZETHOLFETF AR, 2 B Firepower HUARE ELgs . R
FRGIT, SR BUIERRGKE, AR5 A BEE 5% Firepower HUAEE #I48. HHT 5]
SRR L 20 438P. THHITE, BBERIE XK.
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{3 FX0S oUl Ak /A usis i

{2 FXOS CLI 7% & F/& A& b 4 it

ARG T 2% 3 /46 P 5 75 %5 1) ASA 4840, LI FTP. SCP. SFTP uf TFTP 4K
44,5 1 3 Firepower 2100 HLFH
FiaZ /i

AT Ef e — N 2 B, WM e s % . e MR RRAS, W EE ASA R
s 0T LLEC S ASA S RFF LA R B A RS AR e g (BB & el k4 » X T e i
PR % %o 1S4 prompt 74, {HJE, FXOS #ERFFIEALKIG ASA #bsH1. o, i show
failover fiy4, VAAF B ANPRERMDER (FR&udmbhks) .

g2

TS Bt
a) G CFE) BUAEH SSH, R H] B £ FXOS CLI
b) HBEAFIFEL.

scope firmware

i

2110-sec# scope firmware
2110-sec /firmware#

c) FMEHEAME.

download image url

LR 2002 —, W IEAE AR SR € URL:
* ftp://username@server/[path/]image_name
* scp://username@ser ver/[path/limage_name
* sftp://username@server/[path/]image_name

* tftp://server[:port]/[path/]image_name
EUE

2110-sec /firmware# download image tftp://10.88.29.181/cisco-asa-fp2k.9.8.2.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

d) B TFEER.
show download-task

i

2110-sec /firmware # show download

7% ASA i &3 ASA =1L I}


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/p3.html#pgfId-2206447

FHR ASA 1% %55 ASA L |

B rxos cu A s B R

e)

Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.181 0 Downloaded
cisco-asa-fp2k.9.8.2.2.SPA
Tftp 10.88.29.181 0 Downloading

2110-sec /firmware #

TP N (BTERE N, R, BRI OrmA S .

show package

5

2110-sec /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA
cisco-asa-fp2k.9.8.2.2.SPA
2110-sec /firmware #

LR
scope auto-install

install security-pack version version

7 show package it ", &5 security-pack version 5 %} W 1) Package-Versfii. HLAH<s 4%
ASA WG IHEH E 8.

5

2110-sec /firmware # scope auto-install
2110-sec /firmware/auto-install # install security-pack version 9.8.3

The system is currently installed with security software package 9.8.2, which has:
- The platform version: 2.2.2.52
- The CSP (asa) version: 9.8.2
If you proceed with the upgrade 9.8.3, it will do the following:
- upgrade to the new platform version 2.2.2.97
- upgrade to the CSP asa version 9.8.3
During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.3

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
2110-sec /firmware/auto-install #

o) MM SRR R (510 54
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{3 FX0S oUl Ak /A usis i

HAR FXOS T4 8l (IR EAERT ASA JA5h (54080 o 155, HREE/RUUFHA:

2110-sec#

Cisco ASA:

Verifying
Verifying

Cisco ASA:

Cisco ASA

CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 _JAD20280BW90MEZR11, FLAG="'"
signature for cisco-asa.9.8.2.2 ...
signature for cisco-asa.9.8.2.2 ... success

CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11l, FLAG="'
starting ...

Registering to process manager ...

Cisco ASA
[--.]

started successfully.

PSR 2 KENIA TR W E RS, DER i ) T2 B4
a) M FXOS i##:34 ] ASA CLI.

connect asa

b)

enable

NNV A E L S TV e

5l

2110-sec#
Attaching
Type help

connect asa
to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
or '?' for a list of available commands.

asa/stby/sec> enable

Password:

<blank>

asa/stby/sec#

it L E N A5 T e DAL AR O IR

failover active

A5

asa/stby/sec> failover active
asa/act/sec#

c) HiR[A[F| FXOS ##l4, A Ctrl+a, d.

$IE3 AL LLATI EH w &
a) WMEEHIGE D () o SSH, #8514 ¥4 LK FXOS CLI.
b) BEA PR

scope firmware

¢)

-

2110-pri#

scope firmware

2110-pri /firmware#

.

7% ASA i &3 ASA =1L I}
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B rxos cu A s B R

download image url

LA N &30 —, NIEAE S ARISCHHRE URL:
* ftp://username@server/[path/]image_name
* scp://username@server/[path/limage_name
* sftp://username@server/[path/]image_name

* tftp://server[:port]/[path/]image_name

oRtIE

2110-pri /firmware# download image tftp://10.88.29.181/cisco-asa-fp2k.9.8.2.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

d) W TFEER.
show download-task

i

2110-pri /firmware # show download

Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.181 0 Downloaded
cisco-asa-fp2k.9.8.2.2.SPA
Tftp 10.88.29.181 0 Downloading

2110-pri /firmware #

e) AR T (BTEIRE) I, R, ERFTREHmERAS.

show package

A5l

2110-pri /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2
cisco-asa-fp2k.9.8.2.2.SPA 9.8.2.2

2110-pri /firmware #

f) AP,
scope auto-install

install security-pack version version

7t show package #ittirf, %115 security-pack version 5%} 3 [ Package-Versfii. A< 223
ASA MGIFEFT R 3.

i
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2110-pri /firmware # scope auto-install
2110-pri /firmware/auto-install # install security-pack version 9.8.3

The system is currently installed with security software package 9.8.2, which has:
- The platform version: 2.2.2.52
- The CSP (asa) version: 9.8.2
If you proceed with the upgrade 9.8.3, it will do the following:
- upgrade to the new platform version 2.2.2.97
- upgrade to the CSP asa version 9.8.3
During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes
Triggered the install of software package version 9.8.3
Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
2110-pri /firmware/auto-install #

g) SEFFHUSE IR A ) (5-10 738D .
HAR FXOS B8, (HEVIRTEAR ASA A3l (5 28D « %, HERER

N

el
=
7

2110-pri#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11, FLAG="'
Cisco ASA starting

Registering to process manager
Cisco ASA started successfully.

[=**]

FRER/E R ERE YT
] FXOS CLI 8% Firepower HLA & #L 8% 2% 5 H/ 3 SRR T, CLSEIR AT HLFH 2% .

{# F Firepower #lFE B IR AR E /£ AMESEE
AT BT TF2 3 /6 T A 6 6 ASA SRERAL . 108 N BRI ML E A R4,

SR PSR AL T B B TE SR
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B = Firepower M E IR AR 3 A/ MR SRS R

a) IEEESEEE A L L, R WA (B TSRS RS BE
%)) ASDM.

b) IEFEAEEE > WEERE > #RERERLE 2, RN AHRAER.

o) fEfas bRy, Hitiks L ASDM fREFIES:.

PIR2 T4 Bt

a) I RHEBh 345 LY Firepower HULA B LSS

b) KIEFRGE > B#.
AT RAE S WU ErmT a1 36 .

o) siili EfRERR, MEBHENL AR,

d) AEREEXXH, FHRIFERE FAL AT,

e) i tfk,

P A s EARZINIAT . EARRRGONIHE s EARIRAS . S BT R RAE, SR )5 m i i
Eo el bALR, REa ABRAEMR e 8T

f) TR O R KA

g) R LIINE RS 2%
BOA RN IEAEINAH AT LR abR . ETHRLREIT AT, U554 21 Firepower HLATE FLds. RS
FOF TIPSR BRAER RAIKE, )54 REE K Firepower HUF T ELE: . HH5]
SRR LAT L 20 0%h. FHGIT )T, BREBGRR .

TR 3 PSR A AR ) B EIAE TR SRS . AE T BEAE LI ASDM H, RVGESE S > MBS
R > WrEEBE 1, REadngAaER.

ASDM ¥4 H 3l L Frdi i 204 Bh Be & b #2411 1P ik

P4 FYFE Wk
a) EFER)E KA LI Firepower HIFHE AT
b) WIKIEF RS > EF#.
A BT o HIAE B ml AR 51 3
c) mih bfREUG, M BETFENL AL B A
d) sEEH, FHRIGRERE LA
e) i tkfk,

P A LAEZINIAT . EARRRGORHE os EARIRAS . A tRILB TR AL, AR5 i i
Eo M AR, REa BARUEWUR K et .

) RdE AR A I FHER K

g) i LMfNEE kL 223,
BATRR IEAE B R AT RTEbR . FETHIOLRETTIRIS, 5% £ Firepower HUAT & HLEE . R4
HOF 51T, SR EER. BLAEERFREWE, RI5 4 HEE X Firepower FUFHE HLaT . FUHT5|
FPRRERLTE 20 735k FOFGIF)A, BORE RIS R bE
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{3 FX0S oUl Ak /= Aasse it I

SRS WRMBEFE BRI E N RS B @R s, EAISEIRE B LA S ATk
& WM AURGRCE A HIE s, T DL B i > e 4 % > MR 38 154 S i Al LA
PR B BRI SR

{4 FX0S CLI 748 = A/ A& b4 i

AT AT T2 3 3 SR FE XS 1) ASA IWEREL . v LA FTP. SCP. SFTP &{ TFTP 44k
AL ) F) Firepower 2100 #1545

UK
TR R G CEdk) BEH] SSH, #HB4B) ¥4 LY FXOS CLI.

IR 2 PN MRS A A i B TIE IR
a) M FXOS &#:%| ASA CLI.

connect asa

enable

NN RN = L R L R
il

2110-sec# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

asa/act/sec> enable

Password: <blank>

asa/act/sec#

b) A FANEE RS 2 A T e I TR EPIRAS .
no failover activegroup 1

no failover active group 2

i

asa/act/sec# no failover active group 1
asa/act/sec# no failover active group 2

c) A Ctrl+a, d LR [ FXOS ##il4 .

T3 Tl W&
a) fE FXOS #, #E A/,

scope firmware

i

2110-sec# scope firmware

FHR ASA 1@ & ASA 2]
|
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B rxos cu A A/ R R

2110-sec /firmware#

b) MR,

download image url

LA N B30 —, NIEAE S ARISCHHRE URL:
* ftp://username@server/[path/]image_name
* scp://username@server/[path/limage_name
* sftp://username@server/[path/]image_name

* tftp://server[:port]/[path/]image_name
il

2110-sec /firmware# download image tftp://10.88.29.181/cisco-asa-fp2k.9.8.2.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

o) ¥ TFEIIR .
show download-task

T

2110-sec /firmware # show download

Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.181 0 Downloaded
cisco-asa-fp2k.9.8.2.2.SPA
Tftp 10.88.29.181 0 Downloading

2110-sec /firmware #

d) UHRa R T (BTERE B, BRI, SFEFTRIFRNRAS.

show package

i

2110-sec /firmware # show package
Name Package-Vers

cisco-asa-fp2k.9.8.2.SPA
cisco-asa-fp2k.9.8.2.2.SPA
2110-sec /firmware #

e) RN,
scope auto-install

install security-pack version version
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{3 FX0S oUl Ak /= Aasse it I

7t show package #ittiH, 15 security-pack version 5% W] Package-Vers . HUAH4s 4
ASA WAL I BT 3.

i

2110-sec /firmware # scope auto-install
2110-sec /firmware/auto-install # install security-pack version 9.8.3

The system is currently installed with security software package 9.8.2, which has:
- The platform version: 2.2.2.52
- The CSP (asa) version: 9.8.2
If you proceed with the upgrade 9.8.3, it will do the following:
- upgrade to the new platform version 2.2.2.97
- upgrade to the CSP asa version 9.8.3
During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.3

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
2110-sec /firmware/auto-install #

) SR S EFTA S (5-10 704 o
HIRFXOS U& 3, (HEVRTEESER ASA JA5) (540580 o iH5M, HEERUFHA:
2110-sec#
Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BW90MEZR11, FLAG="'
Verifying signature for cisco-asa.9.8.2.2
Verifying signature for cisco-asa.9.8.2.2 ... success
Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11, FLAG="'"
Cisco ASA starting

Registering to process manager
Cisco ASA started successfully.

[.u]

PB4 PR AR B B A TR SDIRES
a) M FXOS & #:%| ASA CLI.
connect asa
enable
NN S S K
il

2110-sec# connect asa
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

FHR ASA 1@ & ASA 2]
|



FHR ASA 1% %55 ASA L |
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asa/stby/sec> enable
Password: <blank>
asa/stby/sec#

b) AL R RS AR B e A BRI T BRAS
failover activegroup 1

failover active group 2

5

asa/stby/sec# failover active group 1
asa/act/sec# failover active group 2

c) fiN Ctrl+a, d LLR[F] FXOS ##5 .
PIRS TR T &
a) JEREHIG O k) s SSH, #ERERI L ¥4 LY FXOS CLI.
b) HEAFEFR.
scope firmware

5

2110-pri# scope firmware
2110-pri /firmware#

¢) MEHEA.
download image url
LN B3 —, NIEAE S ARISCHHRE URL:
* ftp://username@server/[path/]image_name
* scp://username@server/[path/limage_name
* sftp://username@server/[path/]image_name

* tftp://server[:port]/[path/]image_name
EUE

2110-pri /firmware# download image tftp://10.88.29.181/cisco-asa-fp2k.9.8.2.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

d) ¥ FEGERE.
show download-task

5

2110-pri /firmware # show download
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2

{3 FX0S oUl Ak /= Aasse it I

Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.181 0 Downloaded
cisco-asa-fp2k.9.8.2.2.SPA
Tftp 10.88.29.181 0 Downloading

2110-pri /firmware #

LA MR (BTERE N, R, BRI S .

show package

5

2110-pri /firmware # show package
Name Package-Vers

cisco-asa-fp2k.9.8.2.SPA
cisco-asa-fp2k.9.8.2.2.SPA
2110-pri /firmware #

LR
scope auto-install

install security-pack version version

7 show package i, &5 security-pack version 5 %} W 1] Package-Versf{ii. HLAH4s 4%
ASA WG IHEH E 8.

5

2110-pri /firmware # scope auto-install
2110-pri /firmware/auto-install # install security-pack version 9.8.3

The system is currently installed with security software package 9.8.2, which has:
- The platform version: 2.2.2.52
- The CSP (asa) version: 9.8.2
If you proceed with the upgrade 9.8.3, it will do the following:
- upgrade to the new platform version 2.2.2.97
- upgrade to the CSP asa version 9.8.3
During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes
Triggered the install of software package version 9.8.3
Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
2110-pri /firmware/auto-install #

SRR SRR B (5-10 5350
HAR FX0S B4 )ns), BEJMRFIEAR: ASA B35 (5048 o &%, HEDR

!
s
z
b
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. FH2% ASA 5500-X. ASA [E#l. ASASM = ISA 3000

2110-pri#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2 ...

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11, FLAG="'
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

[=**]

PER6 WIRMIEHEB AN E T ASA preempt iy4, W TEIR S, EATAEISRE s LAz B

A RS A R BLE preempt 74, AT LUER: ASA CLI H-1£ 1] failover active group fiy
L, 2 AEFRE B DIRE N TESPIRAS

7+ ASA 5500-X. ASA [E#l. ASASM i ISA 3000

A SCRIA e Ry s W A B B AR B U R R S ASA 5500-X. ASA FEFL. ASASM 5l ISA
3000 [¥] ASA 1 ASDM F12k .

FTRIRIIRE

{5 A CLI A4 1k

Sk
]

1§ ] CLI 8% ASDM F+Zaph 7% 45 o

R

AREB - F 0] 2% ASDM Fl ASA W%, DU AR F+4 ASA FirePOWER #id,

Fi&Z 8

HWREPAEH FTP. %7 TFTP. HTTP i LRS- #3255, 15S 00 ASA 42 %11 copy w4 .

i

TERFBL EXEC BN, #5 ASA BAF S 2N A7
copy ftp: /[ P [: 1@k 55 25 [/ 12 ]/asa_image_name diskn:/[#4%/]asa_image_name

i

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.1/asa-9-12-1-smp-k8.bin
diskO:/asa-9-12-1-smp-k8.bin

F ASDM WG SZ I EI N A7
copy ftp:/I[[ /' [: %15 @) 45 %% [/ 4% ) /asdm _image_name diskn:/[#4%/]asdm_image_name

A ASA &S ASA EHL
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i
B

= cugmarigs [

TP

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.1/asdm-7121.bin disk0:/asdm-7121.bin

V7 1) 4 R B AR
configure terminal

TP

ciscoasa# configure terminal
ciscoasa (config) #

B MATRCE R RS (s 4 1) -

show running-config boot system

ASA SEHRIT AL WA QRS — DMWEATT ], WAL~ g, DAUSHE. ARELESIR T
PRI ABTIR URL; SR BRI GRS R, DAUMBRIT A B 4 H PR 5 800 B%
Jv s U4 A B £5 URL

Tl

ciscoasa(config)# show running-config boot system
boot system diskO:/cdisk.bin
boot system disk0:/asa931-smp-k8.bin

TR AT BAT 1) 5 | SR E,  DUERREHT 1) 5 | S B A B i
no boot system diskn:/[#1%/]asa_image_name

TP

ciscoasa(config) # no boot system disk0:/cdisk.bin
ciscoasa(config) # no boot system disk0:/asa931-smp-k8.bin

4 ASA WHEWCE AT FBUER CEENI ARG
boot system diskn:/[ % 1%/]asa_image_name

URBEWAR AT I, T ST (AR f 46 R AT B & Biltn, T LU ran A LA IR
NS

il

ciscoasa(config) # boot system disk0:/asa-9-12-1-smp-k8.bin
BCE LT ) ASDM Mg CHEHI EAR D -

asdm image diskn:/[#42/]asdm_image_name

T RERC B — NI ) ASDM BRS, AT REAN T S S0 I R B AT TG

TP

7% ASA i &3 ASA =1L I}
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B =5 asom kit B A G siR &

ciscoasa(config)# asdm image disk0:/asdm-7121.bin

LIRS KH B E R R A BN
write memory

S FHINZ ASA:
reload

LIE10 WIREET ASA FirePOWER #ibe, 1545H ASA REST API, 75 I T4 I8
no rest-api agent
1A AZE T2 e o8 A e

rest-api agent
IR WA IZAT ) & FirePOWER bR 6.0 R =i A, 1) ASA 5506-X RVIASCFE ASAREST
API.

$B1 T4 ASA FirePOWER fik.

{2/ ASDM M ZKithit BALFARIR IR &
(P A B R BITHR B T, DA WLR SO AL AL S A7 SO RYER T ASA.

UK

FEE1 (T ASDM MG L, KIKEF TR > AR BN ARG
ARG Bos FHRER X AE

P2 NELRRIBRE M dL ks ASDM .

P  (EARMIHERE BT, SRS AR ST LA S PC BRI

B4 ERAFEXHRERETED, sl SEIRELUE RN R AR H s st
$E®S il EfERE.

AR FE AT RE T B A B
PIE6 RASHREEIIURBRCE ) ASDM BYR . riidiZ.
$IBT] RSN EIE T ASDM RGN E . SiHAE.
B45IBH Upgrade TR JF&: A9 ASA b2 )G, K ORAFICE I 3% H: 3] ASDM.

w8 HE LMV, WELEMBRG N IR IERE ASA, Bt n] DU TRy AR A SO R
B9 KKIEHFTR> EFMBRFLEFINE ASA.

ARG Won e 1, ORI el B .
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TIE12

{# F ASDM Cisco.com [5) SH I 7% & .

a) MiTEHRMEFMRFEITERE PIEZE BOA) .
b) EFEHPOMBI A (B, BRINE Now) .
¢ siditXIEFNE.

FOFTINEITAG )G, ROK BoRERMBIRSE L, fos IEAERITERINE. REUEHERME TR ASDM
OB

£ ASA T n#& 5, i ASDM.

T UM ) 5 v RS OB INAOIRAS, ] LSS Lo b, IF 2] ASDM EIT3ER:,  HLAIK
e

WIRE T2 ASA FirePOWER fiibk, il kF TR > 4S1T5RE, RJA%A norest-api agent L%k
H ASA REST API.

WIS AZEH] REST API, ASA FirePOWER FRERFF 08 45 R Mo 488 0] LAE T+ 5058 e e

rest-api agent

IR WA IZAT ) & FirePOWER BB 6.0 LR =i A, 1] ASA 5506-X R VIASCFE ASAREST
API,

F4% ASA FirePOWER fibt,

= F§ ASDM Cisco.com [@) S FH 2 Jh 37 1% &%

Cisco.com [a T B FHRER M T HAVHECKE ASDM A1 ASA 5l T2 48 BB A AR «
FERET G, AT LT LU 445
o BEFF ASA MG SCHER/EE ASDM W% SCAELIAT T 2% o

N

IR ASDM & GO IBUERRA, R S G SR A S . i, o JuE
F49.9(1), W N AAESE9.9(1.2). IXETUMIAT N, BB LLAkLEAT
PRI T2

« BRI

o NECAEZAWIR, JFEEAT A

© BR LRIV

© WERZRRISE R, BTN ASA LURAFBCEIF5E T 4

7% ASA i &3 ASA =1L I}



FHR ASA 1% %55 ASA L |
B =5 Asom cisco.com S A BB iR &

FHia Z |l

T A, B AR ASDM 7.10(1) S B i fiAs s shah, wFmffar 42 ok, S sl
F ASDM 7.12(1) B¢ 5 i A LLTF22 5] ASA 9.10(1) KX SifiliA. T ASDM i) J5 2558 .16 ASA
fA, DRI EETT AT ASDM, ToieHEE1T M ASA A .

UK

P11 KUGEHET R > % ASA/ASDM E#Hi.
R, N CRE” YRR,
Z Y5 i or Cisco.com BHAIEIERHEHE .
P$E®2  Hi Cisco.com P & FIE R, X5 At Logine
AY¥ Wor Cisco.com FH& 185

pE AR HITHR, RGOK i e, R EIR 1A T

TEI  AET—T R g
RSN B YT ASA BRA R ASDM FRUAS .
SIE4 T ASA AR ASDM A, AT T S 5%.

a) fE ASA X, EPARBILLEMNE, RGN FRFR P EFETH ) H AR ASA JAS
b) 7E ASDM DXk, L FHERBYEILHE, RGN F a3 ik FE 21400 H b ASDM A .

PSS Nl %, WraEENERE.
HE6  IERAELL NI

o U NI SO IERTY ASA WG SO/ FN/a ASDM A% SCAH .
o T AR SO IERIT) ASA WA SRR/ ASDM A% S
o UIEFIEMI ASA J5 shf .,

PR1 A%, JHRTH k.
e, T DAETH skt b AR FOIR A
RN o R bEAE, SLh R R, WIS ORThERIKD .

S8 WIRTHY i, h TATHRA R, &k Save configuration and reload device now &% HE
KE B3 ASA, )5 EHH5) ASDM.

SW  FUESERL SEHNS, AERIE I
R WETHEF T AR (D SRR R S

SIE10 £ ASA TG, FJH ASDM.
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el |

ST LS ) & o RS A OB INBCOIRES, BT LR LA p, JF Sl ] ASDM HEAT I, EL2IK
o

W R BT ASA FirePOWER #idk, 1l k#TE > 4$TRE, AR5 norest-api agent LA%E
JH ASA REST API.

W R AEER] REST API, ASA FirePOWER BT84 M. #50T LLZETH 2 5038 A e
rest-api agent

P21 IR IZ AT I /& FirePOWER A 6.0 BT A, U ASA 5506-X R YA ASAREST
API.

$1E12 F+4; ASA FirePOWER Hith,

THER E R IE R TE 5

] CLI 8 ASDM F+ 25 & /4% S e 5 %F,  DLSEBLZASHLTH 2

&£ F CLI 72k £ /& A8 e 7% 3

N
8

LT & TSRS, AT D8R,

FiaZ /i
o AEF WA EHATUL R DR, 6FF SSH Vi), iHIERES T 1P s, TS E& A It 1P
Hodik. MiERF) CLI N, WA ASA #URFTfC MR EIRA, B LIEE ASA #RFFLL

BRSIEHAS RS (A sl B i), XTI ISR B4 . 1S [ prompt
. B, A show failover dird, DIEFHIBIE KRS H (LR o) .

o JLFRPAEH FTP. X} TFTP. HTTP Bl 44528, 15554 ASA 4254 [ copy iy

76 A& R EXEC BN, K ASA P52 31 32 F & A7
copy ftp: /[ ] [: Z i) @) 45 25 [/# 15 ]/asa_image_name diskn:/[#14/]asa_image_name

IR

asa/act# copy ftp://jcrichton:aeryn@10.1.1.1/asa9-15-1-smp-k8.bin disk0:/asa9-15-1-smp-k8.bin

RSB B8 B A DR E 15 3 T B A R ) i A

7% ASA i &3 ASA =1L I}
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FHR ASA 1% %55 ASA L |

B =73 cungsmismuEgs

failover exec mate copy /noconfirm ftp://[H] F'[: Z 5 @]k 55 #% [/ 17 /asa_image_name diskn: /[
f#/asa_image_name

IR

asa/act# failover exec mate copy /noconfirm
ftp://jcrichton:aeryn@10.1.1.1/asa9-15-1-smp-k8.bin disk0:/asa9-15-1-smp-k8.bin

¥ ASDM WA &2 48 = I e 4 I A7
copy ftp: /[ [ % @)K 45 2% [/ 45 )/asdm_image_name diskn:/[ 4 1%/]asdm_image name

Tl

asa/act# copy ftp://jcrichton:aeryn@10.1.1.1/asdm-77171417151.bin disk0:/asdm-77171417151.bin

K ASDM WS il 246 et WA DR SR E 55 3 T B A AR [A] (R 42«

failover exec mate copy /noconfirm ftp://[[FH )7 [: 18] @] IR 45 23 [/ 442 ]/asdm_image_name diskn:/[ %
f%/1asdm _image_name

i

asa/act# failover exec mate copy /noconfirm
ftp://jcrichton:aeryn@l10.1.1.1/asdm-77171417151.bin disk0:/asdm-77171417151.bin

WERGCHHORAE T A R B, V7R 42 R Rl B R

configureterminal
WoRHETCE R R SR (B 44 -
show running-config boot system

TP

asa/act (config) # show running-config boot system
boot system diskO:/cdisk.bin
boot system diskO:/asa931-smp-k8.bin

ASA LIRS s QR AW AT, WAL g, BAOSHE. AREESIR T
HR A AT URL; 2B K VRAR A S —AIR, MR A Ia % H, RS 820 B
JIr s U4 A B8 URL

IR T A 85 SR BCE,  DUMIRRERT ) 5 | SR AE A LA -
no boot system diskn:/[i#4%/]asa_image_name

Tl

asa/act (config) # no boot system disk0:/cdisk.bin
asa/act (config) # no boot system disk0:/asa931-smp-k8.bin
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= cu A =R maEis [

¥ ASA WHEWCE AT FBUER CERI ARG -
boot system diskn:/[#1%/]asa_image_name

T

asa/act (config) # boot system disk0://asa9-15-1-smp-k8.bin

R IEARANET T, T ZAL ] (AR 46 W RS AT B & B, femr DU dan A AR IR
N[

WE AT ASDM g CEENI EAL LG -
asdm image diskn:/[#12/]asdm_image_name
-

asa/act (config) # asdm image disk0:/asdm-77171417151.bin

ELRERCE — N EATH 1) ASDM WL, RIS AN 7 225 BRI A e

B BT 2 A B E

write memory

BEg TR AR = Pl Ly e | S 7 -

G RIEE 2. ASA FirePOWER #itl, 1525H] ASA REST API, 75 UIF-Z0K: 28

no rest-api agent

FF48 45 % 4% F 1 ASA FirePOWER #ie,

%}F ASDM 45 FE ] ASA FirePOWER #ibt, 15K ASDM B34 H &8 1P Huhik. 2545 TH4 58 il

FHTNBA TR, DM Sl
failover reload-standby

S A R U £ SE N ER . 1] show failover v A 1A £ FH B4 b T8 I 48RS

SRAT EESK B W A R RS R 4 1S o

no failover active

RIS M SSH 251G P Wi T L, 1 FOHTERS 3 1P Mokl (B T8 = F/BLRT I 2 e s )
TH2% LLRT = F % 4% LK) ASA FirePOWER #53,

XFF ASDM 4 PLI] ASA FirePOWER #ibl, 15K ASDM i He2)4 H B8 1P Huhk, S5RF 58 .
EFTI B L, T Lhar EH S Bm&HKEE) .

failover reload-standby

T

7% ASA i &3 ASA =1L I}
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B =5 asom s m e ABUs AR

asa/act# failover reload-standby

HR L WSUEREILTR LB R AL, RO reload fr 4k TR IELANG 19
g3

£ F ASDM H 2% £ F/& s FE 5 # 7

S S
8 S8
N =

Qe

Sk Sk
o S8
- W

N
5
(2, ]

LIPS X, W AT LR 2P 3R

FiaZ |l
¥ ASA Fil ASDM MAGSUE EA AT BEVHETHL L

UK

IR &M TP Hhht, 7E45H w4 LR35 ASDM.
EF ASDM N HE HH, RKEHFTIR > NARHITEN ARG .

ARG WoR TR A .

ME _EERRRIG T fr 513 ik s ASDM .

TEARHSC B8 1Z (Local FilePath) B, A AFE ) THRN L SO A A%, Bl o ) B A 3 32
4 (Browse Local Files) {EvHH AL H A ki A

7E Flash X & 458812 (Flash File System Path) B, #ANNAF RGN AR, o0 fidin b
Flash (Browse Flash) 7f Flash S &4 A #k H 5l S0+

it EfRRE . AL R ] RE R EEE A B

RETERN R MG E ) ASDM WUZ I, Tl d (No). #&4viRH Upgrade T.H.

RSP, WE_EERIMEG s E ks ASA,

M RGN KGR ASA BIEES, AUl & (No). 4B H Upgrade T.H..

W ERER 1P Mk, K ASDM IEHERIFH W%, RIEMH S T& H s & R SCHr &
f# ASDM #1t,

YAGPRN NG ZWUR % E O ASDM BRI, M2 (Yes).

RGESPRNEIB T ASDM FHRAFRLE . fUhEARE. BB Upgrade TH. JEE: 7ETH ASA K
PRz )G, R ORATFIC B I B8 N2k ASDM.

A5 % B A AR R SO & LA ASA B Ao

MRS I ZIR S ASA BRET, il (Yes).

RGBT N ASA UAFRDEG . SidifE. iR Upgrade T H.
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et r el |

ri TR ERREFEE bR, SRR .
XL SR B B R A AR A B L

IR E T ASA FirePOWER #tR, 1B TR > 4$TRE, AJ5%iA norest-api enable A4
ASA REST API.

IS A2 H REST API, ASA FirePOWER fHe Tt 2425 2

T % ¥ % %) ASA FirePOWER fe,

¥ ASDM 2] ASA FirePOWER ik, 5K ASDM &34 &3 IP Huht. SR 5e ik
Ji, ¥ ASDM &[0 F %45 o

AR ik £ U545 (Monitoring) > /B 1 (Properties) > #BE4E# (Failover) > K 7S (Status), #RJ5 Aiidi
EIMEEA (Reload Standby), &b & ¥ 4% .

FAERGE B RGH,  DUWE 3 4% FH B 4% f] sk 87 N2

FOFT N FH AT, o) 32 B AT MO e 7 e F ¥ee%, 70500 R BE4E (Monitoring) >
B4 (Properties) > #FEEEFS (Failover) > K7S (Status), SR )5 Miidii& & (Make Standby).

ASDM ¥f A sh I HrdE e 25 E W&
TH2% LT 3= 1% % i ASA FirePOWER £k,

%t T- ASDM 45 FE[K) ASA FirePOWER #iHt, i ASDM ¥ 54 [T 4550 1P Hbb. 4545 TH20 56 ik
J&, ¥ ASDM HEF R 3 HI B4 o

FHNE CGor &M, 5kl k£ I54E (Monitoring) > B 14 (Properties) > #f&E45% (Failover) >
K7 (Status), ARG ridiEFHMEBEZ A (Reload Standby).

TtER £ /£ A4 3

{81} CLI 5 ASDM JHE Y/ A ik b e B 0, ASEIL AT LT 2%

£/ CUl AR £ F/E BEE B3t

LT /B R OB P I 6 B, AT LR P ER

FHIa Z Al
* EEB R EPATIXEPIR
s FERGPAT A AT L DR

o WLFRPAEH FTP. X1 TFTP. HTTP sidLAbiR45452K4, 52 ASA 4 2% 1 copy fir

£

7% ASA i &3 ASA =1L I}
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FHR ASA 1% %55 ASA L |
B =5 cusngEmEmumts

UK

TR AETERATRBEXEC BN, K ASA B0 247
copy ftp: /[ F[: %1 @1 IR 45 %[/ 15 ]/asa_image_name diskn:/[#4%/]asa_image_name

il
asa/act/pri# copy ftp://jcrichton:aeryn@10.1.1.1/asa9-15-1-smp-k8.bin
disk0:/asa9-15-1-smp-k8.bin

BIR2 KB RN IE IR E S FE R A E B A

failover exec mate copy /noconfirm ftp://[[JH /[ %15 @] 45 2 [/ 1% 45 ]/asa_image_name diskn:/[ 4
f%#/lasa_image_name

i

asa/act/pri# failover exec mate copy /noconfirm
ftp://jcrichton:aeryn@l0.1.1.1/asa9-15-1-smp-k8.bin disk0:/asa9-15-1-smp-k8.bin

PR3 K ASDM WG 2 L& N A7
copy ftp:/I[[J1 /7 [: B H1 @)K 45 45[/i% 4% )/asdm_image_name diskn:/[7%/]asdm _image name

IR

asa/act/pri# ciscoasa# copy ftp://jcrichton:aeryn@l10.1.1.1/asdm-77171417151.bin
diskO:/asdm-77171417151.bin

P4 K ASDM WHR R HI BB beaerhs S5 dioe 5 LB Al R R 45 -

failover exec mate copy /noconfirm ftp://[[H /' [: %t @] ik 55 2% [/ 14 12 /asdm_image_name diskn: /[ i
f%/]lasdm _image_name

T

asa/act/pri# failover exec mate copy /noconfirm
ftp://jcrichton:aeryn@l10.1.1.1/asdm-77171417151.bin disk0:/asdm-77171417151.bin

PES  WCRECHRTR T 2 R A, U5 ) 2R R R

configureterminal

FEE W HATEERRSIPIR RZ 4D -

show running-config boot system

Tl

asa/act/pri (config)# show running-config boot system
boot system diskO:/cdisk.bin

A ASA &S ASA EHL



| 4 ASA g &5 ASA il

Ni
3B

fEm cu s Em/ERsEEEy ]

boot system disk0:/asa931l-smp-k8.bin

ASA AEHRIT A WA QRS — DB AT, WAL~ Bg,  LAOSRHE. ARELESIR T
PRI ABTIER URL; 2R B K BRI R, DAUMBR T B 2 H R 5 800 3%
Jv i WUy A B £5 URL

IR BT AT ) 5 1 R EC R, DMK I 5| WURAE b B A
no boot system diskn:/[i#4%/]asa_image_name

i

asa/act/pri(config)# no boot system disk0:/cdisk.bin
asa/act/pri(config)# no boot system disk0:/asa931l-smp-k8.bin

¥ ASA WHBWCE AT TBUE CRENI AR RZD -
boot system diskn:/[ % 1#/]asa_image_name

IR

asa/act/pri (config) # boot system disk0://asa9-15-1-smp-k8.bin

USRI AT, R SR PO FE T 46 0 WA TE ST S A% o 0, 4 LT N B AT
IR o

BCE AL ) ASDM Btg CRERI_ EAR IR -

asdm image diskn:/[#%1%/]asdm_image_name

IR

asa/act/pri (config)# asdm image diskO:/asdm-77171417151.bin

AR E — T ASDM W%, DI AT ZOE IR A T E .
KB v B R AT 2 R B BC

write memory

IXUEWEE B ey A SR A7 B A B ek L.

W REEELTH 2 ASA FirePOWER #i8, 1545 H] ASA REST APL, 15 U TH0R 2RI
no rest-api agent

RPN W BR AL 2 AE % LA TR B IR -

failover active group 1

failover active group 2

TP

asa/act/pri(config)# failover active group 1

7% ASA i &3 ASA =1L I}
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B =5 asom s m /E Asrs s AR

SIE18

asa/act/pri(config)# failover active group 2

-t Bhi% 4% F I ASA FirePOWER Hide.,

X+ ASDM #HE 1) ASA FirePOWER 55, &K ASDM @RI 1 5 2 14 S H 1P My
hko ZERFTFHE

FHTMBAH BB, DM Bl
failover reload-standby

AP D B SE &, A ] show failover fir & i\ AN UL AL 20 9 40 T 4% Rt e RS
SIRAT BRI R e A2 AR Al ) o B iE BIR -
no failover active group 1

no failover active group 2

TP

asa/act/pri (config)# no failover active group 1
asa/act/pri (config)# no failover active group 2
asa/stby/pri (config) #

R SSH 2 if TP Wi P, W TR 2 s 20 1 1P Mol (B FafiBhig s b o
FH4% £ %4 1 ASA FirePOWER #idk

T ASDM & HE ¥ ASA FirePOWER #ile, 5 ASDM EHERIMIEF L4 1 8% 2 14 A& FE 1P Hy
SERF TR 5E K o

PN B
failover reload-standby
B LE

asa/act/sec# failover reload-standby
iR IR CERER TR G mE, NMEChA reload T4 R FHTINE T B .

&P RE AN SSH 23 il th W7 T i 4% .
WER AR AR E T preempt a4, W S RERIE A, EATRAERTR € W B A EIRE.

{& ] ASDM 7+4& £ Fl/ £ R 42 5 4

LT /B AT R O B P A 5 e, TEHRATEL T IR

FHIa Z Al
* FERGPAT A HHATEL TR DB

A ASA &S ASA EHL



| 74 ASA & &5 ASA

. o
¥ g

i
N =

& AsDm 7= /= A rsis i

* % ASA Fll ASDM WL TBUE AEA HWE BEV T HHL L
pUk:

W B MR AL 2 2 v I, S E) W& B)S 3 ASDM.
fEE ASDM W I, MIKIEHTR > WA B ARR Y.

ARG Bos FHR AR RTHTHE

ME EAZRIBRIG 512 P iLE s ASDM .

TEARHE ST 3512 (L ocal FilePath) ‘7 Betr, HAFR [mvH LA SO A I A%, B8 5 o ) BT A 1B 3T
% (Browse Local Files) & PC W &3k 0t

£ Flash XX & 4ti%1% (Flash File System Path) 7BtH, M AN IR SN AR, 808 sl be
Flash (Browse Flash) 7& A ££ 30 R 48 A 4k H el st

mir EFRRR G, AR IR T RER EA BT

RGPS R R B ASDM VA, miii & (No). #<3iBHY Upgrade T H..
A ERAPIR, NE EFRIRRIE Fh s hikeE ASA.
MAGIR B BER B E ) ASA WHRIN,  miidi& (No). i4viR i Upgrade T H.

WL ERE R R AR 4 1 TP B 1P bk, K ASDM iERE R 384k, IRl A BY B & F BT R AH
Al SCAFAL R A% ASDM 8 AF .

N RGN ERAZIB R E Y ASDM BHE I, 2 (Yes)o

RGP iR 1 ASDM R E . mMii#BE. W<iBi Upgrade TH. JE&E: 72714 ASA
PR J5, TSR ORAFIC BT 58T 4. ASDM.

AP 5 Al B v A AR R K SR B A% ASA R A

N RGN ERAZIG I E ) ASA BRI, 2 (Yes).

RGUK PR IEE PN ASA LMD . rihiE. &R Upgrade TH.

mir TR ERRTFEIAR, ORAFBCE S

XL S AR ) B b Al IRAT

W EETF S, ASA FirePOWER i, HIEHTHR > SiTRE, A5 A norest-api enable LIZEH]
ASA REST API.

R AZEH REST API, ASA FirePOWER FEHTF2204 25 2 U

i ik B¢ M4 (Monitoring) > #PE%EF8 (Failover) > #F&E56#540S (Failover Group #) (M ¢S 2
WERE A L RA NS A NS I ATgAER (MakeActive), 8 PIANME A 20 75 - ¥
% EYA TG B E

T % _E ) ASA FirePOWER Hi,

7% ASA i &3 ASA =1L I}
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B 7 aasass

T ASDM 453 [#) ASA FirePOWER b, 4 ASDM i B ks B 41 1 5%, 2 ()46 145 20 1P My
fbo SERETHASERUT, F ASDM BRI WA

F$EBA6 FHNEE S, JEk: PR (Monitoring) > #FE4EF (Failover) > &4t (System), AR5
M EFHMEFH (Reload Standby).

TRFFAERGE AN L, DA HBY B N2

ST MR &ES)E, B kSR (Monitoring) > ¥IFE4E# (Failover) > #IBE4E#54E S (Failover Group
#) (LRSS EE BB 2B RS MR A g S I A& h& A (Make Standby), {4
AN MRS AR B e 4 LR Fis sk .

ASDM ¥ H &) FHr iE R 25 ) % 2% LR e 4l 1 1P Motk
S8 THF ¥4 LX) ASA FirePOWER i3k,

%FT- ASDM 4 i ff) ASA FirePOWER #ibt, 156 ASDM 43I Mt 20 1 58 2 12 T BE TP b
hbo SR THE RS, B ASDM 32 R4 Bh ¥ 4% .

FHI19 EPnd T, il RIS (Monitoring) > #ifE4ER% (Failover) > &% (System), RJa i
HEFME &R (Reload Standby).

L2 WM E Y TR, IR S, TSR e B E A ISR
A, ASDM ¥ AN H B iER2 £ d4 LR Rs 41 1 1P ik,

H2% ASA 8%

1§} CLI 5{ ASDM F}2¢ ASA 8, LISzl EIEHLFLK.

£ CLI #2% ASA &2
FTH e ASA SERETP BT E &, IEBUTUL N BB R FTP. X TFTP. HTTP mi HAb R
Zos M, TEZH ASA ti S copy .
Fri&aZ 8

o FEFSHIIT EHATIX D IR, i R IEIE E T2 ASA FirePOWER #5Ee, 5 HEAE A 6 20 1T
LV EEH G 5 ASDM. 1] LK ASA JRORFFILE 0 BRI S FUIRES (bl st ) X
SUfE BT B TR ORI H bR 45 . 152 prompt fv4 . BU#, i show cluster info fir%
I E R G WA,

* R AUE PRI B i 1 ARSI IZRE CLI R i T siZE 4R
« XTF 2R RE, FERGIIT A W AT LU PR

i

P FERFBEXEC BN, R 0 L) ASA BPF I BIZRE - (K B A B4

A ASA &S ASA EHL
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cluster exec copy /noconfirm ftp://[[H 7 [: %] @]k 55 %+ [/ 2% 12 )/asa_image_name diskn:/[ %
f#lasa_image_name

IR

asa/unitl/master# cluster exec copy /noconfirm
ftp://jcrichton:aeryn@10.1.1.1/asa9-15-1-smp-k8.bin disk0:/asa9-15-1-smp-k8.bin

TIR2 K5 ASDM MRS B B ARME T 1P B

cluster exec copy /noconfirm ftp://[[H /7 [: % i @]k 55 5[/ 12 )/asdm_image_name diskn: /[
f%/1asdm _image_name

i

asa/unitl/master# cluster exec copy /noconfirm
ftp://jcrichton:aeryn@l10.1.1.1/asdm-77171417151.bin disk0:/asdm-77171417151.bin

PRI R HTARA T2 )RR B, AL RI; )i
configureterminal

i

asa/unitl/master# configure terminal
asa/unitl/master (config) #

FEA  EaMERER SRR RE 4D .

show running-config boot system

T

asa/unitl/master (config) # show running-config boot system
boot system diskO:/cdisk.bin
boot system disk0:/asa931l-smp-k8.bin

ASA FLHIZRMPAE IR s WEREE —AWURA AT AL, WAL — g, BAOSRHE. ANREESIR T
PR KIS URL:  ZERORT BB IR & 0 88— Mg, A ZRUMBR BT A IR 45 H  FRARER o 2 R 4
Jv W4 A R £8 URL

LIS MERAIA RG] PR ECE, DUERET 5 2R E D H ik
no boot system diskn:/[#1%/]asa_image_name

i

asa/unitl/master (config)# no boot system diskO:/cdisk.bin
asa/unitl/master (config)# no boot system diskO:/asa931-smp-k8.bin

WIER6 R ASA BURBCE N 1 SR CERI EAL UG -
boot system diskn:/[#1%/]asa_image_name

FHR ASA 1@ & ASA 2]
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TP

asa/unitl/master (config) # boot system disk0://asa9-15-1-smp-k8.bin

TR AR AT T, 50 S T AT AT £ A WR R PAT A& o i, SmT RUEEE A LRI
Ry o

$BT  WEEEHK ASDM WG CERI_EAL KR .
asdm image diskn:/[#4%/]asdm_image_name

TP

asa/unitl/master (config) # asdm image diskO:/asdm-77171417151.bin

T RERCE N EAEHI ) ASDM MRS, AR AN E 50 ER B AT IC .
PERS  RBRE R R AN

write memory
UL E B ey B3l AT 2 ks T
PR WIREZTI ASA FirePOWER #5i8lt, 1545/1] ASA REST APL, 15U ASA FirePOWER FH T 40K 2k
.
no rest-api agent
S0 WA BT T ASDM FF 1) ASA FirePOWER #55t, 3t 206 ASDM B2 8 4 3 1P Hubik,
PR e 0 B 65 e 1 TP k.
show running-config inter face management_interface id
il M E 1 cluster-pool #44 F5
show ip[v6] local pool 144 ¥
T ARG 1) 1P Hiuhik o

T

asa/unit2/slave# show running-config interface gigabitethernet0/0
|

interface GigabitEthernet0/0

management-only

nameif inside

security-level 100

ip address 10.86.118.1 255.255.252.0 cluster-pool inside-pool
asa/unit2/slave# show ip local pool inside-pool

Begin End Mask Free Held In use
10.86.118.16 10.86.118.17 255.255.252.0 0 0 2
Cluster Unit IP Address Allocated

unit?2 10.86.118.16

unitl 10.86.118.17

asal/unit2/slave#

A ASA &S ASA EHL
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emcu g asa gz [

$EBEN TP IEYIC.

RN, R T R IE Z T ASA FirePOWER B, W AR T E T2 ASA
FirePOWER #i4t, ASA FirePOWER P27 1] L s KRR L8> ASA HOFT Ina i ik g #8n] DAE AT
XU P I 3 A S e s G 5 ASDML. WG IS TEAL T 1) BT Pl Gt 11, A] LI R 44 15
il ASDM, WIR]HeF5£48 FH ASDM 1M A2 45 6 o

TR FETH R, V2048 FH cluster master unit iy 2 S P AN B0 S As sl o, 5
W) ] fi S 20 R0 2% 322 o2 A SR RS AT S I ) R0, 8% DA 5 TH 5 J0 3 2 B A5 Bl .,
SR 2k I R DU DR 2 iy s i B e MU stk 305 158 1 428 11l T

R AHIT ASA FirePOWER 18 45 :

a) (EFEHIRIC b, BEEAFRBALRK, A cluster execunit ?, 4 A\ show cluster info i 4.
b) TP H G
cluster exec unit data-unit reload noconfirm

-

asa/unitl/master# cluster exec unit unit2 reload noconfirm

c) AR M JE Bt i Fd R
T R Fe I AR ROk, IS AN SR ST IR E ISR (KAWL S 7y
gD, REFN F—NMESAEENMT LRSS, EER RSB ET AL, A show
cluster info.

WMREE 1T ASA FirePOWER ALK ((EREEREEHE) -

a) EERER R ICEEI G L, AR EIEA SRR E R
enable

configureterminal

i

asa/unit2/slave> enable

Password:

asa/unit2/slave# configure terminal
asa/unit2/slave (config) #

b) AR,
cluster group name

no enable

ARAF IO A SEAETORT NN o SR . S 24 AR, DU e T Sl e 2 1k
SRIGANFF NN 5 BEv 6 N AXAE T A T A0 07 0 280 R 56 1 i A4 BT EORT I

RE

asa/unit2/slave (config)# cluster group clusterl

FHR ASA 1@ & ASA 2]
|
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FHR ASA 1% %55 ASA L |

asa/unit2/slave (cfg-cluster) # no enable

Cluster disable is performing cleanup..done.

All data interfaces have been shutdown due to clustering being disabled. To recover
either enable clustering or remove cluster group configuration.

Cluster unit unit2 transitioned from SLAVE to DISABLED

asa/unit2/ClusterDisabled (cfg-cluster) #

FELCEE B0 B TF ASA FirePOWER 5,

Xf 1 ASDM 5 PILIY) ASA FirePOWER BB, 1K ASDM 4% 2 85 2 Hiric [ 5™ 45 51 1P il
ST

BT B s ot .

reload noconfirm

XBES N Eitls BT iR A

T R DI AR E Nk, IS NS S AT I ISR (KAWL S
B, RGN N NS EERAT IR, A E R AAIN B INNERE, 15\ show
cluster info.

BRI EFHIT ASA FirePOWER 1AL ([FH ASDM) :

a)
b)
<)

d)
e)

2
h)

)
k)

¥4 ASDM 422 2 A N B £ 5 oc 1 B4 45 80 TP Mtk

WA R E > R&EES AT AN Bt > ASA S5 > £RRE > .

Bz i N ASA EEBEST AR,

TS T EAR AR, DUIBE e TR o B0 22 ORI F B N s s £ N ANAE i T A

BB RS 5 A AT BRI .

TV BUEIE PR E ASA SEBHEE L IEHE, IR ESTHERITE SRR E IO a0, A

ASDM #EE B BB . fEURMEOL T, EWMAER:, H A G a0 Evin CLL.

AR FLGHRRA ) ASDM ASZREFEIL R4 LARFHAERE; fEMktsm ™, WHEHIAE>®
SITRE TH, S iTriiicdl, REHA custer group % F% Al noenable. %
WLEER > @ BITHIER > 8 EEE > ASA &R h A B LR LK.

AR .
RGP TEIR Y ASDM. 4 ASDM TR 2IAH [F] 1Y 1P Hiudik: .
F+4% ASA FirePOWER Hith,

ST e B

{F ASDM 1, T EH > RFEEHME.
MEEFHMESM A REEITEE L.

ERAEICE; EXERETEHINE)G, EFEEEL i HER.
M RIEFRINE.

i A R4k T A .

MRS M 0t F e IR AE

A ASA &S ASA EHL
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e asom 7+ asA 2 ]

NG R ZSERI TR RS E oK, RN A LIS AT IR TR IR CRAT 457>
B RGNS EEPUT LIRS EAE R TR INAERE I (], i A
HIT I BETE > ASA B > SERERELK .
P12 TR T,
a) AEHLERE,
cluster group name
no enable
RZ AR 5 0l DUMELE SR 46l o oc H RS E B K.
AORAFICIC R A SEAE JOBT N2 R IS
FA TRV e E TSR (ERATRED USR] RER I bk 8 (12 ) 5ot .
5l

asa/unitl/master (config)# cluster group clusterl

asa/unitl/master (cfg-cluster)# no enable

Cluster disable is performing cleanup..done.

All data interfaces have been shutdown due to clustering being disabled. To recover
either enable clustering or remove cluster group configuration.

Cluster unit unitl transitioned from MASTER to DISABLED
asa/unitl/ClusterDisabled (cfg-cluster) #
b) fESLBE LT ASA FirePOWER i,

*FF ASDM & H#) ASA FirePOWER #itk, %K ASDM & 248 2 §iic F AR B3 1P Hubik .
FAERE 1P HuhEBIAE S8 TR i b o0, e DR 42 B 5 e A7 ml i ok G S oph p A 28 TP Mk 1B 475
I‘I:ﬂ o

ST
c) EF AR .
reload noconfirm

2 DURT R AT IR IR, B 1 B ot

{EF ASDM H45 ASA &£ Ef
Tt ASA EREPHIITH W4, WHATUL T P,
Fres Z Hi
o TEREHIRRIC PPATIX S SR, G B IR BT % ASA FirePOWER ##5e, 752 ASDM Vi RI& &
BT

« XF 2R RRE, FERGPIT A AT LU B

FHR ASA 1@ & ASA 2]
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B = asom st asa 5

Qe

Sk Sk
S8 3
(£,] =

N
&
(7]

QE

Qs

Sk Sk Sk
B N N
(1-] (-] -~J

=i
N
[—]

-—
—

S
S8 3

* # ASA Fll ASDM WG BB AEA H A BEV T HHL L

g2

MR B AR 1P bk, AEFEHIN T LR B ASDM.

b IP HUhEAR 28 J8 T BT

7E3 ASDM N H A b, ARIRIEFR TR > AR+ BN ARG
RGO s MR i BN AR IR R AE

AT EE PRI & (All devicesin the cluster) ik 4 .
REH TR TR AR G AE .

ME E L HIBRI& T 51 R ik $E ASDM .,
TEARHSCHEBE1Z (Local File Path) 7B, siiil ST A 34 (Browse Local Files) BAFT kA& 1AL
At

(A1) 7F Flash X R 1Z (Flash File System Path) ‘FBt 1, M ANAE T RE AT, B
il 5T Flash (Browse Flash) 71 AA7E A R 48 ek H s sk

BN OLT, e Bemise e A7 LR 4. diskO:/filename.

M R G, AL R ] RE T A Bl

RA PN IWUR B E J) ASDM WG, midi.

RESPONEIR T ASDM JHRAFILE . MTHE.

15258 H Upgrade T H. JEE: T ASA B2 )5, BRARERLE I EH N ASDM.

R LRLE, WELEREREG T hsE ke ASA,

s THEAF ERRTFEIR, ORI E T 2

XSO T 2y F B R AE BB TG

WL TERE > RSEE > S AR R > ASA &5 > £ R FAFME& I 5 IP Hy
Hl,  DUME S LLS AT LK ASDM. 4204 21 8040 507G

W BT ASA FirePOWER Bitl, i THE > &{TRE, AEHA norest-api enable LIS
ASA REST API.

WIS AZEH] REST API, ASA FirePOWER BiE TF 2501 2 5 e
SARLEAE L T

YEPE NI AR, BARE e T 50 BT 2% ASA FirePOWER #53t. ASA FirePOWER F2 /5 & K%

BEV/> T T4 ASA FirePOWER FRHIN K] ASA T8 In# 8.

P & FETHRLRE, IE70EH BE 15 > ASA S8 > SERHHE N Fa i p. T MK LTI 98 T S
TCRCH TR TG, 75 )2 30000 48 R e AN AR TR R 5 A G 1K) ) |31, 4 2 4 BT N 48,
JT A B 0, ARG kSt el FE DUA R N 1 w42 i B e IR b 3 3158 2 s e

A ASA &S ASA EHL
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e/ asom 745 asA 2% ]

R A 1T ASA FirePOWER 1R AL :

a)
b)
<)
d)
e)

e poT b, TR > REEHME.

Mg & s, S RouA R,

R RIE AN

T A o R AR S FOHT A

XHREAS A Bt T R R A

R EERIFERERGE PR, WA BR RIS PR ISR CRAFRE S 7
B, RGN T R ER AT LRI EAR A TR I SERE N ], T A A >
ASA &8 > ERHRE LK.

W REE#H T ASA FirePOWER R AL :

a) {EFEHRIC L, ERERE > RFEIE > S AR EM > ASA £ > RN A.

b)  EHFETLESE R, ARG AR (Deete).

c) riliRZF (Apply).

d) JEH ASDM, ARJElilERRE 2 HNC RV ELIP Holl, % ASDM & B .

e)  JI4i ASA FirePOWER #fidt,
SRR SE K

f) 7EASDM ', EHTHE > ZFEEFHME.

g MEFMEMARESTEE TIE .
WORANCE; ERERETEINEG, B FaHER.

h) A RIE#FHNE.

i) IE A R4k E I N

j) RS M s oo iR R .
B R IR IR AR T OR, TES AN AR E BT EN IR CRATEES
B, RIGEX R MNESEEPAT LR, ERE RS IR ISR, A M
1= > ASA B > ERHBE LS.

PAR S L TV

a) fEFHIFIC LR ASDM H, ERELE > IREEIE > 5 MR Bt > ASA 8 > R E

b)

¢)

d)

.
HU 2 H iR\ ASA & 8% (Participatein ASA cluster) RiEHE, RJ5 SR A (Apply).

KRG SPREIR T ASDM.

ZAERE 55050, DU FEFT 42 50 HUR AR E H oK

DSITISECHRIE S 8PN =¥ i 310 It S 90 Wk €1 I

TERRVE 2 A T SRAS BB TP ik, K ASDM HHTE#E I 2w (R i B oe .

AR TP ML LAE IR TR RO SR TC s G DART (R o)) e o HE SO ) PR TP bk HEAT VS

74
i;’l
10
£
I o

7% ASA i &3 ASA =1L I}
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B = asom st asa 5

e) J1%¢ ASA FirePOWER #id,
eSS SR
) KKEHTIER > EFHMBRSL.
g) M EHMINEMARFTITEE Pkl
HORAFICE : B BT NEUS, WHEAAH LS HER.

hy st EHNE.
i) UH Rl R RSN

ARG PR R ASDM. 76 AR IP Mokl B ASDM; 0Kt S5 e BB (R 45 1 B e

A ASA &S ASA EHL
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